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Justice Total
Votes

Majority 
Votes

Frequency in the 
Majority

Breyer 72 66 92%

Sotomayor 74 66 89%

Kennedy 74 65 88%

Ginsburg 74 64 86%

Kagan 74 63 85%

Roberts 74 59 80%

Alito 74 53 72%

Scalia 74 51 69%

Thomas 74 45 61%

Frequency in the Majority



2007 2008 2009 2010 2011 2012 2013 2014
Breyer 79% 75% 78% 79% 76% 83% 88% 92%
Sotomayor 84% 81% 80% 79% 82% 89%
Kagan 81% 82% 81% 92% 85%
Ginsburg 75% 70% 80% 74% 70% 79% 85% 86%
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2007 2008 2009 2010 2011 2012 2013 2014
Kennedy 86% 92% 91% 94% 93% 91% 92% 88%
Roberts 90% 81% 91% 91% 92% 86% 92% 80%
Alito 82% 81% 87% 86% 83% 79% 88% 72%
Scalia 81% 84% 87% 86% 82% 78% 90% 69%
Thomas 75% 81% 83% 88% 86% 79% 88% 61%
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5-4 Cases: Alignment of the Majority
Majority 19

8

5

Roberts, Ginsburg, Breyer, Alito, Sotomayor 2
Roberts, Scalia, Thomas, Breyer, Alito 1
Roberts, Kennedy, Alito, Breyer, Sotomayor 1
Roberts, Ginsburg, Breyer, Sotomayor, Kagan 1
Thomas, Ginsburg, Breyer, Sotomayor, Kagan 1



Circuits Decided Reversed Reversal Rate
First 1 0 0%
Second 1 1 100%
Third 3 3 100%
Fourth 6 3 50%
Fifth 8 6 75%
Sixth 5 4 80%
Seventh 3 3 100%
Eighth 8 7 88%
Ninth 16 10 63%
Tenth 4 3 75%
Eleventh 5 5 100%
D.C. 4 3 75%
Federal 3 2 67%

Circuit Scorecard
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Supporting U.S. in federal court, USC-UCLA report underscores urgent, 
negative effects on American children of undocumented immigrant parents.   

Kathy Wyer, wyer@gseis.ucla.edu            Merrill Balassone, balasson@usc.edu 
(310) 206-0513                (213) 740-6156 
 

A joint report from the University of Southern California and UCLA, documenting the damage 
done to American children who live in the shadow of a parent’s unauthorized immigration status, 
provides systematic evidence for a new effort to turn back court challenges to President Obama’s 
executive action on immigration.  

The report, “Removing Insecurity: How American Children Will Benefit From President 
Obama’s Executive Action on Immigration,” is being released today in conjunction with the 
filing of an amicus brief by educational organizations and children’s rights advocates that 
support the administration’s position in litigation over the President’s plans to shield millions of 
unauthorized immigrants from deportation. Citing the report as evidence, the brief filed today 
with the United States Court of Appeals for the Fifth Circuit argues for immediate 
implementation of the President’s programs in order to alleviate ongoing and serious harm to 
more than five million American children, most of them native-born U.S. citizens. 

“This research shows how children pay the price for our broken immigration system,” said 
Wendy Cervantes, vice president of immigration and child rights policy at First Focus, a 
bipartisan advocacy organization dedicated to making children and families the priority in 
federal policy. First Focus and the American Federation of Teachers were the lead signatories of 
the amicus brief.  

At stake in the case is the Deferred Action to Parents of American Citizens and Lawful 
Permanent Residents program (DAPA) that would grant permission to parents to remain in the 
U.S. for three years and to work legally as long as they meet a number of conditions, including 
residing in the U.S. continuously since 2010 and passing a criminal background check. 

Assessing peer –reviewed research by leading developmental psychologists, sociologists, 
demographers, and scholars in other fields, the USC-UCLA report constructs a broad scientific 
case demonstrating the life-altering benefits the American children of unauthorized immigrants 
would receive from the proposed administrative relief. According to the report, studies utilizing 
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multiple methodologies and varied data-sets have concluded not only that children are paying a 
substantial cost for a parent’s unauthorized status but also that removing the fear of deportation 
and allowing parents to work legally can alleviate those costs. 

The amicus brief was filed today in Texas, et al., v. United States et al., which originated in a 
lawsuit that seeks to reverse the executive orders on immigration issued by the President last 
November that included creation of DAPA. A federal judge blocked implementation just before 
the initiative was to go into effect in February and now that ruling is under appeal in the fifth 
circuit, which sits in New Orleans.  

“The USC-UCLA report provided extensive scientific evidence to support the argument that the 
U.S.-citizen children of unauthorized immigrants are suffering immediate and acute harm from 
the injunction blocking implementation of the DAPA initiative,” said Marielena Hincapié, 
executive director of the National Immigration Law Center, which is coordinating legal strategy 
among the administration’s allies in the case. “This evidence will provide a powerful and 
compelling argument before the Fifth Circuit Court of Appeals as it considers whether to allow 
the president's immigration initiatives to take effect.” 

An estimated 4.5 million American-born children, who are guaranteed legal citizen status by the 
U.S. constitution, have one or both parents who are unauthorized migrants. Another three-
quarters of a million children would benefit from DAPA because they are eligible to become 
citizens.  The report and the amicus brief argue that the public interest is served by allowing 
these children to grow up without the specter of either a family broken by the deportation of a 
parent or being obliged to leave their homeland.  

“The data are in and they speak loud and clear: the relief proposed by the president will bring 
very real and immediate benefits to these American children and their immigrant parents,” 
offered Marcelo M. Suárez-Orozco, Wasserman dean of the Graduate School of Education & 
Information Studies at UCLA and one of the report’s authors. “Protecting a parent from 
deportation is the right thing to do. It immediately and significantly improves these children’s 
lives now and moving forward, enabling them to contribute productively for decades to come.”  

Roberto Suro, a professor at the Sol Price School of Public Policy at the University of Southern 
California and lead author of the report said, “By focusing on what is at stake for millions of 
American children, this report and the amicus brief attempt to reframe the immigration policy 
debate. Reasonable minds can differ on whether there is blame to attach to the parents. There is 
no reasonable case to be made for punishing their children. Yet, every day they are being 
punished.” 

Cervantes of First Focus added, “Professor Suro and his colleagues have shined a spotlight on 
the district court’s failings, but also on Congress’ failure to deliver immigration reform that 
works for children.” 
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The report is a joint effort by the Tomás Rivera Policy Institute at USC headed by Suro and the 
Institute for Immigration, Globalization & Education at UCLA headed by Suárez-Orozco. To 
better understand DAPA’s potential impact, the report’s authors spent several months examining 
more that 50 recent studies on the children of unauthorized immigrants, including numerous 
highly-cited scientific works published in some of the most respected academic journals in the 
world. The result is a broad ranging synthesis of the state of knowledge that was made available 
to the legal team drafting the amicus brief filed today. In summary the report concludes: 

 

 A substantial and growing body of research documents the damage done by living in the 
shadows of a parent’s unauthorized immigration status. Common sense suggests that the 
children of such parents will pay a price. What the research shows is the magnitude of 
that price. Fear and uncertainty breed difficulties evident from early childhood through 
adolescence and emerging adulthood. The negative effects have been measured in 
educational achievement, cognitive development and emotional stability. But the research 
also shows that these negative effects can be reversed and that a parent’s legalization can 
place these young people on a life trajectory equal to their peers. 

“By amassing research from many scholars in many fields, this report makes it clear that what is 
at stake in Texas, et al., v. United States et al. goes beyond the legal issues at hand: An adverse 
ruling could hurt the lives of millions of American children who would otherwise be the greatest 
beneficiaries of this policy,” said Hincapié of the National Immigration Law Center.   

“Removing Insecurity: How American Children Will Benefit From President Obama’s Executive 
Action on Immigration,” by Roberto Suro, Marcelo M. Suárez-Orozco, and Stephanie L. 
Canizales, is available here for downloading.   

# # # 
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E X E C U T I V E  S U M M A R Y

More than five million American children—U.S. citizens or legal 
immigrants eligible for citizenship—will be the most important 
beneficiaries of the executive action on immigration issued 
by President Obama in November.

 The great majority, nearly 4.5 mil l ion, are native-born Americans; one or both 
of their parents are unauthorized migrants. The Constitution guarantees them all  the 
rights of any other U.S. cit izen except for one: They do not have the right to grow up 
with their parents in their own country. Inflexible enforcement of immigration laws could 
mean a parent’s deportation. Then the outcome is either a broken family or an American 
child forced to grow up in an al ien land. Records from U.S. Immigration and Customs 
Enforcement show that more than seventy thousand adults with one or more U.S.-born 
children were deported in 2013 alone, but no records are kept of the children’s fate.1 The 
president’s administrative rel ief program would shield these parents from deportation at 
least temporari ly. This report catalogues the l ife-altering benefits that would accrue to the 
children. 

 A substantial and growing body of research documents the damage done by l iving 
in the shadows of a parent’s unauthorized immigration status. Common sense suggests that 
the children of such parents wil l  pay a price. What the research shows is the magnitude of 
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that price. Fear and uncertainty breed difficulties evident from early childhood through 
adolescence and emerging adulthood. The negative effects have been measured in 
educational achievement, cognitive development and emotional stabil ity. But the research 
also shows that these negative effects can be reversed and that a parent’s legalization can 
place these young people on a l ife trajectory equal to their peers. 
 On November 20, 2014, President Barack Obama announced a program that 
squarely aims at remedying the condition of these American children. The Deferred Action 
to Parents of American Citizens and Lawful Permanent Residents program (DAPA) would 
grant permission to remain in the United States for three years and to work legally as long 
as the parents met a number of conditions, including being in the country continuously 
since 2010 and passing a criminal background check. The DAPA program has yet to be 
implemented and faces challenges both in Congress and the courts. 

 Administrative rel ief of the kind proposed by the president wil l  bring immediate 
benefits to the el igible immigrants, their famil ies, communities and employers. The long-
term benefits wil l  become most evident in the l ives of their children. Protecting a parent 
from deportation improves a child’s prospects for a l ifetime. These American children wil l 
make greater contributions to the nation for many decades to come as a result of these 
executive actions, and the effects would be larger and longer lasting if Congress enacted a 
permanent legalization program. 
 In order to understand the potential impact of the president’s administrative rel ief 
program, this report reviews recent research on the children of unauthorized immigrants 
that was conducted by multiple scholars working independently in several different f ields, 
using a variety of data sources and methodologies. The major f indings are highly consistent 
and include the following:

• As early as ages two and three, children of undocumented parents had lower 
cognitive ski l ls as measured by standardized tests than comparable children in 
households where immigration status is not an issue.

• Being the child of an undocumented parent is associated with heightened 
symptoms of anxiety and depression that are particularly evident in adolescence 
as teens grapple with uncertainty over their place in the world. The effects persist 

The negative effects have been measured in educational 
achievement, cognitive development and emotional 
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even among young adults who have made it to college; their levels of anxiety are 
greater than among peers with no family immigration issues. 

• Growing up as the child of an unauthorized migrant is associated with reduced 
access to health care and greater levels of food insecurity—even when a U.S. 
cit izen child is el igible for benefits.

• These negative effects can be reversed if the parents are legalized, particularly if 
the legalization takes place when the child is sti l l  young. Studies of young adults 
whose parents were legalized through amnesties enacted in 1986 show strong 
educational accomplishment and upward mobil ity.

 The Pew Research Center estimates that some 4.5 mil l ion U.S.-born children 
younger than eighteen were l iving in the United States with at least one parent who was 
an unauthorized migrant as of 2012, the most recent year for which estimates have been 
published. That f igure has been growing fast,  more than doubling since 2000 when Pew 
calculates there were fewer than 2.2 mil l ion children l iving under those circumstances. To 
put that statistic in perspective, consider that those 4.5 mil l ion children are equivalent in 
number to the entire population of Louisiana. 

 The size and growth of this subpopulation of Americans is an indicator of how policy 
challenges are evolving as the current era of migration matures. After f ive decades of 
sizable migration, the foreign-born population includes mil l ions of individuals who have 
been l iving in the United States for a long time and have well-settled households, steady 
employment and deep community ties. As such, policy issues related to the children of 
immigrants have gained prominence alongside those related to immigrants themselves. 
This certainly applies to the unauthorized migrant population, which also has gradually 
become more permanent and more settled. Never more than a third of the total foreign 
born and now close to a quarter, the unauthorized are workers in our midst, worshipers 
in our churches, and also parents of American children. In a population of 11.2 mil l ion 
unauthorized migrants, more than four mil l ion are adults with U.S. cit izen children and as 
of 2012 those parents have been l iving in the United States for f ifteen years as a median, 
according to the Pew estimates.2  
 Regardless of how one explains the circumstances that produced the unauthorized 
population, the unavoidable fact is that they are here, most have been here for a long 
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t ime, many have made durable households and careers, and mil l ions of U.S. cit izens look 
to them as parents. That perspective, viewing them as parents, workers, and long-term 
contributors to American communities, impels different policy responses than if they are 
viewed as merely newcomers easi ly removed because they have no roots here. Seeing 
them as parents, whose well-being is inextricably l inked with that of their children, requires 
confronting a stark choice. 
 One choice is to put aside other priorit ies and target law enforcement resources to 
the apprehension, detention and removal of people who have committed the civi l  offense 
of l iving here out of status and accepting the fact that native-born children and cit izenship-
eligible children wil l  be denied the right to l ive with their parents in their own country. The 
other choice, as embodied in President Obama’s executive action, is to decide that l imited 
enforcement resources should be focused on deporting felons and other high-priority 
targets and that the parents of American children should be able to raise their famil ies here 
without l iving in constant fear of deportation. 
 The research summarized in this report provides abundant evidence that DAPA 
would bestow potential ly l ife-altering benefits on mil l ions of American children. Even 
though it is only a temporary reprieve, it  l ifts the shadow of insecurity off their famil ies 
by deferring the possibi l ity of deportation for three years. To ensure that the five mil l ion 
children l iving with parents el igible for executive action secure the ful l  benefits,  Congress 
wil l  need to enact a permanent legalization that removes the shadow altogether. 



5

I N T R O D U C T I O N
The rise of mixed-status households 
and the threat of deportation

 
 During the last decade of the twentieth century and the beginning of the twenty-
first,  the unauthorized immigrant population grew substantial ly from 3.5 mil l ion in 1990 
to a peak of 12.2 mil l ion in 2007 as the Great Recession began. It has been stable now for 
several years at about 11.2 mil l ion, according to estimates by the Pew Research Center.3

 One inevitable result of having a large unauthorized population over a long period 
of t ime is a growing number of mixed-status famil ies. The mechanism is simple: under the 
Fourteenth Amendment a child born in the United States is automatical ly a U.S. cit izen 
regardless of other circumstances including parents’  immigration status. (The children 
of diplomats are the sole prominent exception.) Mixed-status famil ies come in a lot of 
permutations. An unauthorized migrant marries a legal immigrant or a U.S. cit izen and 
they have children here who are U.S. cit izens by birth. Or perhaps one or both parents in a 
family have children they brought here from their country of origin without authorization, 
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plus children born here. Or perhaps one or more members of the family has been able to 
gain legal status, either permanently or temporari ly, while others have not. The possible 
combinations are as complicated as the entanglements of human l ives can make them. 
 While a broken immigration system has permitted—some would say encouraged—a 
large population of unauthorized immigrants, l ife has gone on for those people. And, it 
has gone on for a long time now—62 percent of the unauthorized have l ived in the United 
States for a decade or more, according to the Pew estimates, and a lot of famil ies of 
different sorts have been made—38 percent of unauthorized adults, four mil l ion people, 
l ive with their U.S. cit izen children. The number of U.S.-born children under eighteen 
l iving with at least one parent whose presence in the country is unauthorized more than 
doubled since 2000, when there were 2.2 mil l ion, to some 4.5 mil l ion in 2012, according to 
Pew estimates. Meanwhile, the number of children who are themselves unauthorized has 
declined from a peak of 1.6 mil l ion in 2005 to about 775,000 in 2012. Altogether about 7 
percent of al l  school-aged children in the United States have at least one parent who is in 
the United States without authorization.4 And, in considering how public policy addresses 
those children it is essential to consider that the great majority of them are native-born 
U.S. cit izens. That is one of the most diff icult legacies of a broken immigration system, a 
legacy that is addressed squarely by the president’s executive action.

 While these mixed-status famil ies have formed in neighborhoods across the 
country, the threat of deportation has l ingered and, in recent years, intensif ied. If the 
fear of deportation is proportionate to the number of deportations, then the past seven 
years have been particularly fearful.  A 2014 analysis of government records by the New 
York Times  showed that the number of unauthorized immigrants deported for traffic 
offenses more than quadrupled during the first f ive years of the Obama administration 
compared with the last f ive years of the George W. Bush administration. The investigation 
concluded that two-thirds of the nearly two mil l ion people deported since Obama took 
office had committed minor infractions despite repeated claims by the administration to be 
priorit izing dangerous criminals.5

 It  is diff icult,  perhaps impossible, to know how many children have been directly 
affected by deportations because the federal government does not keep track of them.
 No documentation is available to enumerate how many children have been affected
by recent deportations carried out by the Obama administration.6 A 2009 report by the 
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Office of Inspector General at the Department of Homeland Security (DHS) noted that 
there was no set protocol for consistently collecting data on whether individuals set for 
deportation had children, whether those children were U.S. cit izens or if  they were minors.7 
 The best available data appear to come from documents obtained from DHS through 
a Freedom of Information Act request by Colorl ines, a nonprofit news organization that 
focuses on issues of racial justice. The DHS data that Colorl ines shared online show that 
204,810 individuals who reported they were parents of U.S.-born children were subject to 
removal during a l itt le more than two years, from the fourth quarter of 2010 to the fourth 
quarter of 2012.8 Sti l l ,  we do not know how many children were affected by those actions. 
Nor do we know what has happened to them. There are no data on whether they are l iving 
here, in the country of their birth, how they have fared with the loss of one or both of their 
parents, or whether they have been obliged to leave the country. What is known is that 
every year several thousand, perhaps hundreds of thousands, of U.S. cit izen children suffer 
this most grievous penalty at the hands of their own government.
 Beyond those who are directly affected is a much larger population of famil ies with 
unauthorized immigrant parents who l ive in fear of deportation. And it is that population, 
and particularly the more than five mil l ion American children—citizens by birth or el igible 
for cit izenship—who are the subject of this report. As the research summarized below 
demonstrates, being the child of an unauthorized immigrant exacts a high price. By 
removing the threat of deportation, DAPA would measurably improve those children’s 
l ives.
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T H E  C H I L D R E N  O F 
U N A U T H O R I Z E D  M I G R A N T S : 
the price of insecurity

A) Overview of the research: Multiple studies, multiple methods, all pointing to 
similar conclusions 

 A parent’s immigration status can influence how a child grows up. That basic f inding 
is grounded in the broad mainstream of current research on childhood development, which 
has concluded that parental factors can be powerful determinants of their offspring’s well-
being al l  the way into adulthood. A parent’s immigration status not only matters. As this 
report wil l  show, it  matters a lot. 
 It  might seem like a simple proposition: parents’  well-being exercises an influence 
over their children. Nonetheless, a large body of scholarly research has been devoted to 
understanding how that influence works, its importance compared with other factors, and 
the long-term impacts on a child’s development. Abundant data from fields as diverse as 
demography and neuroscience demonstrate powerful l inks between parental well-being and 
children’s long-term outcomes. That well-being can be measured in many ways, including 
parental income, family structure, family size, mother’s education and father’s participation 
in the labor market. All  have been shown to affect a child’s development.9 The impact has 
been found in children’s l iteracy, completed years of schooling, socioeconomic mobil ity, 
physical and psychological health, as well  as brain development. Indeed, the preponderance 
of evidence, for some time now, reveals that parental influences are often more important 
in shaping a child’s l ife than institutional mechanisms such as schools.10

 In recent years a great deal of research has examined the ways that having a parent 
who is an unauthorized migrant influences a child’s l ife. As reviewed below, different 
researchers from different scholarly f ields using different data and methodologies have 
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concluded time and again that a parent’s unauthorized status imposes a severe penalty on 
their children. Three interrelated findings are most important in weighing the importance 
of this research to the current policy debate: The negative consequences are multiple and 
severe. Fear of deportation is an important mechanism for infl icting those penalties. And 
the harm to children can be reversed when the fear of deportation is l ifted. 
  An overview of the key research published in the Harvard Education Review  in 2011 
concluded: “The evidence reveals a consistent pattern: the effects of unauthorized status 
on development across the l ifespan are uniformly negative, with mil l ions of U.S. children 
and youth at r isk of lower educational performance, economic stagnation, blocked mobil ity 
and ambiguous belonging. In al l ,  the data suggest an alarming psychological formation.”11

 A parent’s unauthorized status traps a child in a shadowed labyrinth of insecurity and 
confusion that proceeds from being born and raised American and yet harboring a sense 
of not belonging. The effects are tangible and devastating. What follows is a review of 
major f indings from dozens of separate studies that have explored those effects in various 
dimensions of childhood.

B) Educational and developmental effects

 Multiple studies have shown that cit izen children of undocumented parents exhibit 
lower levels of cognitive development and emotional well-being throughout early childhood 
and adolescence than comparable children whose parents have no immigration issues. 
These i l l  effects result primari ly from exposure to parents’  psychological distress. The 
research that has produced this f inding carefully isolated the impact of immigration status 
from other factors such as low incomes or low levels of education among the parents.12 The 
president’s executive action would el iminate the causes of the i l l  effects described below 
by l ift ing the threat of deportation, permitting parents to seek employment legally and to 
engage their communities openly.
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Early childhood

 As early as ages two and three, children of undocumented parents had lower 
cognitive ski l ls as measured by standardized tests than comparable samples of children 
of parents who have no immigration issues. Research shows that “the lack of a pathway 
to cit izenship for their parents is harmful to children’s development—particularly their 
cognitive and language ski l ls.”13

 These findings are based on a study of 380 newborns recruited hours after birth in 
public hospitals in New York City and then followed for three years with assessments of 
the children and in-depth interviews with the parents. Conducted by Hirokazu Yoshikawa, 
a developmental psychologist formerly at Harvard and now a professor at New York 
University’s Steinhardt School of Culture, Education, and Human Development, the 
research offers a detai led assessment of how the everyday experiences of undocumented 
parents differ from legal immigrants in ways that can affect their children’s development.

 “The lack of a pathway to citizenship for their 
parents is harmful to children’s development—

particularly their cognitive and language skills.” 
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 Yoshikawa’s 2011 book, Immigrants Raising Citizens, identif ies three types of 
experiences that adversely affect U.S. cit izen children: 

• Parents are reluctant to interact with any government agencies to the point that 
children may not receive any resources for which they are el igible, and fear of 
interacting with the authorit ies could leave them vulnerable to criminal exploitation 
whether by smugglers, loan sharks or unscrupulous landlords.

• Undocumented immigrants tend to have more restricted social connections of 
the sort that can help child rearing as parents are cautious about interacting with 
neighbors, coworkers or even a playmate’s parents out of fear their status wil l  be 
discovered. 

• The undocumented are more l ikely to experience exploitative work conditions, 
including unsafe workplaces, longer hours and lower pay.

 The study found evidence of lower cognitive ski l ls as early as twenty-four months 
and concluded that “parents’  economic hardship and psychological distress—feelings of 
depression, anxiety, and worry—were responsible for this effect.” At thirty-six months, 
additional effects on cognitive ski l ls were associated with “the disastrous work conditions of 
the undocumented parents in the sample, combined with lower access to center-based child 
care.” 
 A more generalized study based on a big data set similarly concluded that the 
children of the unauthorized are at greater r isk of lower levels of development in the grade 
school years. That f inding emerged from an analysis of data from the 2005 California 
Health Interview Survey, which has a sample of 43,020 households. The large sample 
enabled a team of researchers from the Institute for Social Science Research at the 
University of California Los Angeles to study developmental r isks for children based on 
their parents’  immigration status while controll ing for other factors such as education, 
income and employment. Even comparing the children of legal Mexican immigrants 
with the children of unauthorized Mexican immigrants, the data showed that parental 
immigration status could be a negative factor.14 
 The effects on educational attainment are evident as early as kindergarten.15 That 
f inding comes from a study by Wen-Jui Han of New York University’s Si lver School of 
Social Work that used a large national dataset, the Early Childhood Longitudinal Study–
Kindergarten Cohort (ECLS-K), to compare outcomes for the children of Mexican 
immigrants, who have high rates of unauthorized status, to outcomes for the children of 
Dominican immigrants who share many of the same socioeconomic characteristics but 
are much less l ikely to be unauthorized. After controll ing a variety of other factors, the 
researchers found that children of Mexican migrants scored lower on standardized reading 
and math ski l ls,  a f inding that supports other research on the consequences of unauthorized 
status.  
 

https://www.russellsage.org/publications/immigrants-raising-citizens
http://bit.ly/1nnozAm
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Adolescence

 During the usually turbulent years of adolescence, the children of parents who 
lack documentation pay an additional penalty in socio-emotional development. Stephanie 
Potochnick and Krista Perreira’s study of depression and anxiety among Latino youth finds 
that “having an undocumented parent has been associated with higher levels of anxiety 
and depressive symptoms among youth.”16 Youth also exhibit behaviors of self-isolation 
or restricting social interactions for fear of exposing their family’s immigration status.17 
A survey study of Latino immigrants’  children over twelve years of age finds that parents’ 
legal vulnerabil ity and the impact of detention and/or deportation results in negative 
effects on children’s emotional well-being and academic performance.18 

“Having an undocumented parent has been associated 
with higher levels of anxiety and depressive symptoms 

among youth.”  
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 Children growing up with a mother who is an unauthorized migrant wil l  end their 
education with up to 1.5 fewer years of schooling than children growing up under identical 
circumstances except for their mother’s immigration status. That f inding emerged from the 
Immigration and Intergenerational Mobil ity in Metropolitan Los Angeles (IIMMLA) study, 
a major, multiyear, multi-method study of young adults with immigrant parents.19 
 Carola Suárez-Orozco, co-founder and co-director of the Harvard Immigration 
Projects and of Immigration studies at NYU and now a professor of human development 
and psychology at UCLA, found in a survey of 909 college students statistical ly higher 
levels of anxiety in students who are unauthorized immigrants compared to standard 
measures of their peers in the general population.20 
 In al l ,  the negative consequences of parents’  unauthorized status, including l imited 
access to services and opportunities along with fear of deportation and family separation, 
have long-term and tangible developmental effects on the l ives of their children, regardless 
of the children’s cit izenship status. Eliminating these negative consequences increases a 
child’s cognitive development and well-being in childhood and adolescence.

C) Income

 Of the 11.2 mil l ion undocumented immigrants in the United States today, eight 
mil l ion are employed.21 Though their contributions to the workforce and U.S. economy 
are notable (in 2010 it was estimated that 38 percent of undocumented workers and 
their employers paid payroll  taxes), their remuneration is l imited. In 2006, the Russell 
Sage Foundation, an internationally recognized New York-based philanthropic think 
tank, released an edited volume entit led Making it Work: Low-wage Employment, Family 
Life, and Child Development, in which Harvard, UCLA and Soka University researchers 
brought together experts in low-wage work, family, support services and policy to 
assess the experiences of low-wage workers and their famil ies. The study found that the 
undocumented have dramatical ly lower rates of wage growth.

 
 

 Hirokazu Yoshikawa shows in  Immigrants Raising Citizens  that wage growth was near 
zero, even in the context of the booming economy of the mid-2000s, for undocumented 
parents in the landmark New York study.22 His research further i l lustrates that lowered 
earnings of undocumented parents often push famil ies into poverty that would not 

With a work permit as provided for in the DAPA 
program, parents would have the opportunity to 

increase income, reduce poverty and thereby improve 
conditions for children. 

https://www.russellsage.org/publications/making-it-work
https://www.russellsage.org/publications/making-it-work


14

otherwise be impoverished.
 Poverty is associated with a variety of i l l  effects on children regardless of legal 
status.23 Coupling poverty and undocumented status creates a sort of vicious cycle as 
poverty comes to exacerbate many problems associated with legal status of parents for 
U.S. children, and vice versa. For example, a study of Mexican and Dominican immigrant 
parents who were barred access to resources due to their lack of identif ication as U.S. 
residents found that famil ies are more l ikely to experience psychological distress and 
further economic hardship.24 
 With a work permit as provided for in the DAPA program, parents would have 
the opportunity to increase income, reduce poverty and thereby improve conditions for 
children. Indeed, wage growth among low-wage working parents can benefit children’s 
academic and behavioral development by increasing parents’  expectations for their 
children’s school success and achievement.25 Positive effects of legalization on family 
income are described in greater depth below. 

D) Health and Nutrition

 Although undocumented parents are not el igible for health programs and services, 
their U.S. cit izen children are. Research suggests, however, that parents’  undocumented 
status poses an obstacle to children’s access to many of the means-tested benefits for 
which they are el igible such as the Children’s Health Insurance Program or child-care 
subsidies. An in-depth study of three communities by Randolph Capps and colleagues at 
the Urban Institute revealed that famil ies go to great lengths to avoid contact with social 
service providers despite their children’s program or service el igibi l ity for fear of being 
identif ied as undocumented and deported.26 

 Researchers from the Center for Family and Demographic Research analyzed data 
collected by the Survey of Program Dynamics and found that food insecurity among the 
children of non-citizens has been higher and more persistent since the passing of the 
Personal Responsibil ity and Work Opportunity Reconcil iation Act, which made non-citizens 
ineligible for federally funded food assistance programs.27 
 Using national data from the Early Childhood Longitudinal Study—Kindergarten 
(ECLS-K) cohort, public policy researchers Ariel Kali l  and Jen-Hao Chen found that 
children with immigrant mothers who are not U.S. cit izens are more than twice as l ikely 
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to experience food insecurity than children of mothers with similar socioeconomic 
characteristics but who are native born.28 Limited or uncertain access to nutrit ion can 
contribute to a range of developmental problems, from lower cognitive ski l ls in early 
childhood and higher anxiety among adolescents.
 All  of these findings point to the same conclusion: children who are U.S. cit izens 
by birth and who are thus el igible for the ful l  range of public benefits designed to ensure 
their health care and nutrit ion often fai l  to take advantage of those benefits when parents 
fear any contact with public officials because of their immigration status. By el iminating 
the threat of deportation for these parents, DAPA would remove a barrier that prevents 
American children from receiving benefits that are their birthright. 

E) Psychological effects

 In a collaborative New York University and Harvard School of Education study, 
researchers developed a conceptual model to examine the ways in which parental 
unauthorized status affects the mil l ions of children, adolescents and young adults caught in 
the labyrinth of uncertainty that characterizes the l ives of children in mixed-status famil ies. 
Carola Suárez-Orozco, Hirokazu Yoshikawa, Robert T. Teranishi,  and Marcelo M. Suárez-
Orozco found a consistent pattern: the effects of unauthorized status on development 
across the l ife span are uniformly negative, with mil l ions of U.S. children and youth at r isk 
of lower educational performance, economic stagnation, blocked mobil ity and ambiguous 
belonging. In al l ,  the data suggest an alarming psychological formation.

 Drawing on interviews with 91 parents and 110 children in 80 households, sociologist 
Joanna Dreby reveals that children in Mexican immigrant famil ies (regardless of their legal 
status) express fear and anxiety about potential family separations, leading her to suggest 
that children disproportionally shoulder the burden of deportation.29 Not only are children’s 
famil ies “ripped apart” by deportation policy, but also children come to fear famil ial 
separation and distrust law enforcement officials.30 

 Cecil ia Menjivar, author of Fragmented Ties: Salvadoran Immigrant Networks in 
America,  and Leisy J. Abrego, author of Sacrif icing Famil ies:  Navigating Laws, Labor, and 
Love Across Borders ,  explore the negative consequences of immigration enforcement 
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policies on immigrant households.31 Based on 200 interviews conducted between 1998 
and 2010 with Central American immigrants in Los Angeles and Phoenix and in sending 
communities, this study found that pervasive enforcement that leads to detention and 
deportation generated “normalized but cumulative injurious effects” in work, family and 
school. Some of those effects include restricted social integration and impeded upward 
mobil ity. In a recent education study funded by the National Science Foundation and 
the Spencer Foundation, Sarah Gallo of Ohio State University found that the threat of 
deportation can produce a change in family dynamics with children serving as brokers or 
mediators between law enforcement and their parents.32 Citizen children of non-citizen 
parents come to feel unsafe, develop a sense of non-belonging, and become fearful of U.S. 
institutions.
 A recent UCLA study of a related population—undocumented youth who were 
brought to the United States as children and are now in college—found very high levels of 
anxiety due to fears of deportation. President Obama created a temporary rel ief program 
for this segment on the unauthorized population in 2012, Deferred Action for Childhood 
Arrivals (DACA) and broadened it as part of the administrative rel ief announced in 
November 2014. More than two mil l ion people fit  into this category, according to the 
Migration Policy Institute, or potential ly could if they met the educational requirements 
and age past the minimum requirement of being fifteen years old.33 
 The UndocuScholars Project at UCLA conducted a survey of 909 undocumented 
undergraduates in 2014 and found that more than three-quarters expressed worries about 
being deported and more than half reported knowing someone who had been deported. 
These worries and other aspects of the insecurity that comes from being unauthorized 
translated into measurable consequences for the respondents’  health. Among male subjects 
28.5 percent produced scores on a standard anxiety screening that were above the cutoff 
for a cl inical diagnosis;  for females, it  was 36.7 percent. In comparison, the shares in a 
population of college students with no reason to fear deportation would be 4 percent and 9 
percent, respectively.34 
 Many of these DACA youths are growing up in households with younger sibl ings who 
were born in the United States, and thus the psychological stresses described in this report 
invariably affect mil l ions of native-born Americans. Both populations—the early childhood 
arrivals who are undocumented and their U.S.-born sibl ings—would see a major source of 
anxiety rel ieved under President Obama’s administrative rel ief programs.

F) Positive effects of legalization

 Notwithstanding the severity of the effects described above, the available research 
also shows that granting legal status to parents can reverse the harm imposed on their 
children. Most of these studies have examined the effects of the amnesty programs that 
were part of the Immigration Reform and Control Act of 1986. More recent studies have 
assessed the early impact of DACA on childhood arrivals.

http://aer.sagepub.com/content/51/3/473.short
http://www.undocuscholars.org/undocuscholars-report.html
http://www.undocuscholars.org/index.html


17

 The most direct f inding of a benefit to children comes from the IIMMLA study and 
relates to deficits in the years of schooling for the children of unauthorized immigrants. 
Led by researchers at the University of California, Irvine, the study included a survey in the 
Los Angeles area of nearly f ive thousand young adults who were the children of immigrants. 
Supported by a $1.7 mil l ion grant from the Russell  Sage Foundation in 2004, the survey 
produced a unique glimpse at the effects of legalization nearly twenty years after the fact. 
The IIMMLA study concluded that the children of legalized parents had significantly better 
educational outcomes than the children of parents who remained unauthorized. Specifical ly, 
nearly 43 percent of the respondents whose father had become a legal permanent resident 
through the 1986 amnesties had received a college degree or some college education. 
Meanwhile, among young people whose father had remained unauthorized only 14 percent 
achieved that level of education. An even higher divided was apparent among the children 
of amnesty beneficiaries who had gone on to become U.S. cit izens: 52 percent of them 
made it to college.35

 A similar f inding emerged from a qualitative study by Jody Agius Vallejo, a 
sociologist at the University of Southern California who conducted extensive interviews 
with the adult children of Mexican immigrants in the Los Angeles area. As detailed in her 
2012 book, Barrios to Burbs: The Making of the Mexican American Middle Class ,  legalization 
of parents when their children are young has significant effects on the economic mobil ity 
that those children are able to achieve as adults. Her research finds evidence of quicker and 
more successful ascension into the middle class among individuals who were preadolescents 
when their parents attained legal status than among their counterparts whose parents 
remained undocumented.36

 Meanwhile recent studies of the 2012 administrative rel ief for childhood arrivals, 
DACA, show clearly the benefits that accrue rapidly to individuals gaining legal status. This 
research offers verif ication in a current context of the studies cited above on the effects 
of legalization. If the president’s 2014 administrative rel ief were enacted, the parents of 
U.S. cit izen children would experience a similar l ift and the benefits would accrue to their 
children. 
 For example, a study conducted by researchers at the University of California, San 
Diego found that 79 percent of DACA beneficiaries reported they were earning more and 
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experiencing greater f inancial independence within a year of gaining permission to work 
legally. Also, 45 percent reported an increased sense of belonging in the United States 
even though their legal status was only temporary.37

 The UCLA study of childhood arrivals by the UndocuScholars Project found that 
85.5 percent of students with DACA reported a posit ive impact on their education. DACA 
recipients indicated that they had enjoyed higher rates of working and greater success 
obtaining scholarships and internships since gaining legal status.38 
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W H Y  D O E S  L E G A L I Z A T I O N 
B R I N G  T H E S E  C H A N G E S ? 
 Research cited earl ier in this report points to the mechanisms by which a 
parent’s legalization can bring improvement in children’s l ife trajectories. Most simply, 
legalization el iminates the fear and anxiety that can pervade households threatened 
with the deportation of a parent. Like removing a hobble, this al lows a child to ascend 
developmentally, psychologically and in educational attainment. In addition to the 
psychological effects, legalization removes the barriers to economic opportunity and social 
integration that arise from unauthorized status.   
 Even a temporary work permit can set in motion a process that brings economic 
benefits f irst to the immigrants, in the form of higher wages, and then to the public sector, 
in the form of higher tax revenue, and then to the nation as a whole, in the form of a 
more productive labor force. Permission to work of the sort envisioned in the president’s 
executive action provides unauthorized immigrants with a shield against workplace 
exploitation and the freedom to move across the labor market to find work that best suits 
their ski l ls. 

 In his analysis of the 1988 and 1992 Legalized Population Survey of beneficiaries 
of the Immigration Reform and Control Act amnesties, University of Oregon sociologist 
Michael Bernabé Aguilar found that undocumented men and women experienced significant 
improvement in labor market outcomes after the passage of the Immigration Reform and 
Control Act in 1986, and women experienced a distinctly higher return on their education.39 
Research by the Center for American Progress estimates that temporary work permits 
would produce increased earnings of about 8.5 percent and that the gains would be even 
higher—around 11 percent—for ful l  legalization.40

 In rural occupations, such as agricultural work, post-legalization wage gains are 
moderate but workers get access to other forms of compensation. Using data from the 

Most simply, legalization eliminates the fear and 
anxiety that can pervade households threatened 

with the deportation of a parent. Like removing a 
hobble, this allows a child to ascend developmentally, 

psychologically and in educational attainment. 
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National Agricultural Workers survey, researchers Ivan T. Kandilov and Amy M. G. 
Kandilov found that becoming legal permanent residents increases agricultural workers’ 
wages by a modest amount, around 5 percent. Greater gains are made when workers are 
granted rights to access other forms of compensation, including employer-sponsored health 
insurance.41 
  Research by Pia Orrenius, a research officer and senior economist at the Federal 
Reserve Bank of Dallas, alongside Madeline Zavodny, professor of economics at Agnes 
Scott College, found that while legalization’s most immediate benefits accrue to the 
immigrants who gain legal status and their famil ies, economic benefits also accrue to 
society at large. Legalized immigrant workers may come out of the shadows and make 
larger contributions to income and payroll  tax revenue. Sales tax revenue may also increase 
as higher wages boost immigrants’  purchasing power. Finally, children benefit from parents’ 
el igibi l ity to receive support such as refundable tax credits, medical care and disabil ity 
benefits.  During the crucial years when the children of immigrants are raising their own 
children, less of their income wil l  have to go toward helping their parents.42
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C O N C L U S I O N
 Only one assertion in the immigration policy debate draws unanimous agreement: 
the endlessly repeated statement that the system is broken. A second assertion worthy of 
the same accord is that the U.S. cit izen children of unauthorized migrants are the most 
innocent of the many victims of that broken system. They constitute a distinct class of 
individuals who are defined not by how they have violated regulations but by the fact that 
the Fourteenth Amendment to the U.S. Constitution guarantees them citizenship, due 
process and equal protection. 
 Moreover, existing immigration law grants them the eventual certainty of l iving 
peacefully with their parents in the country of their birth. An immediate family t ie to a U.S. 
cit izen has been recognized as perhaps the strongest justif ication for legal admission since 
the last great revision of the nation’s immigration laws in 1965. Indeed, as soon as those 
children turn twenty-one, they wil l  be able to petit ion for their parents’  admission as legal 
permanent residents. In taking executive action to l ift the threat of deportation from these 
parents and giving them work permits, President Obama would merely be advancing them 
a benefit that their children wil l  be able to claim for them at a future date. But to be clear, 
what the president is proposing is only a temporary fix, a deferral of deportation for three 
years. A permanent fix requires the enactment of legislation that creates a ful l  legalization 
program. 
 The fact that so many American children are at r isk because of their parents’ 
immigration status is testimony to how long and how badly the immigration system has 
been broken. But they are not merely the l iving legacy of past mistakes. As the research 
presented here documents in myriad ways, this is a category of Americans who are being 
penalized, severely penalized, every day because their government cannot manage to 
regulate immigration. If Congress and the president cannot agree on how to fix the 
system, they can agree to l ift this penalty while they figure it out. Surely policy makers can 
agree that the national interests are harmed by condemning 7 percent of the school-aged 
population to psychological troubles and reduced educational achievement. 
 Unauthorized migrants could be characterized as enjoying benefits they do not 
deserve simply by being in this country. That cannot be said for these children. Through 
no fault of their own, they are suffering emotional hurt,  developmental losses and harm to 
their l ife prospects. Their parents wil l  be faulted by some for being in this country without 
proper immigration status. Be that as it  may, the American sense of fairness and the 
American system of justice have long embraced the notion that the “sins of the father” are 
not visited on the children. Reasonable minds can debate whether there is blame to attach 
to the parents. There is no reasonable case to be made for punishing their U.S. cit izen 
children. Yet, every day they are being punished. 
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Bankruptcy Breakout Session 

July 14, 2015 

10:15 a.m. – 11:45 a.m. 

Mission Hills/Balboa, 3rd Fl, South Tower 
                          Marriott Marquis San Diego Marina 

 

Discussion Questions 

 
1.      In Pari Delicto Defense: If a trustee is appointed in a Chapter 11 case, 
should she be able to pursue causes of action on behalf of the estate against 
third parties notwithstanding an in pari delicto defense that may be available 
against the debtor?  What about other estate fiduciaries? 
 
2.      Valuation Standards: Do the Bankruptcy Code's provisions governing 
adequate protection and allocation of value still work in today's economic 
environment?  If not, what has changed? 
 
3.      546(e) Avoidance of margin payments: Should Section 546(e) be 
amended?  If so, how? 
 
4.      363 Sales: Should the Code be amended to provide a 60 day 
moratorium commencing on the petition date or the entry of an order for relief 
(whichever is later) prohibiting the conduct of auction, or entry of an order for 
the sale of substantially all of the debtor's assets? What showing should be 
required to shorten the 60 day moratorium and what standard of proof should 
be applied to this showing? 

5. Do you agree with the Commission's recommendations regarding 
executory contracts and unexpired leases?  What are your concerns regarding 
these recommendations, if any? 
 
 



 

CIVIL BREAKOUT SESSION 
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10:15 a.m. – 11:45 a.m. 
Marina Ballroom, Salon G 

Marriott Marquis San Diego Marina 
 
 
 
 
 

 
Hypotheticals and Questions for Civil Breakout 
Transponder Exercise 
 

1. In an employment discrimination action involving Muslim plaintiffs who 
claim they have been subjected to a hostile work environment, how should 
voir dire proceed? 

A. Have counsel submit questions to the judge and have the judge 
conduct all the questioning 

B. Have only attorney‐conducted voir dire 
C. Have the judge ask some questions followed by attorney‐conducted 

voir dire 
 

2. In the same fact situation involving Muslim plaintiffs, should questions on 
all topics with no restrictions be allowed during voir dire? 

A. Yes 
B. No 

 
3. In the same fact situation involving Muslim plaintiffs, should questions 

about the jurors’ own religious affiliation and religious observance be 
allowed during voir dire? 

A. Yes 
B. No 
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4. In the same fact situation involving Muslim plaintiffs, should questions 
about the jurors’ views of the Islamic State, also known as ISIS or the 
Islamic State of Iraq and al‐Sham be allowed during voir dire? 

A. Yes 
B. No 

 
5. If a juror expresses bias against Muslims, but states that he or she will set 

the bias aside and follow the court’s instructions, should the judge: 
A. Accept the rehabilitation at face value 
B. Inquire further regarding the bias to determine if there is a basis to 

strike the juror for cause 
C. Instruct the juror in the law and have the juror commit to follow the 

jury instructions 
 

6. Should jurors be allowed to use language dictionaries in the jury room? 
A. Yes 
B. No 

 
7. Should jurors be allowed interpretative services in the courtroom? 

A. Yes 
B. No 

 
8. Should both native English speakers and non‐native English speakers be 

given a short written English proficiency test prior to voir dire? 
A. Yes 
B.  No 

 
9. Should jurors be excused automatically from reporting for jury duty if they 

allege financial hardship prior to reporting? 
A. Yes 
B. No 
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10. While serving as a juror in 2009, a nationally famous TV weatherman 
tweeted his jury duty experience to others, including pictures of fellow 
jurors. The weatherman said that he did not realize there was anything 
wrong. 
A. True 
B. False 

 
11. In 2009, during the 8th week of a trial in Miami, the court learned that 9 of 

12 jurors had been doing their own research on the Internet. 
A. True 
B. False 

 
12. Given that many jurors say that they get much of their news from the 

internet or social media and highly publicized cases are often referenced in 
feeds on Facebook and elsewhere, should jurors be restricted from using 
any social media when serving as jurors? 
A. Yes 
B. No 
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Hypothetical for Question 13 

In a wage and hour case, two of the plaintiffs are African American and one 

plaintiff is Latino. All jurors had completed a questionnaire which contained 

demographic information. 

During voir dire of the jurors seated in the jury box, defense counsel questioned 
the white jurors extensively on their attitudes and experiences related to the 
issues of the case, but asked no questions of the African American and Latino 
jurors on case related topics. Instead, defense counsel inquired of the African 
American and Latino jurors about their education, area of residence, and 
occupations. Neither party made any “for cause” challenges.  

 
During peremptory challenges, defense counsel struck the three jurors of color on 
the panel, including the only Latino. Plaintiff lodged a Batson challenge, argued 
that the defendant’s challenges had a discriminatory purpose, and moved to 
strike Defense counsel’s challenges of the African American and Latino jurors.  

 
Defense counsel proffered the following reasons for the strikes: 
Juror 1—because he was a postal employee with fixed federal wages 
Juror 2—because he failed to make eye contact and seemed bored 
Juror 3—because he stated that he was an agricultural worker who would suffer 
financial hardship if he served on the jury 

   
13. How should the judge rule? 

A. Motion denied as to all three jurors 
B. Motion granted as to all three jurors 
C. Motion granted as to challenges for juror 1 
D. Motion granted as to challenges for juror 2 
E. Motion granted as to challenges for juror 3 
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Bench and Bar Criminal Breakout Session: 

The Effect of Changing Demographics on  

Federal Criminal Litigation 

 
July 14, 2015 

10:15 a.m. – 11:45 a.m. 

Point Loma/ Solana, Marriott Marquis 

San Diego Marina 

Discussion Questions 

 

Pretrial (Motions, Plea Negotiations, etc.) 

Ethnic or racial appearance cannot be used to establish reasonable suspicion or 

probable cause, unless it is relevant to the physical description of a suspect.  How 

does this analysis change (if at all) when the underlying offense is an immigration 

offense?  Are there offenses or circumstances in which ethnic or racial 

appearance should be considered? 

Cultural background may be relevant in determining the validity of a suspect’s 

consent to a search, such as whether there were language issues during the 

obtaining of consent, or cultural factors regarding government authority (i.e. 

suspect is an immigrant from a country where there is no right to refuse a 

search).  What weight, if any, should the courts give these factors in litigating 

motions to suppress? 

It is not necessary that a suspect fully understand every consequence of waiving 

Miranda rights in order for the waiver to be valid.  Does this unfairly impact an 

immigrant or foreign defendant who has less awareness of his/her rights and the 

consequences of waiving them than an average U.S. citizen?   

What should be expected of law enforcement with regard to language issues?   
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While it is not practical to expect every officer to be fluent in every language, 

does law enforcement need to take steps to accommodate foreign language 

speakers in each community?   

Aside from the official verbatim translation of Miranda warnings into difference 

languages, to what extent do officers need to address potential issues (such as 

differences in meaning of particular terms) when explaining a suspect’s rights or 

answering questions about the rights? 

The Supreme Court in Yarborough rejected the argument that a foreign suspect’s 

fear and expectations of U.S. law enforcement amounted to a finding of “in 

custody” for Miranda purposes.  Is this finding insensitive to cultural differences, 

or would allowing such an argument result frustrate the meaning of Miranda?  If 

such an argument were accepted, how might officers be able to avoid Miranda 

violations under these circumstances? 

Should attorneys consider cultural issues in plea negotiations?  If so, how much of 

an impact should such issues have?  How can a prosecutor who allows for a more 

favorable plea offer based on cultural issues avoid allegations of disparate 

treatment? 

Trial 

What effect might the increasing diversity of our population have on the use of 

Batson challenges during voir dire?  Would you expect the challenges become 

more or less frequent as panels become more ethnically diverse; and would 

courts become more or less likely to grant these challenges?  Do the changes in 

demographics present the potential for abuse of Batson challenges? 

As our communities become increasingly diverse, will the concept of “a jury of 

one’s peers” become obsolete?  Is it preferable to have juries comprised of a 

variety of ethnicities, races, backgrounds, etc., to bring a wider range of 

experiences to the deliberation process? 

Juries are instructed that they may evaluate a witness’s credibility based, in part, 

on his or her demeanor.  What potential issues does this raise when a witness’s 
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demeanor is influenced by cultural differences ‐ for instance, a foreign witness 

from a country where making eye contact is considered disrespectful?  Should 

the courts address such issues, and if so, how (modifying or giving additional 

instructions, allowing evidence about the witness’s culture, etc.)? 

Ignorance of the law is not an excuse for a crime.  Does this treat unfairly 

immigrant or foreign defendants from countries in which the crime charged is 

not unlawful? 

Is evidence that the law violated is inconsistent with a defendant’s culture or 

beliefs ever relevant at trial, and under what circumstances should it be admitted, 

if ever?  Courts have held such evidence may be admitted when used with a 

legally cognizable defense.  Does use of this evidence present the danger of 

impermissible conduct by the jury, such as nullification or verdicts based on 

sympathy, prejudice, etc.? 

When interpreters are used at trial, issues can arise involving nuances within the 

foreign language, differences in interpretations, and multiple meanings of 

particular words.  How can courts ensure that the English translation jurors 

receive is an accurate and meaningful representation of the testimony? 

Sentencing 

Courts often consider a wide range of cultural factors when sentencing a 

defendant.  Does this present any conflict with U.S.S.G. § 5H1.10, which prohibits 

a court from considering race or national origin at sentencing?  If so, how should 

such a conflict be reconciled?  What kind of information should be considered, 

and what should be impermissible? 

Cultural considerations may provide a basis for a reduced sentence; for instance, 

if a court considers a defendant less culpable where the unlawful conduct is 

acceptable by his/her culture.  Courts also may grant downward departures based 

on cultural assimilation in immigration cases, or the possibility of deportation 

following a sentence as an additional penalty.   
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Is this appropriate or does it result in disparate treatment?  Should there be a 

limit on the extent of such departures or reductions? 

Post‐Booker, sentencing is often the most flexible and individualized phase of a 

criminal proceeding, affording the courts greater discretion than at trial or in 

litigating pretrial motions.  Do (or should) the courts have a duty to use 

sentencing to address cultural issues, especially where such issues are prohibited 

from consideration prior to or during trial? 

General 

There have been instances of abuse where defendants have made false cultural 

claims to avoid culpability or receive a reduced sentence.  How can the courts 

ensure the legitimacy of cultural claims and prevent such abuse? 

What steps can (or should) the courts and/or parties take to address the myriad 

of issues brought about by the changing demographics in our society and their 

impact on the criminal justice process? 
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Proceedings: VARIOUS DEFENSE MOTIONS
CHRISTINA A. SNYDER, Judge.

*1 Catherine Jeang, Deputy Clerk.

Lisa Gonzalez, Court Reporter/Recorder, Tape
No.

I. INTRODUCTION AND BACKGROUND
Defendants Dominic Dorsey (“Dorsey”) and

Reginald Bailey (“Bailey”) are charged with one
count of conspiracy to interfere with interstate com-
merce by robbery, in violation of the Hobbs Act, 18
U.S.C. § 1951(a); five substantive Hobbs Act rob-
bery counts; and five counts of possessing, using,
carrying, and brandishing a firearm in furtherance
of a crime of violence, in violation of 18 U.S.C. §
924(c)(1)(A)(ii). See Dkt. No. 1. Defendants are al-
leged to have robbed numerous gas stations, a pizza
restaurant, and a bank as part of a series of
“Cowboy Gun Bandit” robberies in the fall of 2013.
See generally id. On February 23, 2015, the Court
held a hearing on various defense motions. After
considering the parties' arguments, the Court finds
and concludes as follows.

II. DEFENDANTS' MOTIONS TO DISMISS

INDICTMENT ON JURISDICTIONAL
GROUNDS

On December 24, 2014, Bailey filed a motion
to dismiss the indictment on the ground that the
charged robberies did not have a sufficient effect on
interstate commerce to satisfy the jurisdictional ele-
ment of the Hobbs Act. Dkt. No. 42. On January
13, 2015, Dorsey joined in that motion, adding lim-
ited briefing of his own. Dkt. No. 51. The govern-
ment filed a consolidated opposition on January 26,
2015. Dkt. No. 63. Bailey and Dorsey filed separate
replies on February 9, 2015. Dkt. Nos. 67, 74. For
the reasons that follow, the motions are DENIED.

A. Legal Standards

1. Pretrial Motion to Dismiss

On a pretrial motion to dismiss an indictment, a
court “must presume the truth of the allegations in
the charging instrument[ ].” United States v.
Jensen, 93 F.3d 667, 669 (9th Cir.1996). “[T]he is-
sue in judging the sufficiency of the indictment is
whether the indictment adequately alleges the ele-
ments of the offense and fairly informs the defend-
ant of the charge, not whether the Government can
prove its case.” United States v. Buckley, 689 F.2d
893, 897 (9th Cir.1982). The prosecution “need not
allege ... supporting evidence, but only the
‘essential facts necessary to apprise a defendants of
the crime charged.’ “ Id. (quoting United States v.
Markee, 425 F.2d 1043, 1047–48 (9th Cir.1970)).
Morever, a defendant “ ‘may not properly challenge
an indictment, sufficient on its face, on the ground
that the allegations are not supported by adequate
evidence.’ “ Jensen, 93 F.3d at 669 (quoting United
States v. Mann, 517 F.2d 259, 267 (5th Cir.1975)).
Accordingly, the court “ ‘should not consider evid-
ence not appearing on the face of the indictment.’ “
Id. (quoting United States v. Marra, 481 F.2d 1196,
1199–1200 (6th Cir.1973)).

2. The Hobbs Act's Jurisdictional Element
The Hobbs Act provides in part:
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Whoever in any way or degree obstructs, delays,
or affects commerce or the movement of any art-
icle or commodity in commerce, by robbery or
extortion or attempts or conspires so to do, or
commits or threatens physical violence to any
person or property in furtherance of a plan or pur-
pose to do anything in violation of this section
shall be [punished] ....

*2 18 U.S.C. § 1951(a). The statute defines
“commerce” as commerce within the District of
Columbia or other federal land, and “all commerce
between any point in a State ... and any point out-
side thereof; all commerce between points within
the same State through any place outside such
State; and all other commerce over which the
United States has jurisdiction.” Id. § 1951(b)(3).
Both the Supreme Court and the Ninth Circuit have
“emphasized the broad reach of the ‘affects com-
merce’ language of the Act.” United States v.
Lynch, 437 F.3d 902, 909 (9th Cir.2006) (en banc)
(per curiam); see United States v. Culbert, 435 U.S.
371, 373 (1978) (“These words do not lend them-
selves to restrictive interpretation; as we have re-
cognized, they ‘manifest ... a purpose to use all the
constitutional power Congress has to punish inter-
ference with interstate commerce by extortion, rob-
bery or physical violence.’ “ (quoting Stirone v.
United States, 361 U.S. 212, 214 (1960))).

The Ninth Circuit has held that the government
need only prove that a defendant's acts had “a de
minimis effect on interstate commerce to support a
Hobbs Act violation.” FN1 United States v.
Atcheson, 94 F.3d 1237, 1241 (9th Cir.1996). “The
interstate nexus requirement is satisfied ‘by proof
of a probable or potential impact’ on interstate
commerce.” Lynch, 437 F.3d at 909 (quoting
United States v. Huynh, 60 F.3d 1386, 1389 (9th
Cir.1995)). Accordingly, convictions under the
Hobbs Act have been “consistently upheld”

FN1. Defendants submit that because “the
commercial activities at issue were in-
trastate, the ‘substantially affects'
[commerce] test of [United States v. Lopez,

514 U.S. 549 (1995) ] and not the de min-
imis test of Atcheson would be applic-
able.” Dkt. No. 42 at 6. This question-beg-
ging argument is unpersuasive: the de min-
imis test is what determines whether a
charged Hobbs Act violation involves in-
terstate, rather than solely intrastate, activ-
ities. And the Ninth Circuit has clearly
stated that Lopez “did not require a change
in the de minimis standard” applied to the
Hobbs Act's jurisdictional element. Lynch,
437 F.3d at 909; accord United States v.
Boyd, 480 F.3d 1178, 1179 (9th Cir.2007)
(per curiam).

even where the connection to interstate com-
merce was slight. See, e.g., United States v. Pas-
cucci, 943 F.2d 1032, 1035 (9th Cir.1991)
(defendant threatened to deliver embarrassing au-
dio tapes to his victim's employer, a corporation
engaged in interstate commerce); United States v.
Hanigan, 681 F.2d 1127, 1130–31 (9th Cir.1982)
(defendant robbed three undocumented alien farm
workers, affecting the movement of labor across
borders); United States v. Phillips, 577 F.2d 495,
501 (9th Cir.1978) (defendant's extortion
“threatened the depletion of resources from a
business engaged in interstate commerce”).
Lynch, 437 F.3d at 909 (citation formatting
altered) (quoting Atcheson, 94 F.3d at 1243).

B. Application
As noted above, the indictment charges robber-

ies of three gas stations, a Papa John's pizza res-
taurant, and a Citibank branch, as well as a conspir-
acy to commit the aforementioned robberies and re-
lated gun crimes. The indictment alleges that de-
fendants obtained approximately $600 from the
Papa John's, between $55 and $1,200 each from
several gas stations, and over $55,000 from the Cit-
ibank. Dkt. No. 42 Ex. A at 3–5. The indictment
charges that defendants' acts “obstructed, delayed,
and affected commerce and the movement of art-
icles and commodities in commerce by robbery.”
Id. at 6. The indictment further alleges that the in-
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ventories of Papa John's and the three gas stations
“traveled in interstate commerce,” and that Citibank
is a “national banking chain that operates in inter-
state commerce.” Id. at 6–10. Under the de minimis
standard cited above, and on the limited review a
court conducts on a pretrial motion to dismiss,
these jurisdictional allegations are more than suffi-
cient. FN2

FN2. The Court notes that “[t]here is no re-
quirement that a Hobbs Act indictment al-
lege specific facts establishing an impact
on interstate commerce.” United States v.
Bellamy, 521 F. App'x 590, 592 (9th
Cir.2013) (unpublished) (citing United
States v. Woodruff, 50 F.3d 673, 676 (9th
Cir.1995) (“Although the indictment con-
tained no facts alleging how interstate
commerce was interfered with, and did not
state any theory of interstate impact, prior
decisions of our court compel the conclu-
sion that the indictment was sufficient.”)).
Accordingly, defendants' entire argument
may simply be non-cognizable on a motion
to dismiss an indictment. Out of an abund-
ance of caution, the Court nevertheless ad-
dresses its substance.

*3 Defendants dispute that allegations that the
robbed businesses bought and sold inventory from
other states satisfy the jurisdictional element, ar-
guing that this case “involves ‘strictly intrastate
robber[ies] which caused only a speculative indirect
effect on a business engaged in interstate com-
merce.’ “ Dkt. No. 42 at 8 (quoting Lynch, 437 F.3d
at 910). But defendants cite no case dismissing a
Hobbs Act indictment under similar circum-
stances—or, indeed, under any circumstances.FN3

This is unsurprising because “[r]obbery of an inter-
state business ... typically constitutes sufficient
evidence to satisfy the Hobbs Act's interstate com-
merce element.” United States v. Rodriguez, 360
F.3d 949, 955 (9th Cir.2004). Cases abound in
which appellate courts have upheld Hobbs Act con-
victions based on the sort of interstate commerce

nexus defendants maintain is insufficient. See
United States v. Ridgley, 511 F. App'x 654, 654–55
(9th Cir.2013) (unpublished) (conviction for rob-
bery of two pizza deliveryman upheld where the
restaurants “engaged in interstate commerce be-
cause their supplies and ingredients came from out
of state”); United States v. Sutton, 337 F.3d 792,
796 n. 2 (7th Cir.2003) (jurisdictional requirement
met by similar robberies because the “aggregate
transactions of banks, restaurants and retail stores”
have a substantial effect on interstate commerce,
“even if the specific events prosecuted do not,
themselves, have a substantial effect on interstate
commerce”); see also United States v. Dean, 517
F.3d 1224, 1228 (11th Cir.2008) (evidence that de-
fendants stole less than $4,000 from “a bank with
interstate branches ... open to out of state customers
was sufficient to establish an effect on commerce”);
United States v. Jiminez–Torres, 435 F.3d 3, 9 (1st
Cir.2006) (sufficient that gas station in Puerto Rico
purchased gasoline from the Virgin Islands). In-
deed, in an unpublished disposition, the Ninth Cir-
cuit recently reversed a district court's dismissal of
a Hobbs Act indictment where the defendant had
robbed only one convenience store, for $135.
United States v. Bellamy, 521 F. App'x 590, 591
(9th Cir.2013). The court explained that the “fact
that Bellamy robbed a convenience store that ob-
tains its inventory from out of state sources estab-
lishes the requisite impact on interstate commerce.”
FN4 Id. Defendants' argument to the contrary is
without merit.

FN3. At oral argument, Bailey's counsel
contended that United States v. Collins, 40
F.3d 95 (5th Cir.1994), is such a case. But
the Collins court did not hold that a Hobbs
Act indictment should have been dis-
missed; rather, it determined that insuffi-
cient evidence of an interstate commerce
nexus had been introduced at trial to sup-
port one of the two Hobbs Act robberies of
which the defendant was convicted. Id. at
99–101. Notably, Collins only reversed the
defendant's conviction for robbing an indi-
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vidual in his home, and drew a number of
distinctions between robberies of “business
or similar entities engaged in interstate
commerce” on the one hand, and individu-
als on the other hand. Id. at 99–100. It was
in the context of a robbery of an individual
that the Collins court articulated the
“speculative indirect effect on a business
engaged in interstate commerce” language
on which Bailey relies. In fact, the Collins
court affirmed the defendant's Hobbs Act
conviction for robbing a single Denny's
restaurant. Id. at 101. Collins weakens, not
strengthens, defendants' motions to dis-
miss.

FN4. In reply briefing on this and other
motions, Bailey argues that the govern-
ment's citations to recent unpublished
Ninth Circuit cases should be ignored as
lacking in any authority, persuasive or oth-
erwise. Bailey correctly points out that un-
published dispositions “are not precedent”
except under circumstances not relevant
here. Ninth Circuit R. 36–3(a). However,
unpublished decisions issued on or after
January 1, 2007 may be cited “as persuas-
ive authority pursuant to Ninth Circuit
Rule 36–3(b).” Uche–Uwakwe v. Shinseki,
972 F.Supp.2d 1159, 1189 n. 14
(C.D.Cal.2013); Nuh Nhuoc Loi v. Scribn-
er, 671 F.Supp.2d 1189, 1201 n. 10
(S.D.Cal.2009) (“Although still not bind-
ing precedent, unpublished decisions
[postdating 2006] have persuasive value
and indicate how the Ninth Circuit applies
binding authority.”). Bailey's cited author-
ity to the contrary, Sorchini v. City of Cov-
ina, 250 F.3d 706, 708–09 (9th Cir.2001)
(per curiam), was decided in 2001, when
Rule 36–3(b) only permitted unpublished
dispositions to be cited for “factual pur-
poses.” After the rule was amended, the
Ninth Circuit expressly held: “as of Janu-
ary 1, 2007, we must now allow parties to

cite even unpublished dispositions and un-
published orders as persuasive authority.”
Animal Legal Def. Fund v. Veneman, 490
F.3d 725, 733 (9th Cir.2007) (emphasis ad-
ded). To the extent that the Court cites un-
published decisions in this order, it does so
for their persuasive value.

Defendants also argue that “due to the anticip-
ated absence of proof on the interstate commerce
element of the Hobbs Act charges, those charges
should be dismissed so that the case can be prosec-
uted in state court,” and that the gun charges pre-
dicated on those Hobbs Act charges should be dis-
missed as well. Dkt. No. 42 at 8–9. But as noted
above, a defendant “may not properly challenge an
indictment, sufficient on its face, on the ground that
the allegations are not supported by adequate evid-
ence.” Jensen, 94 F.3d at 669 (internal quotation
marks omitted).FN5

FN5. Contrary to Dorsey's argument, Fed-
eral Rule of Criminal Procdure 12 does not
suggest otherwise. Rule 12 states that a
“party may raise by pretrial motion any de-
fense ... that the court can determine
without a trial on the merits.”
Fed.R.Crim.P. 12(b)(1). A court cannot de-
termine the sufficiency of the evidence
supporting the jurisdictional element of
charged Hobbs Act violations without a tri-
al. See Jensen, 93 F.3d at 669 (“ ‘There is
no summary judgment procedure in crim-
inal cases. Nor do the rules provide for a
pre-trial determination of the evidence.’ “
(quoting United States v. Critzer, 951 F.2d
306, 307 (11th Cir.1992) (per curiam))).

*4 Because the indictment sufficiently alleges
Hobbs Act violations and defendants' arguments for
dismissal run counter to settled law, the Court
DENIES both defendants' motion to dismiss the in-
dictment.

III. DEFENDANTS' MOTION TO SUPPRESS
PHONE AND CELL SITE RECORDS FROM
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STATE SEARCH WARRANT
On December 24, 2014, Bailey filed a motion

to suppress phone and cell site records obtained
pursuant to state court orders issued on or about
November 6 and November 14, 2013. Dkt. No. 43.
Dorsey joined in the motion on February 9, 2015.
Dkt. No. 54. The government filed a consolidated
opposition on January 26, 2015, and Bailey replied
on February 9, 2015. Dkt. Nos. 59, 72. For the reas-
ons that follow, the motion is DENIED.

A. Background
On November 6, 2013, Los Angeles Superior

Court Judge Cathryn Brougham issued a court or-
der concerning certain records related to a cellular
telephone account associated with the number (213)
503–5495 (the “503” number). Dkt. No. 43 Ex. A.
The order approved an application by the Los
Angeles County Sheriff's Department (“LASD”)
made “pursuant to Title 18, United States Code
Sections 2703(c), 2703(d), 3122, and 3123,” and
was issued pursuant to 18 U.S.C. §§ 2703(c)(1)(B)
and 2703(d). Id. at 1–2. The Superior Court ordered
Verizon Wireless (as well as any other telecommu-
nications carrier that provides service to the 503
number due to roaming agreements or changes in
service) to provide certain information for a time
period beginning September 1, 2013, and continu-
ing for thirty days after issuance of the order. Id. at
1. Specifically, the order covered:

• Subscriber/Account Information, including
but not limited to: Name, address, driver's license
number, social security number, alternate tele-
phone numbers, payment method, account notes,
application information, billing statements, activ-
ation/suspension dates, make/model of handset ...
[and various forms of] equipment identifying in-
formation.

• Call Detail Records with Cell site Location
for the aforementioned time period. The Call De-
tail Records should include all inbound and out-
bound calls, direct dispatched number(s), whether
published or non-published, blocked or un-
blocked, including SMS and MMS text messages

on the Target Telephone(s). The cell site informa-
tion requested includes, but is not limited to, the
location of cell site/sector, beginning and ending
location of the Target Telephone(s), Location
Area Code (LAC), Cellular ID (CID), switch in-
formation, latitude, longitude, tower orientation,
azimuth, direction and strength of signal.

Id. The order also provided that, upon request
from law enforcement, “any and all telecommunic-
ations carriers subject to regulation by the Federal
Communications Commission ... shall provide”
similar information or “initate a signal ... to determ-
ine the location of the subject's mobile device ... at
five (5) minute intervals for a thirty (30) day period
from the date this order was signed by the Court.”
Id. at 2. The order prohibited law enforcement
agencies acting under authority of the order from
intercepting the contents of any communications.
Id. at 3.

*5 The aforementioned order was supported by
an LASD detective's affidavit representing that she
and her partner had been investigating a series of
robberies that occurred between November 18,
2012 and October 26, 2013. FN6 Id. at 5. She
averred that “the robberies appear to be committed
by the same individuals” because of similarities in
involved clothing, weapon, style of robbery, and a
getaway vehicle. She described the two suspects as
(1) “Male Black, mid 30's, approximately 6'00",
200 pounds” and (2) “Male Black, 5' 05–5'08", 160
pounds,” and noted that in each robbery the sus-
pects “covered their face[s] with bandanas.” The
detective identified a vehicle used in the robberies
as belonging to Jacqueline Martin (“Martin”), who
she indicated was “believed to be the driver of the
suspect vehicle in some of the robberies” and who
“has a child with [Dorsey], who matches the first
suspect's description.” Id.

FN6. The Court has excised from its dis-
cussion and consideration of this and other
affidavits supporting search warrants cer-
tain evidence obtained from a July 2011
traffic stop, which is the subject of a separ-
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ate suppression motion that, for reasons
discussed in Section VII below, the Court
does not rule on at this time.

The affidavit states that the detective had loc-
ated a cellular telephone number for Martin through
“public records and ... a contact number ... Martin
had previously provided.” The detective further
averred that Bailey “matche[d] the description of
the second robbery suspect involved in the series.”
She also noted that “Bailey's criminal history in-
cludes bank robberies.” The affidavit states that a
detective had observed Dorsey with Bailey on
November 5, 2013. The affiant then stated that us-
ing “Sheriff's Resources, [she had] located a cell
phone number” for Bailey-the 503 number-and had
confirmed that the number corresponded to an act-
ive Verizon Wireless account. Based on these facts,
the affiant requested “a court order to obtain re-
cords for” the 503 number and two other numbers
not at issue in this motion “to identify any possible
further suspects, locations of the persons believed
to be involved in the crimes, and identify the per-
sons['] whereabouts.” The affiant explained that the
requested record would “assist in determining if
[the suspects were] involved in the robbery series
based on their whereabouts during the time of the
robberies.” Id .

On November 14, 2013, LASD sought and ob-
tained a similar § 2703 order for telephone number
(310) 947–7057 (the “947 number”), linked to a
Sprint–Nextel account. The application for this or-
der included the same information provided in sup-
port of the 503 number order, as well as some addi-
tional details, including the license plate number of
Martin's car. Dkt. No. 43 Ex. B at 5. The affidavit
stated that a Los Angeles Police Department
(“LAPD”) detective had viewed surveillance video
of Dorsey retrieving something from a vehicle at an
impound lot while wearing “what appeared to be
the same shoes as the larger suspect in the robbery
series.” He was accompanied an older black male
who matched the second suspect's description in
that he (1) appeared to be the same height and

weight, (2) wore eyeglasses, (3) had a gray beard
(as compared to a “salt and pepper mustache” de-
scribed in one of the robberies), and (4) “walked
exactly like the suspect seen by [the LAPD detect-
ive] in the robbery surveillance videos.” The affiant
stated that the 503 number belonged to Bailey and
that records of that account showed “numerous
phone calls” to the 947 number. Id.

B. Analysis
*6 Defendants characterize the court orders at

issue as “search warrants,” and cite cases involving
the Fourth Amendment standard of probable cause.
The government points out, however, that the or-
ders were issued pursuant to 18 U.S.C. § 2703(d),
part of the federal Stored Communications Act
(“SCA”). See Dkt. No. 43 Exs. A, B. That statute
provides in part:

A governmental entity may require a provider of
electronic communication service or remote com-
puting service to disclose a record or other in-
formation pertaining to a subscriber to or custom-
er of such service (not including the contents of
communications) only when the governmental
entity—

(A) obtains a warrant issued using the proced-
ures described in the Federal Rules of Criminal
Procedure (or, in the case of a State court, us-
ing State warrant procedures) by a court of
competent jurisdiction; [or]

(B) obtains a court order under subsection (d)
of this section ....

18 U.S.C. § 2703(c)(1).FN7 Subsection (d),
referenced above, provides in relevant part:

FN7. “Each option in § 2703(c)(1) is an in-
dependently authorized procedure.” In re
Application of United States for Order Dir-
ecting Provider of Elec. Commc'n Serv. to
Disclose Records to Gov't, 620 F.3d 304,
313 (3d Cir.2010) [hereinafter In re Order
Directing Provider]. That is, a govern-
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mental entity may either seek a warrant
pursuant to subsection (A), apply for a
court order pursuant to subsection (B) and
§ 2703(d), or pursue one of three other
procedures authorized in subsections (C)
through (E).

A court order for disclosure under subsection (b)
or (c) may be issued by any court that is a court
of competent jurisdiction and shall issue only if
the governmental entity offers specific and artic-
ulable facts showing that there are reasonable
grounds to believe that ... the records or other in-
formation sought, are relevant and material to an
ongoing criminal investigation.
18 U.S.C. § 2703(d). As noted above, the Superi-
or Court issued the two orders pursuant to §
2703(c)(1)(B) and (d). Moreover, Verizon Wire-
less and Sprint–Nextel are “provider[s] of elec-
tronic communication service” within the mean-
ing of § 2703(c), the information sought was
“record[s] or other information pertaining to a
subscriber or customer of” such a provider, and
the information did not include the “contents of
communications.” FN8 Therefore, the relevant is-
sues are (1) what standard applies to court orders
issued pursuant to § 2703(d), (2) whether the or-
ders in question met that standard, and (3) if the
standard was not met, what remedies are avail-
able.

FN8. “[E]lectronic communication ser-
vice” is defined to mean “any service
which provides to users thereof the ability
to send or receive wire or electronic com-
munications.” 18 U.S.C. § 2510(15); see
id. § 2711(1) (applying the definitions in §
2510 to the provisions of the SCA). “There
is no dispute that historical CLSI [cell site
location information] is a ‘record or other
information pertaining to a subscriber ... or
customer,’ and therefore falls within the
scope of § 2703(c)(1).” In re Order Direct-
ing Provider, 620 F.3d at 307–08; accord
United States v. Martinez, No.

13CR3560–WQH, 2014 WL 5480686, at
*4 (S.D.Cal. Oct. 28, 2014); United States
v. Rigmalden, No. CR 08–814–PHX–DGC,
2013 WL 1932800, at *10 (D.Ariz. May 8,
2013) (“Verizon clearly is a ‘provider of
electronic communication service’ within
the meaning of the SCA, and the historical
cell site information ... clearly constitute ‘a
record or other information pertaining to a
subscriber or customer of such service.’ ”).
With regard to wire, oral, or electronic
communications, “contents ... includes any
information concerning the substance, pur-
port, or meaning of that communication.”
18 U.S.C. § 2510(8).

As stated above, the statute pursuant to which
the orders were issued requires that law enforce-
ment support an application with “specific and ar-
ticulable facts showing that there are reasonable
grounds to believe that ... the records sought, are
relevant and material to an ongoing criminal in-
vestigation.” 18 U.S.C. § 2703(d) (emphasis ad-
ded). Below, the Court first explains that the Fourth
Amendment does not apply to the orders at issue
(and that even if it did, the subscriber information
and historical cell site data would likely be admiss-
ible under the good faith exception). Second, the
Court concludes that the orders at issue met the ap-
plicable SCA standard for historical cell site
data—and even if they did not, that statute would
not permit the Court to suppress any evidence on
that basis.

1. The Fourth Amendment Does Not Apply.
Although the Ninth Circuit has not yet ruled on

the issue, the vast majority of courts to have done
so—including every district court within this cir-
cuit—have held that § 2703(d) does not require the
government to show probable cause to obtain his-
torical cell site data pursuant to the SCA, and that
this lower standard does not violate the Constitu-
tion.

*7 The Fifth Circuit recently examined §
2703(d) in the case of In re Application of United
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States for Historical Cell Site Data, 724 F.3d 600
(5th Cir.2013). The court explained that the “
‘specific and articulable facts' standard is a lesser
showing than the probable cause standard that is re-
quired by the Fourth Amendment to obtain a war-
rant.” FN9 Id. at 606. The court then held that this
lower standard does not violate the Fourth Amend-
ment because a search and seizure does not occur
“[w]here a third party collects information in the
first instance for its own purposes,” and the govern-
ment later obtains that information through a §
2703(d) order.” Id. at 610. The court reasoned that
when a person “ ‘communicates information to a
third party even on the understanding that the com-
munication is confidential, he cannot object if the
third party conveys that information or records
thereof to law enforcement authorities.’ “ Id.
(emphasis in original) (quoting SEC v. Jerry T.
O'Brien, Inc., 467 U.S. 735, 743 (1984)). The court
concluded that because “cell site information is
clearly a business record” and does not reveal the
contents of communications, and because a person
voluntarily uses a cellular telephone, which neces-
sarily sends a signal to a nearby cell tower, a person
has no reasonable expectation of privacy in cell site
information. Id. at 611–15; accord United States v.
Skinner, 690 F.3d 772, 777–81 (6th Cir.2012) (no
reasonable expectation of privacy in cell site data).
The Third Circuit has also decided that § 2703(d)
“does not require the traditional probable cause de-
termination,” but is instead “governed by the text of
§ 2703(d).” In re Order Directing Provider, 620
F.3d at 313. Examining the legislative history, that
court concluded that the “specific and articulable
facts” language “creates a higher standard than that
required by the pen register and trap and trace stat-
utes,” but “less stringent than probable cause.” Id.
at 315.FN10

FN9. Accord United States v. Cerna, No.
CR 08–0730 WHA, 2010 WL 3749449, at
*18 (N.D.Cal. Sept. 22, 2010) (holding
that § 2703(d) requires “a lesser showing
than that required by the Fourth Amend-
ment”).

FN10. A panel of the Eleventh Circuit
reached a contrary conclusion in United
States v. Davis, 754 F.3d 1205, vacated,
573 F. App'x 925 (11th Cir.2014). The
court rejected the argument that historical
cell site data is voluntarily conveyed to the
service provider, reasoning that users are
unlikely to know that their providers col-
lect and store that information. Davis, 754
F.3d at 1216–17. The court concluded that
historical “cell site location information is
within the subscriber's reasonable expecta-
tion of privacy,” and the “obtaining of that
data without a warrant is a Fourth Amend-
ment violation.” Id. at 1217. However, the
Davis decision has since been vacated
pending rehearing en banc. 573 F. App'x
925 (11th Cir.2014).

District courts within this circuit have univer-
sally decided that historical cell site information
may be obtained pursuant to a § 2703(d) order
without a showing of probable cause. For example,
in United States v. Martinez, No. 13CR3560–WQH,
2014 WL 5480686 (S.D.Cal. Oct. 28, 2014), the
court found no “reasonable expectation of privacy
in the third party business records created and
maintained by a cellular phone provider derived
from information voluntarily conveyed to the cellu-
lar telephone provider.” Id. at *5 (citing Smith v.
Maryland, 442 U.S. 735, 742 (1979)). That court
denied a motion to suppress cell site data and rejec-
ted an argument-similar to the one Bailey makes in
his reply brief, Dkt. No. 72 at 6–8–that the Supreme
Court's recent decisions in United States v. Jones,
132 S.Ct. 945 (2012), and Riley v. California, 134
S.Ct. 2473 (2014), compelled a different conclu-
sion. The court reasoned that obtaining historical
cell site location information under § 2703(d) does
not involve (1) physical intrusion on a defendant's
property, (2) real-time tracking, or (3) the search or
seizure of a cell phone, communication contents, or
other information subject to a reasonable expecta-
tion of privacy, so as to implicate Riley or Jones.
Id. at *4. Rather, the court found that by using her
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cell phone, the defendant “voluntarily conveyed nu-
merical information to the telephone company and
exposed that information to the cell phone towers in
the ordinary course of business.” Id. at *5.FN11

FN11. See also United States v.
Moreno–Navarez, No. 13–CR–0841–BEN,
2013 WL 5631017, at *1–2 (S.D.Cal. Oct.
2, 2013) (upholding § 2703(d) and noting
that “even if the statute were to be held un-
constitutional, the good faith exception to
the warrant requirement would apply”);
United States v. Salas, No. CR F 11–0354
LJO, 2013 WL 4459858, at *3 (E.D.Cal.
Aug. 16, 2013) (“With regard to the argu-
ment applying the ... Fourth Amendment to
cell site location information, there is no
reasonable expectation of privacy since
such records are in the hands of third
parties.”); United States v. Rigmalden, No.
CR 08–814–PHX–DGC, 2013 WL
1932800, at *10 (D.Ariz. May 8, 2013)
(“Courts have rejected ... arguments that
historical cell-site records cannot be ob-
tained under the SCA.”); United States v.
Ruby, No. 12CR1073 WQH, 2013 WL
544888, at *3–7 (S.D.Cal. Feb. 12, 2013)
(similar); United States v. Davis, Crim No.
10–339–HA, 2011 WL 2036463, at *3
(D.Or. May 24, 2011) (“It is well estab-
lished that a reasonable expectation of pri-
vacy extends only to the content of tele-
phone conversations, not to records that in-
dicate that the conversations occurred. Ba-
sic subscriber data which identifies a call's
origination, destination, duration, and time
of call enjoy no privacy protection because
the data is incidental to the use of the tele-
phone, and contains no content informa-
tion.” (citations omitted)).

*8 Jurisprudence involving cellular telephones
and related technology is evolving. See United
States v. Guerrero, 768 F.3d 351, 358 (5th
Cir.2014) ( “It may be that the ‘technology is dif-

ferent’ rationale that led the Riley Court to treat an
arrestee's cell phone differently from his wallet will
one day lead the Court to treat historical cell site
data in the possession of a cellphone provider dif-
ferently from a pen register in the possession of a
pay phone operator.”). But absent contrary direc-
tion from a higher court, this Court concludes that
the government may constitutionally acquire sub-
scriber information and historical cell site data pur-
suant to a § 2703(d) order by showing “specific and
articulable facts showing that there are reasonable
grounds to believe that ... the records sought, are
relevant and material to an ongoing criminal invest-
igation.” FN12

FN12. Bailey that the Court should apply a
probable cause standard because the ap-
plication included a “Statement of Prob-
able Cause” and the order stated that it was
“based upon probable cause.” Bailey ar-
gues that “[t]his was consistent with the
statutory language in 18 U.S.C. §
2703(c)(1)(A) which permits a govern-
mental entity to obtain the phone records
based on a ‘warrant’ “ using state warrant
procedures rather than the process con-
tained in § 2703(d). Dkt. No. 72 at 3–4.
But the order expressly states that it was
issued “pursuant to 18 U.S.C.
2703(c)(1)(B) and 2703(d).” Dkt. No. 43
Ex. A at 2. Given this clear expression of
the statutory authority on which the order
was based, the Court is not persuaded to
construe the order as arising under a differ-
ent provision merely because the Superior
Court found the application supported by a
greater showing of suspicion than was ac-
tually required.

Even if this Court—along with every other dis-
trict court within this circuit to have addressed the
issue and two Courts of Appeal—is wrong about
the inapplicability of the Fourth Amendment, the
evidence at issue would likely be admissible under
the good faith exception first articulated in United
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States v. Leon, 468 U.S. 897 (1984), which also ap-
plies to “an officer acting in objectively reasonable
reliance on a statute” authorizing a warrantless
search or seizure of evidence, Illinois v. Krull, 480
U.S. 340, 350–56 (1987). Because the vast majority
of courts has upheld the constitutionality of §
2703(d), and because the orders were supported by
affidavits containing some grounds for suspicion,
the officers involved in executing the orders at is-
sue could, at the very least, have reasonably relied
on the Superior Court's issuance of the orders. See
Moreno–Navarez, 2013 WL 5631017, at *2 (law
enforcement officers relying on § 2703(d) order is-
sued by neutral magistrate would qualify for good
faith exception); United States v. Graham, 846
F.Supp.2d 384, 405–06 (D.Md.2012) (“Even if the
government's acquisition of historical cell site loca-
tion records in this case had been in violation of the
Defendants' Fourth Amendment rights, it obtained
those records in good faith reliance on a constitu-
tional statute and valid Orders issued by [neutral ju-
dicial officers].”); United States v. Jones, 908
F.Supp.2d 203, 214–16 (D.D.C.2012) (similar). In-
deed, even the Eleventh Circuit's since-vacated
opinion in Davis, which decided contrary to the ma-
jority of cases cited herein that the Fourth Amend-
ment does protect historical cell site data, applied
the good faith exception and declined to suppress
the evidence at issue. 754 F.3d at 1218.FN13 Ac-
cordingly, while the Court joins its sister district
courts in concluding that the Fourth Amendment
does not apply to historical cell site data, a contrary
conclusion would still not lead to the suppression of
the evidence at issue.

FN13. Contrary to Bailey's assertions at or-
al argument, the Court's conclusion that the
good faith exception would apply is not
based on a finding that the search applica-
tion was supported by probable cause.
Rather, like numerous other courts, this
Court finds that, in light of considerable
case law holding that probable cause need
not be established to obtain historical cell
site data under § 2703(d), it would be reas-

onable for a law enforcement officer to
rely on an order supported by an affidavit
containing some grounds for suspicion,
though not a showing of probable cause.

2. The Orders at Issue Met the § 2703(d) Standard.
The Court finds that the orders at issue were

supported by “specific and articulable facts” consti-
tuting “reasonable grounds” to believe that the re-
cords sought were “relevant and material” to the
relevant investigation. As regards the 503 number,
the November 6, 2013 order was supported by an
experienced detective's sworn statement that the
503 number was linked to Bailey, who had a crim-
inal history including bank robberies, and had been
recently observed with Dorsey, who had in turn
been linked to the owner of a car used in the series
of robberies.FN14 The affidavit also indicated that
Bailey and Dorsey matched the rough physical de-
scriptions of the two suspects that had committed
the series of robberies. Moreover, because the re-
cords sought covered a time period in which the
robberies being investigated were committed, they
were reasonably likely to help determine the sus-
pects' whereabouts during those robberies, which
would have been material to the investigation.
Therefore, whether or not the same facts would
have supported a finding of probable cause for a
search warrant, the November 6, 2013 order was
supported by “specific and articulable facts” that
met the lesser standard of § 2703(d).FN15

FN14. Because the application contained
other facts linking the two defendants, the
Court does not rely for purposes of this
motion on evidence pertaining to the July
7, 2011 traffic stop, which Bailey has chal-
lenged through a separate motion.

FN15. Defendants argue that the orders are
also invalid because the affidavits omitted
other, inconsistent physical descriptions of
the robbery suspects. This argument is un-
persuasive and, in any event, could not
overcome the unavailability of a suppres-
sion remedy under the SCA.
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*9 As regards the 947 number, the November
14, 2013 application was supported by the same
facts, as well as by surveillance that further linked
Dorsey to the car used in the robberies, and to a
person matching the description of the second rob-
bery suspect. Moreover, the affidavit supporting
that order indicated “numerous phone calls”
between the 503 and 947 telephone numbers. This
order, too, was supported by specific facts giving
the issuing judge reasonable grounds to believe that
the records sought were material to the ongoing in-
vestigation.

3. No Suppression Remedy Is Available for Viola-
tions of the SCA.

Even if the orders did not meet the § 2703(d)
standard, the “Stored Communications Act does not
provide an exclusion remedy. It allows for civil
damages, and criminal punishment, but nothing
more.” United States v. Smith, 155 F.3d 1051, 1056
(9th Cir.1998) (emphasis in original) (citations
omitted). Indeed, the SCA “expressly rules out ex-
clusion as a remedy” by making its remedial provi-
sions exclusive. Id. (citing 18 U.S.C. § 2708); see
also United States v. Corbitt, 588 F. App'x 594 (9th
Cir.2014) (“Suppression of the evidence seized is
not available as a remedy for a statutory violation
of the [Stored Communications] Act.”); United
States v. Guerrero, 768 F.3d 351, 358 (5th
Cir.2014) (“[S]uppression is not a remedy for a vi-
olation of the Stored Communications Act.”);
United States v. Rigmalden, No. CR
08–814–PHX–DGC, 2013 WL 1932800, at *10
(D.Ariz. May 8, 2013) (“[E]ven if the SCA had
been violated in some respect, Defendant's motion
to suppress would be denied. Suppression is not an
available remedy for violations of the SCA.”). De-
fendants' suppression motions fail for this addition-
al and independent reason.

4. To the Extent the Order Authorized the Real-
time Collection of Cell Site Information, That Au-
thorization Was Improper; However, Suppression
of the Historical Cell Site Information Is Not War-
ranted on That Basis.

In contrast to the less stringent standard for ob-
taining historical cell site data pursuant to §
2703(d), described above, a majority of courts have
taken the position that the government must make a
showing of probable cause to acquire “real-time” or
“prospective” cell site location data. See United
States v. Espudo, 954 F.3d 1029, 1035
(S.D.Cal.2013) (collecting cases). The orders here
authorized law enforcement to obtain real-time cell
site data for the thirty days subsequent to the issu-
ance of the orders. The government concedes that
such prospective data collection runs contrary to
the majority of recent decisions, and represents that
it “will not seek to introduce such evidence ob-
tained through these orders,” but rather “only seek
to use the data ... collected during the periods of
September 1, 2013 through the date each order was
signed.” Dkt. No. 59 at 7 n. 4. At oral argument, the
government reiterated that it will not seek to intro-
duce any real-time data obtained pursuant to the
state court orders.

*10 Because the government clearly sought and
obtained § 2703(d) orders for historical cell site
data, the Court rejects Bailey's suggestion in his
reply brief-unaccompanied by legal authority-that
because that order also authorized the collection of
prospective data, the application to obtain historical
data must also have been supported by probable
cause, and should be suppressed. Even assuming
arguendo that some portions of the order were in-
valid, suppression of evidence validly obtained
through other portions of the order would not fol-
low. See United States v. Sears, 411 F.3d 1124,
1129 (9th Cir.2005) (“ ‘[O]nly those items seized
pursuant to invalid portions of a warrant must be
suppressed.’ “ (citing United States v. Gomez–Soto,
723 F.2d 649, 654 (9th Cir.1984)). This rule of sev-
erance is especially appropriate where the govern-
ment disclaims the intention to use the arguably un-
lawful evidence.FN16 Nevertheless, at the February
23, 2015 hearing, the Court instructed government
counsel to assist defense counsel in separating his-
torical from real-time cell site data.
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FN16. Because the government represents
that it will not seek to introduce real-time
cell site data obtained pursuant to the or-
der, the Court need not resolve the ques-
tion of whether such evidence would be
admissible under the good faith exception.
Compare Espudo, 954 F.3d at 1044
(“[E]ven though the Government did not
obtain a warrant based on probable cause
prior to seeking real-time cell site location
data, which this Court finds is required,
this evidence is nonetheless admissible un-
der the good faith exception.”).

C. Conclusion
For the foregoing reasons, the Court DENIES

defendants' motion to suppress subscriber informa-
tion and historical cell site data obtained pursuant
to the November 6 and November 14, 2013 state
court orders.

IV. BAILEY'S MOTION TO SUPPRESS CELL
SITE INFORMATION OBTAINED PURSU-
ANT TO FEDERAL SEARCH WARRANT

On December 24, 2014, Bailey filed a motion
to suppress cell site information and records ob-
tained pursuant to a federal search application and
order issued on or about December 12, 2013, by
United States Magistrate Judge Frederick F.
Mumm. Dkt. No. 44. The government filed a con-
solidated opposition to the instant motion, as well
as Dorsey's related motion discussed below, on
January 26, 2015. Dkt. No. 58. Bailey filed a reply
on February 9, 2015. Dkt. No. 68. For the reasons
that follow, the motion is DENIED.

A. Background
On or about December 12, 2013, the govern-

ment applied for an order that the relevant cellular
telephone service provider must furnish the FBI and
LASD with information relating to a cellular tele-
phone believed to be used by Bailey, linked to the
number (213) 503–3495 (the “Subject Telephone”).
See Dkt. No. 44 Ex. A. Specifically, the govern-
ment sought “information reflecting the location of
cellular towers ... related to the use of the Subject

Telephone” for a prospective period of sixty days.
Id. at 2. The government did not seek to intercept
the contents of any communications, but instead
sought to ascertain the locations at which calls were
sent and received, as well as the telephone numbers
involved and the duration of the communications.
See id. at 2–4.

The application attached a declaration sworn
by Sean Sterle (“Sterle”), who at that time had been
employed as an FBI special agent for fifteen years.
Dkt. No. 44 Ex. A (Sterle Decl.) ¶ 1. Sterle repres-
ented that through his experience, which included
investigating robberies of banks and other commer-
cial institutions, he had become “familiar with the
methods employed by robbers to take money from
banks and commercial institutions.” Id. ¶¶ 2–3.
After explaining his qualifications and the purpose
of the declaration, Sterle set forth the following in-
formation in support of probable cause.

*11 Sterle explained that Bailey and Dorsey
were suspected to be the “Cowboy Gun Bandits”
thought to have committed a series of thirty-one
armed robberies or attempted armed robberies of
banks and commercial institutions in the Los
Angeles area. Id. ¶ 5. Sterle declared that the modus
operandi in each of the robberies was similar. Spe-
cifically, “[i]n most cases,” both suspects entered
the target location “wearing the same dark clothing
(black hoodie sweatshirt, black or dark blue
jeans),” with masks or bandanas covering their
faces. One or both of the suspects was typically
“armed with a large chrome/blue steel revolver and/
or a blue steel semiautomatic handgun.” The sus-
pects would “point the firearm at the cashier, de-
mand he or she open the cash register, and take the
money.” Id. ¶ 6.

Sterle declared that in six of the robberies,
“witness statements or security video revealed that
Bailey and Dorsey fled the robbery in a dark
colored vehicle.” In a September 30, 2013 robber of
a Papa John's, a witness observed the suspects enter
a compact vehicle, and the witness gave authorities
the partial license plate number “6TNB.” In an Oc-
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tober 6, 2013 ARCO gas station robbery, a witness
observed a dark Nissan Altima parked behind the
gas station, and reported the last three digits of the
license plate as “435.” On October 10, 2013,
Dorsey was involved in a minor traffic collision
while driving a black Nissan Altima with the li-
cense plate “6TBN435.” The registered owner of
that vehicle was Dorsey's wife. Sterle explained
that this license plate “matches the previously re-
ported combined license plates-with the ‘B’ and ‘N’
in switched positions.” Id. ¶ 7.

The declaration states that surveillance video of
an October 25, 2013 robbery of another ARCO gas
station shows Dorsey exiting a black Nissan Al-
tima, entering the ARCO to pay for gas, and look-
ing into the cash register when it is opened by the
cashier. According to Sterle, Dorsey “appears to be
wearing the same jeans and dark tennis shoes with
white trim which were worn by him in the majority
of the above robberies.” Sterle stated that approx-
imately five minutes later, the video shows a sus-
pect Sterle believed to be Bailey entering the
ARCO and pointing the chrome revolver at the
clerk and another person. Sterle declared that when
the suspect “attempted to take the money with his
left hand [he] appeared to have trouble grasping it.”
Further, the “ring finger on Bailey's left glove ap-
pears to be empty in the security video.” The video
then shows the robber “set[ting] the gun down on
the counter and [taking] the money with his right
hand” before fleeing “in the direction the black Nis-
san Altima was last seen.” Sterle noted that a
“query of Bailey's Criminal History Record re-
vealed that he is missing a finger on his left hand.”
Sterle related that in two of the other robberies (of a
Shell gas station on September 24, 2013 and a
Valero gas station on October 28, 2013), “a finger
on Bailey's glove appears to be empty in the secur-
ity videos.” Id. ¶ 8.

*12 Sterle asserted that Bailey and Dorsey
were also suspected of robbing a Citibank branch in
Glendale, California on November 5, 2013. Id. ¶ 9.
In that robbery, two men entered the bank and a

suspect Sterle believed to be Dorsey “pointed a
semi-automatic handgun at the employees and
climbed over one of the teller's windows.” A
second man, believed to be Bailey, then “ordered
several of the customers and employees to the
ground while Dorsey removed the cash from each
teller's cash drawer.” The two men fled, and a wit-
ness “observed the suspects leave the area in a
gold/champagne colored Nissan Versa.” Id. In a se-
curity video of the robbery, the suspect believed to
be Dorsey “can be seen wearing the same black
with white trim tennis shoes and jeans that are seen
in the security videos of the previous robberies and
the instance in which he purchased gas before the
[October 25, 2013] ARCO Gas robbery.” Id. ¶ 10.
Additionally, “[s]everal frames of the security
video show a finger of” the man believed to be
Bailey's “left glove bent in odd directions, which is
consistent with Bailey's lack of a ring finger on his
left hand.” Id.

Sterle next set forth information linking Bailey
and Dorsey. On August 6, 2013, Dorsey was cited
while driving a vehicle rented by Bailey. Addition-
ally, security video indicates that on November 2,
2013, Bailey and Dorsey drove to an impound lot,
Hollywood Tow, to retrieve something from
Dorsey's Jaguar automobile, which had been towed
to that lot. The video shows Bailey and Dorsey
“wearing similar pants and shoes [as those] seen in
many of the robbery security videos,” and “clearly”
shows Bailey's missing left ring finger. Id. ¶ 12.

The declaration then describes information
linking Bailey to the Subject Telephone. On Janu-
ary 2, 2010, Bailey was involved in a traffic colli-
sion and, in a related police report, listed the Sub-
ject Telephone's number as his own. Sterle declared
that “[r]eview of publicly available databases also
indicate[s] that Bailey is the user of the Subject
Telephone Number.” The declaration also asserts
that Bailey had “provided this number to rental car
companies. Finally, Sterle declared that the number
“was also in contact with a number used by Dorsey
during the period of the robberies.” FN17 Id. ¶ 13.
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FN17. The declaration asserts that LASD
previously obtained call detail records for
the Subject Telephone through a state court
order that expired on December 6, 2013.
Sterle Decl. ¶ 14. Information obtained
pursuant to that order “indicate[d] that
Bailey and Dorsey communicated during
the time of the robberies, including within
several hours of many of the robberies.”
Id. Bailey unsuccessfully seeks to suppress
evidence from this order in a separate mo-
tion discussed in this order; even if that
evidence were suppressed, the Court's con-
clusion on the instant motion would not
change.

Sterle declared that there had not been a sus-
pected robbery by the pair since the November
2013 Citibank robbery, but that law enforcement
anticipated that the two could “restart their robbery
spree” once the $55,000 stolen from Citibank ran
out. The declaration asserts that “[i]n order to track
Bailey to see if he is planning or committing addi-
tional robberies, it is important for law enforcement
to be able to monitor his movements.” Sterle stated
that cell site data “would assist law enforcement by
providing a rough location for Bailey which would
then allow for physical surveillance or the installa-
tion ... of tracking devices on his vehicle.” The de-
claration also claims that the location information
“may become relevant if and when [Bailey] is
charged ... and his arrest is sought,” and would re-
duce the risk that the ongoing investigation would
be compromised. Id. ¶ 15.

*13 United States Magistrate Judge Frederick
R. Mumm issued the requested order on December
12, 2013, finding “probable cause to believe that
cell-site information, likely to be received concern-
ing the approximate location of the Subject Tele-
phone ... will constitute or yield evidence of” bank
robbery and Hobbs Act violations committed by
Bailey and Dorsey. Dkt. No. 44 Ex. A. Judge
Mumm ordered the relevant service carrier to

disclose, at such intervals and times as directed

by the Investigating Agency, information con-
cerning the location (physical address) of the
cell-site at call origination (for outbound calling),
call termination (for incoming calls), and, if reas-
onably available, during the progress of a call, for
the Subject

Telephone, as well as other information, apart
from the content of any communication, that is
reasonably available to the Carrier and that is re-
quested by the Investigating Agency or any law en-
forcement agency working with the Investigating
Agency, concerning the cell sites/sectors receiving
and transmitting signals to and from the Subject
Telephone while a call is in progress.

Id. The order was to be effective for a period of
sixty days, and apply to any changed telephone
number assigned to the same telephone account. Id.

B. Analysis

1. Legal Standards

“A search warrant is supported by probable
cause if the issuing judge finds that, ‘given all the
circumstances set forth in the affidavit before him
... there is a fair probability that contraband or evid-
ence of a crime will be found in a particular place.’
“ United States v. Underwood, 725 F.3d 1076, 1081
(9th Cir.2013) (quoting Illinois v. Gates, 462 U.S.
213, 238 (1983)). “Whether there is a fair probabil-
ity depends upon the totality of the circumstances,
including reasonable inferences, and is a
‘commonsense, practical question.’ “ United States
v. Kelley, 482 F.3d 1047, 1050 (9th Cir.2007)
(quoting United States v. Gourde, 440 F.3d 1065,
1069 (9th Cir.2006) (en banc)). “Neither certainty
nor a preponderance of the evidence is required.”
Id.

“A magistrate judge's finding of probable cause
is entitled to great deference.” United States v.
Clark, 31 F.3d 831, 834 (9th Cir.1994); see also
Gourde, 440 F.3d at 1069 (“We are not in a posi-
tion to flyspeck the affidavit through de novo re-
view.... This deferential approach is the antithesis
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of a ‘grudging or negative attitude’ toward search
warrants and a ‘hypertechnical rather than a com-
monsense’ analysis.” (citations omitted)); United
States v. Wong, 334 F.3d 831, 835–836 (9th
Cir.2003) (“We review a magistrate judge's finding
of probable cause to issue a search warrant for clear
error.”). Still, “[a] reviewing court should find that
probable cause is not met when the issuing judge
lacked a ‘substantial basis for ... conclud[ing] that
probable cause existed.’ “ Underwood, 725 F.3d at
1081 (brackets in original; internal quotation marks
omitted) (quoting Gates, 462 U.S. at 238–39).
“Conclusions of the affiant unsupported by under-
lying facts cannot be used to establish probable
cause.” Id. The supporting affidavit or declaration
“must recite underlying facts so that the issuing
judge can draw his or her own reasonable infer-
ences and conclusions; it is these facts that form the
central basis of the probable cause determination.”
Id. “Under the totality of the circumstances test,”
however, “otherwise innocent behavior may be in-
dicative of criminality when viewed in context.”
United States v. Chavez–Miranda, 306 F.3d 973,
978 (9th Cir.2002). “Additionally, issuing judges
may rely on the training and experience of affiant
police officers.” Id.

2. Whether The Order Was Supported by Probable
Cause to Suspect that Bailey Was One of the Rob-
bers

*14 Bailey argues that “the warrant declaration
made an insufficient showing ... that Mr. Bailey
was one of the robbers,” and consists largely of un-
supported conclusions. Dkt. No. 44 at 9. He con-
tends that the declaration is even weaker once refer-
ences to evidence he seeks to suppress through oth-
er motions is excised.FN18 Bailey also argues that,
even if not excised, evidence that Bailey and
Dorsey were together in a vehicle years prior to the
commission of the first robbery, or that there were
calls “between phones connected to Bailey and
Dorsey during the period of the robberies,” does not
without more show any connection to the robberies.
Id. at 10–11. Further, Bailey discounts the observa-
tions of Bailey and Dorsey together at the Holly-

wood Tow in clothing matching that worn during
the robberies, arguing that the clothing at issue is
too commonplace to support a finding of probable
cause. Id. at 12. Finally, although he admits that
evidence that both Bailey and one of the suspects
were missing fingers on their left hands has “some
probative value,” Bailey stresses that the affiant
used words of “qualification” in describing the se-
curity videos (for example, that the ring finger of a
glove “appears to be empty” or that a finger of a
glove was bent in odd directions, “consistent with”
Bailey's missing finger). Id. at 12–13.

FN18. See United States v. Nora, 765 F.3d
1049, 1058 (9th Cir.2014) (explaining that
where evidence cited in a search warrant
affidavit is inadmissible, the warrant
“remains valid if, after excising the tainted
affidavit, the affidavit's remaining untain-
ted evidence would provide a neutral ma-
gistrate with probable cause”; that determ-
ination is made “without the usual defer-
ence owed to the magistrate's initial find-
ing of probable cause” (internal quotation
marks and citations omitted)).

Under the applicable “practical, common-
sense” approach, the Court finds that the factual al-
legations summarized in the background section
above are sufficient to show probable cause.FN19

Even excising evidence Bailey seeks to suppress
through other motions, there was ample evidence
that Bailey and Dorsey were associates; therefore,
the magistrate judge was not required to disregard
entirely with regard to Bailey the significant evid-
ence linking Dorsey to the robberies. More import-
antly, a highly distinctive physical feature—a miss-
ing finger on the left hand—directly linked Bailey
to the target robberies. Bailey's suggestion that four
separate videos suggesting that one of the robbers
was missing a finger on the same hand should be
discounted, because the affiant did not express ab-
solute certainty, is an unpersuasive attempt to im-
pose “a hypertechnical, rather than a common-
sense” approach to interpreting a search warrant af-
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fidavit. See Gates, 462 U.S. at 236. In sum, the ma-
gistrate judge had a substantial basis for concluding
that there was a reasonable probability that Bailey
was one of the robbers.

FN19. In its application, the government
sought the requested information pursuant
to a “hybrid theory” based on 18 U.S.C. §§
3122(a)(1) and 3123(a)(1), which govern
orders authorizing the installation and use
of pen registers or trap and trace devices,
and 18 U.S.C. § 2703(d), discussed above
in section III.B. In that application and the
opposition to the instant motion, the gov-
ernment has maintained that, as a matter of
law, it need not show probable cause to ob-
tain an order of this type-pbut that because
the application does show probable cause,
the Court need not consider that position.
Accordingly, the Court applies traditional
probable cause standards and does not ad-
dress the government's “hybrid theory.”

2. Whether the Order Was Supported by Probable
Cause to Suspect that Evidence of the Target
Crimes Would Be Found

Bailey argues that even if there was probable
cause to suspect that he was one of the robbers, the
warrant declaration “made an insufficient showing
... that a search conducted well over one month
from commission of the last robbery would reveal
criminality.” Dkt. No. 44 at 9. Even if the cell site
information obtained pursuant to a state court order
and linking Dorsey to Bailey is ignored (and it need
not be in light of the Court's ruling in Section III),
the magistrate judge would still have had grounds
to conclude that Bailey was linked to the Subject
Telephone because (1) Bailey provided that number
to law enforcement, (2) public databases list Bailey
as the number's user, and (3) Bailey provided the
number to car rental companies. Thus, the issue is
whether the physical location information sought
by the government was reasonably likely to reveal
evidence of the target crimes.

*15 Bailey contends that the declaration sup-

ports only tracking him to see if he was “planning
or committing additional robberies” or in the event
that he was charged and his arrest sought. Accord-
ingly, Bailey denies that the declaration includes
any allegation that his cell site information would
lead to evidence of his commission of the target of-
fenses. Dkt. No. 44 at 13. The government responds
that Sterle amply explained that “based on the large
number of robberies in a short period of time, it
was likely that Dorsey and Bailey would commit
another robbery,” and that being able to track
Bailey's phone was important for locating him. Dkt.
No. 58 at 10. Once law enforcement located Bailey,
the government argues, agents could conduct sur-
veillance of him to determine whether he was com-
mitting additional robberies. Moreover, the prosec-
ution contends, because “Bailey used specific fire-
arms during the robberies and had a distinctive
physical characteristic, locating Bailey would likely
involve finding the firearm and would certainly
provide for closer examination of his missing fin-
ger, which would be a key piece of evidence” in
prosecuting the previous robberies. The government
also cites authority to the effect that warrants may
be “issued for surveillance or tracking devices on
probable cause that the ‘search’ (the surveillance or
tracking) will uncover evidence of a crime, even
though the crime may not yet have been commit-
ted.” United States v. Rojas, 671 F.2d 159, 166 n. 8
(5th Cir.1982).

The government has the better of the argument.
The magistrate judge had a substantial basis for
concluding that there was a fair probability that
evidence of Bailey's whereabouts would reveal
evidence of the dozens of robberies thought to have
been committed by the two robbers, including cash
from the robberies, the distinctive handgun used in
the robberies, or confirmation of Bailey's missing
finger, which is a highly probative identifying de-
tail tying him to the robberies. See United States v.
Steeves, 525 F.2d 33, 38 (8th Cir.1975) (explaining
that people who own handguns often keep them on
their persons). The magistrate judge could also
have reasonably concluded that, because Bailey
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was suspected of committing approximately thirty
robberies in a then-recent two-month period,
Bailey's physical location might be reveal the plan-
ning or commission of additional robberies that the
two suspects might conduct after their prior robbery
proceeds ran out. Given the ample evidence linking
Bailey to the robberies, the conclusion that evid-
ence of Bailey's physical location could lead to ad-
ditional evidence of those robberies was not clearly
erroneous.

3. The Good Faith Exception
Evidence obtained pursuant to a facially valid

search warrant, later found to be invalid, is admiss-
ible if the executing officers acted in good faith and
in objectively reasonable reliance on the warrant.
United States v. Leon, 468 U.S. 897, 922 (1984).
The “good faith test is an objective one,” through
which a court “ask[s] not what the executing officer
believed, or could have believed, but ‘whether a
reasonably well trained officer would have known
that the search was illegal despite the magistrate's
authorization.’ “ United States v. Luong, 470 F.3d
898, 902 (9th Cir.2006) (quoting Leon, 468 U.S. at
922). This inquiry is limited to the four corners of
the affidavit given in support of the warrant. Id. at
904. That affidavit “must establish at least a color-
able argument for probable cause.” Id. at 903; see
Leon, 468 U.S. at 926 (framing the inquiry as
whether the affidavit is “sufficient to create dis-
agreement among thoughtful and competent judges
as to the existence of probable cause”).

*16 “ ‘[S]earches pursuant to a warrant will
rarely require any deep inquiry into reasonable-
ness,’ for ‘a warrant issued by a magistrate [judge]
normally suffices to establish’ that a law enforce-
ment officer has ‘acted in good faith in conducting
the search.’ “ Leon, 468 U.S. at 922. But “the Su-
preme Court has identified at least four situations in
which reliance on a warrant cannot be considered
objectively reasonable, and therefore the good faith
exception cannot apply:

(1) when the affiant knowingly or recklessly mis-
leads the judge with false information; (2) when

the judge wholly abandons his or her neutral role;
(3) when the affidavit is so lacking in indicia of
probable cause that official belief in its existence
is objectively unreasonable; and (4) when the
warrant is so facially deficient that executing of-
ficers cannot reasonably presume it to be valid
(i.e., it fails to specify the place to be searched or
the things to be seized).

Luong, 470 F.3d at 902 (citing Leon, 468 U.S.
at 914, 923). “The government, not the defendant,
bears the burden of proving that its agents' reliance
upon the warrant was objectively reasonable.”
United States v. Michaelian, 803 F.2d 1042, 1048
(9th Cir.1986). Bailey argues that “after excising
the tainted allegations and affording no weight to
the conclusory allegations, the remaining facts
would not be sufficient to lead a reasonable judge
to find probable cause,” or to lead a reasonable law
enforcement officer to rely upon the order. Dkt. No.
44 at 14–15. The Court disagrees.

As discussed above, the order in question was
supported by probable cause. But even if it were
not, the affidavit certainly contains facts establish-
ing a “colorable argument” for probable cause. Ad-
ditionally, other factors support the applicability of
the good faith exception here. First, the order was
sought on a “hybrid” Pen Register Statute and
Stored Communications Act theory, under which
the government need not show probable cause to
obtain real-time cell site data. Although rejected by
a majority of recent decisions, this theory has been
accepted by some district courts, and has not been
rejected by the Ninth Circuit. Thus, law enforce-
ment officials could arguably have reasonably re-
lied on the order even if it was supported by a
showing less than probable cause. See United States
v. Espudo, 954 F.Supp.2d 1029, 1037–44
(S.D.Cal.2013) (explaining that this “ ‘hybrid the-
ory’ ... has been commonly put forth by the govern-
ment when seeking real time cell site location data
and rejecting that theory, but nonetheless applying
the good faith exception because of conflicting dis-
trict court decisions on the issue). Second the ap-
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plication was signed by an Assistant United States
Attorney, Dkt. No. 44 Ex. A at 6, which can sup-
port the reasonableness of a law enforcement
agent's reliance. See United States v. Freitas, 856
F.2d 1425, 1431–32 (9th Cir.1988) (noting agents'
reliance on legal opinion of Assistant United States
Attorney, in addition to magistrate judge, in de-
termining that district court had erred in refusing to
apply good faith exception); Michaelian, 803 F.2d
at 1047 (“The warrants and affidavit came under
scrutiny at four levels of attorney review, further
adding to the reasonableness of the agents' reliance
thereon .”).

*17 For the reasons stated, the Court concludes
that (1) the order was supported by probable cause
and (2) even if it were not, the evidence would be
admissible under the Leon good faith exception.
Therefore, the Court DENIES Bailey's motion to
suppress real-time cell site information obtained
pursuant to the federal order dated December 12,
2013.

V. DORSEY'S MOTION FOR AN EVIDEN-
TIARY HEARING REGARDING USE OF A
TELEPHONE NUMBER

On January 13, 2015, Dorsey filed a motion
joining in Bailey's motion to suppress cell site in-
formation obtained through the federal order dis-
cussed above. Dkt. No. 54. In that motion, Dorsey
requested a hearing to determine whether there was
evidence to link Dorsey to a telephone number
which was the basis for a separate warrant. In an
opposition filed on January 26, 2015, the govern-
ment attached the warrant in question, as well as
the declaration filed in support of that warrant and a
series of documents referenced in that declaration.
Dkt. No. 58. On February 10, 2015, Dorsey filed a
response stating that “the government has provided
counsel with additional documentation, which
provides the link” between Dorsey and the tele-
phone number in question. Dkt. No. 75. For that
reason, Dorsey withdrew his request for an eviden-
tiary hearing. Id. Accordingly, this motion is
DENIED as moot.

VI. BAILEY'S MOTION TO SUPPRESS BANK
ACCOUNT INFORMATION

On December 24, 2014, Bailey filed a motion
to suppress evidence seized or derived from his
Wells Fargo bank account pursuant to a state search
warrant issued on or about November 15, 2013.
Dkt. No. 45. The government filed an opposition on
January 26, 2015, and Bailey replied on February 9,
2015. Dkt. Nos. 60, 71. For the reasons that follow,
the motion is DENIED.

A. Background
On November 15, 2013, the California Superior

Court issued a warrant to search and seize account
information pertaining to a Wells Fargo bank ac-
count in Bailey's name. Dkt. No. 45 Ex. A at 1. The
warrant covered account statements, deposit slips,
and a host of other records pertaining to deposits
and withdrawals, checks, credit agreements, wire
transfers, credit card applications, safety deposit
boxes, communications with the financial institu-
tion, and other transactions. Id. at 2. The warrant
was supported by a Glendale police officer's affi-
davit stating that he met with LAPD Detective
Chris Marsden (“Marsden”), the lead investigator
on a series of approximately thirty-one robberies,
the last of which occurred at a Citibank branch in
Glendale. According to the affidavit, Marsden be-
lieved that the same two suspects had committed
each robbery based on the modus operandi of each
crime, the use of handguns, the clothing and phys-
ical size of the suspects, statements made by each
suspect during the robberies, and the fact that the
suspects concealed their faces with a bandana or
similar item in each robbery. Marsden described the
suspects as black males, one between 6' and 6'3",
and the other around 5'7" with a “thin build.” Id. at
5–6.

*18 The affidavit states that Marsden had re-
viewed surveillance videos of the robberies,
“spoken to investigators from other law enforce-
ment agencies and reviewed details of each and
every robbery that has similar facts and circum-
stances” to the Citibank robbery. He had identified
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a possibly involved vehicle, which belonged to Jac-
queline Martin. Marsden then searched records and
discovered that Martin had a child with Dorsey,
who was in turn “associated with” Bailey. Marsden
represented that searches of public databases indic-
ate that Bailey and Dorsey two resided at a particu-
lar address in Hollywood at the same time. The af-
fidavit then details the two mens' criminal records.
Bailey's record includes four robberies conducted
between 1968 and 1980, including one bank rob-
bery. Id. at 6–7.

The affidavit states that Marsden reviewed sur-
veillance video of a robber at an ARCO station at
18076 Ventura Boulevard, Los Angeles, and that
approximately five minutes before the robbery,
Dorsey entered the station store and made a pur-
chase. Finally, the affidavit states that a detective
had discovered that Bailey used a Wells Fargo
credit or debit card to rent a vehicle in August
2013, and that Bailey had rented twenty-one
vehicles from a certain car rental business since
2010. Id. at 7–8.

B. Analysis
Bailey argues that the search warrant was not

supported by probable cause, and that the evidence
derived therefrom should be suppressed under the
exclusionary rule of the Fourth Amendment. The
government contends that Bailey has no Fourth
Amendment rights in the information sought, and
that under the statute that does apply, suppression is
not an available remedy. The government is correct.

In United States v. Miller, 425 U.S. 435 (1976),
the Supreme Court considered a defendant's motion
to suppress documents obtained from two banks
pursuant to allegedly defective grand jury subpoen-
as. The Supreme Court affirmed the district court's
denial of that motion on the ground that the defend-
ant had no protected privacy interest in the evid-
ence at issue. Id. at 440. The Court reasoned that
the documents sought were not the defendant's
“private papers,” but rather “business records of the
banks.” Id. The Court “perceive[d] no legitimate
‘expectation of privacy’ “ in the documents, which

“contain[ed] only information voluntarily conveyed
to the banks and exposed to their employees in the
ordinary course of business.” Id. at 442. The bank
records therefore fell under the rule that “the Fourth
Amendment does not prohibit the obtaining of in-
formation revealed to a third party and conveyed by
him to Government authorities, even if the informa-
tion is revealed on the assumption that it will be
used only for a limited purpose.” Id. at 443. Ac-
cordingly, the district court “correctly denied re-
spondent's motion to suppress, since he possessed
no Fourth Amendment interest that could be vindic-
ated.” Id. at 445; see also United States v.
Standefer, No. 06–CR–2674–H, 2007 WL 2301760,
at *3 (S.D.Cal. Aug. 8, 2007) (“There is no reason-
able expectation of privacy in financial records
such as checks, deposit slips, and financial state-
ments maintained by third party institutions such as
banks.' “ (quoting In re Grand Jury Proceedings,
40 F.3d 959, 962 (9th Cir.1994)).

*19 Bailey argues in his reply brief that Miller
is “outdated” in light of the Supreme Court's sub-
sequent decision in United States v. Jones, 132
S.Ct. 945 (2012), which determined that the attach-
ment of a GPS tracking device to a vehicle, and
subsequent use of that device to monitor the
vehicle's movement, was a search within the mean-
ing of the Fourth Amendment. Although this argu-
ment lacks persuasive force for reasons including
the obvious differences between a continuously
tracked car and bank records held by a third party,
this Court is bound to apply Miller, and for that
reason does not address Bailey's reply in detail. Be-
cause Bailey has no Fourth Amendment rights in
his bank records, and because “a court may not ex-
clude evidence under the Fourth Amendment unless
it finds that an unlawful search or seizure violated
the defendant's own constitutional rights,” United
States v. Payner, 447 U.S. 727, 732 (1980), Bailey's
Fourth Amendment suppression argument fails.

“Congress, in response to Miller, enacted the
Right to Financial Privacy Act of 1978, 12 U.S.C.
§§ 3401–22 (1982).” United States v. Mann, 829
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F.2d 849, 851 (9th Cir.1987). The “RFPA” requires
law enforcement agencies to follow certain proced-
ure to obtain bank records. It also sets forth civil
penalties and injunctive relief for violations of its
provisions. 12 U.S.C. §§ 3417, 3418. However, the
RFPA provides that “[t]he remedies and sanctions
described in this chapter shall be the only author-
ized judicial remedies and sanctions for violations
of this chapter.” Id. § 3417. The Ninth Circuit has
affirmed that the RFPA's stated “remedies are ex-
clusive,” and that the statute “excludes a suppres-
sion remedy.” United States v. Frazin, 780 F.2d
1461, 1466 (9th Cir.1986) (affirming district court's
denial of motion to suppress bank records); see also
United States v. Kington, 801 F .2d 733, 737–38
(5th Cir.1986) (affirming that “bank customers
have no legitimate Fourth Amendment expectation
of privacy in the records of their accounts main-
tained by banks,” and holding that suppression of
such records is not appropriate under the RFPA or a
court's inherent supervisory powers).

Neither the Fourth Amendment, which is inap-
plicable to the evidence seized, nor the RFPA
which includes no suppression remedy, permits this
Court to suppress the evidence at issue. Because the
suppression remedy is simply not available, the
Court does not address whether the search warrant
was supported by probable cause or otherwise law-
ful, and DENIES Bailey's motion.

VII. DEFENDANTS' MOTIONS TO SUPPRESS
EVIDENCE SEIZED FROM VEHICLE STOP
AND FRUITS THEREOF

On December 24, 2014, Bailey filed a motion
to suppress evidence seized from, observations
made of, and statements made during, a vehicle
stop and search that occurred on or about January 7,
2011; in the alternative, he requested an evidentiary
hearing. Dkt. No. 46. Dorsey joined in the motion
on January 13, 2015. Dkt. No. 55. The government
filed a consolidated opposition on January 26,
2015, and Bailey replied on February 9, 2015. Dkt.
Nos. 64, 69. In briefs and declarations, the parties
offered different factual accounts of the traffic stop

and search; the parties also contested the legal
standards applicable to searches conducted pursuant
to probation search terms.

*20 On February 19, 2015, the government
filed a supplemental opposition representing that
the prosecution and defense had conferred and
agreed that the Court should postpone ruling on this
motion, and consider the other suppression motions
discussed herein “with the evidence of the traffic
stop and ski mask excised from the statements of
probable cause supporting the other search warrant
applications.” Dkt. No. 78 at 1. While still main-
taining its position that the traffic stop and search
were valid, the government asserts that it is willing
to forgo the presentation of any evidence arising
from the traffic stop. “Specifically, the government
is willing to forgo presenting to the jury any evid-
ence that defendants were together on January 7,
2011, as well as any evidence related to the black
ski mask that was recovered during a probation
search of the vehicle, and anything the defendants
said during the stop.” Id. at 2–3. At oral argument,
both government and defense counsel asserted that
they wished the Court to defer ruling on the instant
motion, and the prosecution affirmed that it would
not seek to introduce the aforementioned evidence.

At the February 23, 2015 hearing, Bailey's
counsel asserted that even though the government
has agreed not to introduce evidence directly ob-
tained from the traffic stop, defendants believe that
LAPD documents related to that stop may provide
an independent basis to suppress other evidence. At
defendants' request, the Court will review in cam-
era the subpoenaed documents related to the Janu-
ary 2011 traffic stop, and determine if any of that
documentation should be produced to the defense.
The Court does not rule on the traffic stop motion
at this time.

VIII. BAILEY'S MOTION TO SUPPRESS RES-
IDENCE AND VEHICLE SEARCHES

On December 24, 2014, Bailey filed a motion
to suppress all evidence seized and observations
resulting from (1) a search of Bailey's residence at
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3551 South Western Avenue, Apartment # 5, Los
Angeles, California (the “residence”), and (2) a
search of a 2005 black Kia sedan allegedly associ-
ated with Bailey, both executed pursuant to a feder-
al search warrant issued on or about June 11, 2014
(the “Kia sedan”). Dkt. No. 47. The government
filed an opposition on January 26, 2015, and Bailey
replied on February 9, 2015. Dkt. Nos. 62, 70.

A. Background
On June 11, 2014, United States Magistrate

Judge Charles Eick issued a warrant authorizing the
search of Bailey's residence and the black Kia
sedan identified above, as well as a hotel room,
storage unit, and two vehicles not relevant to the in-
stant motion. Dkt. No. 47 Ex. A. The application
for this warrant was supported by an affidavit
sworn by Gary Bennett (“Bennett”), an FBI agent
with thirteen years of experience at the time. Id. Ex.
A (Bennett Aff.) ¶ 1. The affidavit identifies the
residence by address and physical description, and
the Kia sedan by license plate number, registrant,
year, make, and color. Id. ¶ 5.

*21 The affidavit explains that the FBI and two
police departments had been investigating a number
of robberies “committed by two men who have
worn similar clothing during many of the robber-
ies” and conducted pursuant to a consistent pattern,
“including the use of a large ‘cowboy-style’ pistol.'
“ Id. ¶ 6. Bennett averred that in most of these rob-
beries,

one or both men would enter the victim commer-
cial institution wearing dark clothing (black
hoodie sweatshirt, black sweatshirt, blue jeans,
for example) and a mask or bandana concealing
his face. One or both of the men would typically
be armed with a large chrome revolver and/or a
blue steel semiautomatic handgun. One of the
men would point a firearm at the cashier, demand
that he or she open the cash register, and take the
money from the register.

Id. ¶ 10. In six of those robberies, the affidavit
continues, witness statements or security video re-

vealed that the robbers fled in a dark-colored
vehicle. After the September 30, 2013 robbery of a
Papa John's pizza restaurant, a witness observed the
suspects entering a dark “compact vehicle” with a
license plate that read in part “6TNB.” Id. ¶ 11. Just
prior to the October 6, 2013 robbery of an ARCO
gas station, another witness observed a dark Nissan
Altima parked in an alley behind the station, with a
license plate number that included the last three di-
gits “435.” Shortly thereafter, Dorsey was involved
in a minor traffic collision while driving a black
Nissan Altima registered to Dorsey's wife and with
the license plate number “6TBN435,” which
“matches the two previously-reported partial
plates—with the ‘B’ and the ‘N’ interposed.” Id. ¶
12.

The affidavit details security video footage
showing that, just before an ARCO gas station was
robbed on October 25, 2013, Dorsey—“wearing the
same jeans and black and gray tennis shoes with
white trim that one of the Cowboy Gun Bandits
wore during many of the robberies”-exited a black
Nissan Altima, entered the store, paid for gas with
cash, and looked into the open cash register. Ap-
proximately five minutes later, the video shows “a
person who matches the physical description of
Bailey—which also matches the physical descrip-
tion of the second Cowboy Gun Bandit—entering
the ARCO and pointing a chrome revolver at the
clerk and another person.” The video shows the
suspect “attempting to take the money with his left
hand” and “suggests that the second Cowboy Gun
Bandit is having trouble grasping the money.” The
video also “appears to demonstrate that a finger of
the second Cowboy Gun Bandit's left glove is
empty,” and shows the suspect “setting the gun
down on the counter and taking the money with his
right hand” before “fleeing in the direction of the
place where the black Nissan Altima was last seen.”
Bennett stated that he knew from Bailey's criminal
history records that he “is missing a finger on his
left hand.” Id. ¶ 13. Bennet declared that security
videos of two other specific robberies also “appear
to show that one finger of the second Cowboy Gun
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Bandit's glove appears to be empty.” Id. ¶ 14.

*22 The affidavit then discusses security foot-
age from the November 5, 2013 robbery of a Cit-
ibank in Glendale. This video shows one suspect
“wearing the same black and gray tennis shoes with
white trim and jeans that he wore during some of
the previous robberies, which are the same shoes
and jeans Dorsey wore at the ARCO gas station on
October 25, 2013.” According to the affiant,
“several frames of the security video show that one
finger of the second Cowboy Gun Bandit's left
glove is bent in odd directions, as though there is
no finger supporting the glove.” Id. ¶ 15. The video
then shows the two men fleeing the bank. A witness
reported that the two suspects “left the area in a
gold/champagne colored Nissan Versa.” Bennet de-
clared that Hertz rental car records reflect that from
October 31, 2013 to November 8, 2013, Bailey ren-
ted a Nissan Versa. Id. ¶ 17.

Next, the affidavit sets forth the following
evidence linking Dorsey and Bailey: on August 6,
2013, Dorsey was cited while driving a vehicle that
Bailey had rented, and on November 5, 2013 (the
same day as the Citibank robbery), Bailey and
Dorsey were together at the Hollywood Tow, wear-
ing “pants and shoes similar to the pants and shoes
they appear to have been wearing during several of
the robberies.” Id. ¶ 18. The affidavit also mentions
that on June 3, 2014, a federal grand jury returned a
sealed indictment charging Dorsey and Bailey with
conspiracy to commit Hobbs Act robberies, five in-
dividual Hobbs Act robberies, and five counts of
use of a firearm in furtherance of a crime of viol-
ence. Id. ¶ 20.

The affidavit sets forth the following facts as
basis for the belief that Bailey was at the time using
the residence. On June 2, 2014, two LAPD detect-
ives knocked on the door using a ruse; a man who
Marsden identified as Bailey answered the door and
directed the detectives to the manager of the apart-
ment complex. Additionally, Bailey listed the ad-
dress of the residence on his California driver's li-
cense, and public database information indicated

that he had been residing there since March 2013.
Id. ¶ 21. Bennett averred that there was a reason-
able basis for concluding that evidence of the rob-
beries would be found at the residence for several
reasons. First, Bailey had worn “the same clothes”
for many of the robberies he committed, and
“people generally maintain clothing at their resid-
ences.” Id. ¶ 28. Second, Bennett declared that he
knows from his training and experience that people
“often keep firearms because they are valuable and
serve as a means of protection,” and that robbers
(particularly felons who are not legally permitted to
carry firearms, a category that includes Bailey)
“often hide or conceal firearms at their residences
... where they can keep them safe from law enforce-
ment.” Id. ¶ 30. In particular, Bennett noted that the
“Cowboy Gun” revolver used in many of the rob-
beries “is very distinctive,” is an uncommon “Colt
‘Flat Top’ revolver,” and “may have personal signi-
ficance to Bailey, who brandishes that particular
gun in many of the robberies.” “Because of its large
size and classic appearance,” Bennet stated that he
did not think the suspects would “get rid of the
‘Cowboy Gun’ revolver in the same manner in
which robbers might discard other guns used in
crimes.” Id. ¶ 31.

*23 The affidavit sets forth the following facts
as basis for the belief that Bailey was using the Kia
sedan at the time. LASD surveillance units ob-
served Bailey driving the vehicle on or about
November 24, 2013. Marsden also observed the
vehicle parked across the street from Bailey's resid-
ence on June 2 and June 3, 2014. Finally, law en-
forcement photographed the vehicle on November
19, 2013 and February 7, 2014; in each photograph,
the driver appeared to be Bailey. Id. ¶ 26. Bennet
declared that he believed that the Kia sedan could
contain clothing that might identify him as one of
the robbers, the distinctive Cowboy Gun revolver,
or Bailey's cellular telephone, and that it also could
have been purchased with robbery proceeds. Id. ¶
34. Moreover, the affidavit states that “law enforce-
ment has sophisticated means to obtain trace hair,
fiber and DNA evidence” from the car and that if
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agents were to obtain samples belonging to Dorsey
in the Kia sedan, “that would further establish the
connection between the two men and show that it
was more likely that they were both involved in the
robberies.” Id. ¶ 35. Finally, Bennett indicated his
belief that it was “likely that Dorsey and/or Bailey
have not yet spent all the money they are believed
to have stolen from the Citibank” (over $55,000),
and stated that the places to be searched could con-
tain large amounts of cash that would constitute
further evidence of criminal involvement. Id. ¶ 36.

The warrant authorized the seizure of firearms
and related evidence; clothing or footwear identi-
fied in any description or surveillance footage of
the Cowboy Gun Bandits, Dorsey, or Bailey; cellu-
lar telephones possessed by the Cowboy Gun Ban-
dits, Dorsey, or Bailey; certain kinds of digital in-
formation; bank records; property and vehicle re-
cords; keys to any storage units, lockers, safes, or
vehicles; photographs; and currency in excess of
$500. Id. Attach. B.

B. Analysis
The general legal standards applicable to de-

termining whether a search warrant is supported by
probable cause are set forth at section IV.B.1,
above.

“[I]t cannot follow in all cases, simply from the
existence of probable cause to believe a suspect
guilty, that there is also probable cause to search
his residence.” United States v. Lucarz, 430 F.2d
1051, 1055 (9th Cir.1970). But “[d]irect evidence
linking criminal objects to a particular sites is not
required” for a warrant to issue. United States v.
Jackson, 756 F.2d 703, 705 (9th Cir.1985). “When
a magistrate judge issues a search warrant for a res-
idence, he must find a ‘reasonable nexus' between
the contraband sought and the residence.” United
States v.. Chavez–Miranda, 306 F.3d 973, 978 (9th
Cir.2002). “In making this determination, a magis-
trate judge need only find that it would be reason-
able to seek the evidence there.” Id. This determin-
ation is properly informed by such considerations
as “the type of crime, the nature of the missing

items, the extent of the suspect's opportunity for
concealment, and normal inferences as to where a
criminal would be likely to hide stolen property.”
Lucarz, 430 F.2d at 1055.

*24 The prosecution summarizes the relevant
evidence contained in the affidavit as follows:

Among the information before Judge Eick that
established probable cause that Bailey was the
second Cowboy Gun Bandit—including the fact
that a grand jury had already returned an indict-
ment against Bailey and Dorsey for the robberies
committed by the Cowboy Gun Bandits—were
the following facts: (a) Bailey, like one of the
Cowboy Gun Bandits, was missing the ring fin-
ger on his left hand; (b) Bailey and Dorsey were
known associates ...; (c) one of the Cowboy Gun
Bandits' getaway cars was registered to Dorsey's
wife; (d) their other getaway car matched the spe-
cific description of the car that Bailey was rent-
ing at the same time that the Cowboy Gun Ban-
dits robbed the Citibank in Glendale; (e) five
minutes after Dorsey was caught on Camera cas-
ing an ARCO gas station with no mask on, the
second Cowboy Gun Bandit, who was missing a
finger on his left hand, robbed the ARCO station;
(f) surveillance video taken during the other rob-
beries shows that the second Cowboy Gun Bandit
was missing a finger; and (g) security video from
a tow-yard in Hollywood show[s] that Bailey and
Dorsey [were] together a few days before—and
on the same day as—the Cowboy Gun Bandits
robbed the Citibank in Glendale.

Dkt. No. 62 at 2. The Court agrees that the affi-
davit contained facts sufficient for the magistrate
judge to conclude that there was a “fair probability”
that Bailey was one of the Cowboy Gun Bandits.

Bailey's arguments to the contrary are unper-
suasive. Essentially, Bailey dissects each bit of
evidence and argues that, standing alone, no reason-
able inference of criminality can be drawn from it.
He contends that evidence of the modus operandi of
the series of robberies suggested that they were
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committed by the same persons, but not necessarily
by Bailey; he also argues that the fact that the black
Nissan Altima was sometimes used as a getaway
vehicle and was linked to Dorsey has no relevance
as to Bailey. Dkt. No. 47 at 9–10. Bailey argues
that evidence generally linking him to Dorsey is ir-
relevant because it lacks a sufficient nexus to the
target crimes. He also asserts that “the fact that
Bailey and Dorsey were seen together in Holly-
wood shows that they had contact with one another
on the day of the Citibank robbery but does not
demonstrate that Mr. Bailey was in Glendale that
day robbing the bank.” Id. at 11–12. This approach
ignores the “totality of the circumstances” approach
that applies to probable cause. The magistrate judge
could reasonably have concluded that the ample
evidence linking Bailey and Dorsey, while innocent
in isolation, increased the probability that Bailey
was involved when viewed in conjunction with the
other evidence described above, including evidence
linking Dorsey to the series of robberies.

Equally unavailing are Bailey's attempts to un-
dercut evidence identifying him as one of the rob-
bers as bare conclusions, unsupported by underly-
ing facts. Although the clothes and shoes Bailey is
alleged to have worn during the robberies and in
other settings are not unusual, the magistrate judge
could have taken the similarities into account as
one of many factors supporting probable cause.
More important, several videos showed that one of
the robbers—like Bailey—was missing a finger on
his left hand, a highly probative identifying detail.
Bailey's attempts to discount this evidence by seiz-
ing on words like “appears” and “suggests” in the
affidavit impose a much higher standard of proof
than the “practical, commonsense” inquiry that ap-
plies to a determination of probable cause. See
United States v. Kelley, 482 F.3d 1047, 1050 (9th
Cir.2007) (“Neither certainty nor a preponderance
of the evidence is required.”). Finally, the Court
finds unpersuasive Bailey's protest that the
“affidavit fails to mention ... that from approxim-
ately 2010 to 2013 Mr. Bailey had rented approx-
imately 21 vehicles from rental companies as his

regular mode of transportation.” Dkt. No. 44 at
12–13. This fact does not undercut the significant
probative value of the fact that, at the time of the
Citibank robbery, Bailey was renting a car of the
same make and model as the one used to escape
from that robbery. Finally, the magistrate judge
could properly have taken into account the fact that
a grand jury had already indicted Bailey and
Dorsey for the charged crimes when the search war-
rant was issued. See United States v. Hernan-
dez–Escarsega, 886 F.2d 1560, 1566 (9th Cir.1989)
(“Although the fact that the grand jury found prob-
able cause to believe that Hernandez was involved
in the importation of narcotics is not determinative,
it could certainly be considered by the magistrate.”
(citations omitted)).

*25 Bailey contends that, even if a magistrate
judge could reasonably believe that Bailey was one
of the robbers, he could not reasonably believe that
a search of the residence and Kia sedan would lead
to the discovery of any evidence. Bailey submits
that the clothes identified with the robberies were
commonplace, and that the affidavit lacks factual
support for its statement that “people generally
maintain clothing at their residences or in their
vehicles .” Dkt. No. 47 at 14. Bailey rejects as sim-
ilarly conclusory Bennett's statement that he knows
from his training and experience that persons often
keep firearms at their residences or in their
vehicles. Id. at 15. Finally, he argues that because
there is no allegation that “bait money” was stolen
from Citibank, a magistrate judge could not reason-
ably have concluded that any cash found during the
search came from Citibank.

These arguments fail as well. “A magistrate
[judge] is permitted to draw reasonable inferences
about where evidence is likely to be kept based on
the nature of the evidence and the type of offense,”
and “ ‘may rely on the conclusions of experienced
law enforcement officers regarding where evidence
of a crime is likely to be found.’ “ United States v.
Terry, 911 F.2d 272, 275 (9th Cir.1990) (quoting
United States v. Fannin, 817 F.2d 1379, 1382 (9th
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Cir.1987)); see United States v. Sayakhom, 186
F.3d 928, 934 (9th Cir.1999) (affirming denial of
motion to suppress evidence of mail fraud found in
residence and car where affiant “stated his experi-
ence and belief that operators of businesses that in-
volve paperwork typically maintain and carry busi-
ness records into and out of their offices, in their
cars and to and from their residences,” permitting
the “reasonable conclusion that the evidence de-
scribed in the warrant would be found in
[defendant's] vehicle and residence”). The magis-
trate judge could reasonably have credited, as sup-
ported by Bennett's experience and basic common
sense, the assertion that Bailey was likely to keep in
his residence and car clothes he had repeatedly
worn in robberies, as well as a distinctive gun used
in many of those robberies and cash obtained there-
from. See, e.g., Jackson, 756 F.2d at 705 (“It was a
reasonable inference that Jackson might keep stolen
currency in his apartment from a bank robbery two
months earlier,” where not all of the money stolen
had been accounted for.); United States v. Gann,
732 F.2d 714, 722 (9th Cir.1984) (finding probable
cause where affidavit included agent's “perception
that bank robbers frequently use firearms and leave
such weapons, ammunition and clothing in their
cars or residences”); United States v. Jones, 994
F.2d 1051, 1056 (3d Cir.1993) (“[C]ash is the type
of loot that criminals seek to hide in secure places
like their homes .... Similarly, clothing and firearms
[ ] are the also the types of evidence likely to be
kept in a suspect's residence.”). The affiant's con-
tention that any traces of Dorsey in the Kia sedan
would have further linked Bailey to Dorsey (and
thus to the robberies) could also reasonably have
factored in to the magistrate judge's finding of
probable cause.

*26 Bailey also argues that the information
contained in the affidavit was stale, and could not
support a reasonable belief that, more than seven
months after the commission of the last robbery,
Bailey would keep in his residence or a vehicle that
he drove the Cowboy Gun, distinctive clothing, or
other evidence. “The age of the information sup-

porting the application for a warrant is a factor that
a magistrate [judge] should consider. It is, however,
only one factor. If other factors indicate that the in-
formation is reliable and that the object of the
search will still be on the premises, then the magis-
trate [judge] should not hesitate to issue a warrant.”
United States v. Batchelder, 824 F.2d 563, 564 (7th
Cir.1987) (finding probable cause to search for il-
legal gun silencers despite nine-month delay, where
affiant indicated that individuals who purchased
such silencers tend to keep them for extended peri-
ods of time). Here, it was reasonable to conclude
that clothes that were not on their face incriminat-
ing would remain in Bailey's residence or a car he
was driving, even several months after the last rob-
bery. See United States v. Jacobs, 715 F.2d 1343,
1346 (9th Cir.1983) (per curiam) (“The articles of
clothing identified in the affidavit and warrant were
not unusual, nor incriminating in themselves. Al-
though three and a half months passed between the
earliest prior bank robbery in which the clothing
sought had been worn by the robbers and the issu-
ance of the warrant, it was reasonable for the ma-
gistrate to conclude that such articles of clothing
would remain at the residence.”). It was also reas-
onable to conclude that Bailey may have retained a
distinctive and uncommon firearm that had been re-
peatedly used in a series of multiple robberies over
a two-month span, and that the firearm might be
found in Bailey's residence or the Kia sedan even
several months later. See United States v. Dozier,
844 F.2d 701, 707 (9th Cir.1988) (in evaluating a
staleness argument, an “important factor is the on-
going nature of a crime which might lead to the
maintenance of tools of the trade”). Finally, it was
reasonable to conclude, based on an affidavit that
included facts going to how much of the allegedly
stolen money could be accounted for by previous
purchases, that Dorsey and Bailey may not have
spent all of the robbery proceeds, and that signific-
ant amounts of cash might remain at Dorsey's resid-
ence or in the vehicle he had been using.

The Ninth Circuit and other courts have found
probable cause for search warrants issued after sim-
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ilar intervals and for similar evidence. See, e.g.,
Dozier, 844 F.2d at 707 (warrant for documentary
records issued almost six months after an investiga-
tion, and despite intervening raid and arrest of oth-
ers involved in marijuana cultivation operation);
United States v. Grandstaff, 813 F.2d 1353,
1355–57 (9th Cir.1987) (per curiam) (reversing
suppression of evidence obtained pursuant to war-
rant issued five months after robbery); Jacobs, 715
F.2d at 1346 (upholding search warrant for clothing
worn by robbers issued three-and-a-half months
after robbery); United States v. Pelham, 749
F.Supp. 304, 308–09 (D.D.C.1990) (finding prob-
able cause despite six-month delay, and collecting
cases for the proposition that a long delay is less
significant where the “search warrant lists items in-
nocent on their face” such as clothing). Here, the
Court concludes that the magistrate judge's finding
of probable cause was reasonable despite the seven-
month gap between the last robbery and the issu-
ance of the search warrant.

*27 For the foregoing reasons, the Court finds
that the search warrant in question was supported
by probable cause to believe that Bailey was one of
the Cowboy Gun Bandits, and that there was a “fair
probability” that evidence of the target crimes
could be found in the residence and the Kia Sedan.
At the very least, the government has carried its
burden of showing that a reasonably well-trained
executing officer could reasonably have relied on
the validity of the warrant. See United States v. Le-
on, 468 U.S. 897, 922 (1984) (holding that evid-
ence is admissible if the executing officers acted in
objectively reasonable reliance on a facially valid
warrant later found to be invalid). Therefore, the
Court DENIES Bailey's motion to suppress evid-
ence obtained from the residence and vehicle
searches.

IX. DEFENDANTS' MOTIONS TO SEVER
COUNTS AND DEFENDANTS

On December 24, 2014, Bailey filed a motion
to sever the robbery counts from each other, and for
a separate trial from Dorsey. Dkt. No. 48. On Janu-

ary 13, 2015, Dorsey joined in that motion and ad-
ded limited briefing of his own. Dkt. No. 50. The
government filed a consolidated opposition on
January 26, 2015. Dkt. No. 57. For the following
reasons, the motions are DENIED.

A. Legal Standards
An indictment “may charge a defendant in sep-

arate counts with 2 or more offenses if the offenses
charged—whether felonies or misdemeanors or
both—are of the same or similar character, or are
based on the same act or transaction, or are connec-
ted with or constitute parts of a common scheme or
plan.” Fed.R.Crim.P. 8(a). An indictment “may
charge 2 or more defendants if they are alleged to
have participated in the same act or transaction, or
in the same series of acts or transactions, constitut-
ing an offense or offenses.” Fed. R. Crim P. 8(b).
“[W]here both multiple defendants and multiple of-
fenses are involved, the propriety of joinder is gov-
erned by Fed.R.Crim.P. 8(b).” United States v.
Guerrero, 756 F.2d 1342, 1345 (9th Cir.1984)
(citing United States v. Ford, 632 F.3d 1354, 1371
(9th Cir.1980)).

“ ‘[B]ecause Rule 8 is concerned with the pro-
priety of joining offenses in the indictment, the
validity of the joinder is determined solely by the
allegations in the indictment.’ “ United States v.
Jawara, 474 F.3d 565, 573 (9th Cir.2006) (quoting
United States v. Terry, 911 F.2d 272, 276 (9th
Cir.1990)). “Rule 8 has been ‘broadly construed in
favor of initial joinder.’ “ Id. at 573 (quoting United
States v. Friedman, 445 F.2d 1076, 1082 (9th
Cir.1971)); United States v. Armstrong, 621 F.2d
951, 954 (9th Cir.1980) (“[J]oinder is the rule
rather than the exception.”).

Even where initial joinder was proper, “[i]f the
joinder of offenses or defendants in an indictment
... appears to prejudice a defendant or the govern-
ment, the court may order separate trials of counts,
sever the defendants' trials, or provide any other re-
lief that justice requires.” Fed.R.Crim.P. 14(a). The
decision whether to sever properly joined defend-
ants under Rule 14 is “committed to the sound dis-
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cretion of the trial court.” United States v. Adams,
581 F.2d 193, 197 (9th Cir.1978).

B. Severance of Counts
*28 In this case, the substantive robbery counts

were properly joined as the overt acts of a charged
conspiracy. “Ordinarily, the mere charging of a
conspiracy count linking together substantive
counts against various defendants fully satisfies the
Rule 8(b) requirement of relatedness and makes
joinder proper under the rule.” United States v.
Valenzuela, 596 F.2d 824, 829 (9th Cir.1979); see
also United States v. Guerrero, 756 F.2d 1342,
1345 (9th Cir.1984) (“As the conspiracy charged
encompassed both the robbery and drug offenses,
the joinder of these defendants and offenses was
proper.”); Fernandez v. United States, 329 F.2d
899, 905 (9th Cir.1964) (“In view of the conspiracy
count wherein all of the defendants were alleged to
have participated in the same series of acts or trans-
actions constituting the offenses described in the
substantive counts, the initial joinder of offenses
and defendants in the two indictments was author-
ized under Rule 8(b).”); United States v. Sexton,
586 F. App'x 304, 305 (9th Cir.2014) (unpublished)
(“The indictment alleges that the [three bank rob-
beries] were committed in furtherance of a single,
overarching conspiracy. The substantive counts
were therefore part of a ‘common scheme or plan’
for joinder purposes.”).

Further, neither defendant has shown grounds
for severance under Rule 14. Bailey argues that
severance is required or advisable because
“distinctly different victims were [ ] robbed,
namely a pizza restaurant, gas station stores and a
bank.” He contends that “it will be difficult for the
jury to consider each robbery separately.” Dkt. No.
48 at 8.FN20 The government responds that the
counts may properly be tried together because
“[t]he charged robberies were all committed
with[in] a span of 35 days, all involved the armed
robbery of the employees of a business that trans-
acted in cash, and all involved men in black hood-
ies, wearing masks or bandanas that covered their

faces.” The government also points out that the
charged robberies took place in a relatively concen-
trated geographical area, and are linked as the overt
acts of a charged conspiracy. Dkt. No. 57 at 3 &
Ex. A. Finally, the prosecution argues that, even ab-
sent the conspiracy charge, evidence from the vari-
ous counts would be admissible to prove the others
because “identity is expected to be the central issue
for trial” and significant modus operandi evidence
will be introduced. Id. at 6.

FN20. Bailey also argues that the
“prejudice is heightened” because of the 18
U.S.C. § 924(c) gun counts attached to the
robbery charges, which provide for greater
sentencing enhancements for a “second or
subsequent conviction” than for a first con-
viction under the subsection. Dkt. No. 48
at 9. But Bailey cites no legal authority for
the proposition that the charging of senten-
cing enhancements linked to the substant-
ive counts militates in favor of severance.

The Court agrees with the prosecution. Bailey's
arguments boil down to the generic proposition that
a jury cannot compartmentalize evidence of distinct
but similar crimes. But prejudice from a refusal “to
sever counts can be cured by proper jury instruc-
tions, and juries are generally presumed to follow
their instructions.” United States v. Hickerson, 489
F.3d 742, 746 (5th Cir.2007). Bailey has advanced
no persuasive reason to sever the properly joined
robbery counts, and has not explained why the jury
will be unable to separate evidence of the various
counts. Moreover, evidence from one count may be
admissible with regard to others to prove identity,
further reducing the prejudice from joint trial. See
United States v. Johnson, 820 F.2d 1065, 1070–71
(9th Cir.1987) (affirming denial of severance mo-
tion where evidence of one count would have been
admissible to prove identity with regard to the other
count under Federal Rule of Evidence 404(b)). In
short, Bailey has not shown that a failure to sever
will result in clear, manifest, or undue prejudice, so
as to deny him a fair trial. United States v. Fe-
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lix–Gutierrez, 940 F.2d 1200, 1209 (9th Cir.1991).
See Sexton, 586 F. App'x at 305 (affirming refusal
to sever three separate bank robberies); United
States v. Son Van Nguyen, No. CR SP99–0433
WBS, 2002 WL 32103063, at *2–3 (E.D.Cal. Nov.
7, 2002) (rejecting an argument that charged rob-
beries of a jewelry store should be severed from
charged robberies of a computer store, finding a
“logical relationship” and “large area of overlap-
ping proof” between the counts).

*29 Dorsey adds no substantive argument on
the propriety of a joint trial of the various counts.
Therefore, neither defendant has met his burden of
showing that the counts should be severed.

B. Severance of Defendants

1. Bailey Has Not Shown that Joinder Is Improper
or Severance Justified.

The indictment properly joins Bailey and
Dorsey as coconspirators alleged to have jointly
carried out robberies that form the overt acts of the
charged conspiracy. As discussed above, the Ninth
Circuit has long “held that a conspiracy count will
provide the necessary link to satisfy the require-
ments of Rule 8(b).” United States v. Adams, 581
F.2d 193, 197 (9th Cir.1978); see United States v.
Abushi, 682 F.2d 1289, 1296 (9th Cir.1982) (“We
have repeatedly held that a conspiracy count may
provide the necessary link to satisfy the require-
ments of Rule 8(b).”).

Nor has Bailey shown that joinder of the code-
fendants is so prejudicial as to warrant severance
under Rule 14. “Generally, defendants who are in-
dicted together in federal court should be jointly
tried.” United States v. Tootick, 952 F.2d 1078,
1080 (9th Cir.1991). “Joinder is favored in federal
criminal cases largely for reasons of judicial eco-
nomy and efficiency, despite some degree of bias
inherent in joint trials.” Id. On a Rule 14 motion,
“[t]he burden of demonstrating prejudice rests on
the [defendant], and is a heavy one.” Adams, 581
F.2d at 198. The defendant “must show that

‘joinder was so manifestly prejudicial that it out-
weigh[s] the dominant concern with judicial eco-
nomy.’ “ United States v. Garcia, 506 F. App'x
593, 595 (9th Cir.2013) (unpublished) (quoting
United States v. Douglass, 780 F.2d 1472, 1478
(9th Cir.1986)). It is not enough for a defendant to
show that he “may have a better chance of acquittal
in separate trials,” FN21 that his codefendant is
more culpable,FN22 or that the evidence against his
codefendant is stronger.FN23 This burden is espe-
cially heavy when a conspiracy is charged. See
United States v. Cruz, 127 F.3d 791, 799 (9th
Cir.1997), abrogated on other grounds by United
States v. Jiminez Recio, 537 U.S. 270 (2003) (“A
joint trial was particularly appropriate here because
the defendants were charged with conspiracy.”).
This is so because where a conspiracy is charged,
much of the evidence admitted against one defend-
ant would be admissible against the other—even in
a separate trial—as proof of the conspiracy. See id.

FN21. Zafiro v. United States, 506 U.S.
534, 540 (1993); United States v. Tootick,
952 F.2d 1078, 1080 (9th Cir.1991)
(“Merely showing that a comparative ad-
vantage would result from separate trials
will not satisfy [the defendant's] burden.”).

FN22. United States v. Van Cauwen-
berghe, 827 F.2d 424, 432 (9th Cir.1987)
(“[T]he mere fact that a criminal defendant
is jointly tried with a more culpable co-
defendant is not alone sufficient to consti-
tute an abuse of the district court's discre-
tion.”).

FN23. United States v. Brady, 579 F.2d
1121, 1127 (9th Cir.1978) ( “[T]he fact
that the evidence against one codefendant
is more damaging than the evidence
against another one is not a ground for sev-
erance.”).

Bailey argues that he should be tried separately
because the prosecution intends to offer evidence
that Dorsey “originally made his money working as
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a ‘pimp,’ but when his source of prostitutes disap-
peared, he resorted to the robberies to account for
the lost income.” Dkt. No. 48 at 4. But the prosecu-
tion represents that it “does not intend to introduce,
in its case-in-chief, the fact that Dorsey is a known
‘pimp’ ... or the fact that Bailey has at least three
prior felony convictions for robbery.” Dkt. No. 57
at 2 (emphasis in original). Bailey's argument is
therefore unpersuasive at this point and, to the ex-
tent that any of the prostitution-related evidence
comes in as impeachment evidence, “[j]udicial eco-
nomy justifies reliance on the jury to follow the in-
structions of the court that segregate the evidence
and limit the applicability of the evidence to each
defendant.” United States v. Vaccaro, 816 F.2d
443, 448 (9th Cir.), cert denied, 484 U.S. 928
(1987).

*30 Bailey also argues that he will be preju-
diced by evidence that (1) Dorsey was found to be
in possession of ammunition that purportedly
matches the “Cowboy Gun” used in the charged
robberies; (2) Dorsey was connected with the car
belonging to Martin and allegedly used in some of
the robberies; and (3) a security video shows
Dorsey entering one of the robbed stores five
minutes before it was robbed, wearing clothing that
appears to match that worn by one of the suspects
in previous robberies. The government responds
that much of this evidence is also relevant to
Bailey, arguing that, among other evidence linking
Bailey and Dorsey, the same surveillance video
capturing Dorsey's face shows a suspect who the
government contends is Bailey committing the rob-
bery a few minutes later. The government also pos-
its that the ammunition “would be admitted against
Bailey, as he brandished that firearm in several of
the robberies.” Dkt. No. 57 at 10–11.

Without expressing any opinion on the ultimate
admissibility of this evidence against Bailey, the
Court finds that Bailey has not met his heavy bur-
den of showing the type of prejudice that would
justify severing the trials of alleged coconspirators.
See United States v. Matta–Ballesteros, 71 F.3d

754, 771 (9th Cir.1995) (affirming district court's
refusal to sever where codefendants were jointly
tried for conspiring to commit and committing vari-
ous violent acts, even though the joint trial meant
the introduction of evidence involving three hom-
icides and a marijuana enterprise with which the
appellant was not involved). To the extent that any
of the evidence Bailey identifies as prejudicial
would not be admissible against him in a separate
trial, “[t]he prejudicial effect of evidence relating to
the guilt of co-defendants is generally held to be
neutralized by careful instruction by the trial
judge.” United States v. Escalante, 637 F.2d 1197,
1201 (9th Cir.1980); see United States v. Van
Cauwenberghe, 827 F.2d 424, 432 (9th Cir.1987)
(“When, as here, the District Court instructed the
jury to consider the guilt or innocence of each co-
defendant separately, in light of the evidence
against that defendant, the jury is presumed to have
obeyed.”); Guerrero, 756 F.2d at 1345–46
(“Although some of the evidence adduced at trial
related only to the guilt of one or more, but less
than all of the defendants, defendants have not sat-
isfactorily demonstrated why the jury could not
reasonably have compartmentalized the evidence
against each defendant in view of the careful in-
structions given by the trial judge.”).

2. Dorsey Has Not Shown That Severance Is Justi-
fied.

Joining in Bailey's motion, Dorsey adds that
Bailey has prepared an affidavit in which he
“relates that Mr. Dorsey is not involved in any of
the robberies that Mr. Bailey is charged with.”
FN24 Dkt. No. 50 at 2. Dorsey argues that sever-
ance is mandatory because he has a right to call
Bailey to testify on his behalf, and cannot do so if
the two defendants are tried together.

FN24. Dorsey also states that “there are
factors in the evidence concerning Mr.
Bailey that would potentially prejudice the
jury's consideration of the evidence against
Mr. Dorsey.” Dkt. No. 50 at 2. But Dorsey
provides no details that would permit the
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Court to evaluate this claim.

*31 “Severance is rarely granted on the ground
that a codefendant's testimony was excluded,
primarily because considerations of judicial eco-
nomy merit serious attention when defendants
move for severance.” United States v. Hernandez,
952 F.2d 1110, 1115 (9th Cir.1991) (internal quota-
tion marks, citations, and brackets omitted). When
a defendant argues for severance because of the
need for a codefendant's testimony, he must show “
‘(1) that he would call the codefendant at a severed
trial, (2) that the codefendant would in fact testify,
and (3) that the testimony would be favorable to the
moving party.’ “ Id. (quoting United States v. Jen-
kins, 785 F.2d 1387, 1393 (9th Cir.1986)). “In con-
sidering a defendant's claim that a codefendant will
provide exculpatory testimony, a district court must
weigh a number of factors, among them, the good
faith of the defendant's intent to have a codefendant
testify, the possible weight and credibility of the
predicted testimony, the probability that such testi-
mony will materialize, and the economy of a joint
trial.” United States v. Mariscal, 939 F .2d 884, 885
(9th Cir.1991) (internal quotation marks and brack-
ets omitted); see also United States v. Castro, 887
F.2d 988, 998 (9th Cir.1989) (“The district court
must then consider the weight and credibility of the
proposed testimony and the economy of sever-
ance.”). The court “must also consider the exculpat-
ory nature and effect of the desired testimony-in
other words, the degree to which the asserted code-
fendant testimony is exculpatory.” Mariscal, 939
F.2d at 885. The movant “must show more than that
the offered testimony would benefit him; he must
show that the codefendant's testimony is
‘substantially exculpatory’ in order to succeed.” Id.
at 886 (quoting United States v. Ford, 870 F.2d
729, 732 (D.C.Cir.1989)).

Dorsey admits that “[i]t is not clear under what
circumstances [ ] Mr. Bailey prepared and filed his
declaration, or whether he was represented by
counsel at the time,” and that he is unable to spe-
cify what the testimony would be because Dorsey's

defense counsel cannot speak with Bailey. Id. at
2–4. Dorsey nevertheless submits that Bailey
“would be prepared to testify and provide exculpat-
ory evidence” on Dorsey's behalf. Id. at 2–3.

At present, Dorsey has not met his burden of
showing that Bailey's purportedly exculpatory testi-
mony justifies severance. The Court finds persuas-
ive the D.C. Circuit's analysis of a similarly vague
and uncertain proffer of exculpatory codefendant
testimony. See United States v. Ford, 870 F.2d 729
(D.C.Cir.1989), cited with approval in Mariscal,
939 F.2d at 885–86. In that case, counsel for the ap-
pellant, Ford, had represented that Ford's codefend-
ant, Green, would provide exculpatory testimony on
Ford's behalf if the trials were severed. The court
first found that the Ford had not sufficiently shown
that Green would be willing to testify, even though
counsel for both codefendants had said that he
would, because the offer of testimony “was condi-
tioned on Green's case being tried first.” Id. at 731.
The court noted widespread judicial disapproval of
this type of conditional offer, and warned that Rule
14 is not “a mechanism for alleged co-conspirators
to control the order in which they are tried.” Id .
(citing United States v. Gay, 567 F.2d 916, 919–20
(9th Cir.1978)). The court then held that Ford had
“failed to meet the burden of establishing with re-
quisite specificity the exculpatory ‘nature and ef-
fect’ of his co-defendant's testimony.” Id. at 732.
The court explained:

*32 [T]he nature of Green's expected testimony
was addressed by counsel on three separate occa-
sions. First, when appellant's counsel initially
moved for severance, he simply stated his belief
that Green would provide exculpatory evidence.
Later, Green's counsel added his understanding of
Green's expected testimony (that appellant “had
nothing to do with the transaction”). Finally, at
the close of the government's case, appellant's
counsel raised the severance issue again, stating
that Green “would testify that Mr. Ford never got
out of the car and didn't participate in the transac-
tion.” None of these statements are of sufficient
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specificity to warrant overturning the District
Court's determination [not to sever]. In essence,
these statements reduce to a reaffirmation of ap-
pellant's “not guilty” plea. They represent an as-
sertion of ultimate fact, but do not provide the
specific facts necessary for the District Court to
determine that the movant “will be unable to ob-
tain a fair trial without severance .”

Id. (paragraph structure altered; citations omit-
ted).

Here, it is even less certain that Bailey would
in fact testify on Dorsey's behalf, because the Court
does not have Bailey's position on whether he
would testify, and Dorsey admits that it is unclear
under what circumstances Dorsey prepared the affi-
davit, or whether he was represented by counsel at
the time. As in Ford, the fact that Dorsey is at-
tempting to control the order in which the code-
fendants are tried counsels caution. See Dkt. No. 50
at 5 (“[T]he court should grant Mr. Dorsey's request
to sever the trials and permit Mr. Dorsey to conduct
his trial after that of Mr. Bailey, so that [Dorsey]
can call [Bailey] as a witness.”). Additionally,
Dorsey has not provided specific details of how
Bailey's testimony would exculpate him, other than
generally denying Dorsey's involvement—that is,
Dorsey has “not provide[d] the specific facts neces-
sary for the District Court to determine that the
movant will be unable to obtain a fair trial without
severance.” Ford, 870 F.2d at 732 (internal quota-
tion marks omitted). Accordingly, Dorsey has not
shown that Bailey would in fact testify on his be-
half, and that the testimony would be significantly
favorable to Dorsey and non-cumulative. Hernan-
dez, 952 F.2d at 1115.FN25

FN25. At oral argument, Dorsey's counsel
submitted that he did not have any addi-
tional information regarding Bailey's po-
tential testimony, but asked that any denial
of his motion to sever defendants be gran-
ted without prejudice to Dorsey's making a
more detailed showing of Bailey's potential
testimony at a future date. This motion is

granted without prejudice to Dorsey's mak-
ing such a showing.

For these reasons, the Court DENIES the mo-
tions to sever counts and defendants, without preju-
dice to a showing of new facts in support of sever-
ance.

X. BAILEY'S MOTION TO SUPPRESS
POST–ARREST, PRE–MIRANDA STATE-
MENTS

On December 24, 2014, Bailey filed a motion
to suppress statements he made after his arrest but
before being advised of his rights under Miranda v.
Arizona, 384 U.S. 436 (1966). Dkt. No. 49. Under
that decision, a suspect in custody must be advised,
in substance, as follows:

“He must be warned prior to any questioning that
he has the right to remain silent, that anything he
says can be used against him in a court of law,
that he has the right to the presence of an attor-
ney, and that if he cannot afford an attorney one
will be appointed for him prior to any question-
ing if he so desires.”

*33 Berghuis v. Thompkins, 560 U.S. 370, 380
(2010) (quoting Miranda, 384 U.S. at 479). “Before
a defendant's self-incriminating statements may be
admitted into evidence, ‘a heavy burden rests on the
government to demonstrate that the defendant
knowingly and intelligently waived his privilege
against self-incrimination and his right to retained
or appointed counsel.’ “ United States v. Rodriguez,
518 F.3d 1072, 1076 (9th Cir.2008) (quoting Mir-
anda, 384 U.S. at 475). “Statements obtained in vi-
olation of Miranda generally are inadmissible in the
government's case-in-chief. But a defendant's vol-
untary statements—even if obtained in violation of
Miranda —are admissible as impeachment evid-
ence.” United States v. Gomez, 725 F.3d 1121,
1125–26 (9th Cir.2013) (citations omitted); see also
Oregon v. Elstad, 470 U.S. 298, 307 (1985)
(“Despite the fact that patently voluntary statements
taken in violation of Miranda must be excluded
from the prosecution's case, the presumption of co-
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ercion does not bar their use for impeachment pur-
poses on cross-examination.” (emphasis omitted)).

On January 26, 2015, the government filed a
response stating that it will not seek to introduce
“any statements Bailey made during his post-arrest
interview unless the defense, either through cross-
examination or in the defense case, opens the door
to any of his post-arrest statements.” Dkt. No. 65.
The prosecution states that if this occurs, it will
“seek a ruling regarding the admissibility of his
statements before raising them in front of the jury.”
Id. Because it is unopposed, the Court GRANTS
this motion without prejudice to the government
seeking a ruling at trial that Bailey has opened the
door to impeachment with otherwise inadmissible
pre-Miranda warning statements.

XI. DORSEY'S MOTION TO PRECLUDE USE
BY THE PROSECUTION OF ALLEGATIONS
OF OTHER CRIMES, WRONGS, OR ACTS

On January 13, 2015, Dorsey filed a motion to
preclude the prosecution from offering evidence or
allegations that Dorsey acted as a “pimp” or was
otherwise involved in the business of prostitution.
Dkt. No. 53. Dorsey contends that such evidence
would be irrelevant and unfairly prejudicial, and
should be excluded under Federal Rule of Evidence
404(b). See Fed.R.Evid. 404(b)(1) (“Evidence of a
crime, wrong, or other act is not admissible to
prove a person's character in order to show that on a
particular occasion the person acted in accordance
with the character.”).

On January 26, 2015, the government filed a
response stating that it does not intend to introduce
evidence of Dorsey's alleged prostitution-related
conduct in its case-in-chief. Dkt. No. 61. The gov-
ernment maintains, however, that it may seek to ad-
mit such testimony if Dorsey “opens the door” to
such evidence at trial.FN26 Id. The government
also asserts that evidence in the possession of per-
sons who allegedly worked for Dorsey as prosti-
tutes could “be admitted without discussing
Dorsey's relationship to the witness.” Id. Because it
is unopposed, the Court GRANTS this motion

without prejudice to the government seeking a rul-
ing at trial that Dorsey has opened the door to the
type of evidence discussed herein.

FN26. “Federal Rule of Evidence 404 re-
stricts the use of evidence solely for pur-
poses of demonstrating a criminal procliv-
ity. It does not proscribe the use of other
act evidence as an impeachment tool dur-
ing cross-examination.” United States v.
Gay, 967 F.2d 322, 328 (9th Cir.1992).
Therefore, “404(b) evidence may be used
for impeachment purposes.” Id.

XII. CONCLUSION
*34 In accordance with the foregoing, the

Court GRANTS:

• Dkt. No. 49: Motion to suppress post-arrest
statements (without prejudice to the government's
seeking a ruling on admissibility for impeach-
ment purposes at trial);

• Dkt. No. 53: Motion to preclude other act evid-
ence (without prejudice to the government seek-
ing a ruling at trial that Dorsey has opened the
door to such evidence).

The Court DENIES:

• Dkt. No. 42: Motions to dismiss indictment on
jurisdictional grounds;

• Dkt. No 43: Motion to suppress evidence from
state cell site “warrant”;

• Dkt. No. 44: Motion to suppress evidence from
federal cell site warrant;

• Dkt. No. 45: Motion to suppress bank account
information;

• Dkt. No. 47: Motion to suppress residence and
vehicle searches;

• Dkt. No. 48: Motion to sever;

• Dkt. No. 50: Motion to sever;
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• Dkt. No. 51: Motion to dismiss indictment on
jurisdictional grounds;

• Dkt. No. 54: Motion for an evidentiary hearing
with regard to federal cell site warrant.

As indicated in section VII, the Court defers
ruling on the traffic stop suppression motion, and
will conduct an in camera review of the sub-
poenaed documents related to that traffic stop to de-
termine if they should be produced to the defense.

IT IS SO ORDERED.

C.D.Cal.,2015.
U.S. v. Dorsey
Not Reported in F.Supp.3d, 2015 WL 847395
(C.D.Cal.)

END OF DOCUMENT
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United States District Court,
N.D. California.

United States of America, Plaintiff,
v.

Elijah Cooper, Defendant.

Case No. 13–cr–00693–SI–
1  | Signed March 2, 2015

Attorneys and Law Firms

Benjamin Patrick Tolkoff, United States Attorney's Office,
San Francisco, CA, for Plaintiff.

ORDER DENYING DEFENDANT'S
MOTIONS TO SUPPRESS

Re: Dkt. Nos. 72, 73

SUSAN ILLSTON, United States District Judge

*1  On February 6 and February 27, 2015, the Court heard
argument on defendant's motions to suppress. For the reasons
set forth below, the Court DENIES defendant's motions.

BACKGROUND

On February 5, 2013, a confidential human source (“CHS”),
working with the FBI, engaged in a controlled narcotics
purchase with suspect Anthony Knight. Declaration of Ethan
A. Balogh (“Balogh Decl.”) Ex. B. While the CHS was
discussing the terms of the buy with Knight, a white Mercedes
pulled into the parking lot and Knight went to meet with the
driver of the Mercedes. Id. The Mercedes then drove away
again. Id. Knight then got into the CHS's car, gave the CHS
an ounce of crack cocaine, and told the CHS that Knight's
supplier had to go back and get the remainder of the drugs. Id.
When the Mercedes returned to the parking lot, Knight went
to meet with the Mercedes's driver again, and then gave the
CHS the remainder of the drugs the CHS had paid for. Id.

The FBI sought to ascertain who had been driving the white
Mercedes. A query to the California Department of Motor

Vehicles, based upon the car's license plate number, revealed
that the car was registered to a Johnny Ray Trammell. Id. Ex.
H ¶ 64 n.11. The CHS was shown a photo of Trammell, but
the CHS said that the driver of the Mercedes was younger
looking. with close cropped hair. Id. ¶ 71. The CHS was then
shown a photo of Tony Befford; the CHS identified Befford
as the driver. Id.

Agents then tried to verify the CHS's identification of the
driver as Befford. Id. ¶ 72. The agents conducted further
surveillance of the white Mercedes, but concluded that the
driver was not Befford. Id. The agents then asked the San
Francisco Police Department (“SFPD”) to conduct a traffic
stop to determine who the driver was. Id. The SFPD complied,
and identified the driver as defendant Elijah Cooper. Id.
Cooper was wearing a royal blue hooded sweatshirt when the
SFPD conducted the traffic stop. Id.

On February 6, 2013, federal agents asked the CHS about
the misidentification of Cooper as Befford. Id. ¶ 73. The
CHS was then shown a photo of Cooper; the CHS identified
Cooper as the driver of the white Mercedes. Id. The CHS
stated that, during the controlled buy, Cooper's hair was “a
bit longer” than depicted in the photo. Id. Ex. D. One agent
asked the CHS what the driver had been wearing during the
controlled drug buy. Id. Ex. H. ¶ 73. The CHS responded that
the driver of the white Mercedes had been wearing a “royal
blue hoodie.” Id.

On February 21, 2013, the government sought a wiretap for
Knight's telephone, and named several individuals, including
Cooper, as target subjects for surveillance. Id. Ex. G, at 2. On
April 4, 2013, the government sought two more wiretaps, one
of which was for Cooper's mobile phone. Id. Ex. L.

The FBI agents were aware that Cooper, at that time, was
serving a term of supervised release for a prior narcotics
trafficking conviction. Declaration of Jacob D. Millspaugh
(“Millspaugh Decl.”) ¶ 2. The agents decided not to contact
Cooper directly because they believed that the contact would
be noticed and Cooper would be considered a snitch, and
thereby placed in danger. Id. Therefore, the agents decided to
contact Cooper's probation officer, Octavio Magaña, to see if
he could help arrange a meeting. Id.

*2  On August 16, 2013, FBI agents, SFPD officers, and
an Assistant U.S. Attorney (“AUSA”) went to Mr. Magafia's
office to meet with Cooper. Id. ¶ 3. After Cooper arrived and
learned who all the individuals were, Cooper was advised that

http://www.westlaw.com/Link/Document/FullText?findType=h&pubNum=176284&cite=0180871901&originatingDoc=Ia9ec0c90c19311e48f32a02fa8228da0&refType=RQ&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.UserEnteredCitation)
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they had evidence he was engaged in drug dealing, and that
it was in his interest to cooperate with them. Id. Cooper was
not questioned about the crimes under investigation; rather,
he was told about some of the evidence against him. Id.

On September 26, 2013, following weeks in which Cooper
never responded regarding his willingness to cooperate,
agents swore out a criminal complaint against Cooper for
distribution of cocaine base and conspiracy to distribute. Id.
¶ 5. On October 4, 2013, the FBI agents, SFPD officers, and
an AUSA, again went to Mr. Magaña's office to meet with
Cooper. Id. ¶ 6. The AUSA asked Cooper if he had considered
what had been discussed at the August, 2013 meeting. Id.
Cooper stated that he wanted to see a lawyer. Id. He was
immediately arrested. Id.

Two SFPD officers then transported Cooper to the San
Francisco Hall of Justice for post-arrest processing. Id. ¶
7. According to Cooper, he was placed in an interrogation
room, shown photos of men from his neighborhood, and
asked questions about the activities of those men. Declaration
of Elijah Cooper (“Cooper Decl.”) ¶ 6. Cooper declined
to answer any questions. Id. Because Cooper was arrested
after the Friday morning magistrate calendar had already
concluded, Cooper was lodged at the San Francisco County
Jail until he could be arraigned on the following Monday.
Millspaugh Decl. ¶ 7.

On October 17, 2013, the grand jury returned a two-
count indictment against Cooper, charging him with: (1)
distribution of cocaine base, in violation of 21 U.S.C. §§
841(a)(1), 841 (b)(1)(B)(iii); and (2) conspiracy to distribute
cocaine base, in violation of 21 U.S.C. § 846. On July 31,
2014, this Court ruled on eight motions filed by defendant.
Docket No. 65. The Court granted defendant's motion to
dismiss Count Two of the indictment. Id. at 7. On August
28, 2014, the grand jury returned a superseding indictment,
charging the same two counts as the original indictment.
Docket No. 67.

On November 12, 2014, the Court issued an order dismissing
Count Two of the Superseding Indictment, and ordered
additional briefing on defendant's motions to suppress, and
ordering the government to provide Cooper with certain
evidence pertaining to his motions. Docket No. 87. The Court
noted in pertinent part:

The Court finds that it is currently
unable to rule on these motions for
two reasons. First, there is a significant

asymmetry of information between
the parties which has heretofore
prevented a robust adversarial
exchange and meaningful briefing on
the defendant's suppression motions.
This asymmetry of information stems
from the government's refusal to
provide Cooper with the applications
and orders conferring judicial
authorization to obtain pen register,
trap and trace, and cell site data.
This has led to confusion as to
the specific statutory provisions the
government relied upon to conduct
its various forms of surveillance.
Second, the government has simply
failed to respond to many of Cooper's
substantive arguments.

Id. at 6.

The Court will now proceed to address Cooper's motions to
suppress in light of the parties' supplemental briefing.

DISCUSSION

I. Motion to Suppress Evidence Obtained Through Pen
Registers and Trap and Trace Devices
*3  Cooper moves to suppress evidence obtained through

pen register and trap and trace devices. In an earlier order
addressing this issue, the Court noted that the parties
presented substantially different accounts premised on highly
conflicting information, and that there was some confusion
amongst the parties as to what was actually collected
through this monitoring process. Docket No. 65 at 25.
The Court therefore ordered additional briefing on the

issue, 1  specifically requesting that the parties explain (1)
what information was collected, (2) how it was collected,
and include (3) attached exhibits containing the actual
evidence collected. Id. In response the government filed a
declaration from a Metro PCS employee which describes
the information the government collected. The information,
which the government terms “pen register data,” in the case
at bar includes the “incoming call number, outgoing call
number, duration of call, call date, time call began, [and] time
call ended.” Docket No. 66, Thompson Decl. ¶ 3. In addition,
the data indicates the geographic coordinates (longitude and
latitude) of the cell tower used when the call was initiated, and
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the tower used at the conclusion of the call (“cell site data”).
Id. The government was able to obtain this information over
a period of 120 days (the 60 days preceding the issuance of
the magistrate's order, and 60 days following the issuance of
the order).

Cooper argues that this data should be suppressed because (1)
the Pen Statute requires a finding of probable cause to obtain
prospective cell site data, and (2) the Fourth Amendment
requires a showing of probable cause to obtain historical cell
site data. The government disagrees, relying on a “hybrid
theory” to argue that a lower showing is required.

A. Statutory Framework

(i). The Pen Statute

The Electronic Communications Privacy Act (“ECPA”)
regulates the means by which government entities may
obtain the information of private citizens through electronic
surveillance. Title III of the ECPA (the “Pen Statute”)
governs the use of pen registers and trap and trace devices,
and was enacted “to protect effectively the privacy of
wire and oral communications.” Bartnicki v. Vopper, 532
U.S. 514, 523 (2001). A trap and trace device is “a
device or process which captures the incoming electronic
or other impulses which identify the originating number or
other dialing, routing, addressing, and signaling information
reasonably likely to identify the source of a wire or electronic
communication.” 18 U.S.C.A. § 3127(4). A pen register
is “a device or process which records or decodes dialing,
routing, addressing, or signaling information transmitted by
an instrument or facility from which a wire or electronic
communication is transmitted.” 18 U.S.C.A. § 3127(3).
Under the Pen Statute, a court shall enter an order authorizing
the use of a pen register or trap and trace device “if the
court finds that the attorney for the Government has certified
to the court that the information likely to be obtained by
such installation and use is relevant to an ongoing criminal
investigation.” 18 U.S.C.A. § 3123.

In 1994, Congress passed the Communications Assistance of
Law Enforcement Act (“CALEA”), which amended certain
provisions of the ECPA. In particular, the CALEA prohibits
the government from relying solely upon the Pen Statute
to obtain cell site data. 47 U.S.C. § 1002(a)(2)(B) (“with
regard to information acquired solely pursuant to the authority
for pen registers and trap and trace devices [...], such call

identifying information shall not include any information that
may disclose the physical location of the subscriber.”). While
the CALEA clearly bars the government from obtaining
authorization to obtain cell site data by merely showing that
its “use is relevant to an ongoing criminal investigation,”
it did not explicitly establish a standard for obtaining such
data. However, in the absence of congressional intent to the
contrary, Federal Rule of Criminal Procedure 41“provid[es] a
default mode of analysis that governs any matter in which the
government seeks judicial authorization to engage in certain
investigative activities.” In re Application of the U.S. for an
Order (1) Authorizing the Use of a Pen Register & a Trap
& Trace Device, 396 F.Supp.2d 294, 322 (E.D.N.Y.2005).
Under Rule 41, the government must make a showing of
“probable cause.”

*4  While the question has not been directly addressed
by the Ninth Circuit, a number of courts have found that
Rule 41 provides the appropriate standard for obtaining

prospective, or “real-time,” cell site data. 2  See e.g.United
States v. Espudo, 954 F.Supp.2d 1029, 1043 (S.D.Cal.2013)
(“Upon review of the statutory scheme, the Court finds that
an application for real-time cell site location data does not
implicate any statute regulating search or seizure or special
circumstances. Accordingly, the terms of Rule 41 govern in
the present case.”); cf.In re U.S. for an Order Authorizing
Monitoring of Geolocation & Cell Site Data for a Sprint
Spectrum Cell Phone No., No. MISC. 06–0186, 2006 WL
6217584, at *4 (D.D.C. Aug. 25, 2006).

(ii). The SCA

Title II of the ECPA, the Stored Communications Act
(“SCA”), governs requests for access to stored records,
including historical cell site data. Under the SCA, the
government may obtain an order to access such records “only
if the governmental entity offers specific and articulable facts
showing that there are reasonable grounds to believe that the
contents of a wire or electronic communication, or the records
or other information sought, are relevant and material to an

ongoing criminal investigation.” 18 U.S.C. § 2703(d). 3

B. Prospective Cell Site Data
As discussed above, under the CALEA, a showing of
probable cause is required to obtain prospective, or real-
time, cell site data. However, the government contends that
it may rely on the SCA's lower showing of “specific and
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articulable facts” to obtain real-time cell site data on a
prospective basis. The government's position arises from
its fundamental disagreement with the binary distinction
between prospective versus retrospective cell site data.
12/12/14 Sealed Government Brief at 3 (“whether the records
are ‘historical’ or are captured by the phone company and sent
out shortly thereafter or ‘prospectively’ the showing that the
government must make to receive the records is the same—
specific and articulable facts.”).

The government's position—which has been coined
the “hybrid theory” by other courts—is that it may
simultaneously rely on provisions of the Pen Statute and the
SCA to obtain real time cell site data on the lower showing of
“specific and articulable facts.” The hybrid theory relies on
the wording of the CALEA which prohibits the government
from obtaining cell site data “solely pursuant to the authority
for pen registers and trap and trace devices.” 47 U.S.C. §
1002(a)(2)(B) (emphasis added). By combining the SCA with
the Pen Statute, the Government claims to have complied with
the CALEA because it is not solely relying on the Pen Statute.
Therefore, under the government's hybrid theory, the SCA
governs access not only to data which is electronically stored
at the time the government seeks access to it, but also to data
that is not in existence but that will be recorded and stored at
some point in the future.

*5  However, as its name might suggest, the Stored
Communications Act's “entire focus ... is to describe the
circumstances under which the government can compel
disclosure of existing communications and transaction
records in the hands of third party providers .... Nothing in
the SCA contemplates a new form of ongoing surveillance.”
Espudo, 954 F.Supp.2d at 1036. As the Espudo court
highlighted, the distinctions between the SCA and other
provisions of the ECPA put this fact into relief.

Wiretap orders authorize a maximum surveillance period
of 30 days which begins to run no later than 10 days after
the order is entered. 18 U.S.C. § 2518(5). Pen/trap orders
authorize the installation and use of a pen register for a
period “not to exceed sixty days.” 18 U.S.C. § 3123(c)
(1). By contrast, Congress imposed no duration period
whatsoever for § 2703(d) orders. Likewise, Congress
expressly provided that both wiretap orders and pen/trap
orders may be extended by the court for limited periods
of time. 18 U.S.C. §§ 2518(5), 3123(c)(2). There is no
similar provision for extending § 2703(d) orders ... Another
notable omission from § 2703(d) is sealing of court records.
Wiretap orders and pen/trap orders are automatically

sealed, reflecting the need to keep the ongoing surveillance
under wraps. 18 U.S.C. §§ 2518(8)(b), 3123(d)(1). The
SCA does not mention sealing. Pen/trap orders must also
direct that the service providers not disclose the existence
of the order to third parties until otherwise ordered by the
court. 18 U.S.C. § 3123(d)(2). Section 2705(b) of the SCA
authorizes the court to enter a similar non-disclosure order,
but only upon a showing of possible adverse consequences,
such as “seriously jeopardizing an investigation or unduly
delaying a trial.” 18 U.S.C. § 2705(b)(1–5).

Id. at 1036–37.

The cumulative weight of these distinctions shows Congress's
intent that the SCA was to be used as a means to obtain data
which has already been stored at the time the government
seeks to obtain it. While the government relies primary
on three cases—from the Southern District of New York
and Northern District of Georgia—which lend support to
its “hybrid theory,” the majority of courts have rejected
it as an attempt to circumvent the CALEA's mandate
that real time cell site data may be obtained only by a
showing of probable cause. In re Application of U.S. for
an Order for Prospective Cell Site Location Info. on a
Certain Cellular Tel., No. 06 CRIM. MISC. 01, 2006 WL
468300, at *1 (S.D.N.Y. Feb. 28, 2006) (“join[ing] eight
decisions by seven other Magistrate Judges” in rejecting
the hybrid theory); In re U.S. For an Order Authorizing
the Disclosure of Prospective Cell Site Info., 412 F.Supp.2d
947, 956 (E.D.Wis.2006)aff'd,No. 06–MISC–004, 2006 WL
2871743 (E.D.Wis. Oct. 6, 2006) (relying in part on
congressional testimony of FBI Director to reject hybrid
theory); In re U.S. for Orders Authorizing Installation &
Use of Pen Registers & Caller Identification Devices on
Tel. Numbers, 416 F.Supp.2d 390, 396 (D.Md.2006) (the
hybrid theory “leaves the court with authority that is at best
murky and, at worst, illusory.”); In re U.S. for an Order

Authorizing Monitoring of Geolocation & Cell Site Data for
a Sprint Spectrum Cell Phone No., No. MISC. 06–0186,
2006 WL 6217584, at *2 (D.D.C. Aug. 25, 2006) (“Most
of the Magistrate Judges that have considered the hybrid
theory have found it to be unavailing.”); In re Application
of the U.S. for an Order (1) Authorizing the Use of a
Pen Register & a Trap & Trace Device, 396 F.Supp.2d
294, 318 (E.D.N.Y.2005) (disapproving of “the fallacy
of the [hybrid theory's] overarching endeavor of stitching
together disparate laws to achieve a result that none alone
permits.”). Accordingly, the Court joins the growing number
of district courts which have rejected the hybrid theory's
contorted statutory interpretation. A contrary decision would
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circumvent the very safeguards Congress meant to put in
place by enacting the CALEA.

C. Historical Cell Site Data
*6  Cooper also argues that the government must make a

showing of probable cause in order to obtain historical cell
site data, and that its failure to do so violates his rights under
the Fourth Amendment. Conversely, the government argues
that it need only comply with the SCA's required showing of
“specific and articulable facts.” 18 U.S.C. § 2703(d).

The Fourth Amendment protects the right of the people to be
secure in their “persons, houses, papers, and effects” against
unreasonable searches and seizures. U.S. Const. amend. IV.
“A search occurs for Fourth Amendment purposes when the
government physically intrudes upon one of these enumerated
areas, or invades a protected privacy interest, for the purpose
of obtaining information.” Patel v. City of Los Angeles,
738 F.3d 1058, 1061 (9th Cir.2013). In order to establish
a violation, the defendant must show that he “can claim
a justifiable, a reasonable, or a legitimate expectation of
privacy that has been invaded by government action.” Smith
v. Maryland, 442 U.S. 735, 740 (1979) (internal quotation
marks omitted); see alsoCrowley v. Holmes, 107 F.3d 15 (9th
Cir.1997) (“To establish a Fourth Amendment violation, a
plaintiff must show that he had an objectively reasonable
expectation of privacy.”) (internal citations omitted).

In Smith v. Maryland, 442 U.S. 735(1979), the Supreme
Court held that the warrantless use of pen registers did not
violate the Fourth Amendment, even when a call was placed
from within the caller's home. The Court noted that while
individuals have a reasonable expectation of privacy in the
content of their phone conversations, the Fourth Amendment
does not extend to information collected by pen registers.
However, the pen registers employed in 1979 bear little
resemblance to their modern day counterparts. In the early
years, “a law enforcement official could not even determine
from the use of a pen register whether a communication
existed ... They disclose[d] only the telephone numbers that
have been dialed—a means of establishing communication.
[They did not capture] any communication between the caller
and the recipient of the call, their identities, nor whether
the call was even completed [was] disclosed.” Id. at 741,
citingUnited States v. New York Tel. Co., 434 U.S. 159,
167 (1977). Therefore Smith does not answer the question
of whether persons who place a call have a reasonable
expectation of privacy in their location as conveyed by
historical cell site data. Cf.Riley v. California, 134 S.Ct.

2473, 2488 (2014) (The Supreme Court recently rejected the
government's reliance on old cases holding that police could
search the physical belongings of an arrestee, in order to
justify searching the data on an arrestee's cell phone: “That is
like saying a ride on horseback is materially indistinguishable
from a flight to the moon. Both are ways of getting from point
A to point B, but little else justifies lumping them together.”).

In United States v. Jones, 132 S.Ct. 945 (2012), the
Supreme Court held that the installation of a GPS device
on the defendant's car, tracking his movements for a
month, violated his rights under the Fourth Amendment.
The majority opinion, authored by Justice Scalia and joined
by three other Justices, held that the installation of the
GPS device constituted a warrantless physical trespass onto
the defendant's property; as such, the majority found it
unnecessary to reach the question of whether the defendant
had a reasonable expectation of privacy in his physical
location over the course of a month. Justice Sotomayor
concurred with the majority's reasoning, but wrote separately
to discuss the potential applicability of individual privacy
rights in the digital collection of information indicating their
location. Finally, Justice Alito, joined by three other Justices,
authored a concurrence which held that Jones did indeed
have a reasonable expectation of privacy in the location data
conveyed by the GPS device.

*7  In her concurrence, Justice Sotomayor notes that GPS
monitoring “generates a precise, comprehensive record of
a person's public movements that reflects a wealth of
detail about her familial, political, professional, religious,
and sexual associations,” and that the government's ability
to obtain such information without a warrant “may alter
the relationship between citizen and government in a way
that is inimical to democratic society.” Id. at 955–56
(Sotomayor, J., concurring) (internal citations omitted). She
further questioned the vitality of the idea that individuals
have no expectation of privacy in information voluntarily
disclosed to third parties, noting that it is “ill suited to the
digital age, in which people reveal a great deal of information
about themselves to third parties in the course of carrying
out mundane tasks.” Id. at 957. Justice Alito's concurrence
went a step further, noting that “the use of longer term
GPS monitoring in investigations of most offenses impinges
on expectations of privacy ... [S]ociety's expectation has
been that law enforcement agents and others would not—
and indeed, in the main, simply could not—secretly monitor
and catalogue every single movement of an individual's car
for a very long period.” Id. at 964 (Alito, J., concurring).
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The Sotomayor and Alito concurrences implicitly adopt the
reasoning of the lower court, which held that although
Jones' movements were publicly visible, “the whole of one's
movements is not exposed constructively even though each
individual movement is exposed, because that whole reveals
more—sometimes a great deal more—than does the sum
of its parts.” United States v. Maynard, 615 F.3d 544, 558
(D.C.Cir.2010) (emphasis in original). Additionally, even
though the majority in Jones rested its holding solely upon the
trespassory nature of the installation of the tracking device,
it also recognized that “[s]ituations involving merely the
transmission of electronic signals without trespass would
remain subject to [the] Katz analysis [employed in the
concurrences].” United States v. Jones 132 S.Ct. at 953
(emphasis in original).

United States v. Davis, 754 F.3d 1205, 1215 (11th
Cir.)vacated pending reh'g en banc,573 Fed.Appx. 925 (11th

Cir.2014) 4  is the only case to have considered a suppression
motion raising the precise issue of whether warrantless
collection of historical cell site data violates a criminal

defendant's Fourth Amendment rights. 5  The Davis court
conducted an exhaustive historical survey of Supreme Court
Fourth Amendment jurisprudence, including the recent Jones
decision. It ultimately held that historical cell site data is
within the subscriber's reasonable expectation of privacy.
Id. at 1218. The court highlighted three primary distinctions
between the GPS data (analyzed in Jones ) and historical cell
site data, which militated in favor of finding that a person
has a reasonable expectation of privacy in their location as
conveyed by historical cell site data. First, it noted that while
an automobile is generally confined to traveling on public
roadways, a cell phone “can accompany its owner anywhere.
Thus, the exposure of the cell site location information can
convert what would otherwise be a private event into a public
one.” Id. at 1216. Second, unlike GPS data, cell site data “is
private in nature rather than being public data that warrants
privacy protection only when its collection creates a sufficient
mosaic to expose that which would otherwise be private.” Id.
Third, the fact that GPS data may be more precise has no
“constitutional significance.” Id.

While the Ninth Circuit has yet to address this precise
question, the Court finds no case which would foreclose
adopting the reasoning espoused in Davis. In United States
v. Forrester, 512 F.3d 500 (9th Cir.2008), the court held
that computer users had no reasonable expectation of privacy
in the “to/from” addresses of email messages, or the IP
addresses of the websites they visited. However, it noted

that its “holding extends only to these particular techniques
and does not imply that more intrusive techniques or
techniques that reveal more content [sic ] information are
also constitutionally identical.” Id. at 511. Additionally, in
United States v. Reyes, 435 Fed.Appx. 596 (9th Cir.2011),
the court declined to address the defendant's argument
that the government's collection of his cell site data
violated the Fourth Amendment because he failed to raise
the issue before the trial court. Nonetheless, the court
noted that “[t]he government's use at trial of Reyes's cell
site location information raises important and troublesome
privacy questions not yet addressed by this court.” Id. at 598.

*8  Technological advances, coupled with declining cost,
have rendered cell phones ubiquitous, and for many, an
indispensible gizmo to navigate the social, economic, cultural
and professional realms of modern society. SeeJones, 132
S.Ct. at 963 (there are “more than 322 million wireless
devices in use in the United States.”). This dynamic dictates
that many, if not most, will find their cell phone quite
literally attached to their hip throughout the day. SeeRiley v.
California, 134 S.Ct. 2473, 2484, 189 L.Ed.2d 430 (2014)
(cell phones are “such a pervasive and insistent part of daily
life that the proverbial visitor from Mars might conclude
they were an important feature of human anatomy.”). All
the while, these phones connect to cell towers, and thereby
transmit enormous amounts of data, detailing the phone-
owner's physical location any time he or she places or receives

a call or text. 6  Cell phone users may assume that the numbers
they dial will be transmitted to the phone company, thus
defeating any reasonable expectation of privacy. However,
“there is no indication to the user that making that call will
also locate the caller; when a cell phone user receives a call, he
hasn't voluntarily exposed anything at all.” In re Application
of U.S. for an Order Directing a Provider of Elec. Commc'n
Serv. to Disclose Records to Gov't, 620 F.3d 304, 317–18
(3d Cir.2010). A cell phone user's reasonable expectation of
privacy in his or her location is especially acute when the
call is made from a constitutionally protected area, such as
inside a home, but is also reasonable even when the call
is made in public. See Davis 754 F.3d at 127; cf.Katz 389
U.S. at 352 (“[Defendant] did not shed his right [to privacy]
simply because he made his calls from a place where he might
be seen.”); Smith 442 U.S. at 743 (the “site of the call is
immaterial for purposes of [Fourth Amendment] analysis.”).

Society's expectation of privacy in historical cell site
data is also evidenced by many state statutes and cases
which suggest that this information exists within the ambit
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of an individual's personal and private realm. SeeTracey
v. State, 152 So.3d 504, 526 (Fla.2014) (reasonable
expectation of privacy in real-time cell site data under
U.S. Constitution); Commonwealth v. Augustine, 467 Mass.
230, 255 (2014) (under state constitution, defendant had
reasonable expectation of privacy in cell site data, requiring
government to obtain a warrant before seeking it); State
v. Earls, 214 N.J. 564, 588 (2013) (same); Colo.Rev.Stat.
Ann. § 16–3–303.5(2) (requiring warrant to obtain cell
site data); 16 Me.Rev.Stat. § 648 (same); Minn.Stat. Ann.
§§ 626A.28(3)(d), 626A.42(2) (same); Mont.Code Ann. §
46–5–110(1)(a) (same); Utah Code Ann. § 77–23c–102(1)
(a) (same); cf.People v. McKunes, 51 Cal.App.3d 487,
492 (Ct.App.1975) (finding a right to privacy in phone
records, reasoning that “in this age and place, it is virtually
impossible for an individual or a business entity to function
in the economic sphere without a telephone and that a
record of telephone calls also may provide a virtual current
biography.”) (internal citations omitted). While state law is,
of course, not dispositive on this question, “the recognition
of a privacy right by numerous states may provide insight
into broad societal expectations of privacy.” United States
v. Velasquez, No. CR 08–0730 WHA, 2010 WL 4286276,
at *5 (N.D.Cal. Oct. 22, 2010); see alsoTrujillo v. City
of Ontario, 428 F.Supp.2d 1094, 1106 (C.D.Cal.2006)aff'd
sub nom.Bernhard v. City of Ontario, 270 Fed.Appx. 518
(9th Cir.2008) (the “laws that prohibit or regulate conduct
in locker rooms ... represent society's understanding that a
locker room is a private place requiring special protection.”);
Maynard, 615 F.3d at 564 (“state laws are indicative that
prolonged GPS monitoring defeats an expectation of privacy
that our society recognizes as reasonable.”).

The government has many important and appropriate reasons
for tracking the cell site data of suspected criminals. Today,
the Court only holds that the Fourth Amendment provides the
appropriate mechanism to balance the government's interest
in law enforcement and the people's right to privacy in their
physical location as conveyed by historical cell site data over
a period of 60 days.

To be clear, the SCA makes no mention of cell site
data, but rather speaks in general terms of “records
concerning electronic communication.” As a matter of
statutory construction, it is axiomatic that “where an
otherwise acceptable construction of a statute would raise
serious constitutional problems, the Court will construe the
statute to avoid such problems unless such construction
is plainly contrary to the intent of Congress.” Edward J.

DeBartolo Corp. v. Florida Gulf Coast Bldg. & Const. Trades
Council, 485 U.S. 568, 575 (1988). Accordingly, the Court
does not find the SCA to be constitutionally deficient. Rather,
the Court assumes, as it must, that Congress could not
have intended the SCA to be used to obtain constitutionally
protected information absent a showing of probable cause.

D. Good Faith Exception
*9  The government urges that even if the Court finds that

probable cause is required to obtain cell site data, the evidence
in this case should not be supressed, because of operation of
the good faith exception to the exclusionary rule.

In United States v. Leon, 468 U.S. 897 (1984), the Supreme
Court “held that the exclusionary rule does not apply when the
police conduct a search in ‘objectively reasonable reliance’ on
a warrant later held invalid.” Davis v. United States, 131 S.Ct.
2419, 2428 (2011). “If the purpose of the exclusionary rule
is to deter unlawful police conduct, then evidence obtained
from a search should be suppressed only if it can be said
that the law enforcement officer had knowledge, or may
properly be charged with knowledge, that the search was
unconstitutional under the Fourth Amendment.” Leon, 468
U.S. at 919 (citing United States v. Peltier, 422 U.S. 531,
542 (1975)). “For exclusion to be appropriate, the deterrence
benefits of suppression must outweigh the rule's heavy costs.”
Davis, 131 S.Ct. at 2422 (2011). In general, evidence will
not be suppressed when the magistrate, not the officer, errs.
United States v. Mendosa, 989 F.2d 366, 369 (9th Cir.1993).
Evidence should be suppressed only if: (1) the magistrate has
abandoned his detached and neutral role, (2) the officers were
dishonest or reckless in preparing their affidavit, or (3) the
officers could not have “harbored an objectively reasonable
belief that probable cause existed.” Leon, 468 U.S. at 926.

When presented with the same issue, the Eleventh Circuit
found that

The only differences between Leon and the present case
are semantic ones. The officers here acted in good faith
reliance on an order rather than a warrant, but, as in Leon,
there was a ‘judicial mandate’ to the officers to conduct
such search and seizure as was contemplated by the court
order. As in Leon, the officers ‘had a sworn duty to carry
out’ the provisions of the order. Therefore, even if there
was a defect in the issuance of the mandate, there is no
foundation for the application of the exclusionary rule.

Davis, 754 F.3d at 1218 (internal citations omitted).
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The Court concurs with this reasoning. While the magistrate
court's order required resolving an unsettled question of
law—namely, whether the SCA allows the government to
obtain cell site data absent a showing of probable cause—
there is nothing in the record to suggest that it “abandoned
its detached and neutral role” in arriving at its ultimate
conclusion. Contrary to Cooper's suggestions, 1/16/15 Def.
Sealed Brf. at 21–22, the Court can find nothing to show
that the government was dishonest or misleading in its
applications for cell site data. Nor can the Court conclude,
given the lack of binding precedent to the contrary, that
“a reasonably well trained officer would have known that
the search was illegal despite the magistrate's authorization.”
United States v. Luong, 470 F.3d 898, 902 (9th Cir.2006)
(citing Leon, 468 U.S. at 922); see alsoLeon, 468 U.S. at 898
(“Once the warrant issues, there is literally nothing more the
policeman can do in seeking to comply with the law, and
penalizing the officer for the magistrate's error, rather than his
own, cannot logically contribute to the deterrence of Fourth
Amendment violations.”). The Court therefore finds that
the good faith exception applies, and accordingly, DENIES
Cooper's motion to suppress pen register and trap and trace
data on this basis alone.

II. Motion to Suppress Evidence Obtained Through
Wiretap Devices
*10  Cooper argues that the evidence obtained through

wiretap devices must be suppressed. First, Cooper points
out that government affidavits appear to show that the
government commenced electronically surveying him before
it obtained the proper judicial authorization. Docket No. 72,
Def. Wiretap Mot. at 1–2. Cooper asserts that the information
obtained through this unauthorized surveillance contributed
to the probable cause showing the government had to make
to obtain permission to use wiretaps, and that therefore
the wiretap evidence must be suppressed. Second, Cooper
highlights that Special Agent May claims in an affidavit that
Knight texted Cooper at 2:14pm on February 5, 2013 in
order to establish probable cause to obtain a wiretap, yet
the records the government has turned over in discovery
do not show any text communication between Knight and
Cooper during the relevant time period. Finally, Cooper
expresses general concerns that the government may be using
“Stingray technology and/or the Hemisphere program” in
order to conduct unauthorized surveillance. Docket No. 72,
Def. Wiretap Mot. at 3; see also Docket No. 74, Balogh Decl.

In the Court's prior order, it directed the government to
produce certain documents, and respond in greater detail
to Cooper's allegations. Docket No. 87. In response to
the Court's order, government's counsel asserts in a sworn
declaration that the government did not employ “stingray,”
“hemisphere,” or any other means of surveillance without
court order. Tolkoff Decl ¶ 3. He also explains that that
the discrepancy regarding the missing text message was
due to Agent May's misclassification of a two-second
call as a text message. Tolkoff Decl ¶ 4. In his brief,
Cooper attacks the government's explanation as insufficient,
primarily because no one with personal knowledge swore to
this explanation. 1/16/15 Sealed Def. Brf. at 2. In a reply brief,
the government denies surveying Cooper without explicit
judicial authorization. 1/30/15 Sealed Gov't Brf. at 3. The
government also attached a sworn declaration of Special
Agent May, who was the affiant for the wiretap application
at issue. Sealed May Decl. ¶ 2. Agent May explains that he
erroneously assumed, because of its brevity, that a two second
phone contact was a text message, when in fact it was a call,
Id. at ¶ 4. This would explain the missing text message at
2:14pm on February 5, 2013 of which Mr. Cooper complains.
Agent May also declares that neither he, nor anyone else
on the investigative team, used unauthorized surveillance
techniques. Id. at ¶ 6.

The Court is satisfied that the government did not engage
in any unauthorized surveillance of Cooper, or thereby
rely on tainted evidence in order to establish the probable
cause necessary to wiretap Cooper. Accordingly, the Court
DENIES defendant's motion to suppress evidence obtained
through wiretaps.

CONCLUSION

For the foregoing reasons, the Court DENIES Cooper's
motions to suppress. This order resolves Docket Nos. 72 and
73.

IT IS SO ORDERED.

All Citations

Not Reported in F.Supp.3d, 2015 WL 881578
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Footnotes
1 This would be the first of two rounds of additional briefing ordered by the Court. See Docket Nos. 65, 87.

2 By providing the location of the nearest cell tower used by the target phone, cell site data is essentially a clumsy version
of GPS tracking. This result therefore squares with the statutory framework of the ECPA, which requires a showing of
probable cause under Rule 41 for the installation of a tracking device. See18 U.S.C.A. §§ 3104, 3117.

3 Under 18 U.S.C. § 2703(c)(A), the government may obtain this information by obtaining a warrant under the “probable
cause” standard, although it appears that the government relied only on the lower “reasonable grounds” standard under
subsection (d).

4 Oral argument before the Court en banc was scheduled to occur on February 24, 2015 in Atlanta, Georgia. http://
www.ca11.uscourts.gov/enbanc-cases

5 While the Third and Fifth Circuits have addressed the issue, neither was in the context of a suppression motion in a
criminal proceeding, and the Third Circuit's decision issued before the Supreme Court decided Jones. The Fifth Circuit
held that magistrate judges have no discretion to require a showing of probable cause to obtain historical cell site data, and
that the “specific and articulable facts” standard was not per se unconstitutional. The Third Circuit held that a magistrate
judge did indeed have the discretion to require a showing of probable cause. SeeIn re Application of U.S. for an Order
Directing a Provider of Elec. Commc'n Serv. to Disclose Records to Gov't, 620 F.3d 304 (3d Cir.2010); In re Application
of U.S. for Historical Cell Site Data, 724 F.3d 600 (5th Cir.2013).

6 At oral argument on February 6, 2015, the government stated that cell site data is recorded for both calls and text
messages.

End of Document © 2015 Thomson Reuters. No claim to original U.S. Government Works.
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ion in which Jill Pryor, Circuit Judge, joined.

[1] Searches and Seizures 349 €Þ13.1

No. 12- 12928.
May 5,2015.

Background: Defendant was convicted in the
United States District Court for the Southern Dis-
trict of Florida of Hobbs Act robbery, conspiracy to
violate the Hobbs Act, and knowing possession of a

f,rrearm in furtherance of a crime of violence. The
Court of Appeals, Sentelle, Circuit Judge, 754 F.3d
1205, affirmed in part and vacated in parl. Rehear-
ing en banc was granted.

Holdings: The Court of Appeals, en banc, Hull,
Circuit Judge, held that:
(l) government obtaining court order under Stored
Communications Act (SCA) for production of cell
phone carrier's business records was not a search, and
(2) even if it was a search, obtaining records
without a warrant was reasonable.

Affirmed.

William Pryor, Circuit Judge, filed a concur-
ring opinion.

Jordan, Circuit Judge, filed an opinion concur-
ring in part and concurring in the judgment, in
which Wilson, Circuit Judge, joined.

Rosenbaum, Circuit Judge, filed a concurring
opinion.

Page 1 of45

Page I

Vy'est Headnotes

349 Searches and Seizures
349Iln General

349k13 What Constitutes Search or Seizure
349k13.1 k. In general. Most Cited Cases

A pafiy may establish a Fourth Amendment
search by showing that the government engaged in
conduct that would have constituted a search within
the original meaning of the Fourth Amendment.
U.S.C.A. Const.Amend. 4.

[2] Searches and Seizures 349 €Þ13.1

349 Searches and Seizures
349Iln General

349k13 What Constitutes Search or Seizure
349k13.1 k. In general. Most Cited Cases

To determine whether a search occurred under
the reasonable-expectation-of-privacy test requires
a two-part inquiry: (1) has an individual manifested
a subjective expectation of privacy in the object of
the challenged search; and (2) is society willing to
recognize that expectation as reasonable. U.S.C.A.
Const.Amend.4.

[3] Searches and Seizures 3a9 @26

349 Searches and Seizures
349IIn General

349k25 Persons, Places and Things Protected
349k26 k. Expectation of privacy. Most

Cited Cases

Martin, Circuit Judge, filed a dissenting opin-

A parry alleging an unconstitutional search un-
der the Fourth Amendment must establish both a

subjective and an objective expectation of privacy
to succeed. U.S.C.A. Const.Amend. 4.

[4] Searches and Seizures 349 þ21
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A warrant is not required to establish the reas-

onableness of all government searches, and when a

warrant is not required, probable cause is not in-
variably required either. U.S.C.A. Const.Amend. 4.

[7] Searches and Seizures 349 þ23
Government obtaining court order under Stored

Communications Act (SCA) for production of cell
phone carrier's business records containing historic-
al cell tower location information as to defendant
\ryas not a search under the Fourth Amendment; re-
cords were created by carrier and stored on its own
premises, defendant exercised no control over the
records, defendant knew that his cell phone trans-
mitted information to cell towers and registered his
phone under fTctitious alias, and no law required
collection of information in records. U.S.C.A.
Const.Amend.4; l8 U.S.C.A. $ 2703(d).

[5] Searches and Seizures 349 @23
[8] Searches and Seizures 349 €Þ36.1

The Fourth Amendment prohibits unreasonable
searches, not warrantless searches; the ultimate
measure of the constitutionality of a governmental
search is reasonableness. U.S.C.A. Const.Amend. 4.

349 Searches and Seizures
349Iln General

349k36 Circumstances Affecting Validity of
Vy'arrantless Search, in General

349k36.1k. In general. Most Cited Cases

[6] Searches and Seizures 349 Q-24

There is a strong presumption of constitutional-
ity in a search performed pursuant to an Act of
Congress, especially when it tums on what is reas-

onable within the meaning of the Fourth Amend-
ment. U.S.C.A. Const.Amend. 4.

349 Searches and Seizures
349IIn General

349k24 k. Necessity of and preference for
warrant, and exceptions in general. Most Cited Cases

[9] Telecommunications 372 @147 5

Searches and Seizures 349 @40.1

349 Searches and Seizures
349IIn General

349k40 Probable Cause
349k40.1k. In general. Most Cited Cases

Even if government obtaining coufi order un-
der Stored Communications Act (SCA) for produc-
tion of cell phone carrier's business records contain-

O 2015 Thomson Reuters. No Claim to Orig. US Gov. Works.

349 Searches and Seizures
349Iln General

349k13 What Constitutes Search or Seizure
349k21 k. Use of electronic devices;

tracking devices or "beepers.". Most Cited Cases

349 Searches and Seizures
3491ln General

349k23 k. Fourlh Amendment and reason-
ableness in general. Most Cited Cases

349 Searches and Seizures
349lln General

349k23 k. Fourth Amendment and reason-
ableness in general. Most Cited Cases

The reasonableness of a search or seizure is

evaluated under traditional standards of reasonable-
ness by assessing, on the one hand, the degree to
which it intrudes upon an individual's privacy and,

on the other, the degree to which it is needed for the
promotion of legitimate govemmental interests.
U.S.C.A. Const.Amend. 4.

37 2 T elecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Off,rcers
312k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases
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92a(c)(l)(A)(ä), 2. The district court entered judg-
ment on the verdict, sentencing Davis to consecut-
ive terms of imprisonment totaling 1,941 months.
In this appeal, we are called on to decide whether
the courl order authorized by the Stored Commu-
nications Act, id. S 2703(d), cornpelling the produc-
tion of a third-party telephone company's business
records containing historical cell tower location in-
formation, violated Davis's Fourth Amendment
rights and was thus unconstitutional. Vy'e hold it did
not and was not.

FNl. The Presentence Investigation Reporl
notes that "Quarlavius" is the correct
spelling of appellant's first name, despite
the spelling in the caption.

Therefore, the district court did not err in deny-
ing Davis's motion to suppress and we affirm Dav-
is's convictions. Vy'e reinstate the panel opinion,
United States v. Davis, 154 F.3d 1205 (llth Cir.),
reh'g en banc granted, opinion vacated, 513

Fed.Appx. 925 (llth Cir.20l4), with respect to all
issues except those addressed in Palts I and 11,754
F.3d at 1210 18, which are now decided by the en

banc court.FN2

FN2. Davis's advisory guidelines range
was 57 to 71 months' imprisorunent for his
Hobbs Act robberies. However, each of his
seven $ 924(c) convictions required con-
secutive sentences. 18 U.S.C. S

924(c)(1)(D)(ii). The district coult sen-

tenced Davis to concurrent terms of 57

months' irnprisonment on counts l, 2, 4, 6,

8, 10, 13, 15, and 16, plus a consecutive
term of 84 months on count 3, plus consec-
utive tenns of 300 months' imprisorunent
on counts 5,7,9,ll,14,and11 .

The panel opinion affirmed Davis's con-
victions but vacated the application of
the guidelines sentencing increase for
"brandishing" of a freann. Dqvis, 154
F.3d at 1220-21, 1223. To be clear, that
disposition stands.

ing historical cell tower location information as to
defendant was a search, obtaining the records
without a warrant was reasonable; defendant had no
reasonable expectation of privacy in records made,
kept, and owned by carrier, records were not re-
cordings of conversations, records were not real-
tirne tracking of precise movements, SCA guarded
against improper acquisition or use of personal in-
formation theoretically discoverable through such
records, including requiring neutral magistrate to
lurd records were relevant and material to an ongo-
ing criminal investigation, records served compel-
ling government interest in assisting investigation
of various crimes, and society had compelling in-
terest promptly apprehending criminals and vindic-
ating rights of innocent suspects. U.S.C.A.
Const.Amend.4; l8 U.S.C.A. $ 2703(d).

*499 Amit Agarwal, Roy K. Altman, Kevin Quen-
cer, Wifredo A. Ferrer, Amanda Perwin, Kathleen
Mary Salyer, Anne Ruth Schultz, U.S. Attorney's
Office, Miami, FL, for PlaintifÈAppellee.

Ame Margaret Hayes, Law Office of Anne M.
Hayes, Cary, NC, Jacqueline Shapiro, Jacqueline E.
Shapiro, Esq., David Oscar Markus, Markus &
Markus, *500 PLLC, Miami, FL, for Defend-
ant-Appellant.

Appeal from the United States District Couft for the
Southern District of Florida. D.C. Docket No.
1: l0--cr-20896-IAL2.

Before ED CARNES, Chief Judge, TJOFLAT,
HULL, MARCUS, WILSON, WILLIAM PRYOR,
MARTIN, JORDAN, ROSENBAUM, ruLIE
CARNES, and JILL PRYOR, Circuit Judges.

HULL, Circuit Judge:
I. BACKGROUND

Appellant Quartavius Davis FNr was convicted
by a jury on several counts of Hobbs Act robbery,
18 U.S.C. S 1951(bX1), (3), conspiracy, id. S

1951(a), and knowing possession of a firearm in
furtherance of a crime of violence, id. $$
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Jewelry store. Smith and Martin testihed that Davis
was involved in each robbery, where they wore
masks, carried guns, and stole items such as cash,
cigarettes, and watches.

Separately, an eyewitness, Edwin Negron, test-
ified regarding Davis's conduct at the Universal
Beauty Salon and the adjacent mafüal arts studio.
He testified that Davis pointed a gun at his head,
pushed both a 77-year-old woman and Negron's
wife to the ground, and took several items from
Negron and others. Another eyewitness, Antonio
Brooks, testified that Brooks confronted Davis and
his accomplices outside the Wendy's after that rob-
bery. Brooks testified that Davis frred a gun at
Brooks, and that Brooks returned fire towards the
getaway car.

Beyond the accomplice and eyewitness testi-
mony, the govemment produced additional evid-
ence. Surveillance videos showed a man matching
Davis's description parlicipating in the robberies at

Walgreens, Advance Auto Pafts, Wendy's, and
Mayors Jewelry. Smith and Martin identified Davis
on the videos. DNA shown to be Davis's was re-
covered from the getaway car used to flee the scene

of the Universal Beauty Salon robbery and the
Mayors Jeweþ store robbery.

In addition, the prosecution introduced tele-
phone records obtained from MetroPCS for the
67 day period from August 7, 2010, through Octo-
ber 6, 2010, the time period spanning the first and
last of the seven atmed robberies. FN3 The toll re-
cords show the telephone numbers for each of Dav-
is's calls and the number of the cell tower that con-
nected each call. A MetroPCS witness identifred his
company's cell tower glossary, which lists the phys-
ical addresses, including longitude and latitude, of
MetroPCS's cell towers. A police witness then loc-
ated on a map the precise addresses (1) of the rob-
beries and (2) of the cell towers connecting Davis's
calls around the time of six of the seven robberies.
While there was some distance between them, the
cell tower sites were in the general vicinity of the
robbery sites.

A. Seven Armed Robberies in a Two-Month
Period

Quartavius Davis committed seven separate
armed robberies in a two-month period. From the
beginning of August 2010 to the beginning of Octo-
ber 2010, Davis and accomplices, bearing aî array
of f,rrearms, terrorized a wide range of South Flor-
ida businesses, including a pizzeria, a gas station, a

drugstore, an auto pafts store, a beauty salon, a fast
food restaurant, and a jewelry store.

On February 18, 201 1, a federal grand jury re-
turned a seventeen-count indictment against Davis
and five codefendants. Davis was named in sixteen
of the seventeen counts. The indictment charged vi-
olations of the Anti-Racketeering Act, l8 U.S.C. S

l95l (Hobbs Act), and conspiracy to violate the
Hobbs Act. The indictment specifically charged
Davis with conspiracy to engage in Hobbs Act rob-
bery, in violation of l8 U.S.C. $ 1951(a) (Counts l,
15); seven Hobbs Act armed robberies, in violation
of 18 U.S.C. $$ l95l(a), 2 (Counts 2,4,6,8, 10,
13, 16); and knowingly using, carrying, and pos-
sessing a firearm in fufiherance*S0l of a crime of
violence, in violation of 18 U.S.C. S$
92a(cXlXA)(ii), 2 (Counts 3, 5,7,9,11, 14,77).

All of Davis's codefendants pled guilty to vari-
ous counts. Davis alone went to trial. The jury con-
victed Davis on all charged counts.

At trial, the prosecution offered evidence of
two conspiracies to commit Hobbs Act robbery and
evidence that Davis took part in each conspiracy
and each robbery. The prosecution furlher presen-
ted evidence that the conspirators committed such
robberies. One mernber of each conspiracy testified
for the government. Codefendant Willie Smith
("Smith") testihed as to the first conspiracy, en-
compassing six robberies at commercial establish-
ments, including a Little Caesar's restaurant, an
Amerika Gas Station, a Walgreens drug store, an
Advance Auto Parts store, a Universal Beauty
Salon, and a Wendy's restaurant. Codefendant Mi-
chael Martin ("Mar1in") testified as to the second
conspiracy, encompassing the robbery of a Mayors
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The govemment did so following the explicit
design of the governing statute, the Stored Commu-
nications Act ("SCA"), 18 U.S.C. S 2701 et seq.

Section 2703 of the SCA provides that a federal or
state governmental entity may require a telephone
service provider to disclose "a record ... perlaining
to a subscriber to or a customer of such service (not
including the contents of communications)" if "a
coufi of competent jurisdiction" finds "specific and
articulable facts showing that there are reasonable
grounds to believe" that the records sought "are rel-
evant and material to an ongoing criminal investig-
ation." Id. $ 2703(IX1XA), (B), (d). The couft or-
der under subsection (d) does not require the gov-
emment to show probable cause.

No one disputes that the government's ç 2703
application to the magistrate judge contained
"specific and articulable facts" showing
"reasonable grounds" to believe MetroPCS's busi-
ness records-pertainìng to Davis's 5642 cell phone
number-were "relevant and material" to the gov-
emment's investigation. The government's $ 2703
application provided a detailed summary of the
evidence implicating Davis in the seven robberies,
including post-Miranda statements from two ac-

complices and the DNA evidence found in two get-
away cars. Undisputedly, a sufficient showing was
made to satis$ the SCA's statutory requirements.

The rnagistrate judge's order granted the $ 2703
application. The court order required MetroPCS,
the third-parly cellular telephone service provider,
to produce "all telephone toll records and geograph-
ic location data (cell site)" for Ihe 5642 number
during the period August l, 2010 through October
6,2010.

MetroPCS complied. For this two-month tiure
period, MetroPCS produced its stored telephone re-
cords for number 5642 showing these five types of
data: (l) telephone numbers of calls made by and to
Davis's cell phone; (2) whether the call was outgo-
ing or incoming; (3) the date, time, and duration of
the call; (4) the number assigned to the cell tower
that wirelessly connected the calls from and to Dav-

FN3. The hrst robbery took place on Au-
gust 7, 2010, and the final robbery took
place on October 1,2010.

The location of the cell user, though, is not pre-
cise. The testimony tells us (1) the cell tower used
will typically be the cell tower closest to the user,
(2) the cell tower has a circular coverage radius of
varying sizes, and (3) although the tower sector
number indicates a general direction (North, South,
etc.) of the user from the tower, the user can be
anywhere in that *502 sector. Despite this lack of
precision as to where Davis's cell phone was loc-
ated, the cell tower evidence did give the govern-
ment a basis for arguing calls to and from Davis's
cell phone were connected through cell tower loca-
tions that were near the robbery locations, and thus
Davis necessarily was near the robberies too.

This appeal concerns the introduction of Met-
roPCS's toll records and glossary as evidence
against Davis at trial. We thus review in more detail
how the govemment acquired MetroPCS's records,
the types of data in the records, and the witnesses'
testimony about the records.

B. Court Order Regarding MetroPCS Business
Records

After Davis's arrest, the govemment acquired
MetroPCS's business records by court order. In
February 2011, the govemment applied to a federal
magishate judge for a court order directing various
phone companies to disclose stored telephone com-
munications records for four subject telephone
numbers that included a number ending in 5642
(fhe "5642 number"). The application requested
production of stored "telephone subscriber records"
and "phone toll records," including the
"corresponding geographic location data (cell
site)," for Ihe 5642 number. The goverrunent re-
quested only records "for the period from August 1,

2010 through October 6, 2010." The government
sought clearly-delineated records that were both
historical and tailored to the crimes under investig-
ation.
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pires, the subscriber pays another rronthly
payment up front or the plan is cancelled.

FN6. The government also obtained Met-
roPCS records for three other cell phone
numbers used by Davis's co-conspirators,
which were registered under the alias
names of "Nicole Baker," "Shawn Jay,"
and "Dope Boi Dime." The issue before us

involves only Davis's cell phone number,
the 5642 number registered to "Lil
Wayne." In this en banc appeal, Davis did
not raise arguments about the other cell
phone numbers.

Michael Bosillo, a custodian of records from
MetroPCS, identified and testified about the busi-
ness records regarding number 5642. He testified
that MetroPCS's toll records, described above, are

created and maintained in the regular course of its
business.

As to cell tower location, Bosillo explained
that, when a cellular phone user makes a call, the
user's cell phone sends a signal to a nearby cell
tower, which is typically but not always the closest
tower to the phone. Two people driving together in
the same car might be using different cell towers at

the same time. Each cell phone tower has a circular
coverage radius, and the "coverage pie" for each

tower is fuilher divided into either three or six
parts, called sectors.

Bosillo testifìed that a cell tower would gener-
ally have a coverage radius of about one to one-
and-a-half miles and that an individual cell phone
user could "be anywhere" in the specified sector of
a given cell tower's range. Bosillo also testified that
the density of cell towers in an urban area like
Miami would make the coverage of any given
tower smaller, but he never said how much smaller.

FN7. Davis and various amici argue Ihat
some cellular telephone companies have
now increased their network coverage by

is; and (5) the sector number associated with that
tower. For ease of reference, *503 the fourth and
fifth items are collectively called "historical cell
tower location information."

hnportantly though, MetroPCS's business re-
cords did not show (1) the contents of any call; (2)
the contents of any cell phone; (3) any data at all
for text messages sent or received; or (4) any cell
tower location information for when the cell phone
was turned on but not being used to make or re-
ceive a call. The government did not seek, nor did it
obtain, any GPS or real-time (also known as

"prospective") location information.

Before trial, Davis moved to suppress Met-
roPCS's business records for number 5642. Al-
though the government obtained them through a

statutorily-prescribed judicial order, Davis argued
the evidence should be suppressed because the $

2703(d) production of MetroPCS's records consti-
tuted a search under the Fourth Amendment and
thus required probable cause and a search warrant.
The dishict court denied the motion.FNa

FN4. Davis did not present any evidence in
support of his Fourth Amendment claim,
either at the suppression hearing or at trial.

C. Evidence at Trial
During the jury trial, the government intro-

duced the MetroPCS records for the 5642 number,
which was registered to "Lil Wayne." FN5 The
govemment also introduced evidence tying Davis to
the 5642 phone number. One of Davis's codefend-
ants testified that Davis used the 5642 number from
August 2010 to October 2010. And a codefendant's
cell phone, which was entered into evidence, listed
lhe 5642 number under Davis's nicknatne, "Quat,"
in the phone's contact list.FN6

FN5. MetroPCS had not required the sub-
scriber Davis to give his true name. In-
stead, MetroPCS sells phones with
rnonthly plans-averaging $40 a
month-paid up fiont. Vy'hen that plan ex-
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augmenting their cell tower network with
low-power small cells, or "femtocells,"
which can cover areas as small as ten
meters. There is no evidence, or even any
allegation, that the MetroPCS network re-
flected in the records in this case included
anything other than traditional cell towers
and the facts of this case do not require, or
warrant, speculation as to the newer tech-
nology.
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for his investigations of homicides, parental kid-
nappings, robberies, fugitives, and various other
types of crime.

Detective Jacobs created the maps introduced
at trial based on MetroPCS's records. These maps
showed that, at or near the time of the armed rob-
beries, cell phones linked to Davis and his code-
fendants made and received numerous calls routed
through cell towers located in the general vicinity
of the robbery locations. Detective Jacobs testifìed,
and the maps showed, that this was true for six of
the seven armed robberies. On the maps, Jacobs
placed: (1) the location of the robberies and (2) the
location of the cell towers that routed calls from
Davis and his codefendants' phones.FN8

FN8. The maps did not show any cell
tower's coverage radius or display any cell
tower's sectors.

The distance between the robbery and cell
tower locations was never quantified. The distance
between the cell user and the cell tower was never
quantified, but the evidence-records and testi-
mony-as a whole suggests Davis's calls occurred
within an area fhal covers at least several city
blocks. The government argued the cell tower evid-
ence showed Davis was near the robberies when
they occurred.

D. The Appeal
Following his convictions by the jury, Davis

appealed. A panel of this Court affumed his convic-
tions, but held that the goverrulent violated Davis's
rights under the Fourth Amendment by obtaining
stored telephone communications records from
MetroPCS, a third-party telephone service provider,
pursuant to the order of the magistrate judge issued
under the *505 SCA, 18 U.S.C. $ 2703(cXlXB),
(d). United States v. Davis, 754 F.3d 1205, l2l1
(1lth Cir.20l4). Neveftheless, the panel affirmed
Davis's convictions based on the good-faith excep-
tion to the exclusionary rule. Id. at 1217-18. This
Courl vacated the panel's decision and granted the
govemment's petition for rehearing en banc. United

*504 Bosillo also testified that the toll records
for Davis's cell number 5642 show only (l) the
number of the cell tower used to route Davis's call,
and (2) the sector number associated with that
tower. Thus, to determine the location of any cell
tower used, Bosillo identified and explained the cell
tower glossary created and kept by MetroPCS. The
MetroPCS glossary listed (l) each of its cell tower
numbers, (2) Ihe physical address, including latit-
ude and longitude, of that cell tower, and (3) how
many sectors are within each cell tower's range.

This MetroPCS glossary, along with its toll re-
cords, allowed the government to determine the
precise physical location of the cell towers that con-
nected calls made by and to Davis's cell phone
around the time of the robberies, but not the precise
location of that cell phone or of Davis.

Davis objected to the introduction of the toll
records for the account corresponding fo the 5642
number, the subscriber records, and MetroPCS's
cell-tower glossary. The district court overruled
those objections.

The government also introduced into evidence
maps that showed the locations of six of the armed
robberies in relation to ceftain cell towers. Detect-
ive Mitch Jacobs examined the records, analyzing
the records only for the days the armed robberies
occurred. Detective Jacobs had, at that time, been
ernployed by the Miami-Dade Police Department
for 27 years and for the last ten years had worked
with cases involving cell tower location informa-
tion. He had utilized cell tower location information
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A. The Statute
Under the SCA, Congress authorized the U.S.

Attorney to obtain cout orders requiring "a pro-
vider of electronic communication service ... to dis-
close a record or other information pertaining to a

subscriber to ... such service (not including the con-
tents of communications)." 18 U.S.C. $ 2703(c).
Section 2703 directs that a judge "shall issue" the
order if the govemment "offers specific and articul-
able facts showing that there are reasonable
grounds to believe that the ... records or other in-
formation sought[ I are relevant and material to an
ongoing criminal investigation. " Id. S 2703(d)
(emphasis added). While this statutory standard is
less than the probable cause standard for a search

warrant, the govemment is still required to obtain a
court order and present to a judge specific and ar-
ticulable facts showing reasonable grounds to be-
lieve the records are relevant and material to an on-
going criminal investigation. See id.

The SCA does not lower the bar from a warrant
to a $ 2703(d) order. Rather, requiring a court order
under $ 2703(d) raises the bar from an ordinary
subpoena to one with additional privacy protections
*506 built in. The govemment routinely issues sub-
poenas to third parlies to produce a wide variety of
business records, such as credit card statements,

bank statements, hotel bills, purchase orders, and

billing invoices.FNe In enacting the SCA, Congress
has required more before the government can ob-
tain telephone records from a third-party business.
The SCA goes above and beyond the constitutional
requirements regarding compulsory subpoena pro-
CESS.

FN9. Seø e.g., United States v. Willis, 759
F.2d 1486, 1498 (1lth Cir.1985) (motel re-
gistration records); United States v.

Phibbs, 999 F.2d 1053, 1017 (6th
Cir.l993) (credit card statements). Those
statements not only show location at the
time of purchase, but also reveal intimate
details of daily life, such as shopping
habits, medical visits, and travel plans.

II. STANDARD OFREVIEW
This Court reviews de novo constitutional chal-

lenges to a federal statute. United States v. Camp-
bell, 143 F.3d 802, 805 (1lth Cir.), cert. denied,
_u.s. 

-, 
135 s.ct. 704, 190 L.Ed.2d 438

(2014). We review the district coutt's legal conclu-
sions de novo and its findings of fact for clear error.
United States v. Jordan,635 F.3d 1181, 1185 (llth
Cir.2}ll). In the context of an appeal from the
denial of a suppression motion, all facts are con-
strued in the light most favorable to the paúy pre-
vailing below-here, the governmenÍ. United States

v. Gibson,708 F.3d 1256,1274 (11th Cir.20l3).

III. DISCUSSION
On appeal, Davis argues the government viol-

ated his Fourlh Amendment rights by obtaining his-
torical cell tower location information from Met-
roPCS's business records without a search warrant
and a showing of probable cause. Davis contends
that the SCA, as applied here, is unconstitutional
because the Act allows the govemment to obtain a

court order cornpelling MetroPCS to disclose its
historical cell tower location records without a

showìng of probable cause. Davis claims the Foufth
Amendment precludes the government from obtain-
ing a third-party company's business records show-
ing historical cell tower location information, even
for a single day, without a search warrant issued to
that third pafty.

In the controversy before us, there is no GPS

device, no physical trespass, and no real-time or
prospective cell tower location information. This
case narrowly involves only (l) government access

to the existing and legitimate business records
already created and maintained by a third-party
telephone company and (2) historical information
about which cell tower locations connected Davis's
cell calls during the 67-day time frame spanning the
seven armed robberies. Vy'e start by reviewing the
SCA, which authorized the production of Met-
roPCS's business records.
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A number of the SCA's privacy-protection pro-
visions warrant mention. First, the SCA affords cit-
izens protection by "interyos[ing] a 'neutral and de-
tached magistrate' between the citizen and the of-
ficer engaged in the often competitive enterprise of
ferreting out crime." See United States v. Karo, 468
u.s. 705, 117, 104 S.Ct. 3296, 3304, 82 L.Ed.2d
530 (1984) (internal quotation marks omitted).
Congress made review by a judicial officer a pre-
condition for the issuance of a $ 2703(d) order.
Moreover, the telephone records are made available
only f a judicial officer finds (or the government
shows) a factual basis for why the records are ilìa-
terial to an ongoing criminal investigation.
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B. What Constitutes a "Search"
[1] The Fourlh Amendment guarantees "[t]he

right of the people to be secure in their persons,

houses, papers, and effects, against unreasonable
searches and seizures." U.S. Const. amend. IV. A
paúy may establish a Fourth Amendment search by
showing that the government engaged in conduct
that "would have constituted a 'search' within the
original meaning of the Fourth Amendment,"
United States v. Jones, 565 U.S. 

-, -, 
132

S.Ct. 945, 950 n. 3, 181 L.Ed.2d 911 (2012).
"Search" originally was tied to common-law tres-
pass and involved some trespassory intrusion on
propeúy. See, e.g., Kyllo v. United S¡ares, 533 U.S.
21,3112, 121 S.Ct. 2038,2042, 150 L.Ed.2d 94
(2001).

Davis makes no trespass claim, nor could he.

*507 In 1961 , the Supreme Court added a sep-

arate test-the reasonable-expectation-of-privacy
test-to analyze whether a search occurred for pur-
poses of the Fourth Amendment. See Sntith v.

Maryland, 442 U.S. 735, 73940, 99 S.Ct. 2511,
2519 80, 6l L.Ed.2d 220 (1979) (citing Katz v.

United States, 389 U.S. 347, 88 S.Ct. 507, 19

L.Ed.2d 576 (1967)). The reach of the Fourth
Amendment now does not turn on the presence or
absence of a physical intrusion. Katz, 389 U.S. at

353, 88 S.Ct. at 512.

Thus, to determine whether the government's
obtaining access to MetroPCS's records constitutes
a search within the meaning of the Fourth Amend-
ment, our lodestar is Katz's reasonable-expecta-
tion-oÊprivacy test. Smith, 442 U.S. at 739, 99

S.Ct. at 2579-80 (citing Katz, 389 U.S. 347, 88

s.ct. 507).

[2][3] " Katz posits a two-part inquiry: hrst, has

the individual manifested a subjective expectation
of privacy in the object of the challenged search?"
Califurnia v. Ciraolo,476 U.S. 207,211, 106 S.Ct.
1809, 181l, 90 L.Ed.2d 210 (1986). "Second, is so-

ciety willing to recognize that expectation as reas-

onable?" 1d Thus, "a party alleging an unconstitu-

In addition, the SCA generally prohibits tele-
phone companies from voluntarily disclosing such
records to "a govemmental entity." Id. $
2702(a)(3), (c)(a), (c)(6). As that prohibition under-
scores, a telephone company (like MetroPCS)
would, absent privacy-protecting laws (like the
SCA), be free to disclose its historical cell tower
location records to govertmental and non-
goverrunental entities alike-without any judicial
supervision and without having to satisfo the stat-
utory standard in $ 2703(d).

Further, the SCA bars "[i]mproper disclosure"
of records obtained under $ 2703(d). See id. $

2707(9). The SCA also provides remedies and pen-
alties for violations of the Act's privacy-protecting
provisions, including money damages and the man-
datory commencement of disciplinary proceedings
against offending federal officers. See id. $S
27 07 (a), (c), (d), 27 l2(a), (c) .

Despite the SCA's protections, Davis claims
the courl's $ 2703(d) order compelling the produc-
tion of MetroPCS records violated his Fourth
Amendment rights. To prevail on his Fourth
Amendment claim, Davis must show both (l) that
the application of the SCA to the facts of his case
involved a "search" within the meaning of the
Fourth Amendment, and (2) that such search was
unreasonable. This Davis cannot do.
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held that Miller had no protectable Fourth Amend-
ment interest in the account records because the
documents were: (l) business records of transac-
tions to which the banks were parties and (2) Miller
voluntarily conveyed the information to the banks.
Id. MlIler had "neither ownership nor possession"
over the papers and the records. Id. at 437,440,96
S.Ct. at 1621, 1623. Rather, the papers were "the
business*508 records of the banks." Id. at 44041,
96 S.Ct. at 1623. Al1 of the bank records contained
infonnation "voluntarily conveyed to the banks and
exposed to their employees in the ordinary course
of business." Id. at 442,96 S.Ct. at 1624. The Su-
preme Court noted "that the Fourth Amendment
does not prohibit the obtaining of information re-
vealed to a third party and conveyed by him to
Government authorities, even if the information is

revealed on the assumption that it will be used only
for a limited purpose and the confidence placed in
the third party will not be betrayed." Id. ar. 443, 96

S.Ct. at 1624; see also In re Grand Jury Proceed-
ing, 842F.2d 1229, 1234 (llth Cir.1988) ("[A]n in-
dividual has no claim under the fourth amendment
to resist the production of business records held by
a third parly.").

Then, in Sntith v. Maryland, the Supreme Coutt
held that telephone users have no reasonable ex-
pectations of privacy in dialed telephone numbers
recorded through pen registers and contained in the
third-party telephone company's records. 442 U.S.
at 74246,99 S.Ct. at 2581-83. The Supreme Coutl
determined that Smith had no subjective or object-
ive expectation of privacy in the numbers he dialed
on the telephone and thus the installation of the pen
register, by the telephone company at the govem-
ment's request, did not constitute a search under the
Fourth Amendrnent. 1d.

As to the subjective expectation of privacy, the
Supreme Court in Smith dolbted that "people in
general entertain any actual expectation of privacy
in the numbers they dial" because "[a]ll telephone
users realize that they ntust 'convey' phone num-
bers to the telephone company, since it is through

tional search under the Fourth Amendment must es-
tablish both a subjective and an objective expecta-
tion of privacy to succeed." United States v. Robin-
son, 62 F.3d 1325, 1328 (1 lth Cir.1995).

Notably, it was the interception and recording
of conversations reasonably intended to be private
that drove the new test and result in Katz. See 389
U.S. at 351-53, 88 S.Ct. at 5ll-12. The govern-
ment recorded Katz's conversations by attaching an
electronic listening and recording device to the out-
side of a public phone booth in which Katz made
calls. Id. at 348, 88 S.Ct. at 509. The govemment
had no warrant or court order of any sort. See id. at
354-56, 88 S.Ct. at 512-514. The Supreme Coutt
held that the government's conduct in
"electronically listening to and recording the peti-
tioner's words violated the privacy upon which he
justifiably relied while using the telephone booth,"
and thus constituted a "search and seizure" under
the Foufih Amendnent. Id. at 353, 88 S.Ct. at 512.
The critical fact was that one who enters a tele-
phone booth, "shuts the door behind him, and pays
the toll that permits him to place a call" is entitled
to assume that his conversation is not being inter-
cepted and recorded. Id. af 352, 88 S.Ct. at 511-12;
id. at 361, 88 S.Ct. at 516-11 (Harlan, J., concur-
ring).

C. Third Party's Business Records
In subsequently applying Katz's tesI, the Su-

preme Court held-in bolh United States v. Miller
and Smith v. Maryland -that 

individuals have no
reasonable expectation of privacy in certain busi-
ness records owned and maintained by a third-party
business.

In United States v. Miller, during an investiga-
tion into tax fraud, federal agents presented sub-
poenas to the presidents of two banks, seeking to
obtain frorr those banks all of Miller's bank account
records. 425 U.S. 435, 43718, 96 S.Ct. 1619,
1621, 48 L.Ed.2d 71 (1916). The issue was whether
the defendant Miller had a "legitirnate expectation
of privacy" in the documents' contents. See id. at
44043, 96 S.Ct. at 162224. The Supreme Couft
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Supreme Couft determined that, "even if lsmith]
did harbor some subjective expectation that the
phone numbers he dialed would remain private, this
expectation is not 'one that society is prepared to
recognize as reasonable.' " Id. (quoting Katz, 389
U.S. at 361, 88 S.Ct. at 516) (intemal quotation
marks omitted). The Supreme Court "consistently
has held that a person has no legitirnate expectation
of privacy in infonnation he voluntarily tums over
to third parties." Id. at 74344, 99 S.Ct. at 2582.
The Supreme Court found that, "[w]hen he used his
phone, [Smith] voluntarily conveyed numerical in-
formation to the telephone company." Id. at 744, 99

S.Ct. at 2582. The Supreme Court explained: "[t]he
switching equipment that processed those numbers
is merely the modern counterpart of the operator
who, in an earlier day, personally completed calls
for the subscriber." Id

In Sntith, the Supreme Court decided Íhat "a
different constitutional result is [not] required be-
cause the telephone company has decided to auto-
mate." Id. a|74445, 99 S.Ct. at 2582. "The fortu-
ity of whether or not the phone company in fact
elects to make a quasipetmanent record of a parlic-
ular number dialed does not in our view, make any

constitutional difference." Id. at 745, 99 S.Ct. at
2583. The Supreme Coutt concluded: "[Smith] in
all probability entertained no actual expectation of
privacy in the phone numbers he dialed, and ... even
if he did, his expectation was not 'legitimate.' " Id.

telephone company switching equipment that their
calls are completed." Id. at '742, 99 S.Ct. at 2581.
The Supreme Courl stated that "[t]elephone users,
in sum, typically know that they must convey nu-
merical information to the phone company; that the
phone company has facilities for recording this in-
fonnation; and that the phone company does in fact
record this information for a variety of legitimate
business purposes." Id. at 743, 99 S.Ct. at 2581.
"Although subjective expectations cannot be scien-
tihcally gauged, it is too rnuch to believe that tele-
phone subscribers, under these circumstances, har-
bor any general expectation that the numbers they
dial will remain secret." Id. The Supreme Couft
stressed fhat "a pen register differs significantly
flom the listening device ernployed in Katz, for pen
registers do not acquire the contents of comrnunica-
tions." Id. at741,99 S.Ct. at258l.

More telling in Smith though for this case is the
location information revealed through the telephone
records. Smith argued that, "whatever the expecta-
tions of telephone users in general, he demonstrated
an expectation of privacy by his own conduct here,
since he us[ed] the telephone in his house to the ex-
clusion of all others." Id. at 743,99 S.Cf. at 2582
(internal quotation marks omitted). The Supreme
Court expressly rejected Smith's argument that he
demonstrated an expectation of privacy in his own
conduct here by using the telephone only in his
house. The Supreme Court found that "[a]lthough
fSmith's] conduct may have been calculated to keep
the contents of his conversation private, his conduct
was not and could not have been calculated to pre-
serve the privacy of the number he dialed." Id. The
Suprerne Court reasoned: "[r]egardless of his loca-
tion, lsmith] had to convey that number to the tele-
phone company in precisely the same way if he
wished to complete his call. The fact that he dialed
the number on his home phone rather than on some
other phone could make no conceivable difference,
*509 nor could any subscriber rationally think that
it would." 1d

As to the objective expectation of privacy, the

D. Fifth Circuit Decision
Before turning to Davis's case, we review the

Fifth Circuit's recent decision holding that a court
order under $ 2703(d) compelling production of
business records-showing this same cell tower
location infonnation-does not violate the Fourth
Amendment and no search warrant is required. 1n

re Application of the United States for Hístorical
Cell Site Data ("In re Application (Fifth Circuit)"),
124 F.3d 600, 611-15 (5th Cir.20l3).FNr0 At the
outset, the Fifth Circuit stressed who had collected
the cell tower information. See id. af 609-10. The
telephone company, not the government, collected
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The Fifth Circuit reasoned these are the tele-
phone company's "o\iln records of transactions to
which it is a paúy." Id. The telephone company cre-
ated the record to memorialize its business transac-
tions with the customer. Id. at 611-12. The Fifth
Circuit was careful to define business records as re-
cords of transactions to which the record-keeper
business is a party. See id. It also pointed out that
these business records contained no content of com-
munications, such as the content of phone calls, let-
ters, or emails. Id.

After discussing the nature of the business re-
cords, the Fifth Circuit, relying on Sntith, explained
why the cell user had no subjective expectation of
privacy in such business records showing cell tower
locations. The court reasoned: (1) the cell user has

knowledge that his cell phone must send a signal to
a nearby cell tower in order to wirelessly connect
his call; (2) the signal only happens when a user
makes or receives a call; (3) the cell user has know-
ledge that when he places or receives calls, he is
transmitting signals through his cell phone to the
nearest cell tower and thus to his service provider;
(4) the cell user thus is aware that he is conveying
cell tower location information to the service pro-
vider and voluntarily does so when he uses his cell
phone for calls. Id. at613-14.

The Fifth Circuit concluded that "[c]ell phone

users, therefore, understand that their service pro-
viders record their location information when they
use their phones at least to the same extent that the
landline users in Sntith wderstood that the phone
company recorded the numbers they dialed." /d. at

613.FNrr Just as the petitioner tn Smith knew that
when he dialed telephones, he was conveying and
exposing those numbers to electronic equipment,
cell phone users have knowledge they are convey-
ing signals and exposing their locations to the
nearest cell tower. Id. a|612-14.

FNl1. In the Fifth Circuit case, the court
stated that the "contractual terms of service
and providers' privacy policies expressly
state[d] that a provider uses a subscriber's

the cell tower location information in the first in-
stance and for a variety of legitimate business pur-
poses. 1d. at 611-12. The Fifth Circuit emphasized:

FNIO. The dissent mistakenly argues that
we are faced with "persuasive ... authority
on both sides of the debate...." Dissenting
Op. at 534 n. 2. To purportedly illustrate
this, the dissent cites a Third Circuit de-
cision, but that decision did not hold, as

the dissent would, that a search warrant is

required to obtain historical cell tower loc-
ation data. In re Application of U.S. for an
Order Directing a Provider of Elec. Cont-
mc'n Serv. to Disclose Records to Gov't
("In re Application (Third Circuit)"), 620
F.3d 304 (3d Cir.20l0). Rather, after the
lower courts denied the government's S

2703(d) application for historical cell
tower data, the govemment appealed and
the Third Circuit actually vacated that
denial. Id. at 319. The Third Circuit con-
cluded that the SCA itself gave the magis-
trate judge the discretionary option to re-
quire a warrant showing probable cause

and that the discretionary warrant option
should "be used sparingly because Con-
gress also included the option of a $

2703(d) order;' Id.

The dissent also cites a Florida Supreme
Courl decision, but that case involved
real-time data and did not involve a $

2703(d) order. Tracey v. State, 152
So.3d 504, 507-08 (F1a.2014).

The Government does not require service pro-
viders to record this infonnation or store it. The
providers control what they record and how long
these records are retained.... In the case of such
historical cell site information, the Government
merely comes in after the fact *510 and asks a
provider to turn over records the provider has

already created.
Id. at612.
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and the phone customer in Snith, Davis can assett

neither ownership nor possession of the third-
party's business records he sought to suppress. In-
stead, those cell tower records were created by Met-
roPCS, stored on its own premises, and subject to
its control. Cell tower location records do not con-
tain private communications of the subscriber. This
type of non-content evidence, lawfully created by a
third-party telephone company for legitimate busi-
ness purposes, does not belong to Davis, even if it
concerns him. Like the security camera surveillance
irnages introduced into evidence at his trial, Met-
roPCS's cell tower records were not Davis's to with-
hold. Those surveillance camera images show Dav-
is's location at the precise location of the robbery,
which is far more than MetroPCS's cell tower loca-
tion records show.

More importantly, like the bank customer in
Miller and the phone customer in Smith, Davis has

no subjective or objective reasonable expectation of
privacy in MetroPCS's business records showing
the cell tower locations that wirelessly connected
his calls at or near the tine of six of the seven rob-
beries.

As to the subjective expectation of privacy, we
agree with the Fifth Circuit that cell users know
that they must transmit signals to cell towers within
range, that the cell tower functions as the equip-
ment that connects the calls, that users when mak-
ing or receiving calls are necessarily conveying or
exposing to their service provider their general loc-
ation within that cell tower's range, and that cell
phone companies make records of cell-tower usage.

See In re Application (Frfth Circuit), 724 F.3d at
613-14. Users are aware that cell phones do not
work when they are outside the range of the pro-
vider company's cell tower network. Id. af 613. In-
deed, the fact that Davis registered his cell phone
under a fictitious alias tends to demonstrate his un-
derstanding that such cell tower location infonna-
tion is collected by MetroPCS and may be used to
incriminate him.

location information to route his cell phone
calls" and, moreover, "that the providers
not only use the infotmation, but collect
it." In re Application (Fifth Circuit), 724
F.3d at 613. The goverrunent stresses that
MetroPCS's privacy policy, accessible
from the company website, plainly states
that cell tower location data may be recor-
ded, stored, and even shared with law en-
forcement. Although Davis would have
signed a contract when beginning service
with MetroPCS, that contract does not ap-
pear on this record to have been entered in-
to evidence here. Thus we cannot consider
it, or MetroPCS's privacy policy, in this
pafticular case.

The Fifth Circuit agreed "that technological
changes can alter societal expectations of privacy,"
but reasoned, "[a]t the same time, '[]aw enforce-
ment tactics must be allowed to advance with tech-
nological changes, in order to prevent criminals
fiom circumventing the justice system.' " Id. at 614
(quoting United States v. Skinner, 690 F.3d 772,
778 (6th Cv.2012)). The Fifth Circuit concluded
that "[a] legislative body is well situated to gauge
changing public attitudes, to draw detailed lines,
and to balance privacy and public safety in a com-
prehensive way." Id. (quoting Jones, 565 U.S. at

-, 
732 S.Ct. at 964 (AliIo, J., concurring)). In

the end, the Fifth Circuit determined: (1) "Congress
has crafted such a legislative solution in the SCA,"
and (2) the SCA "confonns to existing Supreme
Court Fourth Amendment precedent." Id The Fifth
Circuit "decline[d] to create a new rule to hold
*511 that Congress's balancing of privacy and
safety is unconstitutional." Id. at 615.

E. Davis's Case

[4] Based on the SCA and governing Supreme
Court precedent, we too conclude the government's
obtaining a $ 2703(d) court order for the production
of MetroPCS's business records did not violate the
Fourth Amendrnent.

For starlers, like the bank customer in Miller Even if Davis had a subjective expectation of
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privacy, his expectation of privacy, viewed object-
ively, is not justifiable or reasonable under the par-
ticular circumstances of this case. The uffeason-
ableness in society's eyes dooms Davis's position
under Katz. In Sntith, the Supreme Court presumed
that phone users knew of uncontt'overted and pub-
licly available facts about technologies and prac-
tices that the phone company used to connect calls,
document charges, and assist in legitimate law-
enforcement investigations. See 442 U.S. aI
74243, 99 S.Ct. at 2581. Cell towers and related
records are used for all three of those purposes. We
find no reason to conclude that cell phone users
lack facts about the functions of cell towers or
about telephone providers' recording cell tower us-
age.
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changed in the years since these binding dectstons
in Miller and Sntith were issued. But their holdings
did not tum on assumptions about the absence of
technological change. To the contrary, the dispute
in Smith, for example, arose in large degree due to
the technological advance from call connections by
telephone operators to electronic switching, which
enabled the electronic data collection of telephone
numbers dialed from within a home. See 442 U.S.
at 74445,99 S.Ct. at 2582-83. The advent of mo-
bile phones introduced calls wirelessly connected
through identified cell towers. This cell tower
method of call connecting does not require "a dif-
ferent constitutional result" just "because the tele-
phone company has decided to automate" wire-
lessly and to collect the location of the company's
own cell tower that connected the calls. See id. at
74445,99 S.Ct. at 2582. Futther, MetroPCS's cell
tower location information was not continuous; it
was generated only when Davis was making or re-
ceiving calls on his phone. The longstanding third-
party doctrine plainly controls the disposition of
this case.FNr2

FN12. To avoid the third-paty doctrine,
the dissent claims that "[t]he extent of vol-
untariness of disclosure by a user is simply
lower for cell site location data." Dissent-
ing Op. at 535. Not so. Cell phone users
voluntarily convey cell tower location in-
formation to telephone companies in the
course of making and receiving calls on
their cell phones. Just as in S¡øilå, users
could not complete their calls without ne-
cessarily exposing this information to the
equipment of third-party service providers.
The government, therefore, did not search
Davis when it acquired historical cell
tower location information from Met-
roPCS. In order to reach its result, the dis-
sent effectively would cast aside long-
standing and binding Supreme Court pre-
cedents in favor of its own view of the
Fourth Amendment.

Smith's methodology should not be set aside
just because cell tower records may also be used to
decipher the approximate location of the user at the
tirre of the call. Indeed, the toll records for the sta-
tionary telephones at issue in Smith included loca-
tion data far more precise than the historical cell
site location records here, because the phone lines
at issue in Smith corresponded to stationary land-
lines at known *512 physical addresses. At the time
of Smirh, telephone records necessarily showed ex-
actly where the user was-his home-at the time of
the call, as the user's telephone number was tied to
a precise address. And the number dialed was also
tied to a precise address, revealing if the user called
a friend, a business, a hotel, a doctor, or a garnbling
parlor.

In ceftain respects, Davis has an even less vi-
able claim than the defendant n Miller. For ex-
ample, the Supreme Courl in Miller held that a cus-
tomer did not have a reasonable expectation of pri-
vacy in records made and kept by his bank even
where the bank was required by law to maintain
those records. See Miller,425 U.S. at 436, 44041 ,

96 S.Ct. at 1621, 1623. Here, federal law did not re-
quire that MetroPCS either create or retain these
business records.

Admittedly, the landscape of technology has
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The use of cell phones is ubiquitous now and
some citizens may want to stop telephone compan-
ies from compiling cell tower location data or from
producing it to the goveflìment. Davis and antici
advance thoughtful arguments for changing the un-
derlying and prevailing law; but these proposals
should be directed to Congress and the state legis-
latures rather than to the federal couÍs. As aptly
stated by the Fifth Circuit, "the recourse for these
desires is in the market or the political process; in
demanding that service providers do away with
such records (or anonymize them) or in lobbying
elected representatives to enact statutory protec-
tions." In re Application (Fifth Circuit), 724 F.3d at
615; See also In re Application (Third Circuit), 620
F.3d at 319 ("The considerations for and against [$
2103(d) orders not requiring a warrant] would be

for Congress to balance. A coutt is not the appro-
priate forum for such balancing, and we decline to
take a step as to which Congress is silent.").
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case which produced that decision."
(quotati on marks omitted))).

F. United Sfttles v. Jones
Instead of focusing on the SCA and S¡rlrlr,

Davis relies on United States v. Jones, 565 U.S.

-; 
132 S.Cf. 945, 181 L.Ed.2d 911 (2012),

where the government surreptitiously attached a

GPS device to a private vehicle and used its own
device to track the vehicle's movements over a

four-week period. Id. at 

-, 
132 S.Ct. at 948. ln

Jones, the Supreme Couft held that the govern-
ment's physical intrusion on the defendant's private
propeúy FNr4 was a "search" and violated the
Fourth Amendment. Id. at 

-, 
132 S.Ct. aI 949.

Significantly, the government-initiated physical
trespass in Jones led to constant and real-time GPS

tracking of the precise location of the defendant's
vehicle. Id. at 

-, 
132 s.ct. at 948.FN's ¿.The

Govemment physically occupied private propefty
for the purpose of obtaining infonnation." Id. af

-, 
132 S.Ct. at 949. The Supreme Couft had "no

doubt that such a physical intrusion would have
been considered a 'search' within the meaning of
the Fourth Amendment when it was adopted." 1d.

FN14. The Foufih Amendment provides in
relevant part that "[t]he right of the people
to be secure in their persons, houses, pa-
pers, and effects, agaìnst unreasonable
searches and seizures, shall not be viol-
ated." U.S. Const. amend. IV. "It is beyond
dispute that a vehicle is an 'effect' as that
term is used in the Amendrneît." Jones,
565 U.S. ãt_,132 S.Ct. af 949.

FNl5. The Supreme Court explained: "By
means of signals from multiple satellites,
the device established the vehicle's loca-
tion within 50 to 100 feet, and communic-
ated that location by cellular phone to a

Govemment computer. It relayed more
than 2,000 pages of data over the 4 week
period." Jones, 565 U.S. at 

-, 
132 S.Ct.

af 948.

*513 Following controlling Supreme Coutl
precedent most relevant to this case, we hold that
the govemment's obtaining a $ 2703(d) couft order
for production of MetroPCS's business records at
issue did not constitute a search and did not violate
the Fourth Amendment rights of Davis.FNr3

FN13. Rather than legal analysis, the dis-
sent consists mainly of myriad hypothetic-
al fact patterns and a tabloid-type parade of
horribles. As the dissenting author well
knows, our "decision caî hold nothing
beyond the facts of fthis] case." Edwards
v. Printe, Inc., 602 F.3d 1276, 1298 (llth
Cir.2010) (citing V[/atts v. BellSouth Tele-
conuns., Inc., 316 F.3d 1203, 1207 (llIh
Cir.2003) ("Whatever their opinions sây,
judicial decisions cannot make law beyond
the facts of the cases in which those de-
cisions are announced."); United States v.

Aguillard, 217 F.3d 1319, l32l (l lth
Cir.2000) ("The holdings of a prior de-
cision can reach only as far as the facts and
circumstances presented to the Court in the
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The majority opinion in Jones acknowledged
that "later cases, of course, have deviated from [an]
exclusively property-based approach" and have ad-
opted an alternative "reasonable expectation of pri-
vacy" standard. Id. at 

-, 
132 S.Ct. at 950 (citing

Katz,389 U.S. at 351, 360, 88 S.Ct. at 511, 516
(majority opinion and opinion of Harlan, J., concur-
ring)). But the result tn Jones required nothing oth-
er than the property-based approach. Though the
govemment argued Jones had no "reasonable ex-
pectation of privacy," the Supreme Court majority
determined it "need not address the Government's
contentions, because Jones's Fourlh Amendment
rights d[id] not rise or fall with the Katz formula-
tion." Id.

Explaining the distinction, the majority opinion
stressed that "the Katz reasonable-expecta-
tion-of-privacy test has been added to, no| substi-
tuted for, the common-law trespassory test." Id. at

-, 
132 S.Ct. at 952. Buf the majority holding in

Jones ítmed on the physical intrusion of the gov-
ernment placing a GPS device on a *514 private
vehicle. Id. at 

-,132 
S.Ct. at949.

That is not this case. The government's obtain-
ing MetroPCS records, showing historical cell
tower locations, did not involve a physical intrusion
on private property or a search at all. The records
belonged to a private company, not Davis. The re-
cords were obtained through a court order author-
tzed by a federal statute, not by means of govem-
mental trespass. MetroPCS, not the govemment,
built and controlled the electronic mechanism (the
cell towers) and collected its cell tower data for le-
gitimate business purposes. Jones is wholly inap-
plicable to this case.

Davis and the dissent attempt to deploy the
concurrences in Jones to argue that historical cell
tower location data is the equivalent of GPS and
constitutes the soft of precise, long-tetm monitoring
requiring the government to show probable cause.
This attempt misreads the concurrences. Vy'e review
the concurrences in detail because they leave the
third-party doctrine untouched and do not help

Davis's case. If anything, the concurences under-
score why this Court remains bound by Stnith and
Miller.

Justice Sotomayor concurred in the majority
opinion, but was concerned because the govern-
ment's GPS monitoring had "generate[d] a precise,
comprehensive record of a person's public move-
ments" and gave the government "unrestrained
power to assemble data." Id. ît 

-, 
132 S.Ct. at

955-56. She found the "[r]esolution of [tha{ diffi-
cult questionf ]" was "unnecessary ... because the
Government's physical intrusion on Jones' Jeep

supplie[d] a narrower basis for decision." 1d. at

-, 
732 S.Ct. at 957 (emphasis added). In joining

the majority's opinion, she provided the fifth vote
for the physical trespass holding. 1d

Justice Sotomayor did state: "it may be neces-

sary to reconsider the premise that an individual has

no reasonable expectation of privacy in information
voluntarily disclosed to third parlies." Id. (citing
smith, 442 u.s. ar 142, 99 S.Ct. at 2581; Miller,
425 U.S. a|443,96 S.Ct. aI1624). But she quickly
added and countered her own suggestion, stating:
"[p]erhaps, as Justice ALITO notes, some people
may hnd the 'tradeoffl of privacy for convenience
'worthwhile,' or come to accept this 'diminution of
privacy' as 'inevitablel post, at 962, and perhaps
not." Id. Justice Sotomayor, writing alone, raised a
question, but did not even purport to answer it.

Justice Alito's conclurence further underscores
why this Court is bound by Supreme Coufi preced-
ent n Smith and Miller. Justice Alito concurred in
the judgment and explained why the government-initi-
ated, and government-controlled, real-time constant
GPS monitoring violated the Fourth Amendment.
Id. at 

-, 
132 S.Ct. at 957-64. Only the govern-

ment did the hacking and its tracking was not au-
thorized or regulated by a federal statute. See id. aI

-, 
132 S.Ct. at 956 (Sotomayor, J., concuning);

id. at 

-, 
132 S.Ct. at 964 (Alito, J., concurring

in the judgment). Justice Alito's focus is on uffes-
trained govemment power.
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because Jones involved a govemment tres-
pass and not the third-party doctrine, eight
of the nine Justices did not write or join
one word about the "third-parfy doctrine,"
much less criticize it. It is the dissent that
ignores, and fails to follow, binding Su-
preme Court precedent.

First, historical cell tower location data is ma-
terially distinguishable from the precise, real-tirne
GPS tracking in Jones, even setting aside the con-
trolling third-party doctrine discussed above. His-
torical cell tower location data does not identifl the
cell phone user's location with pinpoint preci-
sion-it identihes the cell tower that routed the
user's call. The range of a given cell tower will vary
given the strength of its signal and the number of
other towers in the area used by the same provider.
While the location of a user may be fui1her defined
by the sector of a given cell tower which relays the
cell user's signal, the user may be anywhere in that
sector. This evidence still does not pinpoint the
user's location. Historical cell site location data
does not paint the "intimate portrait of personal, so-

cial, religious, medical, and other activities and in-
teractions" that Davis claims.

Second, reasonable expectations of privacy un-
der the Fourth Amendment do not turn on the
quantity of non-content information MetroPCS col-
lected in its historical cell tower location records.
The $ 2703(d) order covered 67 days of MetroPCS
records. In his brief before this en banc Coutl, Dav-
is argued that the length of the records covered by
the order made the production an unconstitutional
"search." But at oral argument Davis's counsel
firmly contended that even one day of historical
cell tower location information would require a

search warant supported by probable cause. Coun-
sel's response at oral argument is faithful to Davis's
broader claim, but misapprehends the goveming
law. Because Davis has no reasonable expectation
of privacy in the type of non-content data collected
in MetroPCS's historical cell tower records, neither
one day nor 67 days of such records, produced by

The context of his concurrence is critical.
Nothing Justice Alito says contravenes the third-
party doctrine. His concuning opinion does not
question, or even cite, Smith, Miller, or the third-
party doctrine in any way. The opinion never uses

the words "third party" or "third-pafty doctrine." It
would be a profound change in jurisprudence to say
Justice Alito was questioning, much less casting
aside, the third-party doctrine without even men-
tioning the doctrine.

Further, Justice Alito's concurrence speaks only
at a high level of abstraction *515 about the gov-
ernment's placement and control of an electronic
GPS mechanism on a private vehicle that did the
precise, real-time, and long-ter¡ø monitoring. See

id. at 

-, 
132 S.Ct. at 962-64. In stark contrast,

the mechanism in Davis's case is MetroPCS's own
electronic mechanism-the cell tower. MetroPCS
created and assembled the electronic data. The gov-
emment obtained access only through judicial su-
pervision and a couft order. Nothing in Justice
Alito's concurrence in any way undennines the
third-party doctrine. If anything, Justice Alito's
concuffence, joined by three others, suggests that a

legislative solution is needed. Id. at 

-, 
132 S.Ct.

at 964 ("In circumstances involving dramatic tech-
nological change, the best solution to privacy con-
cerns may be legislative. A legislative body is well
situated to gauge changing public attitudes, to draw
detailed lines, and to balance privacy and public
safety in a comprehensive way." (citation omitted)).
At present, the SCA is that solution.

Not only are Davis and the dissent ignoring
controlling law, but even the internal logic of their
arguments fails.FNr6

FN16. The dissent remarks that we
"ignore[ ] the opinion of five Justices of
the Supreme Court at [our] own risk." Dis-
senting Op. at 540, n. 7. Quite the contrary,
the majority opinion has faithfully recoun-
ted the two concurring opinions in Jones in
the factual context of the case actually de-
cided by the Supreme Courl. Furthermore,
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the robbery locations. But no record evidence here

indicates that the cell tower data contained within
these business records produces precise locations or
anything close to the "intilrate pottrait" of Davis's
life that he now argues.FNre The judicial system
does not engage in monitoring or a search when it
compels the production of preexisting documents
from a witness.

FN18. This nunber comes from an analys-
is of Davis's cell phone usage by the
American Civil Liberlies Union in its capa-

city as amicus curiae in this case. While all
67 days of toll records were placed in evid-
ence against Davis, the government wit-
nesses analyzed Davis's cell phone usage
only for the seven days on which the
amed robberies occurred.

FN19. Davis now also argues that the Su-
preme Courl's recent decision tn Riley v.

Caliþrnia, 573 U.S. 

-, 
734 S.CL 2473,

189 L.Ed.2d 430 (2014), where law en-

forcement officers seized the cell phones
of arrestees and then searched the contents
of the phones without obtaining warrants,
supports his claim of an unconstitutional
search. Ríley held Ihat this wanantless
search of the contents of a cell phone ob-
tained incident to an arrest violated the
Fourth Amendment. Id. at 

-, 
134 S.Ct.

aT 2485. But the Supreme Couú n Riley
made a special point of stressing that the
facts before it "do not implicate the ques-

tion whether the collection or inspection of
aggregated digital information amounts to
a search under other circumstances." Id. at

-, 
134 S.Ct. at 2489 n. 1. It is not help-

ful to lump together doctrinally unrelated
cases that happen to involve similar mod-
ern technology.

G. Reasonableness

[5][6] Even if this Court were to hold that ob-
taining MetroPCS's historical cell tower locations
for a user's calls was a search and the Fourlh

court order, violate the Fourth Amendment.FNr?

FNl7. The SCA necessarily limits the time
span of telephone records for which the
government may secure a coufi order, as

the government must show that such re-
cords are "relevant and material to an on-
going criminal investigation." l8 U.S.C. S

2703(d).

*516 As an extension of the argument above,
Davis and various amici argte that cell tower data
potentially implicating the home is due particular
Fourth Amendment protection. In addition to noting
the Supreme Courl's clear rejection of this argu-
ment as it concerned toll records in Smith, we find
it useful to recount the manner in which the evid-
ence about Davis's home tower arose in this case.

On cross-examination by Davis's trial counsel,
Detective Jacobs was asked whether a person's calls
made from his or her hotne rnay be connected
through a single cell tower-the "home tower." De-
tective Jacobs responded that they may be. Defense
counsel followed up, asking whether, "[o]n the oth-
er hand ... you might see more than one tower"
even though the person remains in his or her house?
Again, Detective Jacobs responded yes. At that
time, defense counsel was arguing the imprecision
of the data collected. Like two riders in the same

car, a user's calls from his home may be connected
by different towers if more than one tower is loc-
ated in range of the home. The govemment only
discussed Davis's home tower after it was intro-
duced by the defense, and only did so to illustrate
that none of the robberies were committed in the vi-
cinity of the home tower.

MetroPCS produced 67 days of historical cell
site location information for Davis's cellular phone.
Davis, a prolihc cell phone user, made approxin-
ately 86 calls a day.rNts Without question, the
number of calls made by Davis over the course of
67 days could, when closely analyzed, reveal cer-
tain patterns with regard to his physical location in
the general vicinity of his home, work, and indeed
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Amendment applies, that would begin, rather than
end, our analysis. Maryland v. King, 569 U.S. 

-,
-, 

733 S.Cr. 1958, 1969, 186 L.Ed.2d I (2013).
The Fourth Amendment prohibits unreasonable
searches, not warrantless searches. As the text of
the Fourlh Amendment indicates, the ultimate
measure of the constitutionality of a governmental
*517 search is "reasonableness." Fernandez v.

California, 571 U.S. 

-, 
, 134 S.Cf. 1126,

1132, 188 L.Ed.2d 25 (2014). "[A] warrant is not
required to establish the reasonableness of all gov-
emment searches; and when a waffant is not re-
quired (and the Warrant Clause therefore not ap-
plicable), probable cause is not invariably required
either." Vernonia Sch. Dist, 47J v. Acton, 515 U.S.
646, 653, 115 S.Cr. 2386, 2390-91, 132 L.Ed.2d
s64 (1e9s).

ornitted)).
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Fufther, any intrusion on Davis's alleged pri-
vacy expectation, arising out of MetroPCS's pro-
duction of its own records pursuant to a $ 2703(d)
order, was rninimal for several reasons. First, there
was no overhearing or recording of any conversa-
/ions. Second, there is no GPS real-time tracking of
precise movements of a person or vehicle. Even in
an urban area, MetroPCS's records do not show,
and the examiner carulot pinpoint, the location of
the cell user. Ironically, Davis was using old tech-
nology and not the new technology of a stnartphone
equipped with a GPS real-tirne, precise tracking
device itself.

Third, a $ 2703(d) courl order functions as a ju-
dicial subpoena, but one which incorporates addi-
tional privacy protections that keep any intrusion
minirnal. The SCA guards against the improper ac-

quisition or use of any personal infomation theor-
etically discoverable from such records. See King,
569 U.S. 4t 

-, 
133 S.Cr. aI 1979-80. Under $

2103(d), investigative authorities may not request
such customer-related records merely to satisf,
prurient or otherwise insubstantial goverrunental in-
terests. Instead, a neutral and detached magistrate
must find, based on "specifltc and articulable facts,"
that there are "reasonable grounds to believe" that
the requested records are "relevant and material to
an ongoing criminal investigation." Such protec-
tions are sufficient to satisfu "the primary purpose
of the Fourth Amendment," which is "to prevent ar-
bitrary invasions of privacy." Brock v. Emerson
Elec. Co., Elec. & Space Div., 834 F.2d 994,996
(llth Cir.1987); see, e.g., Teny v. Ohio, 392 U.S.
1,21,88 S.Ct. 1868, 20L.Ed.2d 889 n.18,392 U.S.
l, 88 S.Ct. 1868, 1880 n. 18, 20 L.Ed.2d 889
(1963) (explaining that the "demand for specificity
in the information upon which police action is pre-
dicated is the central teaching of this Court's Fourth
Arnendment j urisprudence").

*518 The stored telephone records produced in
this case, and in rnany other crirninal cases, serve

compelling govemmental interests. Historical cell

t7lt8l Simply put, the reasonableness of a

search or seizure is evaluated "under traditional
standards of reasonableness by assessing, on the
one hand, the degree to which it intrudes upon an

individual's privacy and, on the other, the degree to
which it is needed for the promotion of legitimate
govemmental interests." IVyoming v. Houghton,
526 U.S. 295, 300, 119 S.Ct. 1297, 1300, 143

L.Ed.2d 408 (1999). In addition, "there is a strong
presumption of constitutionality due to an Act of
Congress, especially when it tums on what is
'reasonable' " within the meaning of the Fourth
Amendment. United States v. l4/atson, 423 U.S.
4tt, 4t6,96 S.Ct. 820, 824, 46 L.Ed.2d 598 (1916)
(intemal quotation marks omitted).

[9] This traditional Fourlh Amendment analysis
suppofis the reasonableness of the $ 2703(d) order
in this parlicular case. As outlined above, Davis had
no reasonable expectation of privacy in business re-
cords made, kept, and owned by MetroPCS. At
urost, Davis would be able to asseft only a dimin-
ished expectation of privacy in MetroPCS's records.
see King, 569 U.S. a;1t 

-, 
133 S.Ct. at 1969

(identifuing "diminished expectations of privacy"
as one of the factors that "may render a warrantless
search or seizure reasonable" (quotation marks
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privacy-protecting provisions of the SCA; the dis-
closure of such records pursuant to a couft order
authorized by Congress served substantial govem-
mental interests; and, given the strong presumption
of constitutionality applicable here, any residual
doubts concerning the reasonableness of any argu-
able "search" should be resolved in favor of the
government. Hence, the $ 2703(d) order pennitting
government access to MetroPCS's records cotnporls
with applicable Fourth Amendment principles and

is not constitutionally unteasonable.FN20

FN20. In the alternative, we hold that the
prosecutors and officers here acted in good
faith and therefore, under the well-
established Leon exception, the district
courl's denial of the motion to suppress did
not constitute reversible enor. See United
States v. Leon, 468 U.S. 897, 91921, 104
s.ct. 3405, 3418-19, 82 L.Ed.2d 611 (1984).

IV. CONCLUSION
For the reasons set forth above, we afhrm the

judgment of conviction and vacate only that portion
of the sentence attributable to the enhancement for
brandishing.FN2'

FN21. Because there are multiple opinions,
it may be helpful to summarize the hnal
count. Nine members of the en banc courl
agree there was no Fourth Amendment vi-
olation in this case. Seven members of the
couft join the majority opinion. Two mem-
bers of the court, Judges Vy'ilson and
Jordan, join the rrajority opinion as to its
reasonableness holding.

*519 V/ILLIAM PRYOR, Circuit Judge, concur-
ring:

I join the majority opinion in full, but I write
separately to explain that a court order compelling a

telephone company to disclose cell tower location
information would not violate a cell phone user's

rights under the Fourlh Amendment even in the ab-

sence of the protections afforded by the Stored

tower location records are routinely used to invest-
igate the full gamut of state and federal crimes, in-
cluding child abductions, bombings, kidnappings,
rnurders, robberies, sex offenses, and terroris[ì-re-
lated offenses. See, e.g., United States v. Troya, 733
F.3d 1125, 1136 (11th Cir.2013) ("quadruple hom-
icide" involving the "gangland-style murder of two
children"); United States v. Mondestin, 535
Fed.Appx. 819, 821 (llth Cir.2013) (unpublished)
(per curiam) (armed robbery); United States v.

Sanders, 708 F.3d 976, 982-83 (7th Cir.2013)
(kidnapping). Such evidence is parlicularly valu-
able during the early stages of an investigation,
when the police lack probable cause and are con-
fronted with multiple suspects. In such cases, $

2703(d) orders-like other foms of compulsory
process not subject to the search warrant proced-
ure-help to build probable cause against the
guilty, deflect suspicion from the imocent, aid in
the search for truth, and judiciously allocate scarce
investigative resources.

The societal interest in promptly apprehending
criminals and preventing them from committing fu-
ture offenses is "cornpelling." See United SÍates v.

Salerno, 481 U.S. 739, 750-51, 107 S.Ct. 2095,
2103,95 L.Ed.zd 697 (1981). But so too is the soci-
etal interest in vindicating the rights of innocent
suspects. See King, 569 U.S. ú 

-, 
133 S.Ct. at

1974. Both interests are heavily implicated when
the goverrunent seeks to compel the production of
evidence "relevant and material to an ongoing crirn-
inal investigation." 18 U.S.C. S 2703(d). Cell tower
location records have the capacity to tell the police
investigators that an individual suspect was in the
general vicinity of the crirne scene or far away in
another city or state.

In sum, a traditional balancing of interests
arrply supporls the reasonableness of the $ 2703(d)
order at issue here. Davis had at most a dhrinished
expectation of privacy in business records made,
kept, and owned by MetroPCS; the production of
those records did not entail a serious invasion of
any such privacy interest, particularly in light of the
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privacy in the information he conveyed to Met-
roPCS follows from a stt'aightforward application
of the third-party doctrine, completely aside from
the additional protections of the Stored Communic-
ations Act. The Act provides that a courl order for
disclosure "shall issue only if the govemmental en-

tity offers specific and arliculable facts showing
that there are reasonable grounds to believe that the
... records or other information sought[ ] are relev-
ant and material to an ongoing criminal investiga-
tion." 18 U.S.C. S 2703(d). Davis does not dispute
that the government cornplied with the Act. But the
greater protections afforded telephone customers
under the Act do not disturb the constitutional prin-
ciple that "a person has no legitimate expectation of
privacy in information he voluntarily turns over to
third parties." Sntith, 442 U.S. a|74344, 99 S.Ct.
at 2582. So Davis would have no legitimate expect-
ation of privacy in the infonnation he conveyed to
MetroPCS even if Congress repealed the Act to-
morrow. A court order compelling a carrier to dis-
close cell tower location information does not viol-
ate a cell phone user's rights under the Fourth
Amendment any more than a coufi order compel-
ling a bank to disclose customer account informa-
fion, see *520 United States v. Miller, 425 U.S.
435,96 S.Ct. 1619, 48L.Ed.2d1l (1976).

The dissent's argument thal Snúth is distin-
guishable from this appeal because the disclosure of
location infomation to cell camiers is less
"voluntary" and less "knowing," Dissenting Op. at
534-35, than the disclosure of dialed telephone
numbers makes no sense. The dissent argues that
the disclosure of location information is less

"voluntary" than the disclosure of dialed telephone
numbers because "cell phone users do not affirmat-
ively enter their location in order to make a call,"
Id. at 534, but in neither case is a phone user co-
erced to reveal anything. If a telephone caller does

not want to reveal dialed numbers to the telephone
company, he has another option: don't place a call.
If a cell phone user does not want to reveal his loc-
ation to a cellular carrier, he also has another op-
tion: turn off the cell phone. That Davis had to dis-

Communications Act, 18 U.S.C. S$ 2701-2712, and
as judges of an inferior couft, we must leave to the
Supreme Coufi the task of developing exceptions to
the rules it has required us to apply.

It is well-established that "the application of
the Fourth Amendment depends on whether the per-
son invoking its protection can claim a 'justifiable,'
a 'reasonable,' or a'legitimate expectation of pri-
vacy' that has been invaded by government action."
Smith v. Maryland, 442 U.S. 135, 740, 99 S.Ct.
2511,2580, 6l L.Ed.2d 220 (1919) (citations omit-
ted). And the Supreme Couft has made clear that "a
person has no legitimate expectation of privacy in
information he voluntarily turns over to third
pafties." Id, at 74344, 99 S.Ct. ar. 2582. There is
no doubt that Davis voluntarily disclosed his loca-
tion to a third party by using a cell phone to place
or receive calls. For that reason, this appeal is easy.

Sntith controls this appeal. In Smith, the Su-
preme Court held that, because telephone users vol-
untarily convey the phone numbers they dial to
their telephone companies, the installation of a pen
register at police request to record those numbers
did not constitute a "search" under the Fourlh
Amendment. Id. at 14246, 99 S.Ct. at 2581-83.
But just as telephone users voluntarily convey the
phone numbers they dial to a telephone company's
switching equipment, cell phone users too voluntar-
ily convey their approximate location to a carrier's
cell towers.

To the extent that Smith is distinguishable from
this appeal, Snith presents a closer question, be-
cause in this appeal the government did not request
that MetroPCS rnaintain records of its customers'
cell phone calls. MetroPCS decided what business
records to maintain, and the government sought the
records of Davis's calls after the fact. And those re-
cords contained location infonnation that Davis
voluntarily conveyed to MetroPCS by placing calls
that were routed through nearby cell towers, which
are a familiar part of our landscape.

That Davis had no legitimate expectation of
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the Case for Caution, 102 Mich. L.Rev. 801,
858-59 (2004). Our decisions resolve adversarial
proceedings between parties. Legislatures, by con-
trast, must consider "a wide range" of factors and

balance the opinions and demands of competing in-
terest groups. Id. at 875. "The task of generating
balanced and nuanced rules requires a comprehens-
ive understanding of technological facts. Legis-
latures are well-equipped to develop such under-
standings; courts generally are not." Id. Simply put,
we must apply the law and leave the task of devel-
oping new rules for rapidly changing technologies
to the branch most capable of weighing the costs

and benefìts of doing so.

*521 As judges of an inferior cout1, we have no
business in anticipating future decisions of the Su-

preme Cour1. If the third-party doctrine results in an

unacceptable "slippery slope," Dissenting Op. at

537, the Supreme Court can tell us as much. See,

e.g., Hohn v. United States, 524 U.S. 236, 252 53,
ll8 s.ct. 1969, 1978, 141 L.Ed.2d 242 (1998)
("Our decisions remain binding precedent until we
see fit to reconsider them, regardless of whether
subsequent cases have raised doubts about their
continuing vitality."); Rodriguez de Quiias v.

Shearson/Am. Express, Inc., 490 U.S. 477, 484, 109

s.ct. 1917, 192122, 104 L.Ed.2d 526 (1989) ("ff a
precedent of this Court has direct application in a

case, yet appears to rest on reasons rejected in some
other line of decisions, the Court of Appeals should
follow the case which directly controls, leaving to
this Court the prerogative of overruling its own de-
cisions."); Evans v. Sec'y, Fla. Dep't of Con., 699
F.3d 1249, 1263 (llth Cir.20l2) ("We must not, to
borrow Judge Hand's felicitous words, 'embrace the
exhilarating opportunity of anticipating' the over-
ruling of a Supreme Courl decision.") (intenral cita-
tion omitted). That is, if "the Supreme Court has

given reasons to doubt the rule's breadth," Dissent-
ing Op. at 535, it alone must decide the exceptions
to its rule.
JORDAN, Circuit Judge, concurring, in which
WILSON, Circuit Judge, joins:

This case is cer-tailly about the present, but it is

close his location in order to place or receive a call
does not distinguish this appeal from Sntith, be-
cause, as the dissent admits, telephone callers "have
to" convey dialed nurnbers to the telephone com-
pany in order to place calls, Dissenting Op. at 534.

That a caller "affltrmatively enter[s]" phone num-
bers but a cell phone user does not "affirmatively
enter" his location when he places or receives a call
may inplicate the user's knowledge that he is con-
veying infomation to a third party, but it does not
make the latter disclosure less voluntary than the
former. Davis's disclosure of his location was also
no less "knowing" than the disclosure at issue in
Smith. ln Sntith, fhe Supreme Court explained that
"[a]11 telephone users realize that they must
'convey' phone numbers to the telephone company,
since it is through telephone company switching
equipment that their calls are completed." 442 U.S.
a|742,99 S.Ct. at 2581. Similarly, cell phone users
realize that their calls are routed through nearby
cell towers. It is no state secret that cell phones
work less effectively in remote areas without cell
towers nearby. As the Coufi made clear in Smith,
that "most people may be oblivious to" the
"esoteric functions" of a technology is consistent
with most people having "some awareness" of its
purpose. Id. at142,99 S.Ct. at2581.In the light of
common experience, it is "too much to believe," id.

at 743, 99 S.Ct. at 2581, that cell phone users lack
"some awareness," ld. at 742,99 S.Ct. at 2587, rhal
they communicate infotmation about their location
to cell towers.

If the rapid development of technology has any
implications for our interpretation of the Fourth
Amendment, it militates in favor of judicial cau-
tion, because Congress, not the judiciary, has the
institutional competence to evaluate complex and
evolving technologies. "Judges cannot readily un-
derstand how ... technologies may develop, cannot
easily appreciate context, and often cannot even re-
cognize whether the facts of the case before them
raise privacy implications that happen to be typical
or atypical." Orin S. Kerc, The Fourth Amendment
and New Technologies: Constitutional Myths and
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fendant] envisions should eventually oc-
cur, there will be time enough then to de-

termine whether different constitutional
principles may be applicable." Id.

As a result, I would decide the Fourth Amend-
ment question on reasonableness grounds and leave
the broader expectation of privacy issues for anoth-
er day, much like the Supreme Court did in City of
*522 Ontario v. Quon, 560 U.S. 146,759-60, 130
S.Ct. 2619, 117 L.Ed.2d 216 (2010) (assuming that
police officer had an expectation of privacy in text
messages he sent from his city-provided pager,
even though those messages were routed through
and kept by a third-patty service provider, and
resolving the case on reasonableness grounds). I
would assume that Mr. Davis had a reasonable ex-
pectation of privacy albeit a diminished one-and
hold that the government satisfied the Fourth
Amendment's reasonableness requirement by using
the procedures set forth in 18 U.S.C. $ 2703(d) to
obtain a court order for Mr. Davis' cell site records.

I
The Fourlh Amendment's "basic purpose ... is

to safeguard the privacy and security of individuals
against arbitrary invasions by governmental offi-
çia\s." Camara v. Mun. Court of City & Cnty. of
s.F., 387 U.S. 523, 528,81 S.Ct. 1121,18 L.Ed.2d
930 (1967). "4s the text of the Fourth Amendment
indicates, the ultimate measure of the constitution-
ality of a governmental search is 'reasonableness.'
" Maryland v. King, 

- 
U.S. 

-, 
733 S.Ct. 1958,

1969, 186 L.Ed.2d I (2013) (citation and internal
punctuation omitted).

"The reasonableness of a search," the Supreme
Couft recently explained, "depends on the totality
of the circumstances, including the nature and pur-
pose of the search and the extent to which the
search intrudes upon reasonable privacy expecta-
tions." Grady v. North Carolina, 

- 
U.S. 

-,135 S.Ct. t368, 1371, 
- 

L.Ed.2d 

- 
(2015).

These circumstances include, among others, "the
means adopted" by the government to effectuate the
search. See Carroll v. United States, 267 U.S. 132,

also potentially about the future. Although the
Court limits its decision to the world (and techno-
logy) as we knew it in 2010, see Maj. Op. at

503-{4 n.I &.513 n. 13, its holding that Mr. Davis
lacked an expectation of privacy in service provider
records used to establish his cell site location may
have implications going forward, particularly given
the Courl's reliance on the third-party doctrine. See,

e.g., Smith v. Maryland, 442 U.S. 735,74344, 99
S.CL. 2577, 6l L.Ed.2d 220 (1919); United States v.

Miller, 425 U.S. 435, 44243, 96 S.Ct. 1619, 48
L.Ed.2d 11 (1976). As technology advances, loca-
tion infonnation from cellphones (and, of course,
smartphones) will undoubtedly become more pre-
cise and easier to obtain, see generally Planet of the
Phones, THE ECONOMIST (Feb. 28, 2015), and if
there is no expectation of privacy here, I have some

conceÍrs about the government being able to con-
duct 2417 electronic tracking (live or historical) in
the years to come without an appropriate judicial
order. And I do not think I am alone in this respect.
See United States v. Jones, 

-U.S. -, 
132 S.Ct.

945, 964, l8l L.Ed.2d 9ll (2012) (Alito, J., con-
curring, joined by Ginsburg, Breyer, and Kagan,
JJ.) ("[T]he use of longer tenn GPS rnonitoring in
investigations of most offenses impinges on expect-
ations of privacy."); id. at 955 (Sotomayor, J., con-
curring) ("I agree with Justice Alito that, at the very
least, 'longer term GPS monitoring in investiga-
tions of most offenses impinges on expectations of
privacy.' ").FNr

FNl. Three decades ago, a defendant in a

case before the Supreme Court argued that
allowing the police to place a digital beep-
er in a container filled with chlorofom, in
order to monitor the container's location,
would lead to "twenty-four hour surveil-
lance of any citizen in this country
without judicial knowledge or supervi-
sion." United States v. Knotts, 460 U.S.
276,283-84, 103 S.Ct. 1081, 75 L.Ed.2d
55 (1983). The Supreme Court's response
to that assedion was that "if such dragnet
type law enforcement practices as [the de-
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site information was not obtained*523 or seized

"outside the judicial process, without prior approval
by a judge or magistrate." Coolidge v. Netu Hamp-
shire, 403 U.S. 443, 454-55, 91 S.Ct. 2022, 29

L.Ed.2d 564 (1971). Cf. Johnson v. United States,

333 U.S. 10, 13-14,68 S.Ct. 367,92 L.Ed. 436
(1948) (noting that the Fourlh Amendment's
"protection consists in requiring that ... inferences
be drawn by a neutral and detached rnagistrate in-
stead of being judged by the officer engaged in the
often competitive enterprise of ferreting out
crime"). The government secured the cell site re-
cords under a provision of the Stored Communica-
tions Act. And that provision requires a magistrate
judge-a neutral judicial officer-to review aî ap-

plication and determine whether the government
has offered "specific and articulable facts showing
that there are reasonable grounds to believe that the

[cell cite location information] sought [is] relevant
and material to an ongoing criminal investigation."
18 U.S.C. S 2703(d). Significantly, "there is a

strong presumption of constitutionality due to an

Act of Congress, especially when it turns on what is
'reasonable f,f' " United States v. Watson, 423 U.S.
417, 476, 96 S.Ct. 820, 46 L.Ed.2d 598 (1976)
(citation and some intemal punctuation ornitted),
and this strong presumption attaches to $ 2703(d).

168, 45 S.Ct. 280, 69 L.Ed. 543 (1925).

II
At times, circumstances may render a warrant-

less search or seizure reasonable. One such scenario
is when there are "diminished expectations of pri-
vacy." King, 133 S.Ct. at 1969 (citation and internal
punctuation omitted). Although I am prepared to
assurne that Mr. Davis enjoyed some expectation of
privacy, c/ STEPHEN J. SCHULHOFER, MORE
ESSENTIAL THAN EVER: THE FOURTH
AMENDMENT IN THE T'WENTY FIRST CEN-
TURY 8 (2012) (defining privacy, in today's digital
world, in terms of control rather than secrecy, be-

cause practical necessities now require individuals
to share information about themselves "with trusted
individuals and institutions for limited purposes"), I
think it is fair to say that such an expectation was
somewhat díminished, and not full-throated, due to
the third-party doctrine. After all, Smith indicates
that a person gives up control of certain information
when he makes and receives calls fiom a phone. Al-
though Smith does not fit this case like a

glove-cellphones and smartphones (and the vast
amounts of information they contain and can gener-
ate) are qualitatively different from land-line
phones-it is nevertheless relevant that the cell site
information the goverrunent obtained existed due to
calls Mr. Davis made and received on his cell-
phone.FN2

FN2. I recognize that some of the cell site
information resulted from calls Mr. Davis
received but never answered. For obvious
reasons, however, Mr. Davis did not make
(and has not made) a nuanced Fourlh
Amendment argument differentiating
between data generated from calls he made
and answered and data generated from
calls he merely received without answer-
ing. Such an argument would not have
been of much help to Mr. Davis, who
sought to suppress all of the cell site data
the government obtained.

As explained briefly below, the goverrulent ar-

ticulated the necessary "specific and articulable
facts." I therefore agree with the Couft that the ma-
gistrate judge's order, which authorized the govern-
ment to obtain the cell site information, satisfied
the reasonableness requirement of the Fourth
Amendment. See Cantara, 387 U.S. at 528,87 S.Ct.

1J27.FN3

FN3. For whatever it is worth, the Su-
preme Courl has on occasion held that the
phrase "reasonable grounds," as used in
ceftain federal narcotics laws, is essentially
the same as "probable cause" for purposes
of the Fourlh Amendment. See Draper v.

United States, 358 U.S. 307, 310 n. 3, 79

S.Ct. 329, 3 L.F.d.2d 321 (1959); Wong

On the other side of the ledger, Mr. Davis' cell
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moreover, was reasonable. The governnent sought
cell site information spanning from August 1,2010,
to October 6, 2010-a 67 day period which began
six days before the first known robbery and ended
six days after the last known robbery. The govern-
rnent explained in its application that those records
would "assist law enforcement in detennining the
locations of [Mr. Davis] on days when robberies in
which [he was] suspected to have participated oc-
curred," and "whether [he] communicated with
[the] other [individuals] on the days of the robber-
ies and, if so, how rtany times."

Finally, it is iniportant to reiterate that the cell
site information was generated from calls Mr. Dav-
is made and received on his cellphone, and was not
the result of his merely having his cellphone tumed
on. There was, in other words, no passive tracking
based on Mr. Davis' mere possession of a cell-
phone, and I do not read the Coutl's opinion as ad-
dressing such a situation. See Maj. Op. aI 502,512.

III
For me, this is one of those cases where it

makes sense to say less and decide less. See CASS
R. SUNSTEIN, ONE CASE AT A TIME 4-IO
(1999); ALEXANDER M. BICKEL, THE LEAST
DANGEROUS BRANCH lll-13 (lst ed.1962).
"Prudence counsels caution before the facts in the
instant case are used to establish ... premises that
define the existence, and extent, of privacy expecta-
tions." Quon,560 U.S. at 159,130 5.C1^2619.

With these thoughts, I join Parts I, II, III.G, and
IV of the Court's opinion and concur in the judg-
ment.
ROSENBAUM, Circuit Judge, concurring.

I concur in the Majority's opinion. I write sep-
arately, though, because, like the Dissent, I think
that the third-party doctrine,FNr as it relates to
modem technology, warrants additional considera-
tion and discussion. I view the third-party doctrine
as applying in this case because Smith v. Maryland,
442 U.S. 735, 99 S.Cr. 2577, 6l L.Ed.2d 220
(1979), implicitly found no historical expectation of
privacy implicated by the information that we give

Sun v. United States, 377 U.S. 471, 418 n.
6, 83 S.Ct. 407,9 L.Ed.2d 441 (1963). And
it has said that "[t]he substance of all the
deluritions of probable cause is a reason-
able ground for belief of guilt." Maryland
v. Pringle, 540 U.S. 366, 371, 124 5.C1.
195, 157 L.F.d.2d 769 (2003) (citation and
internal punctuation omitted). So maybe
the evidentiary showing required by S

2703(d) is not too far removed from the
probable cause normally demanded for
warrants under the Fourth Amendment.
But cf. Grffin v. Wisconsin, 483 U.S. 868,
812-77, 107 S.Cr. 3764, 97 L.F.d.2d 709
(1987) (differentiating between
"reasonable grounds" standard and
"probable cause" standard).

The government's application for Mr. Davis'
cell site information stated the following: V/illie
Smith confessed that he and Mr. Davis were in-
volved in the robberies of a Little Caesar's restaur-
ant, the Universal Beauty Salon, and a Wendy's res-
taurant in Miami, Florida; Jamarquis Teruell Reid
admitted that he had participated with Mr. Davis in
the robberies of an Amerika gas station, a Wal-
greens store, and an Advance Auto Pafis store in
Miami, Florida; Michael Marlin told the authorities
that he and Mr. Davis had robbed a Mayor's jewelry
store in Weston, Florida; Mr. Davis' DNA was re-
covered from a stolen BMW that was used as the
getaway car in the Mayor's jewelry store robbery;
the robberies in question took place between Au-
gust 7, 2010, and October 1, 2010, and Mr. Smith
and Mr. Reid each said that, at the time of ceftain
of the robberies (those of the Little Caesar's restaur-
ant, the Amerika gas station, the Advance Auto
Parts store, and the Universal Beauty Salon), Mr.
Davis' cellphone number was the 5642 number. Not
surprisingly, Mr. Davis conceded at oral argument
that the government could have secured a warrant
(had it elected to do so) for the cell site information
because it had the necessary probable cause.

*524 The temporal scope of the request,
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press my view that the Dissent is right to raise its
concerns. In our tine, unless a person is willing to
live "off the grid," it is nearly impossible to avoid
disclosing the most personal of information to
third-party service providers on a constant basis,
just to navigate daily life. And the thought that the
government should be able to access such informa-
tion without the basic protection that a warrant of-
fers is nothing less than chilling. Today's world,
with its total integration of third-party-provided
technological services into everyday life, presents a

steroidal version of the problems that Justices Mar-
shall and Brennan envisioned when they dissented
n United States v. Miller, 425 U.S. 435, 447, 454,
96 S.Cr. 16t9, 1626, 1629, 48 L.Ed.2d 7l (1976)
(Brennan, J., and Marshall, J., dissenting, respect-
ively), and its progeny, including Smith v. Mary-
land, 442 U.S. 735, 748,99 s.Ct.2577,2584, 6l
L.Ed.2d 220 (1979) (Marshall, J., dissenting). As
Justice Marshall aptly explained the problem, under
the third-party doctrine, "unless a person is pre-
pared to forgo use of what for many has become a
personal or professional necessity, he cannot help
but accept the risk of surveillance." Smith, 442 U.S.
aI 750, 99 S.Ct. 2577, 2585, 67 L.Ed.2d 220
(Marshall, J., dissenting). Perhaps it was this type
of realization that caused Justice Sotomayor to
write, "[]t may be necessary to reconsider the
premise that an individual has no reasonable ex-
pectation of privacy in information voluntarily dis-
closed to third parties." United States v. Jones, 

-u.s. 

-, 
132 s.ct. 945,957, 181 L.Ed.2d 911

(Sotomayor, J., concurring). Since we are not the
Supreme Court and the third-party doctrine contin-
ues to exist and to be good law at this time, though,
we must apply the third-party doctrine where ap-
propriate.

to a service provider for the purpose of making a

telephone call other than the expectation of privacy
that we generally do not have in infonnation that
we voluntarily convey to a third party. Since, like
Sntith, this case involves information that we know-
ingly expose to a service provider for the purpose
of making a telephone call and no more specific
historically recognized privacy interest is implic-
ated by cell-site location information, this case is

necessarily controlled by Smith.

FNl. The third-party doctrine applies when
a person voluntarily entrusts information to
a third pafty, and it generally renders the
Fourth Amendment's waffant requirement
inapplicable as it pertains to the procure-
ment of the exposed information from the
third party. See United States v. Miller,
425 U.S. 435, 44243, 96 S.Ct. 1619,
1624, 48 L.Ed.2d 7 t (191 6).

But when, historically, we have a more specific
expectation of privacy in a parlicular type of in-
formation, the more specihc privacy interest must
govem the Fourth Amendment analysis, even
though we have exposed the information at issue to
a third party by using techlology to give, receive,
obtain, or otherwise use the protected information.
ln other words, our historical expectations of pri-
vacy do not change or somehow weaken simply be-
cause we now happen to use modern technology to
engage*525 in activities in which we have historic-
ally maintained protected privacy interests. Neither
can the protections of the Fourth Amendmenl. See

Kyllo v. United States, 533 U.5.27,34, 121 S.Ct.
2038,2043, 150 L.Ed.2d 94 (2001) ("To withdraw
protection of this minimum expectation [of privacy]
would be to permit ... technology to erode the pri-
vacy guaranteed by the Fourth Amendment."). So
reliance on the third-party doctrine must be limited
to those cases involving alleged privacy interests
that do not implicate a more specifrc historically re-
cognized reasonable privacy interest.

I.
Before exploring why this is so, I pause to ex-

But, as the Dissent points out, the mere fact
that the third-party doctrine could have been ap-
plied to an alleged privacy interest does not mean
that it always has been. To ensure that this is a case

where the third-parly doctrine should be applied, I
think it important to consider what sets apart those
cases where the Supreme Court has chosen not to
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occurred. See Katz v. United States, 389
u.s. 347, 88 S.Ct. 507, 19 L.Ed.2d 576
(1967); Smith, 442 U.S. 735, 99 S.Ct.
2577. That inquiry requires us to resolve
the conflict between the historical expecta-
tion of privacy allegedly violated by the
search and the third-party doctrine's rule
that no expectation of privacy exists when
a person voluntarily exposes information
to a third party. And under the reasonable-
ness analysis, we balance the degree to
which a search or seizure "intrudes upon
an individual's privacy" against "the de-
gree to which it is needed for the promo-
tion of legitimate governmental interests."
Wyoming v. Houghton, 526 U.S. 295, 300,
119 S.Ct. 1297, 1300, 143 L.Ed.2d 408
(1999). So we would again need to figure
out the relationship between the competing
historical expectation of privacy and the
third-party doctrine to determine the ulti-
mate expectation of privacy to weigh
against the government's interest. As a res-

ult, this two-step analysis becomes redund-
ant in the context of an alleged search of
information without a concurrent physical
trespass.

Moreover, if, in conducting the reason-
ableness analysis, we ignore the historic-
al privacy interest and always defer to
the third-party doctrine, that does not ac-

count for the way in which the Supreme
Court has resolved the conflict between
the historical privacy interest and the
third-party doctrine in cases Ike Katz,
389 U.S. 341, 88 S.Ct. 507, because ig-
noring the historical privacy interest in
favor of the third-party doctrine would
always result in a detennination that no
\ryarrant is required under a reasonable-
ness evaluation. This is necessarily so

because when the third-party doctrine
applies, by definition, there is no reason-
able privacy interest to weigh on the in-

apply the third-party doctrine, despite the fact that a

parly has exposed its effects or infonnation to a

third party.

II.
The Supreme Court has explained that, in ana-

lyzing a Foufth Amendment claim, we begin by de-
termining "whether the action was regarded as an

unlawful search or seizure under the common law
when the Amendurent was framed." l(yoming v.

Houghton, 526 U.S. 295, 299, 119 S.Ct. 1297,

1300, 143 L.Ed.2d 408 (1999). We do this because,

"[a]t bottom, we must 'assur[e] preservation of that
degree of privacy against govemment that existed
when the Fourlh Amendment was adopted.' " FN2

*527 United States v. Jones, 
- 

U.S. 

-, 
132

S.Ct. 945, 950, 181 L.Ed.2d 911 (2012) (citation
orritted). So it seems to me that existing Supreme
Couft precedent may fairly be construed to suggest

that where society has historically recognized a le-
gitimate expectation of privacy, we must continue
to do so for purposes of Fourlh Amendment analys-
is, even if, in our modern world, we must now ex-
pose to a third parly information that we would
have previously kept private, in order to continue to
participate fully in society. If we do not, we will
face the Hobson's choice of leaving our historically
recognized Fourlh Amendment rights at the door of
the modern world or finding ourselves locked out
from it. That the Constitution will not abide.

FN2. Some might suggest that we must
first determine whether a search within the
meaning of the Fourth Amendment has oc-
curred, and only if one has should we then
assess whether that search has violated a

constitutionally protected expectation of
privacy, in the context of engaging in a

reasonableness analysis. But generally,
when the alleged search is of information
and it is not accompanied by a concurent
physical trespass, we must evaluate wheth-
er a reasonable expectation of privacy ex-
isted in the information in the first place in
order to determine whether a "search" has
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by society, which therefore historically
necessitated a showing of probable cause

and a wanant under the Fourlh Amend-
ment in order to breach, would be viol-
ated without a warrant and on a showing
of less than probable cause, simply be-

cause we happen to use technology to do

more efficiently what we used to do
without technology. I do not believe that
Supreme Court precedent suppofts the
conclusion that the long-established pri-
vacy interests protected by the Fourth
Amendment should be subject to the
whims of technology. See Kyllo, 533

U.S. at 34, 121 S.Ct. at 2043 (2001)
("To withdraw protection of this minim-
um expectation [of privacy] would be to
permit ... technology to erode the pri-
vacy guaranteed by the Fourth Amend-
ment."). And even if the Court were pre-
pared to conclude that a privacy interest
diminished by the third-party doctrine
nonetheless required a \ryarrant to breach,
it would still need to arliculate why one
particular expectation of privacy dimin-
ished by the third-parfy doctrine was suf-
fìcient to outweigh the governntent's
general interest in crime fighting, while
a different expectation of privacy dínin-
ished by the third-party doctrine \ryas not,
unless the more speciltc historical ex-
pectation of privacy negates the effects
of the third-party doctrine in evaluating
the privacy interest for putposes of con-
ducting the reasonableness analysis.

A.
As the Dissent points out, the Suprerne Court

has held that "[a] hotel room can clearly be the ob-
ject of Fourth Amendment protection as lnuch as a
home or an office." Hoffu v. United States, 385
u.s. 293,301, 87 S.Ct. 408, 413, 11 L.Ed.2d 374
(1966); see also Minnesota v. Carter, 525 U.S. 83,

95-96, 119 S.Ct. 469, 476, 142 L.Ed.2d 373 (1998)
(Scalia, J., concuring) (citing Oystead v. Shed, 13

dividual's side of the scale against the
government's interest in crime fighting.
But "the normal need for law enforce-
ment" generally cannot exempt a search
from the warant requirement where the
searched party enjoys a reasonable ex-
pectation of privacy, Vernonia Sch. Dist.
47J v. Acton, 515 U.S. 646, 653, 115

s.ct. 2386, 2391, 132 L.Ed.2d 564
(1995), such as when the privacy interest
atstakehashistoricallybeenrecognized-un-
less, of course, it is impracticable to ob-
tain a warrant under the circumstances.
See, e.g., Terty v. Ohio, 392 U.S. 1, 88

S.Ct. 1868, 20 L.Ed.2d 889 (1967). And
if we resolved the conflict between the
historically existing privacy interest and

the third-parfy doctrine by assuming a

diminished expectation of privacy in the
historical interest being weighed against
the government's general interest in
crime fighting, that still would not seem

to account for cases like Katz, 389 U.S.
347, 88 S.Ct. 507, even if the Coutt
found that satisfying a lesser require-
ment than probable cause, such as that
set forth by $ 2703(d), was necessary to
obtain the information. Indeed, I am
aware of no case where the Court has ex-
pressly found an expectation of privacy
diminished because of the third-paty
doctrine and yet has concluded that a

warrant was required. But cf. Riley v.

California, 
- 

U.S. 

->2413, 2488, 189 L.Ed.2d 430 (2014)
(holding thaf a warrant is generally re-
quired to search an arrestee's cell phone,
even though affestees have a diminished
expectation of privacy because of their
status as anestees). Whether we ignored
the more specific historical privacy in-
terest in favor of the third-party doctrine
or found that the historical privacy in-
terest was diminished, though, privacy
interests long recognized as reasonable
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read to suggest that the third-parly doctrine must be

subordinate to expectations of privacy that society
has historically recognized as reasonable. Indeed,
our *528 privacy expectations in rnodern-day hotels
and the content of our telephone conversations
hearken back to historically recognized reasonable
expectations of privacy.

As Justice Scalia has explained, "The people's
protection against unreasonable search and seizure
in their 'houses' was drawn from the English com-
mon-law maxim, 'A man's home is his castle.' "
Carter,525 U.S. at 95,119 S.Ct. at 475 (Scalia, J.,

concurring) (ernphasis omitted). And a person en-
joys a recognized expectation of privacy in that
home, provided he or she actually is living there.
Id. af 95-96, 119 S.Ct. at 476. So, when a person

rents and dwells in a hotel room,FN3 that hotel
room becomes that person's "home" and "castle,"
for purposes of the Fourth Amendtnent, regardless
of who else may enter the premises.

FN3. I recognize that inns existed in the
Framers'day.

As for the telephone, it, of course, was not in-
vented until the late 1800's and was not widely used

until well after the Frarters' time.FN4 Until then,
people who were not closely located to each other
typically communicated by letter. See, e.g., https://
jefferson papers. princeton. edu/ (last visited Apr.
16, 2015) (noting that Thonas Jefferson wrote and

received letters). As the Supreme Court has noted,
"Letters and other sealed packages are in the gener-
al class of effects in which the public at large has a
legitimate expectation of privacy...." United States

v. Jacobsen, 466 U.S. 109, 114, 104 S.Ct. 1652,

1657-58, 80 L.Ed.2d 85 (1984); see also Ex parte
Jackson, 96 U.S. 721, 733,6 Otto 121, 24 L.Ed.
877 (1811).

FN4. Alexander Graham Bell obtained a

patent for the telephone on March 7, 1876.
See hftp:ll www. pbs. org/ transistorl al-
bum l/ addlbios/ bellag. html (last visited
Apr. 16, 2015). He successfully transmit-

Mass. 520 (1816), for the proposition that a trespass
occurs when the sheriff breaks into a dwelling to
capture a boarder living there); Minnesota v. Olson,
495 U.S. 97, 96-97, 110 S.Ct. 1684, 1688, 109
L.Ed.2d 85 (1990) (holding that overnight guests in
the homes of a third person can have a reasonable
expectation of privacy in those premises). This is
So, even though housekeepers and maintenance
people commonly have access to hotel rooms dur-
ing a guest's stay and can view and even move
around a guest's belongings in order to conduct
their duties. But the fact that a hotel guest has ex-
posed his or her belongings to hotel workers does
not, in and of itself, entitle the government to enter
a rented hotel room and conduct a watrantless search.

Similarly, historically, human operators were
known to eavesdrop on the contents of telephone
calls in the early days of telephone usage. See Jeff
Nilsson, What the Operators Overheard in 1907,
The Saturday Evening Post, June 30, 2012, hftp:ll
www. saturday eveningpost. com/ 20121 061 301

history/ post- perspective/ operators- heard- 1907.
html (last visited Apr. 16, 2015). And, as Justice
Stewaft observed, even after human operators were
taken out of the equation, telephone conversations
may have been "recorded or overheard by the use
of other [telephone] company equipment." Smilh v.

Maryland, 442 U.S. 135, 146, 99 S.Ct. 2511, 2583,
6l L.Ed.2d 220 (1979) (Stewart, J., dissenting). But
the fact that, historically, we exposed our private
conversations to third parlies did not stop the Su-
preme Court from holding in Katz v. United States,
389 U.S. 347,88 S.Cr. 507, 19 L.F.d.2d 576 (1967),
that we have a reasonable expectation of privacy in
telephone communications and that the government
generally must obtain a warrant before intercepting
them.

Why should that be so when the third-party
doctrine also speaks to what a reasonable expecta-
tion of privacy is (none where it applies), and the
doctrine seemingly applies to these situations? I be-
lieve that Supreme Couft precedent fairly may be
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parlies with our personal conversations when we
communicate by written letter or by telephone does

not affect the analysis, the need to rely on third
parties to provide Internet service when we co1lìlltu-
nicate by email cannot do so, either.

FN5. The Supreme Couft has held that ad-
dressing and other routing infonnation on
paper letters, like pen-register and trap-
and-trace infomation (including the date
and time of listed calls) regarding tele-
phone calls, is accessible to the govern-
ment without a warant. See Ex parte Jack-
son, 96 U.S. 727, 736, 24 L.F.d. 817;
smith, 442 u.s. 735, 99 S.Ct. 2577. Email
routing information, such as the sender, the
receiver, the date, the time, and other rout-
ing information (such as Intemet Protocol
addresses) implicates the same expecta-
tions of privacy as older versions of rout-
ing information found on paper letters and
in pen-register and trap-and-trace infotma-
tion. See United Stqtes v. Forrester, 572
F.3d 500, 5ll (9rh cir.2007). The lack of a

reasonable expectation of privacy in rout-
ing information as it pertains to paper let-
ters and telephone conversations does not
change just because the medium for enga-
ging in personal conversations does. Sub-
ject lines in emails, however, are not in
any way related to the routing or transac-
tion information of an email; no one writes
the subject rrìatter of the letters they send

on the outside of the envelope, and people
do not give the telephone service provider
a general overview of the telephone con-
versations they are about to have. So sub-
ject-matter lines on emails cannot be gov-
erred by the lack of an expectation of pri-
vacy attending paper-letter or telephone-
call routing information. lnstead, subject-
matter lines usually disclose a summary or
general statement about the content of the
email communication itself, and the pri-
vacy interest implicated by subject-matter

ted speech over the line five days later. Id,
But the United States House of Represent-
atives has since recognized Antonio
Meucci as the inventor of the telephone.
H.R. Res. 269, 107th Cong. (June 11,
2002). Meucci reportedly developed the
first version of a working telephone in
1860. See id.

'While the Supreme Court did not mention soct-
ety's reasonable expectation of privacy in the con-
tent of communications sent by letter through third
pafties when it found a reasonable expectation of
privacy in the content of communications transrnit-
ted by telephone through third parties in Katz, it is
clear that the historical expectation of privacy in
communications by letter is the same expectation of
privacy that we continue to have in communica-
tions that we conduct by telephone. And the fact
that we have always had to rely on third parties to
engage in telephone calls-even when the third
parties were known to eavesdrop from time to
time-does not somehow change our reasonable
expectation of privacy in personal telephone calls.
Put simply, the fact that we have changed the way
that we conduct personal communications does not
mean that we have altered our expectation of pri-
vacy in our personal communications.

B.
To help explain how the conflict between his-

torically recognized privacy interests and the third-
party doctrine plays out in light of modern techno-
logy and why the cell-site location information at
issue in this case is subject to the third-party doc-
trine-consider a few examples of historical pri-
vacy interests implicated by modern technology.

If our expectation of privacy in our personal
communications has not changed from what it was
when we only wrote letters to what it is now that
we use telephones to conduct our personal interac-
tions,*529 it has not changed just because we now
happen to use email to personally communicate.
FN5 Sree United States v. I4tarshak, 631 F.3d 266,
288 (6th Cil.2010). Just as the need to entrust third
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what we want, free from goverrunent*S30 surveil-
lance without a warrant, has not changed just be-
cause the mechanism we use for engaging in this
conduct has evolved.

As for documents that we store in the Cloud,
our privacy interest there is the same as that recog-
nized in documents and other items maintained in a

rented office or residence, or a hotel room during a

paid visit. As discussed previously, the Supreme
Court has plainly recognized as reasonable under
the Fourth Amendtnent the privacy interest in ef-
fects held in such places, even though a straight-
forward application of the third-parly doctrine
would suggest the opposite conclusion, particularly
in the case of a hotel room, where housekeeping
and maintenance workers can be expected to enter
the premises. The privacy expectation has not ab-

raded simply because the effect to be searched is
virtual and the "place" of storage is now the intan-
gible Cloud. Cf, Riley v. California, 

- 
U.S. 

-,134 S.Ct. 2473,2494-95, 189 L.Ed.2d 430 (2014)
(recognizing that searches of cell phones implicate
the same type of privacy interest invaded by the
"reviled 'general warrants' and 'writs of assistance'
of the colonial era, which allowed British officers
to mmmage through homes in an unrestrained
search for evidence of criminal activity," and hold-
ing that a warrant is generally required to search a

cell phone in an anestee's possession at the time of
arest, despite the historical rule allowing for a

search of effects on an arestee at the time of ar-
rest). "For the Fourlh Amendment protects people,
notplaces." Katz,389 U.S. at 351, 88 S.Ct. at 511.

C.
And Justice Alito's concurrence in Jones, 732

S.Ct. at 964 (Alito, J., concuring in the judgment),
suggests a viable and apt historical privacy interest
that pertains to global-positioning system informa-
tion: the expectation of privacy as it regards incess-

ant surveillance. Justice Alito has described this ex-
pectation of privacy as follows:

lines is therefore the same as the privacy
interest in personal comtnunications con-
ducted by paper letters and telephone calls.
As a result, as with the content of paper
letters and telephone conversations, a reas-
onable expectation of privacy exists in the
subject-matter lines of emails.

The same is true for our other historically re-
cognized reasonable expectations of privacy. So,
for instance, while the Intemet and its search en-
gines obviously did not exist in the lSth century,
libraries did. See, e.g., http:ll franklinma. virtual
townhall. net/ Pages/ Franklin MA_ Library/ librar-
yhistory (last visited Apr. 13, 2015) (discussing the
establishment of the Franklin Public Library in
1790). And, though libraries no doubt have always
kept track of the books checked out, they have not
monitored what a person reviews within the bor-
rowed books, and library users have traditionally
been free to anonymously peruse materials at the
library without checking them out and creating a re-
cord. This anonymity is critical to First Amendment
rights. See, e.g., United States v. Runtely, 345 U.S.
41, 57-58, 73 S.Ct. 543, 551-52, 97 L.Ed. 170
(1953) (Douglas, J., concurring) ("When the light
of publicity may reach any student, any teacher, in-
quiry will be discouraged.... If [a reader] can be re-
quired to disclose what she read yesterday and what
she will read tomorrow, fear will take the place of
freedom in the libraries ... of the land").

This privacy interest is no less irnpoftant
simply because many of us now use the Internet to
do what we used to do at the library. Vy'e do not
have lower expectations of privacy in what we re-
search-particularly with respect to our expecta-
tions that the govemment will not be looking over
our shoulders to review our work-merely because
we research and read it online at home or in a cof-
fee shop instead of in hard copies of books and
periodicals in the stacks of the library, even though
the only way that we can conduct online research is
through a third-paúy service provider. In short, the
expectation of privacy in reading and researching [R]elatively short-term monitoring of a person's

movements on public streets accords with expect-
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ence between GPS technology and precise
cell-site location information also exists:
GPS monitoring is constant, whereas cell-
site location information is produced only
when a cell-phone user makes or receives a

call. If a person is usually on the cell
phone, that may be a distinction without a

difference. But if a person is not, that may
be a meaningful dissimilarity. We conduct
Fourth Amendment jurisprudence "with an

eye to the generality of cases." See

Houghton, 526 U.S. at 304, 119 S.Ct. at

1303 (balancing interests under the Fourth
Amendment's reasonableness approach).
So that factual issue may require resolution
at a future time.

According to the MetroPCS records custodian
who testified in this case, the radii of the cell
towers at issue were approximately a mile to a mile
and a half. Since a sector is generally a one-third to
a one-sixth pie slice of the roughly circular tower
range, that means that, at best, the government was
able to determine where Davis was within approx-

imately 14,589,696 square feet. FN7 In an urban
environment, this is not precise enough to rival the
invasion of privacy that pinpoint-longer-term sur-
veillance represents.

ations of privacy that our socie$ has recognized
as reasonable.... But the use of longer term GPS
rnonitoring in investigations of most offenses itn-
pinges on expectations of privacy. For such of-
fenses, society's expectation has been that law en-
forcement agents and others would not-and in-
deed, in the main, simply could not-secretly
monitor and catalogue every single movement of
an individual's car for a very long period.

Id,

Three other Justices joined in Justice Alito's
Jones çoncurrence, and another, Justice Sotomayor,
expressed her agreement with the idea that, "at the
very least, 'longer term GPS monitoring in invest-
igations of most offenses impinges on expectations
of privacy.'" Id. at 955 (Sotomayor, J., concuring)
(quoting id. aI 964 (Alito, J., concurring)). While
this view may not constitute binding Supreme
Court precedent, it cerlainly suggests that society
has long viewed as reasonable the expectation of
privacy in not being subjected to constant, longer-
term surveillance. And if that's the case, the only
question that remains about whether the govern-
ment must obtain a warrant to engage in longer-
term GPS monitoring is where we draw the line es-

tablishing what constitutes "longer-term" GPS
monitoring. But that is not a question that we must
answer today.

Nevertheless, in my opinion, the longer-term
GPS issue necessarily means that the Dissent is cor-
rect in its concerns that the expectation of privacy
that is infringed by longer-term GPS rnonitoring
may, at some *531 point, become the same expecta-
tion of privacy inplicated by more and more pre-
cise cell-site location technology. When that hap-
pens, the historical reasonable expectation of pri-
vacy in not being subjected to longer-term surveil-
lance may well supersede the third-parly doctrine's
applicability to information entrusted to third
parties as it pertains to cell-site location informa-
tion.FN6 But that is not this case.

FN7. A one-mile radius (5,280 feet),
squared (2'7,878,400), times II, equals

87,538,176 square feet, divided by six (one

sector), equals 14,589,696 square feet.

FN6. One other perhaps signihcant differ-

Since no specific historical privacy interest is

implicated by cell-site location infonnation, and

fui1her, because the privacy interest in the cell-site
location information at issue here is materially in-
distinguishable from the privacy interest in the pen-

register information at stake in Smith, FN8 we must
apply the third-party doctrine, as the Supreme
Court did in Sntith. I read Smith, in tum, as impli-
citly hnding no historical privacy interest implic-
ated by information provided to the telephone com-
pany to allow a call to be made, other than the gen-

eral third-parly doctrine.FNe Because no specific
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FN9. This makes sense, as the privacy in-
terest in discreet routing information is the
same as the privacy interest in address in-
formation on letters, which, in turn, has al-
ways been subject to the third-party doc-
tnne. See supra atn. 5.

III.
Neverlheless, where, as here, no historical pri-

vacy interest exists in the information sought, Con-
gress always has the option of legislating higher
standards for the government to obtain infotmation.
Justice Alito has opined, "In circumstances in-
volving dramatic technological change, the best
solution to privacy concelrs may be legislative."
Jones, 132 S.Ct. at 964 (Alito, J., concuming in the
judgrnent). This is certainly one potential limitation
on the third-party doctrine. And we have seen Con-
gress enact legislation in response to the application
of the third-party doctrine to our modem world.
See, e.g., the Right to Financial Privacy Ac! 12

U.S.C. $ 2701, et seq.FNl' Indeed, the Electronic
Communications Privacy Act of 1986, l8 U.S.C. S

2510, et seq., of which the Stored Communications
Act, 18 U.S.C. S$ 2701-2712, is a parl-the statute

under which the government obtained the order au-

thorizing it to receive Davis's historical cell-site
location information in this case-was enacted (and
later amended), in parl, to protect what Congress
recognized as "privacy interests in personal and
proprietary information" that travels and is main-
tained in electronic form by third-party service pro-
viders. See H.R.Rep. No. 99-541 at $ I (1986).

FN10. See H.R.Rep. No. 95-1383 at 9306
(1978), 1978 U.S.C.C.A.N. 9273, 9306
("The Title is a congressional response to
the Supreme Court decision in the United
States v. Miller.... The Court did not ac-

knowledge the sensitive nature of
ffinancial records], and instead decided
that since the records are the 'properly' of
the financial institution, the customer has
no constitutionally recognizable privacy
interest in them.").

historical privacy interest is implicated by pen-
register-type information,*532 the more general
historical privacy expectation associated with the
third-party doctrine governed in Sntith. The same is
true with respect to the cell-site location infonna-
tion at issue in this case.

FN8. I respect the Dissent's thought pro-
cess in attempting to distinguish the
concept of whether cell-phone users know
that they are disclosing to their service
providers the fact that they are usually loc-
ated in the range of the nearest cell towers
that their cell phones are using when they
make and receive calls, from the Supreme
Court's conclusion n Smith that standard
telephone users know that they are disclos-
ing the telephone numbers that they are
calling when they dial. But it seems to me
that the average cell-phone user knows that
cell phones work only when they are with-
in service range of a cell tower. Advert-
ising campaigns are built on this concept.
See, e.g., https:// www. youtube. comJ

watch? v: OPw Po- IAQ- E (last visited
Apr. 13, 2015) ("Can you hear me now?");
https:// www. youtube. com/ watch? v:
VZPj JI 0 K 7 Bk (last visited Apr. 13,
2015) ("There's a map for that"). In Smith,
sirnilar to the Dissent here, Justice Mar-
shall argued that the third-parly doctrine
did not apply, in paÉ, because people do
not " 'typically know' that a phone com-
pany monitors call [ ] finformation] for in-
tenral reasons." 442 U.S. at 14849, 99
S.Ct. at 2584-85. Right or wrong, he lost
that battle. And, while cell-site location in-
lormation is certainly not pen-register in-
formation and I can understand where the
Dissent is coming from, I do not feel com-
fortable taking the position that the aver-
age cell-phone user does not know that he
or she is disclosing location infotmation to
the cell-service provider.
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less search of Mr. Davis's cell site location
data was unconstitutional, but upheld Mr.
Davis's conviction based on the good-faith
exception. The good-faith exception says

that where officers' conduct is based on
their good-faith understanding of an exist-
ing statute, the exclusionary rule will not
app\y. See, e.g., United SÍates v. llilliams,
622 F.2d 830, 843 (5th Cir.1980); see also
Bonner v. City of Prichard, 661 F.2d 1206,
1209 (l1th Cir.1981) (en banc) (adopting
as binding precedent all decisions of the
former Fifth Circuit handed down before
October l, 1981). The majority here refers
to the good-faith exception as an alternat-
ive basis for affinning Mr. Davis's convic-
tion. Maj. Op. 518 n.20.I agree with them
about that. My disagreement is with the
majority's Fourlh Amendment analysis,
which permits govemrnent accass to Mr.
Davis's cell site location data without a

warrant. I understand the Fourlh Amend-
ment to require the govemment to get a

warrant for that information, while the ma-
jority does not. I refer to this opinion as a
dissent, not a concurence in the judgment,
for that reason.

But legislation should fill only the gaps that oc-
cur when no historically recognized privacy interest
is implicated by the technology under review. The
legislature, after all, does not have the power to en-
tirely redefine the protections of the Fourth Amend-
ment each time that it enacts a new law. While
providing more protection than the Fourth Amend-
nrent requires represents a choice that Congress
may, within its power, make, providing less is not a

constitutional option. If it were, the Fourth Amend-
ment would be meaningless because it would
simply be whatever Congress said it was at any giv-
en time.

That camot be right under our Constitution. So

Congress's ability to legislate reasonable expecta-
tions of privacy (other than when Congress elects to
increase expectations above the Fourth Amendment
baseline) must be limited to, at most, only those cir-
cumstances where no historical privacy interest im-
plicated by the technology under review exists.

rv.
For all of these reasons, I believe that Smith

(and therefore, the third-party doctrine) inescapably
govems the outcome of this case. But when we
must necessarily expose information to third-paúy
technological service providers in order to make
use of everyday technology, and the technological
service merely allows us to engage in an activity
that historically enjoyed a constitutionally protected
privacy interest, Suprerne Courl precedent can be

viewed as supporting the notion that the historically
protected privacy interest must trump the third-
party doctrine for putposes of Fourlh Amendment
analysis. If the historically protected privacy in-
terest does not, then with every new technology, we
surender more and more of our historically*533
protected Fourth Amenùnent interests to unreason-
able searches and seizures.

MARTIN, Circuit Judge, dissenting,FNr in which
JILL PRYOR, Circuit Judge, joins:

FNl. The en banc coutt voted to vacate the
panel opinion which held that the warrant-

In this case, the government goI 67 days of cell
site location data disclosing Quartavious Davis's
location every time he made or received a call on
his cell phone. It got all this without obtaining a

warrant. During that time, Mr. Davis made or re-
ceived 5,803 phone calls, so the prosecution had
11,606 data points about Mr. Davis's location. We
are asked to decide whether the govemment's ac-

tions violated Mr. Davis's Fourth Amendment
rights. The majority says our analysis is dictated by
the third-party doctrine, a rule the Supreme Coutt
developed almost forty years ago in the context of
bank records and telephone numbers. But such an

expansive application of the third-party doctrine
would allow the goverrulent warrantless access not
only to where we are at any given time, but also to
whom we send e-mails, our search-engine histories,
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telephone, recorded by means of a pen register at a

telephone company's central office. Id. at 742, 99
S.Ct. at 2581. The Court reasoned that "[w]hen he

used his phone, petitioner voluntarily conveyed nu-
merical information to the telephone company and
'exposed' that infonnation to its equipment in the
ordinary course of business." Id. at 744,99 S.Ct. at
2582. The Court reminisced that "[t]he switching
equipment that processed those numbers is merely
the modern counterpart of the operator who, in an

earlier day, personally completed calls for the sub-
scriber." Id. The government believes that Smith
controls the outcome of this case, and the majority
apparently agrees. I do not.

First, the phone numbers a person dials are

readily distinguishable from cell site location data.

Smith involved "voluntarily conveyed numerical in-
formation"-voluntary because phone dialers have
to affinnatively enter the telephone number they are

dialing in order to place a call. By contrast, cell
phone users do not affrrmatively enter their location
in order to make a call. Beyond that, the ACLU in-
forms us that "fp]hones communicate with the
wireless network when a subscriber makes or re-
ceives calls." ACLU Amicus Br. 5 (emphasis ad-

ded). As our sister Circuit observed, "when a cell
phone user receives a call, he hasn't voluntarily ex-
posed anything at all." In re Application of U.S. for
an Order Directing a Provider of Elec. Comntc'n
Serv. to Disclose Records to the Gov't, 620 F.3d
304, 317-18 (3d Cir.2010) (Third Circuit Case )
(emphasis added) (quotation marks omitted).FNz

FN2. The majority extensively recounts the
Fifth Circuit's decision in In re Application
of the U.S. for Historical Cell Site Data,
724 F.3d 600 (5th Cir.20l3), which said
that a "cell user ha[s] no subjective expect-
ation of privacy in such business records
showing cell tower locations." Maj. Op.
510. That Fifth Circuit case, of course,
does not bind us. And in any event, other
coufts have held that people do have a

reasonable expectation of privacy in cell

Decades ago, the Supreme Coutt observed that
"[i]f tirnes have changed, reducing everyman's
scope to do as he pleases in an urban and industrial
world, ... the values served by the Fourlh Amend-
rnent [are] more, not less, important." Coolidge v.

New Hampshire, 403 U.S. 443, 455,91 5.C1.2022,
2032, 29 L.Ed.2d 564 (1971). This is even truer
today. The judiciary must not allow the ubiquity of
technology-which threatens to cause greater and
greater intrusions into our private lives-to erode
our constitutional protections. With that in rnind,
and given the striking scope of the search in this
case, I would hold that the Fourth Amendment re-
quires the government to get a waffant before ac-

cessing 67 days of the near-constant cell site loca-
tion data transmitted from Mr. Davis's phone. I re-
spectfully dissent.

I.
I turn first to the third-party doctrine, which the

majority believes decides this case for us. They say:

"Davis can assert neither ownership nor possession

of the third-party's business records he sought to
suppress." Maj. Op. 5ll see a/so William Pryor
Concurrence 45 (" Smith controls this appeal."). My
reading of Supreme Court precedent suggests that
things are not so simple.

The Suprerre Court announced the third-party
doctrine nearly forty years ago tn United States v.

Miller, 425 U.S. 435,96 S.Ct. 1619, 48 L.Ed.2d 7l
(1916). The Court said that "the Foutth Amendment
does not prohibit the obtaining of information*S34
revealed to a third party and conveyed by him to
Government authorities, even if the information is
revealed on the assumption that it will be used only
for a limited purpose and the confidence placed in
the third party will not be betrayed." Id. aÍ 443, 96
S.Ct. at 1624. Three years later, n Smith v. Mary-
land, 442 U.S. 735, 99 S.Ct. 2517, 6l L.Ed.2d 220
(1979), the Court applied that doctrine to hold that
a defendant did not have a reasonable expectation
of privacy in the numbers he dialed on his home
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formation that any third-party obtains, in rulings
both before and since those cases, the Supreme
Court has given reasons to doubt the rule's breadth.
For instance, in Ferguson v. City of Charleston, 532
u.s. 67, 121 S.Ct. 1281, 149 L.Ed.2d 205 (2001),

the Couft stated that "[t]he reasonable expectation
of privacy enjoyed by the typical patient undergo-
ing diagnostic tests in a hospital is that the results
of those tests will not be shared with nonmedical
personnel without her consent." Id. at 78, 12l S.Ct.
at 1288. Though the majority did not mention the
third-party doctrine, Justice Scalia noted the incon-
gruity between that doctrine and the Ferguson hold'
ing in his dissent. As he stated:

Until today, we have never held-or even sug-
gested-that material which a person voluntarily
entrusts to someone else camot be given by that
person to the police, and used for whatever evid-
ence it may contain. V/ithout so much as discuss-
ing the point, the Court today opens a hole in our
Fourth Amendment jurisprudence, the size and
shape of which is entirely indeterminate.

Id. aI95-96, 121 S.Ct. at 1297-98 (Scalia, J.,

dissenting). Further, and again without mentioning
the third-party doctrine, the Court has routinely re-
cognized that people retain a reasonable expecta-
tion of privacy in things that they have arguably ex-
posed to third parties. See, e.9., United States v.

Jacobsen,466 U.S. 709, ll4, 104 S.Ct. 1652, 1651,
80 L.Ed.2d 85 (1984) (holding that "[l]etters and
other sealed packages are in the general class of ef-
fects in which the public at large has a legitimate
expectation of privacy" even though they touch the
hands of third-party mail carriers); Stoner v. Cali-
fornia, 376 U.S. 483, 487-88, 490, 84 S.Ct. 889,
892, 893, 11 L.Ed.2d 856 (1964) (finding unper-
suasive the argument that "the search of [a] hotel
room, although conducted without the petitioner's
consent, was lawful because it was conducted with
the consent of the hotel clerk," because a hotel
guest's constitutional protections should not be "left
to depend on the unfettered discretion of an em-
ployee of the hotel"); see also Smith, 442 U.S. at

site location data, whether historical or
real-time in nature. The Third Circuit Case

, for example, rejected the govemment's
argument that "no [cell site location data]
can implicate constitutional protections be-
cause the subscriber has shared its inform-
ation with a third parly...." 620 F.3d at
317. Sirnilarly, the Florida Supreme Court
has held that cell phone users have a reas-
onable expectation of privacy in real-time
cell site location data. Tracey v. State, 152
So.3d 504, 526 (Fla.20l4). And a recent
decision from the Norlhem District of
California addressed the very same ques-

tion we address here and held that a person
has a reasonable expectation of privacy in
60 days of historical cell site location data.
United States v. Cooper, No.
13-cr {0693-5I-1, 2015 WL 881578, at
*6 8 (N.D.Cal. Mar. 2, 2015). In shotl, we
are faced with persuasive, albeit not bind-
ing, authority on both sides of the debate,
but none controls the outcome of this case.

The Sntith Coufi also emphasized that the num-
bers a person dials appear on the person's telephone
bill and referenced the pre-automation process that
required the caller to recite phone numbers out loud
to a phone operator in order to make a call. Thus,
the Court concluded that "[t]elephone users ... typ-
ically know that they must convey numerical in-
formation to the phone company." Sntith, 442 U.S.
af 743,99 S.Ct. at 2581 (emphasis added). There is

not the same sort of "knowing" disclosure of cell
site location data to phone companies because there
is no history of *535 cell phone users having to af-
hnnatively disclose their location to an operator in
order to make a call. The extent of voluntariness of
disclosure by a user is simply lower for cell site
location data than for the telephone numbers a per-
son dials. For that reason, I don't think Smith con-
trols this case.

Second, although the Miller/Smith rule appears

on its own to allow government access to all in'
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search results, tailored advertising, and spam and
malware detection." Id. Under a plain reading of
the majority's rule, by allowing a third-parly com-
pany access to our e¡nail accounts, the websites we
visit, and our search-engine history-all for legit-
imate business pu{poses-we give up any privacy
interest in that information.

FN3. I refer to Google only as an example.
The same analysis applies to most other
online search engine or e-mail service pro-
viders.

And why stop there? Nearly every website col-
lects information about what we do when we visit.
So now, under the majority's rule, the Fourth
Amendment allows the governnrent to know from
YouTube.com what we watch, or Facebook.com
what we post or whom we "friend," or
Arnazon.com what we buy, or Wikipedia.corn what
we research, or Match.com whom we date-all
without a warrant. In fact, the govemment could
ask "cloud"-based file-sharing services like Drop-
box or Apple's iCloud for all the files we relinquish
to their servers. I am convinced that most internet
users would be shocked by this. But as far as I can

tell, every argument the govemment makes in its
brief regarding cell site location data applies
equally well to e-mail accounts, search-engine his-
tories, shopping-site purchases, cloud-storage files,
and the like. See, e.g., Appellee's Br. 2722 ("Davis
can assert neither ownership nor possession of the
third-party records he sought to suppress."); id. aI
22 ("Evidence lawfully in the possession of a third
paúy is not his, even if it has to do with him."); id.

at 23 ("Davis is not in a good position to complain
that the govemment improperly obtained 'his loca-
tion data,' since he himself exposed and revealed to
MetroPCS the very information he now seeks to
keep private."); id. at 24 ("It is not persuasive to ar-

gue that phone users do not knowingly or intention-
ally disclose any location-related information to
their service providers."); id. at 25 ("For putposes
of the Fourth Amendment, it makes no difference
whether Davis knew that MetroPCS was collecting

74647, 99 S.Ct. aI 2583 (Stewart, J., dissenting)
(noting that in Katz v. United States, 389 U.S. 347,
88 S.Ct. 507,19 L.Ed.2d 516 (1967), the Court held
that a person has a reasonable expectation of pri-
vacy in the contents of phone conversations made
in telephone booths even though calls "may be re-
corded or overheard by the use of other company
equipment"). I am well aware that each of these

cases can be distinguished from Mr. Davis's case. I
mean only to say that a comprehensive review of
Supreme Court precedent reveals that the third-
party doctrine lnay not be as all-encompassing as

the majorþ seems to believe.

Third and most importantly, the majority's
blunt application of the third-party doctrine
threatens to allow the government access to a stag-
gering amount of information that surely must be
protected under the Fourth Amendment. Consider
the information that Google gets from users of its e-

mail and online search functions.FN3 *536 Accord-
ing to its website, Google collects information
about you (name, e-mail address, telephone num-
ber, and credit card data); the things you do online
(what videos you watch, what websites you access,

and how you view and interact with advertise-
rnents); the devices you use (which particular phone
or computer you are searching on); and your actual
location. See Privacy Policy, http:// www. google.
com/ intll enl policies/ privacy/ (last accessed

March 30, 2015). Beyond that, in its "Terms of Ser-
vice," Google speciltes that "[w]hen you upload,
submit, store, send or receive content to or through
our Services, you give Google (and those we work
with) a worldwide license to use, host, store, repro-
duce, modifu, create derivative works, ... commu-
nicate, publish, publicly perform, publicly display
and distribute such content." See Google Terus of
Service, http:ll www. google. com/ infll enJ

policies/ terms/ (last accessed March 30,2015).
Like in Miller and Smith, Google even offers a le-
gitimate business purpose for such data storage and
mining: "Our automated systems analyze your con-
tent (including eniails) to provide you personally
relevant product features, such as customized
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sent, the number of e-mails a person sends, the
websites that a person visits, and maybe even the
connections a person communicates with on a dat-
ing website and whom she meets in person-all
without a wanant.

FN4. For example, a search of "Eleventh
Circuit" on google.com produces the web
address: " https:// www. google. com/?
gws_ rd= ssl # q: eleventh+ circuit."

This slippery slope that would result from a

wooden application of the third-party doctrine is a

perfect example of why the Supreme Court has in-
sisted that technological change sometimes requires
us to consider the scope of decades-old Fourth
Amendment rules. See Kyllo v. United States, 533

u.s.27,35, 121 S.Cr. 2038, 2044, 150 L.Ed.2d 94
(2001) (rejecting a "mechanical interpretation of
the Foufth Amendment" in the face of "advancing
technology"); cf, Katz, 389 U.S. at 353, 88 S.Ct. at

512 ("To read the Constitution more narrowly is to
ignore the vital role that the public telephone has

come to play in private communication."). For in-
stance, in Riley v. California, 573 U.S. 

-, 
734

S.Ct. 2473, 189 L.Ed.2d 430 (2014), the Court was
asked to decide whether the decades-old search-

incident-to-arrest exception to the warrant require-
ment applied to cell phones on an arrestee's person.
Id. at 2480. Califomia argued that the Court's
4l-year-old decision in United States v. Robinson,
414 U.S. 2t8,94 s.Ct.461,38 L.Ed.2d 421 (1973),
controlled the outcome n Riley because the Court
held that a search of objects on an arrestee's person
was categorically reasonable. See Riley, 134 S.CI.
at 2491. The Riley Couft agreed thaL "a mechanical
application of Robinson might well support the
warrantless searches at issue." Id. at 2484. But it
nonetheless unanimously rejected that argument,
saying that cell "phones are based on technology
nearly inconceivable just a few decades ago, when
... Robinson w[as] decided." 1d. Thus, to say that a

search of cell phone data is "materially indistin-
guishable" from a search of physical items

is like saying a ride on horseback is materially in-

location-related information."); id, at 2128
("[S]ervice contracts and privacy policies typically
warn cell-phone customers that phone companies
collect location-related information and rnay dis-
close such data to law-enforcement authorities.").

The enormous impact of this outcome is prob-
ably why at least one Circuit has held that a per-
son's Fourth Amendment rights are violated when
the govemment compels an internet service pro-
vider to turn over the contents of e-mails without a

warrant. See United States v. Warshak 63 1 F.3d
266, 286 88 (6th Cir.2010). Surely the majority
would agree and would also shield e-*537 mails
from government snooping absent a warrant. But if
e-mails are protected despite the fact that we have
surendered control of them to a third party, then
the rule ftom Smith and Miller has its limits.

The majority suggests that e-mails can be dis-
tinguished because cell site location data is
"non-content evidence." Maj. Op. 511 (emphasis
omitted). The niajority offers no coherent definition
of the terms "content" and "non-content," and I atl
hard-pressed to come up with one. For instance,
would a person's Google search history be content
or non-content information? Though a person's
search terms may seem like "content," a search
term exists in the web address generated by a

search engine.FN4 And web addresses, like phone
numbers, seem like quintessentially non-content in-
formation that merely direct a communication. But
regardless, although this content-non-content dis-
tinction could-maybe-shield the body of e-mail
messages, the govemment may presumably still ac-

cess the time and date that we send e-mails, the
names of the people who receive them, and the
names of the people who email us, without a war-
rant. Likewise, although our actual activities on a

dating or shopping website might be protected, the
fact that we visited those websites or any other
would still be freely discoverable. The govemment
agreed at oral argument that under its theory, it
could at the very least obtain records like the sender
and receiver of e-mails, the time of day e-mails are
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distinguishable from a flight to the moon. Both
are ways of getting from point A to point B, but
little else justifies lumping them together. Mod-
ern*538 cell phones, as a category, implicate pri-
vacy concerns far beyond those irnplicated by the
search ofa cigarette pack, a wallet, or a purse.
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does not dictate the outcome of this case, I tum to
fundamental Fourth Amendment principles. The
Fourlh Amendment says:

The right of the people to be secure in their per-
sons, houses, papers, and effects, against unreas-
onable searches and seizures, shall not be viol-
ated, and no Warrants shall issue, but upon prob-
able cause, supported by Oath or affirmation, and
particularly describing the place to be searched,
and the persons or things to be seized.

U.S. Const. amend. IV. "As the text makes
clear, the ultimate touchstone of the Fourlh Amend-
ment is reasonableness." Riley, 134 S.Ct. at 2482
(quotation marks omitted). Our analysis is two-fold:
"First, we ask whether the individual, by his con-
duct, has exhibited an actual expectation of privacy;
that is, whether he has shown that he sought to pre-
serve something as private." Bond v. United States,

529 U.S. 334, 338, 120 S.Ct. 7462, 1465, 146
L.Ed.2d 365 (2000) (quotation omitted) (alteration
adopted). "Second, we inquire whether the indi-
vidual's expectation of privacy is one that society is
prepared to recognize as reasonable." 1d (quotation
omitted). If we conclude that a pafticular search vi-
olates a defendant's reasonable expectation of pri-
vacy, the government must get a search wat-rant.

For me, the answer to the subjective inquiry is

easy. It seems obvious that Mr. Davis never inten-
ded to disclose his location to the government every
time he made or received calls. Recent polling data
tells us that 82Yo of adults "feel as though the de-
tails of their physical location gathered over a peri-
od of tile" is "very sensitive" or "somewhat sensit-
ive." Mary Madden, Public Perceptions of Privacy
and Security in the Post-Snowden Era 34, Pew
*539 Research Center (Nov. 72, 2014), hrtp:l/
www. pewinternet. org/ filesl 20141 11/ PI_ Public
Percept ionsof Privacy_ 1ll2 l4.pdf. This suppotls
the common-sense notion that people do not expect
the government to track them simply as a con-
sequence of owning and using what amounts to a

basic necessity of twenty-first century life-the cell
phone.FN5 Beyond that, the prosecutor in this case

Id. af2488-89

Likewise here, the extent of information that
we expose to third parlies has increased by orders
of magnitude since the Suprerne Court decided
Miller and Smith. Those forty years have seen not
just the proliferation of cell phones that can be
tracked, but also the advent of the internet. Given
these extraordinary technological advances, I be-
lieve the Supreme Courl requires us to critically
evaluate how far to extend the third-party doctrine.
As Justice Sotomayor observed:

[I]t may be necessary to reconsider the premtse
that an individual has no reasonable expectation
of privacy in information voluntarily disclosed to
third parties. This approach is ill suited to the di-
gital age, in which people reveal a great deal of
information about themselves to third parties in
the course of carrying out mundane tasks.... I
would not assume that all information voluntarily
disclosed to some member of the public for a lim-
ited purpose is, for that reason alone, disentitled
to Fourth Arrendment protection.

United States v. Jones, 565 U.S. 

-, 
,

132 S.Ct. 945, 95'.7, 181 L.Ed.2d 911 (2012)
(Sotomayor, J., concurring) (citations omitted).
Neither would I assume as much. Though the doc-
trine may allow the goverrunent access to some in-
formation that we disclose to third parlies, I would
draw the line short of the search at issue here.
Sixty-seven days of near-constant location tracking
of a cell phone-a technological feat impossible to
imagine when Miller and Smith were decided-is
an application ofthe doctrine that goes too far.

II.
Because I believe that the third-parly doctrine
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an alias more naturally evidences his de-

sire not to tie his identity to his phone's ac-

count with MetroPCS. For me, Mr. Davis's
use of an alias says nothing about his sub-
jective expectation of privacy in his loca-
tion.

The more ilpoftant and more difficult question
we must consider is whether Mr. Davis's expecta-
tion of privacy is one society is objectively pre-
pared to recognize as reasonable. I believe the an-
swer is yes. The Supreme Court recently reminded
us that "there is an element of pervasiveness that
characterizes cell phones." Riley, 134 S.Ct. aI 2490.
Today, "it is the person who is not carrying a cell
phone ... who is the exception." Id. The Couft noted
that "nearly three-quarters of smalt phone users re-
port being within five feet of their phones most of
the time, with 12%o admitting that they even use

their phones in the shower." Id. (quoting Harris In-
teractive, 2013 Mobile Consumer Habits Study
(June 2013)). In other words, "modern cell phones
... are now such a pervasive and insistent part of
daily life that the proverbial visitor from Mars
might conclude they were an important feature of
human anatomy." Id. ar. 2484; see also City of
Ontario, CaL v. Quon, 560 U.S. 746, 760, 130 S.Ct.
2619, 2630, 177 L.Ed.2d 216 (2010) ("Cell phone
and text message communications are so pervasive
that some persons may consider them to be essen-

tial means or necessary instruments for self-
expression, even selÊidentification.").

Since we constantly carry our cell phones, and
since they can be used to track our movements, the
recent opinions of five Justices in United States v.

Jones that long-term location-monitoring generally
violates expectations of privacy are instructive. In
Jones, the Supreme Courl *540 considered whether
warrantless monitoring of the location of a person's
car for twenty-eight days by means of a GPS track-
er violated the defendant's rights under the Fourth
Amendment. 132 S.Ct. at 94849. All nine Justices
said yes. Five Justices held that such tracking viol-
ated the Fourth Amendment under a trespass theory

specihcally admitted at closing argument that
"what this defendant could not have known was that
... his cell phone was tracking his every Íìoment."
Trial Tr. 4-5, Feb. 8,2012, ECF No. 287 (ernphasis
added); see also id. at 14 (arguing that Mr. Davis
and his co-conspirators "had no idea that by bring-
ing their cell phones with thern to these robberies
they were allowing MetroPCS and now [the jury] to
follow their rnovements"). In short, I believe that
Mr. Davis like any other person interacting in
today's digital world quite reasonably had a sub-
jective expectation that his movements about town
would be kept private.FN6

FN5. The goveffiment argues that regard-
less of what people think, "MetroPCS's
current privacy policy ... advises its wire-
less customers that the company 'may dis-
close, without your consent, the approxim-
ate location of a wireless device to a gov-
ernmental entity or law enforcement au-
thority when we are served with lawful
process.' " Appellee Br. 28 (citation omit-
ted). But as another couft recently noted,
"[t]he fiction that the vast majority of the
American population consents to warrant-
less government access to the records of a

significant share of their movements by
'choosing' to carry a cell phone rnust be
rejected." In re Application of the U.S. for
an Order Authorizing the Release of Hß-
torical Cell-Site Info., 809 F.Supp.2d 113,
127 (E.D.N.Y.2011). Regardless, and as

the majority acknowledges, the "contract
does not appear on this record to have been
entered into evidence here," so "we cannot
consider it." Maj. Op. 5 l0 n. I I .

FN6. The rnajority does not explain why it
believes that "the fact that Davis registered
his cell phone under a fictitious alias tends
to demonstrate his understanding that such
cell tower location information is collected
by MetroPCS and may be used to incrirnin-
ate him." Maj. Op. 511. Mr. Davis's use of
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The amount of data the governrnent got is also
alarming. The govemment demanded from Met-
roPCS sixty-seven days of cell site location
data-more than double the tiure at issue in Jones.
In total, this data included 5,803 separate call re-
cords. Since MetroPCS cataloged the cell tower
sector where each phone call started and ended, rhe
government had 11,606 cell site location data
points. This averages around one location data
point every five and one half ntínutes for those
sixty-seven days, assuming Mr. Davis slept eight
hours a night.

The amount and type of data at issue revealed
so much information about Mr. Davis's day-to-day
life that most of us would consider quintessentially
private. For instance, on August 13, 2010, Mr. Dav-
is made or received 108 calls in 22 unique cell site
sectors, showing his movements throughout Miarni
during that day. And the record reflects that many
phone calls began within one cell site sector and
ended in another, exposing his movements even
during the course ofa single phone call.

Also, by focusing on the first and last calls in a

day, law enforcement could determine from the loc-
ation data where Mr. Davis lived, where he slept,
and whether those two locations were the same. As
a *541 government witness testified at trial, "if you
look at the majority of ... calls over a period of time
when somebody wakes up and when somebody
goes to sleep, normally it is fairly simple to de-
cipher where their home tower would be." Trial Tr.
42, Feb. 7,2072, ECF No. 285. For example, from
August 2, 2010, to August 31, 2010, Mr. Davis's
first and last call of the day were either or both
placed from a single sector-purporledly his home
sector. But on the night of September 2,2010, Mr.
Davis made calls at l1:41pm,6:52am, and
10:56am-all from a location that was not his home
sector. Just as Justice Sotomayor watred, Mr. Dav-
is's "movements [were] recorded and aggregated in
a manner that enable[d] the Govemment to ascer-

tain, more or less at will, ... [his] sexual habits, and
so on." Jones, 732 S.Ct. at 956 (Sotomayor, J., con-

that considered the govenunent's physical intrusion
of the car. Id. at 949. Impoftant for Mr. Davis's
case, however, a different set of five Justices were
in agreement that "longer term GPS rnonitoring in
investigations of most offenses impinges on expect-
ations of privacy." Id. at 955 (Sotorrayor, J., con-
curring) (quoting id. at 964 (Alito, J., joined by
Ginsburg, Breyer, and Kagan, JJ., concuring in the
judgment)). Said one Justice, "GPS monitoring gen-
erates a precise, comprehensive record of a person's
public movements that reflects a wealth of detail
about her familial, political, professional, religious,
and sexual associations." Id. aÍ 955 (Sotomayor, J.,

concurring). Said four other Justices, "society's ex-
pectation has been that law enforcement agents and
others would not-and indeed, in the main, simply
could not-secretly monitor and catalogue every
single movement of an individual's car for a very
long period." Id. af 964 (Alito, J., concuning in the
judgment).FN7

FN7. The rnajority chides Mr. Davis for
"deploy[ing] the concurrences in Jones, "
Maj. Op. 514, but a lower federal courl ig-
nores the opinion of five Justices of the
Supreme Couft at its own risk.

The search at issue here similarly impinged on
expectations of privacy. The location data the gov-
ernment collected, though not quite as precise as

the GPS data in Jones, still revealed Mr. Davis's
comings and goings around Miami with an unnerv-
ing level of specihcity. Each time he made or re-
ceived a call, MetroPCS catalogued the cell tower
to which his cell phone connected, typically the
"[n]earest and strongest" tower. Trial Tr. 227, Feb.
6, 2012, ECF No. 283. In a "cosmopolitan area

[ike] Miami," there are "many, many towers"
whose coverage radii are "much smaller" than a
"mile-and-a-half." Id. aI 222-23. Each coverage
circle is further subdivided into "three or six por-
tions." Id. at 222. The data the government obtained
in this case specified the sector within a tower's
coverage radius in which Mr. Davis made or re-
ceived a call.
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ively crude, the rule we adopt must take account of
more sophisticated systems fhat are already in use

or in developrnent." Kyllo, 533 U.S. at 36, 121

S.Ct. at 2044. Just as the majority appropriates dec-
ades-old precedent from Miller and Smith and ap-
plies it to new technologies, the rule we make today
necessarily will apply to everyone else's case going
forward.

That future inpact is troubling. As technology
advances, the specificity of cell site location in-
formation has increased. Cell phone companies are

constantly upgrading their networks with more and
more towers. As the ACLU explains:

*542 Cell site density is increasing rapidly,
largely as a result of the growth of internet usage

by smartphones.... As new cell sites are erected,
the coverage areas around existing nearby cell
sites will be reduced, so that the signals sent by
those sites do not interfere with each other. In ad-

dition to erecting ne\ry conventional cell sites,
providers are also increasing their network cover-
age using low-power small cells, called
"tlicrocells," "picocells," and "femtocells"
(collectively, "femtocells"), which provide ser-

vice to areas as small as ten meters.... Because
the coverage area of femtocells is so small,
callers connecting to a carier's network via
femtocells can be located to a high degree of pre-
cision, sometimes effectively identifling indi-
vidual floors and rooms within buildings.

ACLU Amicus Br. 7-8 (quotations, citations
omitted); see also id. at 7 (noting that "the number
of cell sites in the United States has approximately
doubled in the last decade"); id. at 8 (noting that
"[f]emtocells with ranges extending outside of the
building in which they are located can also provide
cell connections to passersby, providing highly pre-
cise information about location and movement on
public streets and sidewalks"). The location fea-
tures on smartphones are even more precise. See Ri-
ley, 134 S.Ct. at 2490 ("Historic location informa-
tion is a standard feature on many smart phones and
can reconstruct someone's specifìc movements

curing); see also United States v. Maynard, 615
F.3d 544, 562 (D.C.Cir.2010) ("4 person who
knows all of another's travels can deduce whether
he is a weekly church goer, a heavy drinker, a regu-
lar at the gym, an unfaithful husband, an outpatient
receiving medical treatment, an associate of partic-
ular individuals or political groups-and not just
one such fact about a person, but all such facts.").

Impoftantly, the specificity of the information
that the government obtained was highlighted by
the way the government used it at irial. The govern-
ment relied upon the information it got from Met-
roPCS to specihcally pin Mr. Davis's location at a

pafticular site in Miamt. See, e.g., Trial Tr. 58, Feb.

J,2072, ECF No. 285 (noting that "Mr. Davis's
phone [was] literally right up against the America
Gas Station irnmediately preceding and after [the]
robbery occurred"); id. aT 6l (noting "the presence
of his cell phone literally ... right next door to the
Walgreen's just before and just after that store was
robbed"). On this record, Mr. Davis had a reason-
able expectation of privacy in the cell site location
data the govemment obtained, and his expectation
was one that society should consider reasonable. I
would therefore hold that absent a warran! a Fourth
Amendment violation occured.

III.
The majority, of course, believes that Mr. Dav-

is had no reasonable expectation of privacy ìn the
cell site location data obtained in his case. It em-
phasizes the large size of the sectors that each loca-
tion data point revealed as evidence that the privacy
intrusion was not so great. See Maj. Op. 501-02,
503-04. It also says we need not consider more in-
vasive technologies that have developed since the
search that took place here. Id. at 504 n. 7 ("There
is no evidence, or even any allegation, that the Met-
roPCS network reflected in the records included
anything other than traditional cell towers and the
facts of this case do not require, or warrant, specu-
lation as to the newer technology."). Yet the Su-
preme Court has cautioned us that "[w]hile the
techlology used in the present case [may be] relat-
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even when technology someday allows it to know a
person's location to within six inches, and when
tracking is continuous and does not require making
or receiving a phone call. I reject a theory that al-
lows the government such expansive access to *543

information about where we are located, no matter
how detailed a picture of our movements the gov-
ernment may receive.

But we need not fear the threat of increasing
precision of location information, says the majority.
At the same time it suggests that today's ruling
might not apply to future technology, however, the
majority's opinion offers absolutely no guidance to
the judges who authorize searches of cell site loca-
tion data and the officers who conduct them. As the
ACLU pointed out, "fa]gents will not have prior
knowledge of whether the surveillance target was in
a rural area with sparse cell sites, an urban area

with dense cell sites or six-sector anten¡as, or a

home, doctor's office, or church with femtocells."
ACLU Amicus Br. 9. Thus, a judge will authorize a

search of a person's cell site location data for a cer-
tain period of time without knowing how precise
the location infotmation will be. While I admire the
majority's attempt to cabin its holding to the tech-
nology of five years ago, its assurances in this re-
gard seem naiVe in practice. As a result of today's
decision, I have little doubt that all govemment re-
quests for cell site location data will be approved,
no rnatter how specific or invasive the technology.

IV.
The majority offers dire wamings of the con-

sequences of restricting the govemment's access to
cell site location data, suggesting that without it, all
manner of honific crimes-from child abductions
to terrorism-would go uninvestigated. See Maj.
Op. 517. But if my view of the Fourth Amendment
were to prevail, all the officers in this case had to
do was get a warrant for this search. That is no
great burden. "Under the Fourth Amendment, an

officer may not properly issue a warrant ... unless
he can find probable cause therefor from facts or
circumstances presented to hirn under oath or af-

down to the minute, not only around town but also
within a pafticular building.").

Beyond that, today, the vast majority of com-
munications from cell phones are in the form of text
messages and data transfers, not phone calls. The
frequency of text messaging is much greater than
the frequency of phone calling parlicularly among
young cell phone users. See Amanda Lenhaft,
Teens, Smaftphones & Texting (available af http:ll
www. pew inter-
nef .or gl20 12 I 03 I 19 lteens-smartphones-texting/)
(finding that the median number of texts sent per
day by teens ages 12 to 11 rose from 50 in 2009 to
60 in 2011). Also, "smattphones, which are now
used by more than six in ten Americans, commu-
nicate even more frequently with the carrier's net-
work, because they typically check for new email
messages or other data every few minutes." ACLU
Amicus Br. 5 (citations omitted). Each of these new
types of communications can generate cell site loc-
ation data. See, e.g., United States v. Cooper, No.
13-cr 00693-5I-1, 2015 \ryL 881578, at *8 n. 6

$l.D.Cal. I|lar. 2, 2015) (noting the government's
admission that "cell site data is recorded for both
calls and text messages").

Finally, not only are cell sites fast growing in
number, but the typical user has no idea how pre-
cise cell site location data is aT arry given location.
As a person walks around town, pafticularly a

dense, urban environment, her cell phone continu-
ously and without notice to her connects with
towers, antennas, microcells, and femtocells that re-
veal her location information with differing levels
of precision-to the nearest mile, or the nearest

block, or the nearest foot. And since a text or phone
call could come in at any second-without any af-
firmative act by a cell phone user-a user has no
control over the extent of location information she
reveals.

The government tells us these technological ad-
vances do not change our analysis. At oral argu-
ment, it adrnitted that its theory requires us to hold
that it could obtain location data without a walrant
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zealous, executive officers' who are a part of any
system of law enforcement.

Coolidge, 403 U.S. a|. 487, 91 S.Ct. at 2046
(citation omitted). The majority emphasizes that the
Stored Communications Act (SCA) requires the
government to "offerf ] specific and articulable
facts showing that there are reasonable grounds to
believe that the contents of a wire or electronic
communication, or the records or other infotmation
sought, are relevant and material to an ongoing
criminal investigation." l8 U.S.C. $ 2703(d). But it
does not contest-nor could it-that this standard
falls below the probable-cause standard that coutls
usually demand. SeeMaj. Op. 505.FN8

FN8. Certainly the Stored Comlnunications
Act is better than nothing. See Maj. Op.
505 (noting that the SCA "raises the bar
from an ordinary subpoena to one with ad-

ditional privacy protections built in"). But
the mere fact that the Act provides some
judicial oversight before the govemment
can get cell site location data does not an-

swer the question whether the goverrunent
is constitutionally required to have a war-
rant.

Once again, the Supreme Court's analysis in Äl-
/ey is instructive. FNe There, the Courl recognized:

FN9. "[T]here is dicta and then there is
dicta, and then there is Supreme Court
dicta." Schwab v. Crosby, 451 F.3d 1308,

t32s (l1th Cir.2006).

Vy'e cannot deny that our decision today will have
an irnpact on the ability of law enforcement to
cornbat crime. Cell phones have become import-
ant tools in facilitating coordination and commu-
nication among members of criminal enterprises,
and can provide valuable incriminating informa-
tion about dangerous criminals. Privacy comes at
a cost.
Riley, 134 S.Ct. at 2493. But still, the Court in-
sisted that law enforcement officers get a warant

frrmation." Nathanson v. United States, 290 U.S.
47,47,54 S.Ct. ll, 13, 78 L.Ed. 159 (1933). The
probable-cause standard is not onerous. See lllinois
v. Gates, 462 U.S. 213,291, 103 S.Ct. 2317,2360,
76 L.Ed.2d 527 (1983) (Brennan, J., dissenting)
(criticizing a probable-cause standard that "imposes
no structure on tnagistrates' probable cause inquir-
ies ... and invites the possibility that intrusions may
be justified on less than reliable information from
an honest or credible person"); Ricardo J. Bascuas,
Property and Probable Cause: The Fourth Antend-
ment's Principled Protection of Privacy, 60 Rutgers
L.Rev. 575, 592 93 (2008) ("The Supreme Coutt
has set the standard for the quality of information
that can support a warant so low that judges can

hardly be expected to uncover a baseless request.");
cf, Riley, 134 S.Ct. at 2493 (noting that "fr]ecent
technological advances ... have ... made the process

of obtaining a warrant itself more efficient"). Nor is
cell site data the type of information which would
spoil or perish during the shorl time it takes to get a
warrant. Finally, requiring a warrant would not do
away with the other well-established exceptions to
the warrant requirement, like exigent circum-
stances. Cf Riley, 134 S.Ct. at 2494 (noting that
"the availability of the exigent circumstances ex-
ception ... address[es] some of the more extreme
hypotheticals that have been suggested"). Imposing
the requirement for a warrant under these circum-
stances would hardly shackle law enforcement from
conducting ef-fective investigations.

But regardless of how easy it might be to get
warrants, the Supreme Court has reminded us time
and again of how important they are.

The warrant requirement has been a valued pafi
of our constitutional law for decades, and it has

determined the result*S44 in scores and scores of
cases in courts all over this country. It is not an
inconvenience to be somehow 'weighed' against
the clails of police efficiency. It is, or should be,

an important working paÍ of our machinery of
government, operating as a matter of course to
check the 'well-intentioned but mistakenly over-
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before searching a cell phone incident to arrest.
So too here. I would simply require the govem-
ment do what it has done for decades when it
seeks to intrude upon a reasonable expectation of
privacy. That is, "get a warrant." Id. at2495.

V.
The majority proclaims that its holding today is

"narrow[ ]," Maj. Op. 505, limited only to cell site
location data, and only to the kind of data the gov-
ernment could obtain in 2010. But "[s]teps inno-
cently taken may one by one lead to the inetriev-
able impairment of substantial liberties." Glasser v.

United States, 315 U.S. 60, 86, 62 S.Ct. 457,472,
86 L.Ed. 680 (1942). Under the reasoning em-
ployed by the majority, the third-party doctríne may
well permit the government access to our precise
location at arry moment, and in the end, our entire
digital lives. And although Mr. Davis-as the ma-
jority reminds us in great detail, see Maj. Op.
500 {l-has been convicted of very serious crimes
and is not therefore the most sympathetic bearer of
this message, FN10 c(the rule[s] we fashion [are] for
the innocent and guilty alike." Draper v. United
stqtes, 358 U.S. 307, 374, 79 S.Ct. 329, 333, 3

L.Ed.2d 321 (1959) (Douglas, J., dissenting). I
would not subject the citizenry to constant location
tracking of their cell phones without requiring the
govemment to get a warrant.*545 The Fourlh
Amendment compels this result. I respectfully dis-
sent.

FNIO. Though regardless of the outcome
of this en banc appeal, Mr. Davis's convic-
tions will stand and he will remain incar-
cerated due to the good-faith exception.
See supra note 1.

C.A.1l (Fla.),2015.
U.S. v. Davis
785 F.3d 498, 62 Communications Reg. (P&F) 909,
25 Fla. L. Weekly Fed. C I I 6l
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INTRODUCTION 

The Supreme Court recently, and aptly, noted that cell phones "are now such a pervasive 

and insistent part of daily life that the proverbial visitor from Mars might conclude they were an 

important feature of human anatomy." Riley v. California, 134 S. Ct. 2473, 2484 (2014). In 

addition to acting as cameras, phone books, maps, and computers, cell phones automatically 

generate a record of when and where they are used - effectively documenting the locations of all 

cell phone users, everywhere they go, every time of day. 

Over the years, the government has obtained the location information of millions of cell 

phone users from their phone companies, without showing probable cause or obtaining a warrant. 

However, courts are increasingly recognizing that individuals have a reasonable expectation of 

privacy in "all [cell phones] contain and all they may reveal," id. at 2494, including what they 

reveal about the user's location. Under established Fourth Amendment principles, the 

government may not infringe upon these reasonable expectations of privacy unless it first obtains 

a warrant based on probable cause. Because the government here seeks access to cell site 

location information without obtaining a warrant or showing probable cause, the Court should 

deny its application. 

BACKGROUND 

Ninety percent of American adults have a cell phone.1 Almost 40% of U.S. households 

have only cell phones.2 As of December of 2013, there were 335.65 million wireless subscriber 

1 Device Ownership Over Time, Pew Research Internet Project, http://www.pewinternet.org/data- 
trend/mobile/device-ownership/ (last visited July 21, 2014). 
2 Annual Wireless Industry Survey, CTIA - The Wireless Association, http://www.ctia.org/your-wireless- 
life/how-wireless-works/annual-wireless-industrv-survey (last visited July 21, 2014). 

1 
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accounts in the United States,3 a number that exceeds the total population.4 In 2013, American 

cell phone users generated 2.618 trillion minutes of calls and 1.91 trillion text messages.5 

According to a recent survey, nearly three quarters of adults with smartphones reported being 

within five feet of their phones most of the time.6 Accordingly, people expect to be able to use 

their cell phones everywhere they go and, for the most part, they can. 

Cell phones operate through the use of radio waves. Cellular service providers maintain a 

network of radio base stations (also called cell sites or cell towers) throughout their coverage 

areas. Electronic Communications Privacy Act (ECPA) (Part IT): Geolocation Privacy and 

Surveillance, Hearing before the Subcomm. on Crime, Terrorism, Homeland Security, and 

Investigations, of the H. Comm. on the Judiciary, 113 Cong., 50 (2013) (written testimony of 

Prof. Matt Blaze, University of Pennsylvania) [hereinafter 2013 ECPA Hearing]. A base station 

consists of multiple antennas facing in different directions. Typically, there are three antennas, 

each covering a 120-degree arc, resulting in three pie-shaped sectors. Thomas A. O'Malley, 

Using Historical Cell Site Analysis Evidence in Criminal Trials, U.S. Att'y Bull., Nov. 2011, at 

19-20. 

Cell phones periodically identify themselves to the closest base station (the one with the 

strongest radio signal) as they move throughout the coverage area. 2013 ECPA Hearing at 50 

(Blaze testimony). Whenever a cell phone user makes or receives a call or text message, his 

phone connects, via radio waves, to an antenna on a cell site, generating cell site location 

3 Annual Wireless Industry Survey, CTIA - The Wireless Association, http://www.ctia,org/your-wireless- 
life/how-wireless-works/annual-wireless-industry-survey (last visited July 21, 2014). 
4 U.S. and World Population Clock, U.S. Census Bureau, http://www.census.gov/popclock/ (last visited 
July 21, 2014) (When visited on July 21, population listed at 318.49 million.) 
5 Annual Wireless Industry Survey, supra note 2. 
6 Harris Interactive, 2013 Mobile Consumer Habits Study, Jumio, Inc., 2 (June 2013), 
http://pages.iumio,com/rs/iumio/images/JurrJo%20-%20Mobile%20Consum 
2.pdf 

2 
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information ["CSLI"]. I f a cell phone moves away from the base station with which it started a 

call and closer to another base station, it connects seamlessly to the next base station. Id. 

As the number of cell phones has increased, the number of cell sites has had to increase 

as well: 

A sector can handle only a limited number of simultaneous call 
connections given the amount of radio spectrum 'bandwidth' 
allocated to the wireless carrier. As the density of cellular users 
grows in a given area, the only way for a carrier to accommodate 
more customers is to divide the coverage area into smaller and 
smaller sectors, each served by its own base station and antenna. 
New services, such as 3G and LTE/4G Internet create additional 
pressure on the available spectrum bandwith, usually requiring, 
again, that the area covered by each sector be made smaller and 
smaller. 

Id. at 54. Densely populated urban areas therefore have more towers covering smaller sectors. 

Within one mile of the San Francisco Federal Courthouse, for example, there are 71 towers and 

781 separate antennas.7 

The trend is toward smaller and smaller base stations, called microcells, picocells, or 

femtocells, which cover a very specific area, such as one floor of a building, the waiting room of 

an office, or a single home. Id. at 43-44. The effect of this proliferation of base stations is that 

"knowing the identity of the base station (or sector ID) that handled a call is tantamount to 

knowing a phone's location to within a relatively small geographic area ... sometimes effectively 

identifying individual floors and rooms within buildings." Id. at 55-56. Although the ability of 

cell providers to track a phone's location within a sector varies based on a number of factors, it is 

increasingly possible to use CSLI to "calculate users' locations with a precision that approaches 

that of GPS." Id. at 53. 

7 Information regarding the concentration of towers in a given geographic area can be found on a public 
database, available at http://www.antennasearch.com/sitestart.asp 

3 
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Tools and techniques are constantly being developed to track CSLI with ever-greater 

precision. Providers can currently triangulate the location of a phone within a sector by 

correlating the time and angle at which it connects with multiple base stations. Id. at 56. 

Providers also are developing technologies that wil l track CSLI whenever a phone is turned on, 

whether or not it is in use. Id. at 57. Because this information costs little to collect and store, 

providers tend to keep it indefinitely. Electronic Communications Privacy Act Reform and the 

Revolution in Location Based Technologies and Services, Hearing before the Subcomm. on the 

Constitution, Civil Rights, and Civil Liberties of the H. Comm. on the Judiciary, I I I t h Cong., 16 

(2010) (testimony of Prof. Matt Blaze) [hereinafter 2010 ECPA Hearing]. 

The ability to track people through their cell phones is, obviously, very appealing to law 

enforcement. See O'Malley, supra, at 26 (noting that provider records "contain accurate date, 

time, and location information" and "unlike a witness' memory, are not prone to impeachment 

based on their accuracy, reliability, or bias"); 2013 ECPA Hearing at 61 ("These characteristics -

ubiquitous and continuous availability, lack of alerting, and high precision - make network-based 

cellular tracking an extremely attractive and powerful tool for law enforcement surveillance."). 

Consequently, each year the United States government seeks CSLI for tens of thousands 

of people. 2010 ECPA Hearing at 80 (written testimony of United States Magistrate Judge 

Stephen Wm. Smith). The government almost always seeks this information by way of sealed 

applications and orders. Id. at 87. In this district alone, the Office of the United States Attorney 

has identified 760 matters in its case management system that were likely to involve applications 

for location-tracking information between January 1, 2008, and January 3, 2013. Declaration of 

Patricia J. Kenney in Support of the Department of Justice's Motion for Summary Judgment as to 

Part 1 of Plaintiffs Freedom of Information Act Request at 10, American Civil Liberties Union of 

Northern California v. Department of Justice, No. 12-cv-4008 MEJ (N.D. Cal. Sept. 23, 2013). 

4 
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DISCUSSION 

I. T H E F O U R T H AMENDMENT PROHIBITS W A R R A N T L E S S S E A R C H AND S E I Z U R E OF C S L I 

A. C S L I Is Protected by the Fourth Amendment Right to Privacy 

The Fourth Amendment prohibits the government from collecting an individual's 

historical location tracking information without a warrant. Since at least 1967, the Supreme 

Court has recognized that the Fourth Amendment protects an individual's right to privacy, even 

in public places. Katz v. United States, 389 U.S. 347, 351 (1967). Katz held that when the 

government infringes upon a subjective expectation of privacy that society recognizes as 

reasonable, it effects a search and seizure within the meaning of the Fourth Amendment. Id, at 

353. Thus, in Katz, the government was found to have violated the defendant's Fourth 

Amendment rights by eavesdropping on his private conversation in a public phone booth. Id. 

In United States v. Knotts, the Court first applied the Katz test to electronic surveillance, 

holding that the Fourth Amendment was not violated when the government used a beeper to track 

a car from one location to another. 460 U.S. 276, 277 (1983). The beeper tracking in Knotts did 

not implicate the Fourth Amendment because "[a] person travelling in an automobile on public 

thoroughfares has no reasonable expectation of privacy in his movements from one place to 

another." Id. at 281. However, the Court left open the possibility that advances in surveillance 

technology would require a reevaluation of its decision. Id. at 283-84. 

The following year, in United States v. Karo, the Court limited Knotts to electronic 

surveillance in public places. 468 U.S. 705, 714 (1984). In Karo, the police placed a beeper in a 

container belonging to the defendant and monitored its location electronically, including while it 

was inside a private residence. Id. at 708-10. The Court held that the continued monitoring of 

the beeper inside the home was an unconstitutional trespass into the residence by electronic 

5 
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means - even though the officers could not have known, when they planted the tracking device, 

that it would end up inside a house. Id, at 715; see also Kyllo v. United States, 533 U.S. 27, 34 

(2001) (holding that the government engages in a search in violation of the Fourth Amendment 

by using a thermal imager to detect heat signatures inside a house that would be invisible to the 

naked eye). 

More recently, in United States v. Jones, five Justices concluded that prolonged, 

electronic location monitoring by the government impinges upon a legitimate expectation of 

privacy in violation of the Fourth Amendment. 132 S. Ct. 945, 955 (2012) (Sotomayor, J., 

concurring); id. at 965 (Alito, J., concurring). In Jones, the government placed a GPS tracker on 

the defendant's car and used it to monitor the car's location - on public thoroughfares - for 28 

days. Id. at 948. The majority opinion held that the government had violated the Fourth 

Amendment by the physical trespass of placing the tracker on the vehicle, and it therefore did not 

need to address whether the location tracking violated a reasonable expectation of privacy. Id. at 

949. It explicitly noted, however, that "[situations involving merely the transmission of 

electronic signals without trespass would remain subject to Katz analysis." Id, at 953 (emphasis 

in original). 

The five Justices who did engage in a Katz analysis concluded that the government's 

actions in tracking the car's location violated the Fourth Amendment. Id. at 964 (Alito, J., 

concurring); id. at 955 (Sotomayor, J., concurring).8 Despite the fact that the government tracked 

the car only as it travelled in plain sight on public streets and highways, Justice Alito concluded 

that the GPS monitoring "involved a degree of intrusion that a reasonable person would not have 

8 Justice Sotomayor, while agreeing with Justices Alito, Ginsburg, Breyer, and Kagan that an analysis 
under Katz was appropriate, nonetheless wrote separately because she also joined the majority in 
concluding that the physical trespass of placing the tracker on the car was an independent Fourth 
Amendment violation. Jones, 132 S. Ct. at 954-55 (Sotomayor, J., concurring), 

6 
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anticipated." Id. at 964 (Alito, J., concurring). Consequently, he found that "the use of longer 

term GPS monitoring in investigations of most offenses impinges on expectations of privacy." 

Id. Notably, this conclusion did not depend upon on the type of technology used to track the car 

in Jones; rather, Justice Alito discussed the proliferation of modern devices that track people's 

movements, noting that cell phones were "perhaps [the] most significant" among these. Jones, 

132 S. Ct. at 963 (Alito, J., concurring). 

Justice Sotomayor agreed that prolonged electronic surveillance violates the Fourth 

Amendment. Id. at 955 (Sotomayor, J., concurring). She added, however, that "even short-term 

monitoring" raises concerns under Katz because "GPS monitoring generates a precise, 

comprehensive record of a person's public movements that reflects a wealth of detail about her 

familial, political, professional, religious, and sexual associations." Id. When governmental 

actions intrude upon someone's privacy to that degree, a warrant is required. Id. 

Here, as in Jones, the government seeks permission to track individuals, without a 

warrant, over an extended period of time, by electronic means.9 CSLI, like GPS, provides the 

government with a comprehensive, intimate portrait of an individual's life. Most people would 

not expect that the government can access, without a warrant, records tracking their movements 

for weeks or months at a time - and that expectation is a reasonable one. 

The ability of CSLI to track people inside buildings raises additional Fourth Amendment 

concerns. Kyllo and Karo prohibit warrantless intrusions into the home, intended or not, by 

means of technology. Kyllo, 533 U.S. at 34; Karo, 468 U.S. at 17. As the Court acknowledged 

in Kyllo, "the rule we adopt must take account of more sophisticated systems that are already in 

use or in development." Kyllo, 533 U.S. at 36. Because CSLI is generated by radio waves, it 

9 This Opposition addresses CSLI in general terms only, because no information was disclosed about the 
type of location information the government is seeking or the length of time covered by its application. 

7 
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inevitably collects information from inside buildings, including private homes. Especially as cell 

sites cover smaller and smaller sectors, cell site location tracking to (or even within) a specific 

home is inevitable. Even today, the government has no way of restricting its requests for CSLI to 

public spaces - which is one reason that governmental requests for this information should be 

supported by probable cause and a warrant. 

B. This Court Should Follow the Eleventh Circuit in Holding That Historical 
Cell Site Location Information Is Protected by the Fourth Amendment 

As noted above, the data the government seeks when it requests CSLI is much more 

comprehensive, and much more apt to reveal intimate information, than the location of 

someone's car. Accordingly, the Eleventh Circuit recently held that, in light of the Jones 

concurrences, government requests for CSLI are subject to the warrant requirement of the Fourth 

Amendment. United States v. Davis, F.3d , 2014 WL 2599917 at *10 (11th Cir. 2014). 

Davis compared the information revealed to the government via a GPS device on a vehicle with 

that revealed by CSLI and found that the violation of privacy rights implicated by disclosure of 

CSLI was much more significant: 

One's car, when it is not garaged in a private place, is visible to the 
public, and it is only the aggregation of many instances of the 
public seeing it that make it particularly invasive of privacy to 
secure GPS evidence of its location...In contrast, even on a 
person's first visit to a gynecologist, a psychiatrist, a bookie, or a 
priest, one may assume that the visit is private i f it was not 
conducted in a public way. One's cell phone, unlike an automobile, 
can accompany its owner anywhere. Thus, the exposure of the cell 
site location information can convert what would otherwise be a 
private event into a public one. When one's whereabouts are not 
public, then one may have a reasonable expectation of privacy in 
those whereabouts. 

Id. at *8. Because the location of a cell phone is so apt to reveal private information about its 

owner, Davis concluded, "even one point of cell site location data can be within a reasonable 

expectation of privacy." Id. Indeed, while people are in their cars only while travelling from one 
8 
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place to another, most Americans are within five feet of their phones most of the time. 

Especially in urban settings, where cell towers are more plentiful, this means that a cell phone -

and, by extension, its owner - can be tracked with disquieting precision.11 

The government urges this Court to disregard Davis and instead follow the Third and 

Fifth Circuits in holding that the government need not procure a warrant before acquiring CSLI. 

See In re Application, 724 F.3d 600 (5th Cir. 2013); In the Matter of the Application, 620 F.3d 

304 (3d Cir. 2010). The Third Circuit opinion, which was issued before Jones was decided, is 

based on the proposition that location monitoring does not implicate Fourth Amendment privacy 

rights.1 2 In the Matter of the Application, 620 F.3d at 313 ("The Knotts/Karo opinions make 

clear that the privacy interests at issue are confined to the interior of the home."). This reasoning 

cannot stand in the face of Jones, which explains that the government's prolonged surveillance of 

individuals, even in public places, does implicate the Fourth Amendment. Jones, 132 S. Ct. at 

953; id. at 955 (Sotomayor, J., concurring); id. at 964 (Alito, J., concurring). 

The Fifth Circuit, on the other hand, held that any disclosure of private information to a 

third party destroys all privacy interests in the information; i.e., because the cell phone provider 

collects the CSLI data, the subscriber cannot claim a legitimate interest in its privacy. In re 

Application, 724 F.3d at 610-11. To reach this conclusion, the Fifth Circuit posits that it is 

Harris Interactive, 2013 Mobile Consumer Habits Study, Jumio, Inc., 2 (June 2013), 
http;//pages.iumio.com/rs/iumio/images/Jurnio%20-%20Mobile%20Consumer%20Habits%20Study-

1 1 Even cases that disagree on the constitutionality of warrantless CSLI tracking acknowledge that the 
tracking is precise. See In re Application, 724 F.3d 600, 609 (5th Cir. 2013) ("The reason that the 
Government seeks such information is to locate or track a suspect in a criminal investigation. The data 
must be precise enough to be useful to the government... it can narrow someone's location to a fairly 
small area."); see also 2013 ECPA Hearing at 61 ("The increasingly high resolution that the cell site 
tracking can achieve in densely populated areas - and the ability to provide this data even when the 
handset is indoors - can paint an even richer picture of an individual's movements than can vehicle-based 
GPS devices."). 
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reasonable - and constitutional - to force people to choose between preserving their Fourth 

Amendment rights and owning a cell phone. Id. at 613. As discussed in section I I , below, the 

Supreme Court has never taken such an extreme position. Moreover, the Court's recent decision 

in Riley v. California affirms that the protections of the Fourth Amendment extend to 

information generated by our cell phones even when it is shared with the provider. 134 S. Ct. 

2473 (2014). 

C. Riley v, California Implicitly Recognizes a Privacy Interest in C S L I 

After Riley, there can be no doubt that individuals have a reasonable expectation of 

privacy in cell phone location data. In a rare, unanimous Fourth Amendment decision, the Court 

explained that cell phones "hold for many Americans the privacies of life." Id. at 2495 (citation 

and internal quotation marks omitted). Riley's focus on the wealth of information revealed by an 

individual's cell phone, and the attendant right to privacy in that information, applies beyond the 

limited context of searches incident to arrest.13 

Because cell phones have the capacity to expose such vast amounts of personal 

information about their owners, the Court refused to engage in a "mechanical application" of 

precedent. Id. at 2484. Riley thus rejected the government's efforts to analogize cell phone 

information to any pre-digital counterpart. See id. at 2488 ("The United States asserts that a 

As discussed in section V, infra, the Third Circuit did hold that 18 U.S.C. § 2703 gives magistrates the 
discretion to require a warrant for CSLI on a case-by-case basis. In the Matter of the Application, 620 
F.3dat319. 
13 

Commentators agree that Riley's holding extends well beyond the particular warrant exception at 
issue. Legal scholars have widely characterized the holding as sweeping, and one that will have broad 
implications in other areas. See, e.g., Marc Rotenberg & Alan Butler, Symposium: In Riley v. California, 
A Unanimous Supreme Court Sets Out Fourth Amendment for Digital Age, SCOTUSblog (June 26, 2014, 
6:07 PM), http://www.scotusblog.com/2014/06/svmposium-in-riley-v-california-a-unanimous-supreme- 
court-sets-out-fourth-amendment-for-digital-age/ ("The Court's conclusion that data is different will 
affect not only digital search cases, but also the NSA's bulk record collection program, access to cloud-
based data, and the third-party doctrine."); Adam Liptak, Major Ruling Shields Privacy of Cellphones, 
N.Y. Times (June 25, 2014), http://www.nytimes.com/2014/06/26/us/supreme-court-cellphones-search- 
privacy.html ("While the decision will offer protection to the 12 million people arrested every year, many 

10 
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search of all data stored on a cell phone is 'materially indistinguishable' from searches of these 

sorts of physical items. That is like saying a ride on horseback is materially indistinguishable 

from a flight to the moon. Both are ways of getting from point A to point B, but little else 

justifies lumping them together."). The Court declared, without qualification, that "[mjodern cell 

phones, as a category, implicate privacy concerns far beyond those implicated by the search of a 

cigarette pack, a wallet, or a purse." Id. at 2488-89 (emphasis added). 

Historical location data generated by cell phones served as one of the Court's chief 

examples of "the privacies of life" that cell phone metadata exposes. See id. at 2490 ("Data on a 

cell phone can also reveal where a person has been. Historic location information... can 

reconstruct someone's specific movements down to the minute, not only around town, but within 

a particular building."). The Court cited with approval Justice Sotomayor's concurrence in 

Jones, in which she concluded that generating and monitoring "a precise, comprehensive record 

of a person's public movements" infringes upon a reasonable expectation of privacy that is 

protected by the Fourth Amendment. Id. at 2490 (citing Jones, 132 S. Ct. at 955 (Sotomayor, J., 

concurring)). 

Riley also contains echoes of the "mosaic theory" of privacy adopted by Justices 

Sotomayor and Alito in their Jones concurrences, noting that "[a] cell phone collects in one place 

many distinct types of information... that reveal much more in combination than any isolated 

record." Id. at 2489.14 The Court explained that aggregating, then analyzing, this data intrudes 

upon a protected privacy interest: "The sum of an individual's private life can be reconstructed 

through a thousand photographs labeled with dates, locations, and descriptions; the same cannot 

be said of a photograph or two of loved ones tucked into a wallet." Id; see also Davis, F.3d 

for minor crimes, its impact will most likely be much broader."). 
11 
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, 2014 WL 2599917 at *6 (noting that the government often relies on mosaic theory to 

establish that aggregated data is far more revealing than the sum of its parts). 

Riley thus stands in direct opposition to the government's position in this case. Cell 

phones, as the Riley court acknowledged, are ubiquitous. See 134 S. Ct. at 2490 ("According to 

one poll, nearly three-quarters of smart phone users report being within five feet of their phones 

most of the time, with 12% admitting that they even use their phones in the shower."). The data 

they collect is "qualitatively different" than that contained in other objects, for purposes of 

Fourth Amendment analysis. Id. Riley's discussion of the nature of cell phones and our 

dependence upon them forecloses any argument that it is "reasonable" to expect that the 90% of 

American adults who carry cell phones thereby waive their Fourth Amendment right to not be 

subject to constant government surveillance. 

I I . C E L L PHONE SUBSCRIBERS D O N O T F O R F E I T T H E I R F O U R T H AMENDMENT R I G H T S 

S I M P L Y B E C A U S E T H E I R C S L I R E C O R D S A R E MAINTAINED B Y T H I R D - P A R T Y C E L L 

PHONE COMPANIES 

A. An Individual Does Not Lose the Right to Privacy in C S L I Simply Because It 
Is Disclosed to a Cell Phone Provider 

The government urges this Court to follow the Fifth Circuit by analogizing the CSLI at 

issue here to the bank records and pen registers at issue in Smith v. Maryland, 442 U.S. 735 

(1979), and United States v. Miller, 425 U.S. 435 (1976). Smith and Miller held that, by 

voluntarily sharing dialed numbers with the phone company and banking records with the bank, 

the consumer waived any right to privacy in those records for purposes of the Fourth 

Amendment. Smith, 442 U.S. at 742; Miller, 425 U.S. at 442-43. The fact that the cell phone 

providers maintain records of individuals' CSLI does not, however, diminish the individuals' 

privacy interest in those records. Exposing information to a third party does not necessarily 

See also, e.g., United States v. Maynard, 615 F.3d 544 (D.C. Cir. 2010) (adopting, in lower court 
12 
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waive one's expectation of privacy and attendant Fourth Amendment protections. 

The third-party doctrine discussed in Smith and Miller is inapplicable to an era where 

people routinely and unthinkingly disclose the most intimate details of their lives to their cell 

phone providers. As Justice Sotomayor recognized in Jones, our increasing dependence on 

technology in daily life requires a re-evaluation of the question of "privacy" in the context of the 

Fourth Amendment: 

More fundamentally, it may be necessary to reconsider the premise 
that an individual has no reasonable expectation of privacy in 
information voluntarily disclosed to third parties. E.g., Smith, 442 
U.S., at 742, 99 S. Ct. 2577; United States v. Miller, 425 U.S. 435, 
443, 96 S. Ct. 1619, 48 L. Ed. 2d 71 (1976). This approach is i l l 
suited to the digital age, in which people reveal a great deal of 
information about themselves to third parties in the course of 
carrying out mundane tasks. People disclose the phone numbers 
that they dial or text to their cellular providers; the URLs that they 
visit and the e-mail addresses with which they correspond to their 
Internet service providers; and the books, groceries, and 
medications they purchase to online retailers. 

132 S. Ct. at 957 (Sotomayor, J., concurring); see also Aya Gruber, Garbage Pails and Puppy 

Dog Tails; Is That What Katz Is Made Of?, 41 U.C. Davis L. Rev. 781 (2008) (arguing that the 

third-party doctrine is "extremely dangerous in an increasingly technological world" and must be 

reconsidered in light of actual societal expectations of privacy in digital information). 

The Supreme Court has consistently revisited its Fourth Amendment jurisprudence in 

opinion in Jones, the "mosaic" theory to hold that GPS tracking of a car is a "search"). 
XiSee Ferguson v. City of Charleston, 532 U.S. 67, 78 (2001) (holding that patients have reasonable 
expectation of privacy in results of medical tests, despite their voluntary disclosure of those results to 
hospital personnel); Bond v. United States, 529 U.S. 334, 338-39 (2000) (holding that traveler retains 
reasonable expectation of privacy in bag placed in overhead bin of a bus, despite knowledge that other 
passengers can handle and move bag); Quon v. Arch Wireless Operating Co. Inc., 529 F.3d 892, 905-07 
(9th Cir. 2008) (holding that police officer had reasonable expectation of privacy in contents of text 
messages sent on phone owned by police department despite fact that third-party server had access to the 
messages and despite department policy stating there was no expectation of privacy in texts), rev'd on 
other grounds, 560 U.S. 746 (2010)); United States v. Taketa, 923 F.2d 665, 677 (9th Cir. 1991) (holding 
that agent had reasonable expectation of privacy in not being secretly videotaped in someone else's 
office). 

13 
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light of evolving technology. See Kyllo, 533 U.S. at 33-34 ("It would be foolish to contend that 

the degree of privacy secured to citizens by the Fourth Amendment has been entirely unaffected 

by the advance of technology."). Jones thus recognized that GPS technology was qualitatively 

different than its physical surveillance counterpart.16 132 S. Ct. at 954. Riley similarly rejected 

any comparison between physical items in an arrestee's possession and his cell phone. See 134 

S. Ct. at 2485 ("A search of the information on a cell phone bears little resemblance to the type 

of brief physical search considered in [United States v. Robinson, 414 U.S. 218 (1973)]"). 

Here, as in Jones and Riley, the realities of modern technology preclude the mechanical 

application of 35-year-old precedent. In 1979, the year Smith was decided, Jimmy Carter was 

president, The Dukes of Hazard premiered on CBS, and telephones travelled only as far as their 

cords would allow. The Court could not have foreseen that one day the telephone company 

would be automatically electronically tracking the vast majority of Americans everywhere, all the 

time, and regularly turning that information over to the government. It is inconceivable that 

1 7 

Smith and Miller intended so far-reaching an abrogation of our Fourth Amendment rights. 

The advent of technologies that enable more intrusive police surveillance cannot be 

permitted to "erode the privacy guaranteed by the Fourth Amendment." See Kyllo, 533 U.S. at 

1 6 Even the Knotts court acknowledged that its analysis was subject to change with evolving surveillance 
technology. 460 U.S. at 283-84 ("If such dragnet type law enforcement practices as respondent 
envisions should eventually occur, there will be time enough then to determine whether different 
constitutional principles may be applicable."); see also United States v. Pineda-Moreno, 617 F,3d 1120, 
1126 (9th Cir. 2010) (Kozinski, J., dissenting) ("When requests for cell phone location information have 
become so numerous that the telephone company must develop a self-service website so that law 
enforcement agents can retrieve user data from the comfort of their desks, we can safely say that 'such 
dragnet-type law enforcement practices' are already in use."). 
1 7 Indeed, although the government's concession in Riley that a search had occurred enabled the Court to 
avoid fully reconsidering Smith, the Court took the opportunity to explain that the pen register in Smith 
bore little relationship to the phone data being mined by the government. Riley, 134 S. Ct. at 2492. The 
Court noted that, even on an old-fashioned flip phone, a cell phone's call log (and thus its metadata) 
"contained more than just phone numbers," including substantial personal identifiers, rendering a case 
about pen registers of little utility in deciding the Fourth Amendment question in the context of cell 
phones. Id. at 2493. 

14 
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34. This Court should join others across the country in rejecting "the fiction that the vast 

majority of the American population consents to warrantless government access to the records of 

a significant share of their movements by 'choosing' to carry a cell phone." In the Matter of an 

Application, 809 F. Supp. 2d 113, 127 (E.D. N.Y. 2011); see also In the Matter of an 

Application, 736 F. Supp. 2d 578, 596 (E.D. N.Y. 2010) ("The Fourth Amendment cannot 

properly be read to impose on our populace the dilemma of either ceding to the state any 

meaningful claim to personal privacy or effectively withdrawing from a technologically maturing 

society."); cf In re United States, 2006 WL 1876847 at * * 1 , 3 (N.D. Ind. 2006) (unpublished) 

(denying government's appeal from magistrate's order denying prospective and historical CSLI 

without a warrant); cf also In Matter of United States, F. Supp. 2d , 2014 WL 1395082 

at * 1 (D. D.C. 2014) (noting "serious statutory and constitutional questions" raised by 

government's application for historical CSLI and ordering amicus and the government to submit 

"evidence and substantive briefing" before deciding "whether this application should be granted 

in its current form -- and without a showing of probable cause"). 

B. C S L I Is Not Voluntarily Conveyed to a Third Party 

Even under the third-party doctrine articulated in Smith and Miller, however, cell phone 

users would retain a constitutionally protected privacy interest in their CSLI. Smith held that 

there was no privacy interest in dialed numbers because the person using the telephone 

intentionally conveyed the number to the telephone company for the express purpose of having 

the carrier connect him to that number. 442 U.S. at 742. The consumer also received a list of 

numbers dialed on his monthly bill, confirming that the phone company was recording this 

information. Id. Similarly, Miller declined to extend Fourth Amendment protection to bank 

documents (e.g., checks, deposit slips) because these documents were intentionally shared by the 

consumer with bank employees in order to achieve the consumer's purpose (e.g., transferring 

15 
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money to another entity, depositing money in an account) and the bank was a party to these 

transactions. 425 U.S. at 440-43. 

CSLI, on the other hand, is not knowingly and intentionally conveyed by the consumer to 

anyone but rather generated automatically by radio waves. People do not use their cell phones as 

tracking devices or expect that the government wil l do so. In contract to Smith-era telephone 

bills, which listed toll calls, cell phone users do not receive a report of their CSLI from their 

service providers. Nor do providers inform them how long they retain CSLI. Cell phone users 

do not affirmatively convey CSLI, nor can they control its disclosure. Accordingly, the Third and 

Eleventh circuits have rejected the argument that CSLI is voluntarily conveyed by cell phone 

users. Davis, F.3d , 2014 WL 2599917 at *9; In the Matter of the Application, 620 F.3d 

at 317. 

The Ninth Circuit also has rejected the general theory that passive transmission of data to 

a third party waives a consumer's Fourth Amendment rights. In United States v, Forrester, the 

court held that email and IP addresses were not protected by the Fourth Amendment. 512 F.3d 

500, 510 (9th Cir. 2008). Significantly, the court drew a distinction between this information, 

which the consumer conveys intentionally for purposes of delivering his email or directing his 

browser to a specific address, and data that is "merely passively conveyed through third party 

equipment." Id. The court thus retained Fourth Amendment protection for information that is 

not conveyed voluntarily to achieve a purpose of the consumer. Id. at 511 ("E-mail, like physical 

mail, has an outside address 'visible' to the third-party carriers that transmit it to its intended 

location, and also a package of content that the sender presumes will be read only by the intended 

recipient."). 

Even the Smith Court recognized that the voluntary disclosure of information to a third 

16 
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party does not erase all Fourth Amendment protection.18 442 U.S. at 739-40. Smith 

distinguished between records of dialed telephone numbers and the content of telephone 

conversations, which it acknowledged remained protected by the Fourth Amendment. Id. The 

location information at issue here is more analogous to the content of a communication than to an 

address. Tracking a person via the location of his cell phone is akin to electronically following 

him everywhere he goes, inside and outside, day and night, for the period of surveillance. This is 

far more intrusive than recording the phone numbers he dials, and it warrants greater Fourth 

Amendment protection. See Davis, F.3d , 2014 WL 2599917 at *8 ("cell site data is 

more like communications data than it is like GPS information. That is, it is private in nature 

rather than being public data that warrants privacy protection only when its collection creates a 

sufficient mosaic to expose that which would otherwise be private."). 

I I I . C S L I Is N O T A BUSINESS R E C O R D OF T H E P R O V I D E R 

A. A Service Provider's Ability to Access C S L I Does Not Defeat the Subscriber's 
Reasonable Expectation of Privacy 

Relying on the Fifth Circuit's decision, the government argues that it may obtain CSLI 

because "a historical cell site record 'is clearly a business record' of the cell phone provider," 

Gov't Application at 5 (quoting In the Matter of the Application, 724 F.3d at 612), and, as such, 

may be obtained by subpoena or similar compulsory process. The government contends that it 

need not, therefore, establish probable cause before acquiring CSLI and is subject only to the 

Fourth Amendment's "reasonableness standard for compulsory process." Id. 

The fundamental flaw in this argument is that it begs the critical question of whether cell 

1 8 Even if disclosure to a third party diminishes an individual's privacy interest, Riley explicitly held that 
"diminished privacy interests does not mean that the Fourth Amendment falls out of the picture entirely." 
134 S. Ct. at 2488. "To the contrary, when 'privacy-related concerns are weighty enough' a 'search may 
require a warrant notwithstanding the diminished expectations of privacy.'" Id. (quoting Maryland v. 
King, 133 S. Ct. 1958, 1979 (2013)). 

17 
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phone users have a reasonable expectation of privacy in their location information. See Smith, 

442 U.S. at 742 ("petitioner's argument that [the pen register] installation and use constituted a 

'search' necessarily rests upon a claim that he had a 'legitimate expectation of privacy' regarding 

the numbers he dialed on his phone"); Miller, 425 U.S. at 442 ("We must examine the nature of 

the particular documents sought to be protected in order to determine whether there is a 

legitimate 'expectation of privacy' concerning their contents."). I f a reasonable expectation of 

privacy exists, the fact that the record is maintained in the course of business does not strip it of 

Fourth Amendment protection. 

As discussed above, cell phone users do have a reasonable expectation of privacy in their 

CSLI. Therefore, the government cannot obtain it simply by issuing a subpoena. See Miller, 425 

U.S. at 444 ("[T]he general rule that the issuance of a subpoena to a third party to obtain the 

records of that party does not violate the rights of a defendant" applies only when "no Fourth 

Amendment interests... are implicated."). 

A second flaw in the government's argument is that, as discussed above, cell phone users 

do not knowingly and voluntarily convey their location information to the cell phone provider. 

The voluntariness question is significant in the business records analysis. See Smith, 442 U.S. at 

445 (stating that it does not matter "whether or not the phone company in fact elects to make a 

quasi-permanent record of a particular number dialed" but rather whether "petitioner voluntarily 

conveyed to it information that it had facilities for recording and that it was free to record"). 

Two of the three circuits that have addressed whether cell phone users voluntarily share their 

location information have concluded that they do not. See Davis, F.3d , 2014 WL 

2599917 at *9 (following Third Circuit in rejecting argument that cell phone users knowingly 

and voluntarily share with providers their historical CSLI); In the Matter of the Application, 620 

F.3d at 317 ("A cell phone customer has not 'voluntarily' shared his location information with a 

18 
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cell provider in any meaningful way."). 1 9 

Once a subscriber has demonstrated a reasonable expectation of privacy in records held 

by a third party, the question becomes whether the disclosure or some other factor defeats the 

Fourth Amendment protection otherwise accorded to the records. In United States v. Warshak, 

the Sixth Circuit rejected the argument that an internet service provider's ability and right to 

access the contents of a subscriber's emails eliminated the subscriber's reasonable expectation of 

privacy in his emails. 631 F.3d 266, 286-87 (6th Cir. 2010). The ISP's control over and ability 

to access the emails "wil l not be enough to overcome an expectation of privacy." Id. at 287 

(internal quotation marks omitted). There is no reason the Court should reach a different 

conclusion in this case. 

B. Service Providers Were Forced by the Government to Configure Their 
Networks to Generate C S L I for Law Enforcement Purposes 

Moreover, CSLI is not a business record of the provider because the government requires 

cell phone companies to record CSLI for law enforcement purposes and to give law enforcement 

access to it. In 1994, Congress enacted the Communications Assistance for Law Enforcement 

Act ["CALEA"], 18 U.S.C. §§ 1001-1010, which required all cell phone service providers to 

build into their networks equipment capable of "expeditiously isolating and enabling the 

government... to access call-identifying information." 47 U.S.C. § 1002(a). "Call-identifying 

information" includes CSLI. U.S. Telecomm. Ass 'n v. FCC, 227 F.3d 450, 453 (D.C. Cir. 2000). 

CALEA was enacted for the express purpose of allowing law enforcement "to intercept 

communications involving advanced technologies such as digital or wireless transmission 

Other cases that the government cites to support this claim also fail to advance its argument. In 
Donaldson v. United States, 400 U.S. 517 (1971), and SEC v. Jerry T. O'Brien, Inc., 467 U.S. 735 
(1984), the Court found no reasonable expectation of privacy because people had intentionally disclosed 
the information at issue to someone else. Similarly, in United States v. Golden Valley Elec. Ass 'n, the 

19 
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modes." H.R. Rep. No. 103-827(1) at 9 (1994); see also Communications Assistance For Law 

Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (enacting CALEA "to make clear 

a telecommunications carrier's duty to cooperate in the interception of communications for law 

enforcement purposes"). Following the enactment of CALEA, the Telecommunications Industry 

Association, after extensive negotiations with the FBI, promulgated technical standards outlining 

the "technical features, specifications, and protocols" a network must incorporate to comply with 

CALEA. U.S. Telecomm. Ass'n, 227 F.3d at 455. These standards are known as the "J-

Standard." Id. Providers who do not comply with these standards are subject to fines of 

$10,000.00 per day. Id. at 455. 

When the J-Standard first was adopted by the FCC, telecommunications industry 

associations, along with privacy rights groups, challenged it on the grounds that CSLI was 

outside the scope of CALEA. Id. at 455. They objected that the requirement that their networks 

track and provide CSLI "effectively converts ordinary mobile telephones into personal location-

tracking devices, giving law enforcement agencies access to far more information than they 

previously had." Id. at 455-56. The FCC disagreed, and the courts ultimately ruled that CSLI is 

"call-identifying information" under CALEA and that the providers are, therefore, required to 

collect it and to make it available to law enforcement. Id. at 463. 

Today, the J-Standard dictates the default network architecture of every cell phone service 

provider in the United States. See Micah Sherr, et al., Can They Hear Me Now? A Security 

Analysis of Law Enforcement Wiretaps, Proc. 16 th ACM Conf on Computer & Comms. Sec. 512, 

514 (Nov. 2009) ("This architecture is the only currently fielded standard for complying with 

CALEA."). It mandates that every cell network include elements that function as "interception 

reasonableness standard applied because the records at issue were ones in which the consumer had no 
reasonable expectation of privacy. 689 F.3d 1108, 1116—17 (9th Cir. 2012). 
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access points" that have the ability to convey CSLI to law enforcement. Id. at 514-15. 

Consequently, cell phone users have no choice but to obtain their cell phone service from a 

company that is required, by the federal government, to track their CSLI and to make it available 

to law enforcement. 

In light of this history, the government's claim that "[c]ell phone providers maintain cell 

site information for their own purposes, including billing and advertising, and not because the 

government mandates the compilation of such information; no federal law requires a company to 

create or keep historical cell site records," Govt. Letter Brief, at 1, is disingenuous, at best. 

Indeed, when engaged in litigation to force cell phone providers to create networks capable of 

transmitting CSLI to law enforcement, the Justice Department recognized the privacy interest at 

stake and conceded, in its brief in U.S. Telecomm. Ass'n, that "a pen register order does not by 

itself provide law enforcement with authority to obtain location information, and we have never 

contended otherwise." 227 F.3d at 464. The government cannot now claim that CSLI is 

information that cell phone service providers independently choose to record and preserve that 

coincidentally happens to be useful to law enforcement. 

I V . T H E S T O R E D COMMUNICATIONS A C T D I D NOT C O N T E M P L A T E C S L I 

The government also argues that Congress determined that it could obtain CSLI based on 

only a court order, without showing probable cause, when it enacted the Stored Communications 

Act ["SCA"], including 18 U.S.C. § 2703(d).20 Because CSLI is protected by the Fourth 

Amendment, as discussed above, a warrant supported by probable cause is required, and the 

government may not obtain CSLI based on a lesser showing, even i f it complies with the statute. 

See Davis, F.3d , WL 2599917 at *3 (holding that "[t]he obtaining of [cell site location] 

21 

Case3:14-xr-90532-NC   Document7   Filed07/28/14   Page26 of 35



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

data without a warrant is a Fourth Amendment violation" even though government obtained 

information under a § 2703(d) order). "It is clear, of course, that no Act of Congress can 

authorize a violation of the Constitution." Almeida-Sanchez v. United States, 413 U.S. 266, 272 

(1973). 

Moreover, there is no indication in the SCA or the relevant legislative history that 

Congress considered, or intended to address, CSLI in promulgating the SCA. See In re United 

States, 441 F. Supp. 2d 816, 833 (S.D. Tex. 2006) ("Hybrid proponents concede that the SCA 

was not specifically enacted as the mechanism to collect cell site data."). The legislative history 

of the SCA establishes that Congress enacted it primarily to "'protect against the unauthorized 

interception of electronic communications.'" In the Matter of the Application, 620 F.3d at 313 

(quoting S. Rep. No. 99-541, at 1 (1986)). Although the legislative history refers to cell phones, 

it discusses location information only with respect to "tracking devices" or transponders, which it 

defines as "one-way radio communication devices that emit a signal on a specific radio 

frequency" - not cell phones. S. Rep. No. 99-541 at, e.g., 2, 4, 9, 10. The section describing 

"cellular telephones" does not mention location information. Id. at *9. 

The SCA was last amended in 1994, by CALEA. That amendment addressed CSLI only 

by precluding the government from obtaining it based solely on a pen register application. In the 

Matter of the Application, 620 F.3d at 315 n.l (quoting 47 U.S.C. § 1002(a)(2)(B)); see also 

2010 ECPA Hearing at 2 (2010) (Rep. Sensenbrenner: "In enacting . . . CALEA, Congress 

specifically instructed that a person's location information cannot be acquired solely pursuant to 

a pen register."). In fact, Congress held a series of hearings in 2010 to address CSLI precisely 

because it had not considered the subject when it enacted or amended the SCA. See 2010 ECPA 

See Govt. Letter Brief at 7 ("In the Stored Communications Act, including § 2703(d), Congress has 
enacted legislation controlling government access to historical records of cell-phone providers. When 
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Hearing at 2 (Rep. Sensenbrenner: "Considering that the ECPA was enacted in 1986, well before 

the proliferation of cell phones and other technologies, I think it is fair to say that the statute does 

not speak specifically to these issues."); id. at 82 (Magistrate Smith: "ECPA does not explicitly 

refer to 'cell site' or other location information from a cell phone."). 

A review of the explosive growth in cell site networks and the proliferation of cell phones 

over the past 28 years further belies any claim that the 1986 SCA adequately protects cell phone 

users' privacy interests when the government seeks CSLI today. Indeed, that is one of the reasons 

the 2010 hearing was necessary: 

[Mjobile communication devices have evolved from being little 
more than a convenience for the wealthy to a basic necessity for 
most Americans. Cell phones have transformed the way we 
communicate and work with each other on a daily basis... 
According to a 2009 Wireless Association report, there were 
approximately 227 million cell phone services subscribers in the 
United States last year. That is about 90 percent of the overall 
population. 

Id. at 3-4 (Rep. Johnson); see also id. at 3 (Rep. Sensenbrenner: " I think we all know that a 24-

year-old original law and a 16-year-old second law is way out of date compared to where the 

technology is at."). 

When the SCA was passed in 1986, there were only 1,000 cell sites in the United States, 

and fewer than 1% of Americans used cell phones.21 When the SCA was amended in 1994, 

fewer than 10% of Americans used cell phones.22 Today, more than 90% of American adults 

have one. The increase in the number of cell phones and the uses to which they are put has 

driven a corresponding increase in the number of base stations, which means CSLI is much more 

the government seeks historical cell site records using a § 2703(d) order, it complies with this statute."). 
2 1 Andrea Meyer, 30th Anniversary of the First Commercial Cell Phone Call, Verizon Wireless News 
Center, (October 11, 2013), http://www.verizonwireless.com/news/article/2013/10/30th-anniversary-cell- 
phone.html. 

23 

Case3:14-xr-90532-NC   Document7   Filed07/28/14   Page28 of 35



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

accurate now than it was in 1986 or in 1994. 2013 ECPA Hearing at 43 (Blaze testimony). 

Modern technology allows a cell phone's location to be identified with accuracy close to that of 

9^ 

GPS. Id. at 56 (Blaze written remarks). 

Federal and local law enforcement agencies have taken advantage of the proliferation of 

94. 

cell phones and cell networks, seeking CSLI in more than a million cases a year. The 

government has sought CSLI almost always in secret and almost always without a warrant, as in 

this case. See, e.g., 2010 ECPA Hearing at 77 (testimony of Magistrate Smith referring to 

"regime of secrecy"); Jennifer Valentino-DeVries, Sealed Court Files Obscure Rise in Electronic 

Serveillance, Wall Street Journal, June 2, 20142 5 (discussing indefinite sealing of most 

government non-warrant requests for electronic surveillance, including CSLI). 

The SCA was not enacted - or amended - to address the proliferation of government 

requests for CSLI. Since its passage (28 years ago) and most recent amendment (20 years ago), 

there have been tremendous technical advances in the accuracy of location information. That, 

along with Americans' widespread dependence on cell phones for an ever-increasing number of 

1 1 Andrew Kupfer, AT&T's $12 Billion Cellular Dream, Fortune, Dec. 12, 1994, at 110, available at 
http://arcmve.forrune.com/m^ 
2 3 FCC regulations require cell phone carriers to provide increasingly accurate location information. See 
47 C.F.R. § 20.18(h) (setting standards for carriers' ability to locate phones within as little as 100 meters 
for "network based" calls and as little as 50 meters for "hand-set" based calls for increasingly large 
percentages of their networks between 2012 and 2019); see also In re Application, 620 F.3d at 318 
(noting FCC regulation). 
24According to responses from eight providers to an inquiry from Senator Markey, law enforcement 
agencies requested "personal mobile phone data" for Americans more than one million times in 2012. 
For Second Year in a Row, Markey Investigation Reveals more than One Million Requests by Law 
Enforcement for Americans Mobile Phone Data, Press Release from Ed Markey, (December 9, 2013) 
available at: http://www.markev.senate.gov/news/press-releases/for-second-vear-in-a-row-markey- 
investigation-reveals-more-than-one-million-requests-by-law-enforcement-for-americans-mobile-phone-
data; see also 2010 ECPA Hearing at 76, 80 (testimony of Magistrate Smith, estimating that "the total 
number of electronic surveillance orders issued at the federal level each year substantially exceeds 
10,000."). As noted above, in this district alone, the government has identified 760 matters that likely 
involved applications for location-tracking information from 2008 through 2012. 
25 

Available at http://online.wsl.com/articles/sealed-court-files-obscure-rise-in-electronic-surveillance- 
1401761770. 
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professional and personal activities and the government's relentless pursuit of location 

information, requires at least a new assessment of the interests at stake in allowing the 

government routinely to obtain CSLI without a warrant. 

V . T H E S C A G I V E S M A G I S T R A T E S D I S C R E T I O N TO R E Q U I R E A W A R R A N T F O R C S L I 

Even i f the Fourth Amendment did not apply to CSLI, the text of the SCA gives 

magistrate judges discretion to require the government to establish probable cause supporting a 

warrant before they authorize the release of this information. See In the Matter of the 

Application, 620 F.3d at 319 ("the statute as presently written gives the [magistrate] the option to 

require a warrant showing probable cause."). When faced with a question of statutory 

interpretation, courts must rely on "[a]nalysis of the statutory text, aided by established principles 

of interpretation." POM Wonderful LLC v. Coca-Cola Co., 132 S. Ct. 2228, 2236 (2014). "Tf 

the plain meaning of the statute is unambiguous, that meaning is controlling.'" United States v. 

Johnson, 680 F.3d 1140, 1144 (9th Cir. 2012) (quoting United States v. Williams, 659 F.3d 1223, 

1225 (9th Cir. 2011) (ellipses omitted)). Only i f the statutory language is ambiguous does a court 

need to resort to legislative history. Williams, 659 F.3d at 1225; see also Reeb v. Thomas, 636 

F.3d 1224, 1226-67 (9th Cir. 2011) ("When the words of a statute are unambiguous judicial 

inquiry is complete." (internal quotation marks omitted)). 

The SCA sets forth procedures by which the government can obtain both content and 

subscriber information from a cell phone service provider. 18 U.S.C. § 2703(a), (b), (c). The 

government generally may obtain non-content information without the customer's consent "only 

when the governmental entity - (A) obtains a warrant issued using the procedures described in 

the Federal Rules of Criminal Procedure...; [or] (B) obtains a court order for such disclosure 

under subsection (d) of this section." 18 U.S.C. § 2703(c). 

Subsection (d) states, 

25 

Case3:14-xr-90532-NC   Document7   Filed07/28/14   Page30 of 35



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

[a] court order for disclosure under subsection (b) or (c) may be 
issued by any court that is a court of competent jurisdiction and shall 
issue only if'the governmental entity offers specific and articulable 
facts showing that there are reasonable grounds to believe that the 
contents of a wire or electronic communication, or the records or 
other information sought, are relevant and material to an ongoing 
criminal investigation. 

18 U.S.C. § 2703(d) (emphases added). "May be issued" is "the language of permission, rather 

than mandate." In the Matter of the Application, 620 F.3d at 315. Accordingly, the Third Circuit 

held, the plain language of § 2703 gives magistrates the discretion to require the government to 

show probable cause supporting a warrant to obtain CSLI. 2 6 See id. at 319 ("If Congress wished 

that courts 'shall,' rather than 'may,' issue § 2703(d) orders whenever the intermediate standard 

is met, Congress could easily have said so."). 

"At the very least, the use of 'may issue' strongly implies court discretion, an implication 

bolstered by the subsequent use of the phrase 'only i f in the same sentence." Id. at 315. The 

phrase "only i f indicates that the showing is "a necessary, but not a sufficient, condition" for 

issuance of the order. See California v. Hodari D., 499 U.S. 621, 628 (1991) (analyzing phrase 

in contest of the Mendenhall test for determining whether a person has been seized; emphases in 

original). In other words, § 2703(d) does not require the magistrate to issue the CSLI disclosure 

order even i f the government makes the required showing. See In re Application, 724 F.3d at 

619 (Dennis, J., dissenting) ("The best plain reading of this language is simply that an order may 

not issue unless the standard is met... nowhere does the statute by its terms require a court to 

As the Third Circuit recognized, even with discretion, magistrates could not act arbitrarily. In re 
Application, 620 F.3d at 316-17. "Discretion is not whim..." Martin v. Franklin Capital Corp., 546 
U.S. 132, 139 (2005). A court must have a reason to support its use of discretion, and that reason cannot 
be based on an error of law or fact. See United States v. Ressam, 679 F.3d 1069, 1086 (9th Cir. 2012) (en 
banc) ("a district court abuses its discretion when it makes an error of law, when it rests its decision on 
clearly erroneous findings of fact, or when we are left with a definite and firm conviction that the district 
court committed a clear error of judgment." (internal quotation marks and brackets omitted)). 
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issue a § 2703(d) order whenever the government's application demonstrates reasonable 

suspicion.") (emphases in original; footnote omitted)). 

Reading § 2703(d)'s "shall" as a command rather than a permission would render "only" 

surplusage: "[T]he difference between 'shall... i f . . . and 'shall ... only i f . . . is dispositive." In 

the Matter of the Application, 620 F.3d at 315. As the Third Circuit stated, "the statute does 

contain the Word 'only' and neither we nor the Government is free to rewrite it ." Id. at 316; see 

also Beck v. Prupis, 529 U.S. 494, 506 (2000) (referring to "the longstanding canon of statutory 

construction that terms in a statute should not be construed so as to render any provision of that 

statute meaningless or superfluous."). 

For the "only" in § 2703(d) to have meaning, it must be construed to allow a magistrate 

the discretion to deny an application for an order under § 2703(d) even i f the government has 

made the necessary showing. To read the statute otherwise, the Third Circuit noted, "could give 

the Government the virtually unreviewable authority to demand a § 2703(d) order on nothing 

more than its assertion. Nothing in the legislative history suggests that this was a result Congress 

contemplated." In the Matter of the Application, 620 F.3d at 317. Denying magistrates 

discretion to decline to issue § 2703(d) orders "would preclude magistrate judges from inquiring 

into the types of information that would actually be disclosed by a cell phone provider in 

response to the Government's request, or from making a judgment about the possibility that such 

disclosure would implicate the Fourth Amendment, as it could i f it would disclose location 

information about the interior of a home."27 Id. 

Section 2703(d)'s plain meaning is made all the clearer by comparison to the pen register statute's 
mandatory language, where there is no "only," and the court simply "shall issue [an order for pen register 
surveillance] i f the government makes the required certification. 18 U.S.C. § 3123(a)(1); see also Fed, 
R. Crim. P. 41(d)(1) (providing, in mandatory terms, that judge "must issue the warrant i f there is 
probable cause" for search or seizure). 
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Moreover, the statute explicitly encompasses the possibility that the government would 

obtain a warrant, supported by probable cause, to obtain non-content information, such as CSLI, 

from cell phone providers. See 18 U.S.C. § 2703(c)(1)(A) (authorizing government to obtain 

non-content records or information with federal or state warrant). " [ I ] f magistrate judges were 

required to provide orders under § 2703(d), then the Government would never be required to 

make the higher showing required to obtain a warrant under § 2703(c)(1)(A)." In the Matter of 

the Application, 620 F.3d at 316. The Third Circuit correctly rejected the government's 

argument "that obtaining a warrant to get CSLI is a purely discretionary decision to be made by 

it, and one that it would make only i f a warrant were, in the Government's view, constitutionally 

required"; "it trivializes the statutory options to read the [warrant] option as included so that the 

Government may proceed on one paper rather than two." Id. 

The doctrine of constitutional avoidance offers an additional reason for the Court to hold 

that magistrates have discretion under the SCA to require the government to obtain a warrant for 

CSLI. The doctrine "rest[s] on the reasonable presumption that Congress did not intend" any 

meaning of a statute "which raises serious constitutional doubts," Clark v. Martinez, 543 U.S. 

371, 381 (2005), and "[i] t is therefore incumbent upon [the Court] to read the statute to eliminate 

those doubts so long as such a reading is not plainly contrary to the intent of Congress." United 

States v. X-Citement Videos, Inc., 513 U.S. 64, 78 (1994); see also Clark, 543 U.S. at 384 (courts 

must adopt any "plausible" construction that would avoid serious constitutional concern). There 

is no indication that Congress intended to deny magistrates the discretion to reject applications 

for CSLI orders. In the Matter of the Application, 620 F.3d at 319. Allowing them the discretion 

to require the government to show probable cause when there is a risk of infringement upon 

Fourth Amendment rights does no disrespect to Congress, which explicitly provided for warrants 

under § 2703(d), and avoids the potential for constitutional violations. 
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V I . T H E G O V E R N M E N T M A Y OBTAIN C S L I WITH A W A R R A N T BASED ON P R O B A B L E 

C A U S E 

The Federal Public Defender's position is not that the government may never obtain 

CSLI, only that it must seek it pursuant to a warrant supported by probable cause. When there 

are doubts about the constitutionality of a particular type of search, law enforcement officers 

should err on the side of the Fourth Amendment and get a warrant. United States v. Johnson, 

457 U.S. 537, 560-61 (1982). Officers already seek court orders under § 2703(d) to obtain CSLI; 

there will rarely, i f ever, be such an urgent need for this information that officers would not have 

time to get a warrant. See Riley, 134 S. Ct. at 2493 ("Recent technological advances...have... 

made the process of obtaining a warrant itself more efficient."); Fed. R. Crim. P. 41(d)(3) 

(authorizing magistrates to issue warrant based on information communicated by phone "or other 

reliable electronic means"). 

In holding that the Fourth Amendment generally requires police to get a warrant before 

searching a cell phone seized incident to arrest, the Supreme Court acknowledged that its 

decision would "have an impact on the ability of law enforcement to combat crime" and that cell 

phones "can provide valuable incriminating information about dangerous criminals." Riley, 134 

S. Ct. at 2493, The same is true of CSLI. But in striking the balance between a user's right to 

privacy in "all [cell phones] contain and all they may reveal," id. at 2494, and law enforcement's 

interest in obtaining this information, the Court chose to protect privacy: "Our answer to the 

question of what police must do before searching a cell phone seized incident to an arrest is 

accordingly simple — get a warrant." Id. at 2495. "Get a warrant" should be the Court's 

response when the government seeks cell site location information as well. 
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CONCLUSION 

In Jones and Riley, the Supreme Court confirmed that the Fourth Amendment continues -

and changes - to protect reasonable expectations of privacy in a digital age. We all have a 

reasonable expectation of privacy in our movements over time in public and, especially, private 

spaces. Cell phone users reasonably expect that the government wil l not use their cell phones to 

track and record their movements, at least without adequate and constitutional justification. This 

Court should follow the Eleventh Circuit in requiring the government to obtain a warrant when it 

seeks CSLI. 

Dated: July 28, 2014 

Respectfully submitted, 

STEVEN G. KALAR 
Federal Public Defender 

/S/ Ellen V. Leonida 
ELLEN V. LEONIDA 
Assistant Federal Public Defender 
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31 F.Supp.3d 889, 60 Communications Reg. (P&F) 1482
(Cite as: 31 F.Supp.3d 889)

United States District Court,
S.D. Texas,

Houston Division.
In the Matter of the Application of the United

States of America for an ORDER AUTHORIZING
PROSPECTIVE AND CONTINUOUS RELEASE

OF CELL SITE LOCATION RECORDS.

Criminal Action No. H:13–1198M.
Signed July 15, 2014.

Background: United States filed application, pur-
suant to the Stored Communications Act (SCA), for
order authorizing prospective and continuous re-
lease by phone company of cell-site location re-
cords for a targeted cell phone.

Holding: The District Court, Stephen Wm. Smith,
United States Magistrate Judge, held that SCA did
not authorize continuous monitoring of prospective
cell phone location data.

Application denied.

West Headnotes

[1] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Stored Communications Act (SCA) did not au-
thorize continuous monitoring of prospective cell
phone location data for a targeted cell phone by
means of prospective and continuous release by
phone company of cell-site location records; such
prospective monitoring of cell site data would con-
vert a cell phone into a “tracking device” within

meaning of the Tracking Device Statute, which was
subject to warrant requirements that included a
showing of probable cause, a duration period, a re-
turn to the designated magistrate judge, and notice
to the targeted person. U.S.C.A. Const.Amend. 4;
18 U.S.C.A. §§ 2703(d), 3117; Fed.Rules
Cr.Proc.Rule 41, 18 U.S.C.A.

[2] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Stored Communications Act (SCA) does not
generally empower Government to require pro-
viders to create documents.

[3] Federal Civil Procedure 170A 1261

170A Federal Civil Procedure
170AX Depositions and Discovery

170AX(A) In General
170Ak1261 k. In general. Most Cited Cases

A limited duty to supplement discovery re-
sponses exists only if the party learns that in some
material respect the disclosure or response is in-
complete or incorrect, but even then the supple-
mentation need not be continuous, but only at ap-
propriate intervals during the discovery period.
Fed.Rules Civ.Proc.Rule 26(e)(1)(A), 28 U.S.C.A.

*890 OPINION
STEPHEN WM. SMITH, United States Magistrate
Judge.

[1] Recent case law prompts this court to con-
front yet again an important question of electronic
surveillance law: Under what statutory authority is

© 2015 Thomson Reuters. No Claim to Orig. US Gov. Works.

Page 1 of 12

6/26/2015http://web2.westlaw.com/print/printstream.aspx?utid=2&prft=HTMLE&vr=2.0&destinatio...



Page 2
31 F.Supp.3d 889, 60 Communications Reg. (P&F) 1482
(Cite as: 31 F.Supp.3d 889)

law enforcement permitted to continuously monitor
a cell phone's location in (or near) real time?

Background
[2] As part of a drug trafficking investigation,

the government has applied for an order under §
2703(d) of the Stored Communications Act (SCA)
compelling a phone company to disclose, among
other information, cell site data for a target phone
“on a continuous basis contemporaneous with” the
beginning and end of a call, and if reasonably avail-
able, during the call as well.FN1 In other words, the
government seeks to compel continuous and con-
temporaneous access to cell phone location records
not yet created for phone calls not yet made. To be
clear, the government does not seek to compel the
provider to generate records not ordinarily kept;
FN2 the requested call location data are said to be
*891 ordinary business records. No end-date for the
monitoring period is stated.FN3

FN1. Sealed Application ¶ 20. The full text
of this request reads: “For the Target
Device, after receipt and storage, records
or other information pertaining to sub-
scriber(s) or customer(s), including the
means and source of payment for the ser-
vice and cell site information, provided to
the United States on a continuous basis
contemporaneous with (a) the origination
of a call from the Target Device or the an-
swer of a call to the Target Device, (b) the
termination of the call and (c) if reasonably
available, during the progress of the call,
but not including the contents of the com-
munications.”

FN2. The SCA does not generally em-
power the government to require providers
to create documents. See In re Application,
2007 WL 2086663, *1 (S.D.Tex. July 6,
2007).

FN3. Presumably the monitoring would be
co-extensive with the 60–day pen register
accompanying this request. See In re Seal-

ing and Non–Disclosure of Pen/
Trap/2703(d) Orders, 562 F.Supp.2d 876,
880 n. 7 (S.D.Tex.2008) (explaining the
government's practice in this district of
seeking a combined pen/trap and 2703(d)
order).

In the past the DOJ has invoked a “hybrid” of
several statutes to support its request, but the gov-
ernment's application here relies solely upon the
SCA. This court initially denied this part of the
government request, but indicated it would consider
further briefing on the issue if the government
chose to submit it. No such brief was filed.

Analysis
Writing on a mostly clean slate nine years ago,

FN4 this court concluded that prospective monitor-
ing of cell site data converts a cell phone into a
“tracking device” under the federal Tracking
Device Statute,FN5 which is subject to the warrant
requirements of Rule 41 of the Federal Rules of
Criminal Procedure.

FN4. In re Application, 396 F.Supp.2d 747
(S.D.Tex.2005). The only other opinion on
the topic had been issued a few months
earlier by my fellow magistrate judge
James Orenstein. In re Application, 396
F.Supp.2d 294 (E.D.N.Y.2005).

FN5. 18 U.S.C. § 3117.

Since 2005, other magistrate and district judges
have weighed in.FN6 Some disagreed that a war-
rant was necessary, holding that such prospective
location data is available under the lower, “specific
and articulable facts” threshold of the SCA.FN7

But most published opinions have gone in the other
direction, agreeing with this court that the SCA did
not apply to real-time monitoring of cell site data.
FN8 The government has yet to appeal these ad-
verse rulings beyond the district level; nevertheless,
in this district it routinely requests such authority in
its form applications for pen/trap/2703(d) orders.
To date no federal appellate court has addressed
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this particular issue of ongoing surveillance under
the SCA.

FN6. For a summary of reported cell site
decisions as of June 2010, see ECPA Re-
form and the Revolution in Location Based
Technologies and Services: Hearing Be-
fore the Subcomm. on the Constitution,
Civil Rights, and Civil Liberties of the H.
Comm. on the Judiciary, 111th Cong. 93
(2010), available at ss-
rn.com/abstract=2173529.

FN7. See e.g., In re Application, 632
F.Supp.2d 202 (E.D.N.Y.2008) (Garaufis);
In re Application, 405 F.Supp.2d 435
(S.D.N.Y.2005) (Gorenstein).

FN8. See e.g., United States v. Espudo,
954 F.Supp.2d 1029, 1036–37
(S.D.Cal.2013); In re Application, 396
F.Supp.2d at 308–09 (E.D.N.Y.2005)
(Orenstein).

Last year a divided Fifth Circuit panel held that
orders for historical cell site records under the SCA
do not categorically violate the Fourth Amendment.
In re Application of the United States for Historical
Cell Site Data, 724 F.3d 600, 615 (5th Cir.2013).
FN9 The court described its decision as “narrow”
and expressly limited to “ historical cell cite inform-
ation for specified cell phones at the points at
which the user places and terminates a call.” FN10

While the court did assume that historical *892 cell
site records were “covered under the plain text of
[SCA] § 2703(c),” FN11 the opinion was silent
about prospective cell site data or continuous mon-
itoring.

FN9. Since that time, two significant cell
phone-related decisions have been handed
down: Riley v. California, ––– U.S. ––––,
134 S.Ct. 2473, 189 L.Ed.2d 430 (2014)
(warrantless search of digital data on a cell
phone seized incident to arrest violates
Fourth Amendment), and United States v.

Davis, 754 F.3d 1205 (11th Cir.2014)
(obtaining cell site location data without a
warrant violates the Fourth Amendment).

FN10. 724 F.3d at 615 (emphasis in origin-
al).

FN11. Id. at 604. None of the parties be-
fore the Fifth Circuit contested the categor-
ization of cell site data as “a record or oth-
er information pertaining to a customer or
subscriber” within the meaning of the
SCA. Nor was the issue raised or decided
by the lower court, which confined itself to
the constitutional question. In re Applica-
tion of United States for Historical Cell
Site Data, 747 F.Supp.2d 827
(S.D.Tex.2010). However, other courts
have held that the tracking device exclu-
sion in the ECPA's definition of
“electronic communication” removes cell
site data from the ambit of the SCA. See
e.g., In re Application, 2009 WL 159187
(S.D.N.Y., Jan. 13, 2009) (McMahon)
(citing cases). Another potentially vexing
question is whether the SCA covers cell
site information of a phone user who is
neither “a customer or subscriber.” Cf. In
re Application, 415 F.Supp.2d 663, 666
(S.D.W.Va.2006) (Stanley) (distinguishing
between “user” and “subscriber” in the
context of a pen register application seek-
ing cell site location data); see generally
Nathaniel Gleicher, Neither a Customer
Nor a Subscriber Be: Regulating the Re-
lease of User Information on the World
Wide Web, 118 YALE L.J. 1945, 1947
(2009) (The SCA “only regulates informa-
tion pertaining to customers or subscribers
of covered information services.”). To the
extent these questions remain open after
the Fifth Circuit's ruling, I leave them for
another day.

Even so, given law enforcement persistence in
pursuing this authority, it seems appropriate to re-
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visit our 2005 statutory holding in light of the Fifth
Circuit's recent constitutional ruling. The main
questions are (1) whether the SCA authorizes ongo-
ing surveillance of cell phone use; (2) whether cell
phone tracking is distinguishable from other forms
of tracking covered by the Tracking Device Statute
and Rule 41; and (3) whether the hybrid theory—a
combination of the SCA with other statutes—offers
a plausible alternative legal regime for cell phone
tracking. The answer to each question is no, for
reasons explained below.

1. Distinguishing Historical and Prospective Cell
Site Records

The Fifth Circuit's emphasis that its holding
was limited to historical cell site information begs
the obvious question: what exactly is historical cell
site information? The SCA does not define the
term; in fact, the words “historical” and “cell site”
are never used in the SCA. The closest the Fifth
Circuit comes to a definition is the following pas-
sage: “In the case of such historical cell site inform-
ation, the Government merely comes in after the
fact and asks a provider to turn over records the
provider has already created. ” FN12 In other
words, the records sought were historical in the
sense that they were created before the govern-
ment's request to the provider.

FN12. 724 F.3d at 612 (emphasis added).

The government's application here exceeds the
scope of the one blessed by Historical Cell Site in
two significant respects. First, the information
sought here is “prospective,” FN13 in the sense that
law enforcement seeks disclosure of records created
in the future, after the government's request.
Second, and more importantly, the government
seeks to impose a continuing obligation of disclos-
ure on the provider, thereby enabling law enforce-
ment to monitor the cell phone's call location con-
temporaneously in (or near) real time. Such monit-
oring authority is beyond the one-time access ap-
parently contemplated*893 in the Fifth Circuit's de-
cision. Is it also beyond the authority conferred by
the SCA?

FN13. Strictly speaking, the term
“prospective record” is an oxymoron, be-
cause there is no such thing as a record of
a future event, at least in ordinary experi-
ence. Cf. BACK TO THE FUTURE
(Universal Pictures 1985). Nevertheless, it
will be used here as a convenient short-
hand to distinguish those records from the
historical records covered by the Fifth Cir-
cuit's decision.

Instantaneous storage theory. The government
does not think so. In other cases, the government
has vigorously challenged the viability of any dis-
tinction between “historical” and “prospective” cell
site data, arguing that cell phone signaling data be-
comes a “record” as soon as it is captured and digit-
ally “stored” on the provider's system. This data is
historical in one sense and prospective in another:
“[T]he same datum that is prospectively created by
a disclosure order is a ‘record’ by the time that it
must be turned over to law enforcement.” FN14

Either way, according to the government, cell site
data—whenever it is created—is a transaction re-
cord subject to production under the SCA.

FN14. Orenstein, 396 F.Supp.2d at 312
(E.D.N.Y.2005) (quoting government's
reply brief).

This argument, dubbed the “instantaneous stor-
age” theory by Judge Orenstein in the first reported
cell site opinion,FN15 has found a mixed reception.
Some, like Judge Orenstein, have rejected it, citing
the SCA's use of the present tense to describe the
government's burden of showing that the requested
items “ are relevant and material to an ongoing in-
vestigation.” FN16 Other courts have accepted the
theory, finding prospective cell site data no differ-
ent in substance from historical data at the time of
its transmission to the government.FN17

FN15. Id.

FN16. United States v. Espudo, 954
F.Supp.2d 1029, 1037 (S.D.Cal.2013); but
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see Dictionary Act, 1 U.S.C. § 1 (“[U]nless
the context indicates otherwise, ... words
used in the present tense indicate the future
as well as the present.”).

FN17. See United States v. Booker, 2013
WL 2903562, *7 (N.D.Ga. June 13, 2013)
(“While this information is ‘prospective’ in
the sense that the records had not yet been
created at the time the Order was author-
ized, it is no different in substance from
the historical cell site information ... at the
time it is transmitted to the government.”);
In re Application, 632 F.Supp.2d 202, 207
n. 8 (E.D.N.Y.2008) (Garaufis) (“The pro-
spective cell-site information sought by the
Government ... becomes a ‘historical re-
cord’ as soon as it is recorded by the pro-
vider.”); In re Application, 460 F.Supp.2d
448, 459 (S.D.N.Y.2006) (Kaplan) (“[T]he
information the government requests is, in
fact, a stored, historical record because it
will be received by the cell phone service
provider and stored, if only momentarily,
before being forwarded to law enforcement
officials.”); In re Application, 405
F.Supp.2d 435, 444 (S.D.N.Y.2005)
(Gorenstein) (nothing in the SCA limits
when “information may come into being”).

The instantaneous storage argument is not un-
reasonable, so far as it goes. The SCA does not spe-
cify a particular cut-off date for determining which
records are to be produced. There are many possib-
ilities: the date of the government's application; the
date the order is signed by the judge; the date the
order is served on the provider; the date the pro-
vider actually produces the records; or a different
date specified by the court's order. Absent a clear
dividing line to separate present from future data,
FN18 the distinction between historical and pro-
spective cell site data becomes blurred, because di-
gital data can morph into a record within nano-
seconds after creation.

FN18. As the poet says, the present is a

moving finger that “writes, and having
writ, moves on.” EDWARD FITZGER-
ALD, THE RUBAIYAT OF OMAR
KHAYYAM 71 (William Henry Martin &
Sandra Mason, 4th ed. 1879). See also
TENNESSEE WILLIAMS, THE GLASS
MENAGERIE 96 (New Directions 2011)
(“The future becomes the present, the
present the past.”); cf. WILLIAM
FAULKNER, REQUIEM FOR A NUN 73
(Vintage Books 1950) (“The past is never
dead. It's not even past.”).

*894 One-time access vs. continuous monitor-
ing. Even if the government were correct that a
2703(d) order may require the provider to disclose,
at some future time, documents not yet in existence
when the order is issued, a much larger hurdle re-
mains: Does the SCA impose a continuing obliga-
tion to disclose customer records, thereby enabling
ongoing surveillance, as the government contends?
Or is the provider's statutory disclosure obligation
satisfied by one-time production of existing re-
cords?

The Supreme Court in Berger v. New York re-
cognized a fundamental distinction between ongo-
ing electronic surveillance and a one-time search,
leading the Court to impose more stringent proced-
ural requirements than those applicable to an ordin-
ary search warrant.FN19 The focus of the Berger
opinion was the deficiencies of a state eavesdrop-
ping law, but appellate courts have identified simil-
ar infirmities with other forms of electronic surveil-
lance: it is intrusive, continuous, indiscriminate,
and secret. FN20 As one respected commentator
has elaborated:

FN19. Berger v. New York, 388 U.S. 41,
57, 87 S.Ct. 1873, 18 L.Ed.2d 1040 (1967)
(“[A]uthorization of eavesdropping for a
two-month period is the equivalent of a
series of intrusions, searches, and seizures
pursuant to a single showing of probable
cause.”).
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FN20. See e.g., United States v.
Cuevas–Sanchez, 821 F.2d 248 (5th
Cir.1987) (video surveillance); United
States v. Torres, 751 F.2d 875, 884–85
(7th Cir.1984) (same).

The hidden nature of electronic surveillance
makes it more likely that an investigation will re-
veal private information.... Electronic surveil-
lance monitors continuously, increasing the like-
lihood that people other than the target of the sur-
veillance will have their private information dis-
closed. Even hardened criminals talk to their
mothers and lovers.... Electronic surveillance is
“indiscriminate” in the sense that it may obtain
information that has no link to criminal activity.
Any number of entirely innocent people may
either call or be called from a wiretapped phone.
Electronic surveillance casts a far wider net than
a traditional search for evidence of a crime at a
target's home or business.... Finally, electronic
surveillance cannot be effective unless it is secret
... Compared to traditional searches, ... law en-
forcement agents can use electronic surveillance
investigations to flout the law without notifying
anyone.FN21

FN21. Susan Freiwald, Online Surveil-
lance: Remembering the Lessons of the
Wiretap Act, 56 ALA. L. REV. 9, 18–19
(2004).

[3] Mindful of these dangers, Congress has
been attentive to the distinction between ongoing
surveillance and one-time access when regulating
law enforcement investigative techniques. Continu-
ous search mechanisms like wiretaps, pen registers,
and tracking devices are typically hemmed in by
duration periods and other prospective features.
FN22 On the other hand, record production regimes
have no need for such features because they do not
involve ongoing surveillance. An administrative
subpoena or a civil discovery request is typically
satisfied by a one time production of documents;
FN23 a search warrant*895 for records authorizes
one-time access, not repeated searches of the same

premises, day after day, week after week, month
after month. Real time monitoring of cell site data
would mark a radical departure from existing legal
regimes for record production. Is there anything in
the SCA to support it? The answer is plainly no. FN24

FN22. See In re Application, 396
F.Supp.2d 747, 760 (S.D.Tex.2005)

FN23. FED.R.CIV.P. 26(e)(1)(A) imposes
a limited duty to supplement discovery re-
sponses only “if the party learns that in
some material respect the disclosure or re-
sponse is incomplete or incorrect.” See
Reed v. Iowa Marine and Repair Corp., 16
F.3d 82 (5th Cir.1994). Even then, the sup-
plementation need not be continuous, but
only “at appropriate intervals during the
discovery period.” Advisory Committee
Note, 146 F.R.D. at 641; 8A WRIGHT,
MILLER & MARCUS, FEDERAL PRAC-
TICE & PROCEDURE § 2049.1 , at 317
(4th ed. 2010).

FN24. Some cases freely concede that the
SCA by itself imposes no such obligation,
but attempt to derive such an obligation by
reading the SCA in combination with the
Pen Register Statute, which does authorize
prospective surveillance. See e.g. In re Ap-
plication, 460 F.Supp.2d 448, 460
(S.D.N.Y.2006) (Kaplan). This “hybrid”
theory is discussed below.

The SCA is part of a comprehensive statute
passed in 1986, the Electronic Communications Pri-
vacy Act. In separate titles, that law recognizes
three different types of ongoing surveillance. Title I
amended the Wiretap Act to include interception of
electronic communications content. The same title
also authorized use of tracking devices outside the
district of installation, providing a broad definition
of “tracking device” subsequently incorporated into
Rule 41.FN25 Title III authorized pen registers and
trap and trace devices. What these schemes have in
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common are forward-looking mechanisms (e.g. dur-
ation period, renewal, reporting, minimization, and
sealing) aimed at ongoing activity, not a one-time
event.

FN25. See FED. R.CRIM. P 41(a)(2)(E) (“
‘Tracking device’ has the same meaning
set out in 18 U.S.C. 3117.”). This defini-
tion was part of a 2006 amendment to spe-
cify procedures for issuing tracking device
warrants.

Title II, referred to as the Stored Communica-
tions Act, is different. Modeled after the Right to
Financial Privacy Act (RFPA) governing law en-
forcement access to bank records,FN26 the SCA is
designed to regulate government access to stored
electronic communications and transaction records.
Just as the RFPA does not authorize law enforce-
ment to monitor bank account transactions as they
occur in real time,FN27 nothing in the SCA im-
poses a continuing obligation on the provider to
disclose account records over time. The SCA has
no monitoring periods, no extensions, no minimiza-
tion requirements, no periodic reporting, no auto-
matic sealing. In short, none of the signature ele-
ments of an ongoing surveillance scheme are present.

FN26. S.Rep. No. 99–541, at 3 (1986),
1986 U.S.C.C.A.N. 3555, 3557.

FN27. See Susan Freiwald & Sylvain
Metille, Reforming Surveillance Law: The
Swiss Model, 28 BERKELEY TECH. L.J.
1261, 1322–24 (2013) (contrasting the
RFPA with Swiss law, which does permit
real-time surveillance of bank transac- tions).

The SCA's only nod to prospective data gather-
ing is section 2703(f), which authorizes the govern-
ment to require a provider “to preserve records and
other evidence in its possession pending the issu-
ance of a court order.” FN28 As Judge Orenstein
has rightly pointed out,FN29 this mechanism al-

lows the government to obtain future location re-
cords, albeit not contemporaneously, pursuant to a
retrospective 2703(d) order. By using 2703(f), the
government may direct the preservation of records
to be disclosed later, in response to a 2703(d) order
issued after those records are created. This mechan-
ism for one-time access to prospective data is com-
pelling evidence that Congress did not contemplate
real-time monitoring of customer data.

FN28. 18 U.S.C. 2703(f).

FN29. In re Application, 396 F.Supp.2d
294, 313 (E.D.N.Y.2005).

In sum, as two noted scholars on the ECPA
have written, “Congress never intended the Stored
Communications Act to *896 govern ongoing sur-
veillance.” FN30

FN30. Brief for Center for Democracy and
Technology et al., Amicus Curiae Support-
ing Appellants, United States v. Council-
man, 418 F.3d 67 (No. 03–1383), 2004
WL 2058257 at *4 (authored by Orin S.
Kerr and Peter P. Swire). The case in-
volved an appeal challenging a district
court order that emails in momentary elec-
tronic storage could be continuously ac-
cessed under the SCA as opposed to the
Wiretap Act.

2. Tracking Surveillance Under the ECPA
Separate and apart from the SCA's text, a fa-

miliar principle of statutory construction compels
rejection of the government's surveillance request.
As explained above, the SCA is part of a larger
statute, the ECPA, and its provisions must be con-
strued in harmony with the rest of that law. Steve
Jackson Games, Inc. v. United States Secret Ser-
vice, 36 F.3d 457, 462 (5th Cir.1994) (“[W]hen
construing a statute, we do not confine our inter-
pretation to the one portion at issue, but, instead,
consider the statute as a whole.”). Applying that
precept in its first encounter with ECPA, the Steve
Jackson court found that Congress did not intend
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substantive overlap between ECPA's various titles,
and held that conduct covered by the SCA (Title II)
was not simultaneously covered by the wiretap pro-
visions of Title I.FN31

FN31. 36 F.3d at 464.

Tracking Device Statute. Similarly here, con-
tinuous and contemporaneous monitoring of cell
site location data is tantamount to tracking, a form
of surveillance Congress separately treated in
ECPA.FN32 As originally drafted, the law ex-
pressly paired tracking devices and pen registers in
the same title, setting forth procedures for the issu-
ance of court orders allowing their installation and
use.FN33 In its final form, only two provisions
dealing with tracking devices were retained: Sec-
tion 3117(a), which permitted the installation of
tracking devices which may move from district to
district; and Section 3117(b), which broadly
defined tracking device to mean “an electronic or
mechanical device which permits the tracking of
the movement of a person or object.” FN34 Sub-
sequently, Congress approved amendments to Rule
41 specifying the procedural requirements for a
tracking device warrant. Among those requirements
are probable cause, a 45–day duration period, return
to the designated magistrate judge, and notice to the
targeted person.FN35 Rule *897 41(a)(2)(E) ex-
pressly incorporates the definition of tracking
device from the Tracking Device Statute. Given
this detailed regime for location tracking, there is
no reason to suspect that Congress ever intended
the SCA to open a back door for law enforcement
to employ the same surveillance technique under
different (and less rigorous) standards.

FN32. 18 U.S.C. § 3117.

FN33. See H.R. 3378, 99th Cong., 1st
Sess., Title II, § 201. The proposed bill
would have required probable cause for a
tracking device order, and reasonable
cause for a pen register. Legislative history
suggests that these tracking devices provi-
sions were later removed due to uncer-

tainty over the proper constitutional stand-
ard for tracking device warrants after U.S.
v. Karo, 468 U.S. 705, 104 S.Ct. 3296, 82
L.Ed.2d 530 (1984). See Electronic Com-
munications Privacy Act: Hearing on H.R.
3378 Before Subcomm. on Courts, Civil
Liberties, and Admin. of Justice of the H.
Comm. on the Judiciary, 99th Cong.,
254–274 (1986) (statement of Clifford F.
Fishman, Professor of Law, The Catholic
University of America School of Law).

FN34. This definition was a shorter ver-
sion of that originally proposed in H.R.
3378, which read: “an electronic or mech-
anical device which permits the tracking of
the movement of a person or object in cir-
cumstances in which there exists a reason-
able expectation of privacy with respect to
such tracking. ” H.R. 3378, 99th Cong. §
205 (1985) (emphasis added).

FN35. FED.R.CRIM.P. 41(d)(1), (e)(2)(C),
(f)(2). The Advisory Committee Notes ob-
served that the 2006 amendments did not
resolve the constitutional issue of the
showing required for a tracking warrant,
which was left open in Karo. The rule
simply provides that the magistrate judge
must issue the warrant if probable cause is
shown, and takes no position whether
something less than probable cause would
suffice. This court has found no case grant-
ing a tracking warrant on less than prob-
able cause, nor has the government ever
submitted to this court a Rule 41 tracking
warrant application asserting a lesser
standard than probable cause.

It might be argued that, in theory, nothing in
the SCA prevents an agent from preparing a stack
of 2703(d) orders to be served one per hour, day
after day, thereby accomplishing the continuous
monitoring sought here. Likewise, nothing in the
SCA explicitly prohibits an agent from making a
similar end run around the Wiretap Act, by lining
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up a string of § 2703(a) orders for stored emails and
serving them seriatim. But, as Professor Kerr has
observed, obtaining email content in this way
“makes the access the functional equivalent of a
wiretap, [and so] should be regulated by the
Wiretap Act, not the SCA.” FN36 The same would
hold true for serial § 2703(d) orders seeking loca-
tion data—as the functional equivalent of a tracking
warrant, they should be regulated by Rule 41, not
the SCA. Careful adherence to the distinction
between one-time access and ongoing surveillance
will, in the words of Professor Kerr, “ensure that
the line between the SCA and the Wiretap Act and
Pen Register statute is functional and sensible
rather than incoherent and arbitrary.” FN37

FN36. Orin Kerr, A User's Guide to the
Stored Communications Act, and A Legis-
lator's Guide to Amending It, 72 GEO.
WASH. L.REV.. 1208, 1232–33 (2004).

FN37. Id. at 1233.

Smartphone decision. Some courts have res-
isted the conclusion that the Tracking Device Stat-
ute covers prospective tracking by cell site data.
While not disputing that a cell phone is a tracking
device in fact,FN38 these courts contend that a cell
phone is not a “tracking device” in law, i.e. the
Tracking Device Statute and Rule 41. This conclu-
sion is not derived from the statutory definition of a
tracking device, which neatly fits the modern cell
phone: “an electronic or mechanical device which
permits the tracking of the movement of a person or
object.” FN39 Instead, several other justifications
are offered, as illustrated by a recent decision, In re
Smartphone Geolocation Data Application, 977
F.Supp.2d 129 (E.D.N.Y.2013) (Brown).

FN38. One prominent investigative journ-
alist on the technology/privacy beat has
described cell phones as “the world's most
effective tracking devices, even when they
are turned off.” JULIA ANGWIN, DRAG-
NET NATION 141 (2014).

FN39. 18 U.S.C. § 3117(b);
FED.R.CRIM.P. 41(a)(2)(E).

First, Smartphone argues that the phrase
“tracking device” had a plain meaning both prior
and extrinsic to the enactment of the ECPA in
1986, FN40 and points to a Senate Report describ-
ing a simple transponder—state of the art tracking
technology in 1986, but now obsolete.FN41 Legis-
lative history has legitimate uses in statutory con-
struction, but this is not one of them. When Con-
gress unambiguously defines a term in the *898
United States Code, a reviewing court has no power
to redefine that term based on extraneous sources of
“plain meaning.” FN42 The descriptive passage in
the Senate Report could not, and did not purport to,
displace the statutory definition of “tracking
device” enacted by Congress. As Judge Posner ob-
served in a related context concerning the same re-
port, its description of technology was merely
“illustrative, not definitional.” FN43 Nor was Con-
gress unaware that the definition's breadth might
encompass cell phones; a prominent telecommunic-
ations executive had raised this very possibility in
testimony at a committee hearing.FN44 The ECPA
Congress plainly understood the state of tracking
technology as it then existed, and, just as plainly,
drafted a technology-neutral definition to cover fu-
ture advances.

FN40. 977 F.Supp.2d at 149.

FN41. S. Rep. 99–541, at 10 (1986), 1986
U.S.C.C.A.N. at 3557. For a discussion of
the evolution in tracking technology, see
United States v. Katzin, 732 F.3d 187,
191–92 (3d Cir.), reh'g granted, 2013 WL
7033666 (3d Cir. Dec. 12, 2013).

FN42. See 2A N. SINGER & S. SINGER,
STATUTES AND STATUTORY CON-
STRUCTION § 45.8 at 53 (7th ed. 2014)
(noting that popular or received meaning
of words in statute may be consulted only
“in the absence of a statutory definition”).
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FN43. United States v. Ramirez, 112 F.3d
849, 852 (7th Cir.1997).

FN44. Electronic Communications Privacy
Act: Hearing on H.R. 3378 Before Sub-
comm. on Courts, Civil Liberties, and Ad-
min. of Justice of the H. Comm. on the Ju-
diciary, 99th Cong. Hearing on HR 3378,
99th Cong. 99 (1985). (statement of John
W. Stanton, Chairman, Telelocator Net-
work of America, and Executive Vice
President, McCaw Communications Co.,
Inc.).

Next, the Smartphone court points to subsec-
tion (a) of section 3117 discussing the “installation”
of a mobile tracking device, and from this lone
word infers that “the statute is aimed at devices in-
stalled specifically to track someone or something,
as opposed to cell phones which, incidental to their
intended purpose, can be tracked or traced.” FN45

But an “installation” in our digital age need not en-
tail a physical process, like placing a beeper under a
truck bumper; as often as not the term refers to a
screen tap or keystroke by which new software is
electronically “installed” on digital devices.FN46

Nor is it correct to assume that cell phones have a
single intended purpose. As the Supreme Court re-
cently observed in its landmark cell phone search
case:

FN45. 977 F.Supp.2d at 150.

FN46. The Pen/Trap Statute repeatedly
uses the same word, even though the mod-
ern pen register is installed electronically
rather than physically. 18 U.S.C. §§
3121–3125; see also Susan Freiwald, Un-
certain Privacy: Communication Attributes
After the Digital Telephony Act, 69 S.
CAL. L. REV. 949, 982–89 (1996)
(describing the evolution of the pen re-
gister from mechanical device to computer
system).

The term “cell phone” is itself misleading short-

hand: many of these devices are in fact minicom-
puters that also have the capacity to be used as a
telephone. They could just as easily be called
cameras, video players, rolodexes, calendars, tape
recorders, libraries, diaries, albums, televisions,
maps, or newspapers.FN47

FN47. Riley v. California, ––– U.S. ––––,
134 S.Ct. 2473, 2489, 189 L.Ed.2d 430
(2014).

Or, just as easily, “the world's most effective
tracking devices.” FN48

FN48. See supra note 38.

Finally, the Smartphone opinion worries that
taking the “tracking device” definition literally
would lead to warrants in “illogical and unwork-
able” circumstances, such as bicycle tire tracks in a
muddy field, or an automobile taillight, or the trans-
mitter of a pirate radio station. But these examples
are not particularly troublesome,FN49 and far *899
less so than the consequences of the opinion's own
crabbed reading. Accepting Smartphone's premise
that Congress intended § 3117(b) to refer only to
1986–vintage beepers, not only would cell phones
be excluded, but also current tracking technology
like GPS devices. And Rule 41's tracking warrant
provisions would be similarly obsolete, because
they adopt the same definition of “tracking device”
that Congress enacted in 1986.FN50

FN49. A bicycle wheel rut may provide
evidence that something has passed, but it
is no more a “mechanical or electronic
device” than a footprint or the wake of a
ship. A bicycle and a taillight may be
devices, but neither intrinsically reveals
“movement” except through direct obser-
vation, unlike a beeper or a cell phone. As
for the pirate radio, the transmitter reveal-
ing its location is functionally indistin-
guishable from the beeper planted in the
container of contraband in Karo, and could
just as easily qualify as a tracking device.
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FN50. See FED.R.CRIM.P. 41(a)(2)(E) (“
‘Tracking device’ has the meaning set out
in 18 U.S.C. § 3117(b).”).

Smartphone does not address these anomalies,
nor the larger question they pose: why, instead of a
uniform and coherent legal regime for tracking
devices, would Congress prefer a fragmented
scheme with varying standards dependent upon the
type of technology used? Multiple standards for
tracking technologies (most of which rely on radio
waves in some form anyway) would seem to ac-
complish very little for law enforcement,FN51 oth-
er than to generate confusion and opportunity for
manipulation, goals unworthy of Congress.

FN51. In this district the government's
practice is to invoke at least three different
legal mechanisms to track a target: a SCA
2703(d) order for tracking a cell phone by
single tower cell data; a “precise location”
warrant based on probable cause for track-
ing a cell phone's precise location by GPS
or triangulation; and a Rule 41 tracking
warrant for GPS tracking by device other
than a cell phone.

These considerations compel me to respectfully
disagree with my colleague from New York, and to
reject the SCA as stand-alone authority for pro-
spective, continuous, and contemporaneous cell site
monitoring. Both in fact and in law, this type of
surveillance converts a smartphone into a tracking
device, and it is governed by the standards of Rule
41, not the SCA.

3. Hybrid Theory
If the prior analysis is correct, then the SCA is

not a proper vehicle to compel continuous disclos-
ure of any type of records, including cell site data.
In other cases, the government has argued, with
limited success, that cell site data is a special cat-
egory of business records, accessible by a unique
combination of statutory authorities. This “hybrid
theory” posits that a 1994 law (CALEA) FN52 im-
plicitly authorized the acquisition of prospective

cell site data under the combined authority of the
SCA and the Pen/Trap Statute. The most thorough
elaboration of this theory to date is the 2005 opin-
ion by Judge Gorenstein.FN53 A minority of pub-
lished decisions have accepted the hybrid theory,
FN54 relying almost entirely upon the arguments
initially laid out by Judge Gorenstein. Those de-
cisions largely ignore subsequent criticisms of his
opinion,FN55 so the debate has advanced very little
in recent years.

FN52. Communications Assistance to Law
Enforcement Act, 47 U.S.C. § 1002(a)(2).

FN53. 405 F.Supp.2d 435 (S.D.N.Y.2005).

FN54. See supra note 6.

FN55. See e.g., In re Application, 441
F.Supp.2d 816 (S.D.Tex.2006).

Unlike the Western Front commanders of a
century ago, I will resist the temptation to launch
yet another sortie over the same ground slogged by
these competing opinions. Instead, a short summary
of the main unanswered questions for the hybrid
theory will suffice:

*900 • Missing exception. How does the hybrid
theory escape the SCA's general prohibition against
divulging customer records “to any governmental
entity”? FN56 None of the listed exceptions to that
prohibition cite the Pen/Trap Statute, an omission
that effectively sinks the hybrid theory. FN57

FN56. 18 U.S.C. § 2702(a)(3) (“Except as
provided in subsection (b) or (c), ... a pro-
vider of remote computing service or elec-
tronic communications service to the pub-
lic shall not knowingly divulge a record or
other information pertaining to a sub-
scriber or customer of such service ... to
any governmental entity.”).

FN57. 18 U.S.C. § 2702(c)(1)–(6). Signi-
ficantly, the prohibition on divulging cus-
tomer records was first added to the SCA
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in 2001, the same time the pen/trap defini-
tions were expanded to include “dialing,
routing, addressing, and signaling informa-
tion.” 18 U.S.C. § 3127.

• Paternity. If the SCA and the Pen/Trap Stat-
ute were indeed the parents of a new form of sur-
veillance, why don't they seem to know each other?
Neither statute mentions such a symbiotic relation-
ship with the other, nor do their respective legislat-
ive histories hint at such a pairing.FN58

FN58. 441 F.Supp.2d at 834–35.

• Birthday. Even if these statutes had a covert
one-night stand, when did the rendezvous occur?
The relevant statutory provisions were passed at
various times over 15 years. On none of those occa-
sions did anyone in Congress, DOJ, industry, or
academia announce (or even notice) that a new
breed of electronic surveillance had been spawned.
FN59

FN59. Id. at 835.

• Congressional clairvoyance. How did Con-
gress know in 1994, when CALEA was passed, that
seven years later the Patriot Act would amend the
pen/trap definitions to include signaling informa-
tion such as cell site data? Until 2001, the Pen/Trap
Statute had covered only phone numbers dialed, not
call location information.FN60

FN60. 396 F.Supp.2d at 765.

• Hidden elephant. Why would Congress by a
wink and a nod create an alternative legal regime
for an investigative technique—mobile tracking
devices—already the subject of a specific statute
and established procedures? Justice Scalia's memor-
able phrase is apt: “Congress, we have held, does
not alter the fundamental details of a regulatory
scheme in vague terms or ancillary provisions—it
does not, one might say, hide elephants in mouse-
holes.” FN61

FN61. Whitman v. Am. Trucking Ass'n, 531

U.S. 457, 468, 121 S.Ct. 903, 149 L.Ed.2d
1 (2001) (refusing to find implicit in am-
biguous sections of a statute an authoriza-
tion that was expressly stated elsewhere).

Lacking persuasive responses to questions such
as these, the hybrid theory remains a highly im-
plausible adventure in statutory interpretation.

Conclusion
To summarize, even if the Fifth Circuit's His-

torical Cell Site holding should survive post-Riley
challenges, nothing in that opinion undermines this
court's 2005 ruling that the SCA is not an appropri-
ate vehicle for continuous monitoring of prospect-
ive cell phone location data. The same holds true
for recent decisions in other districts, like Smart-
phone. Whether or not cell site data is ultimately
held worthy of Fourth Amendment protection, the
Tracking Device Statute and Rule 41 of the Federal
Rules of Criminal Procedure have already struck a
fair balance between law enforcement and privacy
concerns, and that balance is entitled to ungrudging
respect by courts and prosecutors.

*901 Because the government's application
seeks to bypass the only legitimate route Congress
has mapped out for location tracking surveillance, it
is denied.

S.D.Tex.,2014.
In re Order Authorizing Prospective and Continu-
ous Release of Cell Site Location Records
31 F.Supp.3d 889, 60 Communications Reg. (P&F)
1482

END OF DOCUMENT
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United States District Court,
S.D. New York.

In the Matter of the APPLICATION OF THE
UNITED STATES OF AMERICA FOR AN OR-
DER PURSUANT TO 18 U.S.C. §§ 2703(C) and

2703(D) DIRECTING AT & T, SPRINT/NEXTEL,
T–MOBILE, METRO PCS and VERIZON WIRE-

LESS to Disclose Cell Tower Log Information.

No. M–50.
Signed May 30, 2014.

Background: United States filed petition seeking
order pursuant to Stored Communications Act
(SCA) requiring cellular telephone service pro-
viders to disclose historical cell site data from cell
towers located near specified address for particular
time period.

Holdings: The District Court, James C. Francis IV,
United States Magistrate Judge, held that:
(1) Fourth Amendment did not preclude govern-
ment from requiring providers to disclose historical
cell site data, and
(2) United States was not required to obtain warrant
prior to issuance of order.

Ordered accordingly.

West Headnotes

[1] Searches and Seizures 349 28

349 Searches and Seizures
349I In General

349k25 Persons, Places and Things Protected
349k28 k. Abandoned, surrendered, or

disclaimed items. Most Cited Cases

For Fourth Amendment purposes, person has
no legitimate expectation of privacy in information
he voluntarily turns over to third parties. U.S.C.A.
Const.Amend. 4.

[2] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Cell phone users had no reasonable expectation
of privacy in cell site information communicated
for purpose of making and receiving calls in ordin-
ary course of provision of cellular phone service,
and thus Fourth Amendment did not preclude gov-
ernment from requiring cellular telephone service
providers to disclose historical cell site data from
cell towers located near specified address for par-
ticular time period; it was common knowledge that
communications companies regularly collected and
maintained all types of non-content information re-
garding cell-phone communications, including cell-
site tower data, for cell phones for which they
provided service. U.S.C.A. Const.Amend. 4.

[3] Searches and Seizures 349 25.1

349 Searches and Seizures
349I In General

349k25 Persons, Places and Things Protected
349k25.1 k. In general. Most Cited Cases

(Formerly 349k192.1)

Searches and seizures inside home without
warrant are presumptively unreasonable. U.S.C.A.
Const.Amend. 4.

[4] Searches and Seizures 349 33

349 Searches and Seizures
349I In General

349k31 Persons Subject to Limitations; Gov-
ernmental Involvement

349k33 k. Private persons. Most Cited
Cases
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Voluntary disclosure doctrine, pursuant to
which Fourth Amendment does not prohibit obtain-
ing of information revealed to third party and con-
veyed by him to government authorities, applies
even where disclosures are made from protected
space of home. U.S.C.A. Const.Amend. 4.

[5] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

United States would not be required to obtain
warrant prior to issuance of order pursuant to
Stored Communications Act (SCA) requiring cellu-
lar telephone service providers to disclose historical
cell site data from cell towers located near specified
address for particular time period, where govern-
ment only sought to determine numbers that were
used at multiple locations, as well as numbers that
matched those that law enforcement had learned
were associated with certain persons under invest-
igation, and there was no possibility that wide-
spread tracking of locations of individuals could
ensue if application was granted. U.S.C.A.
Const.Amend. 4; 18 U.S.C.A. § 2703(d).

*512 JAMES C. FRANCIS IV, United States Ma-
gistrate Judge.

The United States of America (the
“Government”) seeks an order pursuant to the
Stored Communications Act (“SCA”) requiring
various cellular telephone service providers to dis-
close historical cell site data from cell towers loc-
ated near a specified New York City address for a
particular four-and-one-half hour time period. I
asked that the Government provide me with a
memorandum supporting its position that the re-
quested information was obtainable, and further in-
vited the New York Civil Liberties Union and

American Civil Liberties Union (collectively, the
“ACLU”) to submit their views on the question as
amici curiae.FN1

FN1. I am grateful to the ACLU for its
thorough and helpful submission, which
was of considerable assistance in resolving
the Government's application. The ACLU's
work is especially impressive, given that
counsel were unable to review the actual
application at issue, which is not publicly
available.

Information Sought
The Government explains that there are two

ways to obtain historical cell site data. In the typic-
al case, the Government requests information con-
nected to a particular cell phone number and (if the
application is granted) retrieves “a list of all calls to
and from the telephone number, along with the loc-
ations and sectors (or ‘faces') of the cell towers
through which each call originated and terminated,”
thus providing information helpful in determining
the “approximate locations of cellular telephones
during the sending and receipt of calls.” (Letter of
Jason A. Masimore dated May 7, 2014 (“Masimore
5/7/14 Letter”) at 1–2).

This application, on the other hand, centers not
on a particular cell phone number, but on the cell
towers in the area of an identified location. The in-
formation sought “consists of a list for a particular
cell tower from the specified date and time period
of the subscribers' cellular telephone numbers con-
necting to that tower, along with the times of the
calls and the digits dialed or the call numbers of the
telephones calling into the subscribers' cellular tele-
phones connecting through the tower,” information
that can help establish “that the listed cellular tele-
phones were somewhere in the vicinity of that par-
ticular cell tower during that time period.”
(Masimore 5/7/14 Letter at 2). The information
gathered here—specifically, the telephone numbers
that connected to the cell towers during the pertin-
ent time period—will be compared to similar in-
formation gathered from other locations relevant to
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the investigation to determine numbers that were
used at multiple locations, as well as numbers that
match those that law enforcement has learned are
associated with certain persons under investigation
for the series of crimes at issue.

Discussion

A. Authorization under the Stored Communications
Act

The SCA permits the Government to obtain an
order requiring “a provider of *513 electronic com-
munication service ... to disclose a record or other
information pertaining to a subscriber or customer
of such service (not including the contents of com-
munications)” when the Government offers
“specific and articulable facts showing that there
are reasonable grounds to believe that the ... records
... sought[ ] are relevant and material to an ongoing
criminal investigation.” 18 U.S.C. §§ 2703(c)(1), (d).

The ACLU argues that a cell tower dump is not
authorized under the statute because “Congress
phrased the disclosure provision of § 2703(c) in the
singular: ‘ a subscriber or customer of such service.’
” (Letter of Nathan Freed Wessler, et al. dated May
20, 2014 (“Wessler 5/20/14 Letter”), at 7). Al-
though this argument has some intuitive appeal, it
is easily refuted: “[i]n determining the meaning of
any Act of Congress, unless the context indicates
otherwise[,] words importing the singular include
and apply to several persons, parties, or things.” 1
U.S.C. § 1. The ACLU argues that the “use of the
singular article ... is part of Congress's comprehens-
ive scheme to strictly limit permissible government
intrusions into the privacy of cell phone users.”
(Wessler 5/20/14 Letter at 8). However, this gener-
alized “context” is insufficient to overrule “the de-
fault rule of statutory construction that words im-
porting the singular include the plural meaning.”
Carrow v. Merit Systems Protection Board, 564
F.3d 1359, 1366 (Fed.Cir.2009) (examining legis-
lative history for indication that statutory term “an
Executive agency” was intended to preclude plural

meaning).FN2

FN2. The ACLU also contends that the
view “that the government may obtain an
order under § 2703(c) about a subscriber
of service A from service B” ignores the
statutory text authorizing disclosure of a
record “ ‘pertaining to a subscriber or cus-
tomer of such service.’ ” (Wessler 5/20/14
Letter at 8 (quoting 18 U.S.C. 2703(c))).
Under the order sought, the only informa-
tion that service A could provide about a
service B subscriber is that subscriber's
phone number, either because a service A
subscriber dialed it or because a service B
subscriber dialed a service A phone num-
ber. This is the same information available
from a conventional pen register, which
captures outgoing “dialing, routing, ad-
dressing, or signaling information” from a
cell phone or other electronic or wire com-
munication device, or a trap and trace
device, which captures “incoming elec-
tronic or other impulses which identify the
originating number or other dialing, rout-
ing, addressing, and signaling information
reasonably likely to identify the source of a
wire or electronic communication.” 18
U.S.C. § 3127(a)(3)-(4).

The ACLU further contends that even if the
SCA as a whole does not prohibit cell tower dumps,
they can never be obtained under § 2703(d): the
Government “cannot possibly meet th[e] [statute's]
standard because it seeks vast quantities of irrelev-
ant and immaterial—yet extraordinarily sensit-
ive—information about hundreds or thousands of
wholly innocent parties.” (Wessler 5/20/14 Letter at
8). Noting that courts have described § 2703(d)'s
standard as akin to “reasonable suspicion,” In re
Application of the United States of America for His-
torical Cell Site Data, 724 F.3d 600, 616 (5th
Cir.2013) (Dennis, J. dissenting) (hereinafter In re
Fifth Circuit Application ) (denominating the stand-
ard “reasonable suspicion”); In re Application of
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the United States of America for an Order Pursuant
to 18 U.S.C. § 2703(D), 707 F.3d 283, 287 (4th
Cir.2013) (“This is essentially a reasonable suspi-
cion standard.”), the ACLU cites cases regarding
so-called Terry stops to support its argument that
“the ‘reasonable suspicion’ standard requires an
evaluation of the facts pertinent to the individual
being searched or seized.” (Wessler 5/20/14 Letter
at 9 (citing Ybarra v. Illinois, 444 U.S. 85, 94, 100
S.Ct. 338, 62 L.Ed.2d 238 (1979))).

*514 While clever, this argument ignores the
actual language of the statute, which does not use
the phrase “reasonable suspicion,” but requires only
“specific and articulable facts showing that there
are reasonable grounds to believe that the ... records
... sought[ ] are relevant and material to an ongoing
criminal investigation.” 18 U.S.C. § 2703(d). Thus
there is no indication in the text (or in the legislat-
ive history) that Congress intended to import the
standards guiding Terry stops into the SCA. Nor is
it likely that the courts using this shorthand inten-
ded to graft onto the statutory language the doctrine
arising out of the limited investigation stop cases. A
better interpretation is that, when used in connec-
tion with the SCA, the phrase merely indicates that
the standard “is a lesser one than probable cause.”
In re Application of the United States of America
for an Order Directing a Provider of Electronic
Communication Service to Disclose Records to the
Government, 620 F.3d 304, 313 (3d Cir.2010)
(hereinafter In re Third Circuit Application ).

Accordingly, the type of order sought here is
authorized by the statute.

B. The Warrant Requirement
The Fourth Amendment can, of course, trump

statutory authorization either by requiring the Gov-
ernment to show probable cause to obtain the in-
formation sought here or, perhaps, by prohibiting
such searches altogether. That amendment protects
“[t]he right of the people to be secure in their per-
sons, houses, papers, and effects, against unreason-
able searches and seizures.” U.S. Const., amend.
IV. It requires law enforcement to obtain a warrant

before executing a search, thus “interpos[ing] a ma-
gistrate between the citizen and the police ... to en-
sure that an objective mind might weigh the need to
invade that privacy in order to enforce the law.”
United States v. Voustianiouk, 685 F.3d 206, 211
(2d Cir.2012) (internal quotation marks omitted).
Justice Harlan's concurrence in Katz v. United
States, 389 U.S. 347, 88 S.Ct. 507, 19 L.Ed.2d 576
(1967), a touchstone of Fourth Amendment juris-
prudence, formulated a “two-fold requirement” for
determining whether government action constitutes
a search: “first that a person have exhibited an actu-
al (subjective) expectation of privacy and, second,
that the expectation be one that society is prepared
to recognize as ‘reasonable.’ ” Id. at 361, 88 S.Ct.
507 (Harlan, J. concurring); see also United States
v. Jones, –––U.S. ––––, ––––, 132 S.Ct. 945, 950,
181 L.Ed.2d 911 (2012) (“Our [ ] cases have ap-
plied the analysis of Justice Harlan's concurrence in
[Katz ], which said that a violation occurs when
government officers violate a person's ‘reasonable
expectation of privacy.’ ” (quoting Katz, 389 U.S.
at 360, 88 S.Ct. 507 (Harlan, J. concurring))). The
ACLU argues that there is a reasonable expectation
of privacy in cell tower records from which indi-
viduals' location can be determined.FN3 (Wessler
5/20/14 Letter at 13).

FN3. The Government asserts that the re-
cords it seeks will enable it to determine
“that the listed cellular telephones were
somewhere in the vicinity of that particular
cell tower during that time period”
(Masimore 5/7/14 Letter at 2), and it ap-
pears that the information will allow the
Government only to determine whether a
particular subscriber's cell phone is in
proximity to the subject cell tower and to
identify the sector of the tower to which
the cell phone connected. The Government
indicates that it will not be using additional
tools to further pinpoint location. (Letter of
Jason A. Masimore dated May 23, 2014, at
2 n. 1); see In re Smartphone Geolocation
Data Application, 977 F.Supp.2d 129, 137
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(E.D.N.Y.2013) (“Cell-site location is ar-
guably the least precise of the three meth-
ods currently used, though that precision
can be substantially enhanced through tri-
angulation of signals from multiple
towers.”); In re Application of the United
States of America for an Order Pursuant to
18 U.S.C. § 2703(d) Directing Providers to
Provide Historical Cell Site Locations Re-
cords, 930 F.Supp.2d 698, 701
(S.D.Tex.2012) (hereinafter In re S.D. Tex.
Application ) (“[R]efinements in location
technology regarding cell site information”
actually “enables [the Government] to plot
with great precision where the cell phone
user has been during a given time peri- od.”).

*515 1. “Dragnet Type” Surveillance
In United States v. Knotts, 460 U.S. 276, 103

S.Ct. 1081, 75 L.Ed.2d 55 (1983), the Supreme
Court approved the warrantless use of a beeper to
track a vehicle's movements on public roads. Id. at
281–82, 103 S.Ct. 1081. Noting the respondent's
fear that the holding could usher in “ ‘twenty-four
hour surveillance of any citizen of this country ...
without judicial knowledge or supervision,’ ” the
Court observed that, “if such dragnet type law en-
forcement practices ... should eventually occur,
there will be time enough then to determine wheth-
er different constitutional principles may be applic-
able.” Id. at 283–84, 103 S.Ct. 1081. The ACLU
contends that cell tower dumps violate reasonable
expectations of privacy “because they involve just
th[is] sort of ‘dragnet type’ surveillance of hun-
dreds or thousands of innocent people.” (Wessler
5/20/14 Letter at 13).

I cannot agree that the Government's applica-
tion here raises the spectre of “wholesale surveil-
lance” suggested in Knotts and some of the cases
following it. Such concerns center on the possibility
of the Government tracking an individual's (or a
number of individuals') every movement over a
period of time. See Knotts, 460 U.S. at 284, 103

S.Ct. 1081 (mentioning “twenty-four hour surveil-
lance of any citizen of this country”); United States
v. Katzin, 732 F.3d 187, 191–92, 205 (3d Cir.2013)
(holding warrantless GPS tracking of vehicle for
several days generating “highly accurate record of
the tracker's whereabouts throughout its period of
operation” unjustified), vacated on grant of reh'g
en banc, 2013 WL 7033666 (3d Cir. Dec. 12,
2013); United States v. Pineda–Moreno, 617 F.3d
1120, 1125–26 (9th Cir.2010) (Kozinski, C.J., dis-
senting from denial of rehearing en banc) (equating
GPS tracking device that continuously recorded
car's location with “dragnet-type law enforcement
practices” of Knotts and worrying that “[b]y track-
ing and recording the movements of millions of in-
dividuals the government can use computers to de-
tect patterns and develop suspicions”); United
States v. Marquez, 605 F.3d 604, 610 (8th
Cir.2010) (“It is imaginable that a police unit could
undertake ‘wholesale surveillance’ by attaching
[electronic tracking] devices to thousands of ran-
dom cars and then analyzing the volumes of data
produced for suspicious patterns of activity.”);
United States v. Garcia, 474 F.3d 994, 998 (7th
Cir.2007) (“The new technologies enable, as the old
(because of expense) do not, wholesale surveil-
lance. One can imagine the police affixing GPS
tracking devices to thousands of cars at random, re-
covering the devices, and using digital search tech-
niques to identify suspicious driving patterns.”).
That is not at issue here. Rather, the Government
seeks to retrieve phone numbers used during a par-
ticular time period in a particular area to be cross-
referenced with data generated from other areas rel-
evant to the investigation during other relevant time
periods.” FN4 There is no *516 possibility that
widespread tracking of the locations of individuals
could ensue if the application is granted. See In re
Application of the United States of America for an
Order Authorizing the Release of Historical
Cell–Site Information, 809 F.Supp.2d 113, 122,
126–27 (E.D.N.Y.2011) (hereinafter In re E.D.N.Y.
Application ) (holding that “ cumulative cell-
site—location records” require a warrant because of
the significant “governmental intrusion into inform-
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ation which is objectively recognized as highly
private”—that is, the Government's “surveillance of
[one's] movements over a considerable time peri-
od”); cf. Commonwealth v. Augustine, 467 Mass.
230, 254–55, 4 N.E.3d 846 (2014) (“[T]he tracking
of the defendant's movements ... for two weeks was
more than sufficient to intrude upon the defendant's
expectation of privacy safeguarded [by the Mas-
sachusetts Constitution].”).

FN4. The ACLU supposes an extremely
broad search, which it characterizes as a
“fishing expedition.” (Wessler 5/20/14
Letter at 14). However, as explained
above, the order sought is more like what
the ACLU calls a “typical tower dump” in-
tended to cross-reference numbers ac-
quired with numbers that the Government
has determined to be relevant in its invest-
igation. (Wessler 5/20/14 Letter at 14).
The ACLU recognizes that this type of re-
quest does not raise the “especially acute
constitutional concerns” that would have
been implicated by its more expansive hy-
pothetical search. (Wessler 5/20/14 Letter
at 14).

2. The Voluntary Disclosure Doctrine
In United States v. Miller, 425 U.S. 435, 96

S.Ct. 1619, 48 L.Ed.2d 71 (1976), the petitioner
sought to suppress certain documents connected
with his bank accounts, which had been obtained
without a warrant. Id. at 437–38, 96 S.Ct. 1619.
The Supreme Court held that the documents did not
fall “within a protected zone of privacy,” and there-
fore the Fourth Amendment was not implicated in
law enforcement's acquisition of them. Id. at 440,
96 S.Ct. 1619. It noted that the information con-
tained in the records, which included checks, finan-
cial statements, and deposit slips, was “voluntarily
conveyed to the banks.” Id. at 442, 96 S.Ct. 1619.

The depositor takes the risk, in revealing his af-
fairs to another, that the information will be con-
veyed by that person to the Government. This
Court has held repeatedly that the Fourth Amend-

ment does not prohibit the obtaining of informa-
tion revealed to a third party and conveyed by
him to Government authorities, even if the in-
formation is revealed on the assumption that it
will be used only for a limited purpose and the
confidence placed in the third party will not be
betrayed.

Id. at 443, 96 S.Ct. 1619 (internal citations
omitted).

[1] Three years later, in Smith v. Maryland, 442
U.S. 735, 99 S.Ct. 2577, 61 L.Ed.2d 220 (1979) the
Court applied the reasoning of Miller and the cases
on which it relied to “the question whether the in-
stallation and use of a pen register constitutes a
‘search’ within the meaning of the Fourth Amend-
ment.” Id. at 736, 99 S.Ct. 2577 (footnote omitted).
It held that the petitioner had no “legitimate expect-
ation of privacy regarding the numbers he dialed on
his phone” because “[t]elephone users ... typically
know that they must convey numerical information
to the phone company; that the phone company has
facilities for recording this information; and that the
phone company does in fact record this information
for a variety of legitimate business purposes.” Id. at
742–43, 99 S.Ct. 2577. This was true even though
the defendant had “ ‘us[ed] the telephone in his
house to the exclusion of all others,’ ” because
“[a]lthough [his] conduct may have been calculated
to keep the contents of his conversation private, his
conduct was not and could not have been calculated
to preserve the privacy of the number he dialed.”
Id. (first alteration in original) (emphasis omitted).
Smith thus reaffirmed what the Court has consist-
ently held: “a person has no legitimate expectation
of privacy in information he voluntarily turns over
to third parties.” Id. at 743– *517 44, 99 S.Ct. 2577.
Smith and Miller remain the “prevailing case law.”
United States v. Pascual, 502 Fed.Appx. 75, 80 &
n. 6 (2d Cir.2012).

[2] Many courts have held that this voluntary
disclosure doctrine (also known as the “third-party
disclosure doctrine”) compels the conclusion that
the Government's acquisition of cell site location
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data is not a “search” within the meaning of the
Fourth Amendment. See, e.g., United States v.
Caraballo, 963 F.Supp.2d 341, 359–60 (D.Vt.2013)
(“ Smith and Miller thus support a conclusion that a
cell phone user generally has no reasonable expect-
ation of privacy in cell site information communic-
ated for the purpose of making and receiving calls
in the ordinary course of the provision of cellular
phone service.”); In re Smartphone Geolocation
Data Application, 977 F.Supp.2d at 146 (“Under
existing law [ ] a user does not have a reasonable
expectation of privacy as to geolocation data.”);
United States v. Madison, No. 11–60285–CR, 2012
WL 3095357, at *9 (S.D.Fla. July 30, 2012)
(“[T]he third-party disclosure doctrine relied upon
by Smith requires the finding that society is not pre-
pared to recognize as legitimate any subjective ex-
pectation that Defendant might have had in the cell-
tower location data for his cell-phone usage.”);
United States v. Graham, 846 F.Supp.2d 384, 389,
400 (D.Md.2012) (“Based on clear Supreme Court
... precedent, this Court finds the third-party doc-
trine applicable to historical cell site location in-
formation.”). These courts have noted that “[a]s
part of the ordinary course of business, cellular
phone companies collect information that identifies
the cell towers through which a person's calls are
routed.” Graham, 846 F.Supp.2d at 400. Contrary
to the ACLU's contention (Wessler 5/20/14 Letter
at 17), this is information that cell phone users vol-
untarily disclose—“[a]fter all, if the phone com-
pany could not locate a particular cell phone, there
would be no means to route a call to that device,
and the phone simply would not work.” In re
Smartphone Geolocation Data Application, 977
F.Supp.2d at 146; see also Madison, 2012 WL
3095357, at *8 (“All cell users are aware that cell
telephones do not work when they are outside the
range of the communication company's cell-tower
network.... Thus, ... cell-phone users have know-
ledge that when they place or receive calls, they,
through their cell phones, are transmitting signals to
the nearest cell tower, and, thus, to their communic-
ations service providers.”). And it is “common
knowledge that communications companies regu-

larly collect and maintain all types of non-content
information regarding cell-phone communications,
including cell-site tower data, for cell phones for
which they provide service.” Madison, 2012 WL
3095357, at *8; see also In re Fifth Circuit Applica-
tion, 724 F.3d at 611–12, 613–14 (noting that “[t]he
cell service provider collects and stores historical
cell site data for its own business purposes, perhaps
to monitor or optimize service on its network or to
accurately bill its customers” and that users volun-
tarily convey information about their location when
they place a call, even if they do not “directly in-
form [the] service provider of the location of the
nearest cell phone tower”); In re Smartphone Geo-
location Data Application, 977 F.Supp.2d at
137–42 (discussing widespread public knowledge
of ability and practice of cell phone service pro-
viders to track customers' locations); In re E.D.N.Y.
Application, 809 F.Supp.2d at 121 (calling it a
“doubtful proposition” that cell phone users are un-
aware that location data is collected and stored by
service providers). But see In re Third Circuit Ap-
plication, 620 F.3d at 317 (“[I]t is unlikely that cell
phone customers are aware that their cell phone
providers collect and *518 store historical location
information.”). I agree that Smith and Miller dictate
the outcome here, where the subscribers are aware
that use of their cell phones necessitates disclosure
of the information sought.

The ACLU cites United States v. Warshak, 631
F.3d 266 (6th Cir.2010) for the proposition that
“the fact that cell phone location information is
handled by a third party is not dispositive.”
(Wessler 5/20/14 Letter at 18). But Warshak dealt
with the disclosure of the contents of a defendant's
e-mails. Warshak, 631 F.3d at 283. And the Court
in Smith noted an exception to the voluntary dis-
closure doctrine for the content of communications
that are routed through a third party. Smith, 442
U.S. at 741, 99 S.Ct. 2577; see also Madison, 2012
WL 3095357, at *9 n. 11 (noting “content excep-
tion to the third-party-disclosure doctrine as it
relates to communications providers”); In re
E.D.N.Y. Application, 809 F.Supp.2d at 122–25
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(discussing “content exception [ ] incorporated, by
dicta, into Fourth Amendment telephonic commu-
nications case law in Smith ”). Warshak is therefore
inapposite here, where the Government does not
seek the contents of communications.

3. Constitutionally Protected Spaces
To be sure, much of the information the Gov-

ernment seeks will have been generated by people
using their cell phones in their own homes. The
ACLU argues that the cell tower dump therefore
constitutes a Fourth Amendment search of
“constitutionally protected spaces.” (Wessler
5/20/14 Letter at 14–15).

[3] The Supreme Court has “not deviated from
th[e] basic Fourth Amendment principle” that
“[s]earches and seizures inside a home without a
warrant are presumptively unreasonable.” United
States v. Karo, 468 U.S. 705, 714–15, 104 S.Ct.
3296, 82 L.Ed.2d 530 (1984). Accordingly, the
Court held in Karo that law enforcement monitor-
ing of a beeper on a can of ether while the can was
in a private residence was a Fourth Amendment
search requiring a warrant because it revealed
“critical fact[s] about the interior of the premises”
that the Government could not have obtained
through visual surveillance. Id. at 715, 104 S.Ct.
3296. Similarly, in Kyllo v. United States, 533 U.S.
27, 121 S.Ct. 2038, 150 L.Ed.2d 94 (2001), the
warrantless use of a “thermal-imaging device aimed
at a private home from a public street” was held to
be unconstitutional because “obtaining by sense-
enhancing technology any information regarding
the interior of the home that could not otherwise
have been obtained without physical intrusion into
a constitutionally protected area constitutes a
search.” Id. at 29, 34, 121 S.Ct. 2038 (citation omit-
ted) (internal quotation marks omitted). Thus, it is
certainly correct that the Supreme Court has re-
peatedly recognized that government intrusion into
the home without a warrant intrudes on a reason-
able expectation of privacy.

[4] Nonetheless, Karo and Kyllo do not alter
the analysis here. As Smith makes clear, the volun-

tary disclosure doctrine applies even where the dis-
closures are made from the protected space of the
home. Smith, 442 U.S. at 743, 99 S.Ct. 2577 (“But
the site of the call is immaterial for the purposes of
analysis in this case.... The fact that he dialed the
number on his home phone rather than on some
other phone could make no conceivable differ-
ence....”); see also In re Smartphone Geolocation
Data Application, 977 F.Supp.2d at 143–45
(finding location of origination of communication
“not ... useful” in deciding whether to issue author-
ization for cell site data and therefore applying vol-
untary disclosure doctrine); Caraballo, 963
F.Supp.2d at 356 (stating, in case regarding Gov-
ernment *519 “pinging” target cell phone, that “[a]
Fourth Amendment analysis entirely dependent
upon the fortuity of a criminal defendant entering
his or her own home during the pinging process is
likely to prove [ ] unworkable....”). But see In re
Application of the United States of America for His-
torical Cell Site Data, 747 F.Supp.2d 827, 835–37
(S.D.Tex.2010) (denying request for historical cell
site data based, in part, on location of phone in non-
public places), vacated by In re Fifth Circuit Ap-
plication, 724 F.3d at 615.

4. Discretion
Finally, the ACLU argues that, even if the SCA

and the Constitution permit issuance of the reques-
ted order on a less stringent showing than probable
cause, it is within my discretion to require that the
Government meet the higher standard. (Wessler
5/20/14 Letter at 10–12). I agree that a judge has
such discretion.

The operative statutory language states that “a
court order for disclosure ... may be issued by any
court that is a court of competent jurisdiction and
shall issue only if” the standard is met. 18 U.S.C. §
2703(d). The Third Circuit has observed that the
phrase “may be issued” is “the language of permis-
sion, rather than mandate.” In re Third Circuit Ap-
plication, 620 F.3d at 315. Additionally, the direc-
tion that an order “shall issue only if” the standard
is met “describe[s] a necessary condition, not a suf-
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ficient condition.” Id. at 316 (internal quotation
marks omitted). But see In re Fifth Circuit Applica-
tion, 724 F.3d at 606–08 (rejecting Third Circuit's
interpretation). If Congress meant otherwise, it
could have excised the word “only” from the stat-
ute; however, “the statute does contain the word
‘only’ and neither [I] nor the Government is free to
rewrite it.” In re Third Circuit Application, 620
F.3d at 315.

Under the voluntary disclosure doctrine, an in-
dividual's privacy interest in shared information is
attenuated but not necessarily eviscerated altogeth-
er. See, e.g., Smith, 442 U.S. at 741, 99 S.Ct. 2577
(voluntary disclosure doctrine does not extend to
contents of communications). Certain searches by
the Government of information that is voluntarily
but selectively disclosed may be so invasive that it
would be prudent to require a showing of probable
cause. With emerging and as-yet-unknown techno-
logies, such searches are likely to become easier,
cheaper, and more prevalent; it may, then, be time
to scrutinize the voluntary disclosure doctrine more
closely. See Jones, –––U.S. at ––––, 132 S.Ct. at
957 (Sotomayor, J. concurring) (“More fundament-
ally, it may be necessary to reconsider the premise
that an individual has no reasonable expectation of
privacy in information voluntarily disclosed to third
parties.”).

[5] Nevertheless, I will not require a warrant
here because the information voluntarily dis-
closed—the telephone numbers associated with
communications in a general location—does not
implicate privacy interests to the same degree as,
for example, the content of those communications. I
will, however, require the Government to submit an
amended application that (1) provides more specific
justification for the time period for which the re-
cords will be gathered and (2) outlines a protocol to
address how the Government will handle the
private information of innocent third-parties whose
data is retrieved. See In re S.D. Tex. Application,
930 F.Supp.2d at 702 (“[I]n order to receive such
data, the Government at a minimum should have a

protocol to address how to handle this sensitive
private information.”); see also In the Matters of
the Search of Cellular Telephone Towers, 945
F.Supp.2d 769, 771 (S.D.Tex.2013) (issuing war-
rant for cell *520 tower records but requiring,
among other things, that “any and all original re-
cords and copies ... determined not to be relevant to
the ... investigation” be returned to cell service pro-
viders).

Conclusion
The Government is directed to submit, within

seven days of the date of this order, an amended ap-
plication that (1) re-evaluates and justifies the time
period for which the cell tower records are reques-
ted and (2) provides a plan to address the protection
of private information of innocent third-parties
whose data is disclosed to the Government. If that
information satisfies me that the privacy rights of
subscribers are adequately protected, the requested
order will issue.

SO ORDERED.

S.D.N.Y.,2014.
In re Application of the U.S.A. for an Order Pursu-
ant to 18 U.S.C. 2703(c), 2703(d) Directing AT &
T, Sprint/Nextel, T-Mobile, Metro PCS, Verizon
Wireless
42 F.Supp.3d 511
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[Editor’s note:  portions of the following opinion 
not related to use of a cell-site simulator have been 
omitted as noted.] 

 
United States District Court, 

D. Arizona. 
UNITED STATES of America, Plaintiff, 

v. 
Daniel David RIGMAIDEN, Defendant. 

 
No. CR 08–814–PHX–DGC. 

May 8, 2013. 
 

ORDER 
DAVID G. CAMPBELL, District Judge. 

*1 The government has indicted Defendant Dan-
iel Rigmaiden on 74 counts of mail and wire fraud, 
aggravated identity theft, and conspiracy. Doc. 200. 
The charges arise from a scheme to obtain fraudulent 
tax refunds by filing electronic tax returns in the 
names of hundreds of deceased persons and third 
parties. The government located and arrested De-
fendant, in part, by tracking the location of an aircard 
connected to a laptop computer that allegedly was 
used to perpetrate the fraudulent scheme. Defendant 
argues that the technology and methods used to locate 
the aircard violated his Fourth Amendment rights. He 
also argues that the government violated the Fourth 
Amendment by obtaining various documents and data 
through Court orders, relying on warrants that lacked 
particularity and probable cause, and exceeding the 
scope of the warrants. 
 

Defendant has filed a motion to suppress and 
many related motions and memoranda.FN1 Although 
Defendant Rigmaiden represents himself and has no 
formal training in the law, his motions and memo-
randa are thoroughly researched and factually de-
tailed. The Court and its staff have read hundreds of 
pages of briefing and exhibits, and oral argument was 
held on March 28, 2013. After thorough consideration 
of the parties' arguments, Defendant's motion to sup-

press will be denied. 
 

FN1. These include Defendant's Motion to 
Suppress (Doc. 824); Supplement Memo-
randum re 4th Amendment Violations (Doc. 
830–1); Supplement Memorandum re De-
struction of Evidence (Doc. 830–2); Motion 
for Order Requiring Government to Comply 
with Data Deletion Requirements (Doc. 
847); Motion for Discovery re: Digital Evi-
dence Search (Doc. 890); Motion for Leave 
to Place Additional Evidence on the Record 
(Doc. 897); Motion for Leave to File First 
Supplement to Motion for Order Requiring 
Government to Comply with Data Deletion 
Requirements (Doc. 926); Motion to Sup-
press All Digital Data Evidence as a Sanction 
for Failure to Preserve Evidence (Doc. 931); 
Motion for Sanctions for Discovery Viola-
tions re: Digital Evidence Search (Doc. 932); 
Motion to Amend/Correct (Doc. 934). 

 
I. Background. 

The government alleges that in 2007 and 2008, 
using the identities of deceased and living individuals, 
including their social security numbers, Defendant 
e-filed more than 1,200 fraudulent tax returns claim-
ing more than $3,000,000 in tax refunds. Doc. 873 at 
3.FN2 In reliance on the fraudulent filings, the IRS 
deposited hundreds of thousands of dollars in bank 
accounts and debit cards maintained by Defendant and 
his co-conspirators. This order will describe only the 
most relevant portions of the year-long investigation 
that led to Defendant's arrest. 
 

FN2. Citations in this order are to page 
numbers affixed to the top of documents by 
the Court's CMECF system, not to pages 
numbers in the documents themselves. 

 
In June 2007, an IRS e-file provider notified the 

IRS that a large volume of tax returns had been filed 
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through its website by an unknown person using an 
automated process. IRS agents subpoenaed the sub-
scriber information for one of the IP addresses from 
which a return was filed and learned that the IP ad-
dress was associated with a Verizon Wireless broad-
band access card provided to a Travis Rupard in San 
Jose, California. This access card, which was used to 
make a wireless connection between a computer and 
the Internet, became a key focus in the investigation. 
The access card will be referred to in this order as “the 
aircard.” 
 

In March of 2008, the IRS Fraud Detection Center 
in Austin, Texas (“AFDC”) identified a number of 
recently-filed fraudulent tax returns which directed 
that refunds be sent to various debit cards connected 
with a single Meridian Bank account. Doc. 873 at 
9–10. IRS agents subpoenaed subscriber information 
for these fraudulent filings and found that some of the 
IP addresses ultimately traced back to the Verizon 
aircard and the related account maintained by Travis 
Rupard. Investigators also found the name “Travis 
Rupard” to be a false identity—the aircard account 
subscriber information provided by “Travis Rupard” 
listed a non-existent address, and the California driv-
er's license number provided by “Travis Rupard” was 
in fact assigned to a female with a different name. 
 

*2 On April 15, 2008, as a result of various in-
vestigative efforts, agents executed a search warrant 
on a co-conspirator's computer and obtained e-mail 
correspondence between the coconspirator and an 
individual known to the co-conspirator as “the Hack-
er.” The coconspirator had never personally met the 
Hacker, but had communicated with the Hacker by 
encrypted e-mail and had, at the Hacker's direction, 
established bank accounts to receive refunds from the 
fraudulent tax return scheme. Following his arrest, the 
co-conspirator agreed to work with the government as 
a confidential informant, and is referred to by the 
government as “CI–2.” 
 

On April 17, 2008, the Hacker contacted CI–2 

through a secure e-mail account and provided detailed 
encrypted instructions for delivering $68,000 in pro-
ceeds from the taxrefund scheme to the Hacker. The 
Hacker directed CI–2 to wash the $68,000 of cash in 
lantern fuel to avoid drug detection dogs, double 
vacuum seal the currency, place the sealed cash inside 
a stuffed animal, and mail the animal in a gift-wrapped 
box with a birthday card addressed to a dying child. 
The Hacker instructed CI–2 to send the package to 
“Patrick Stout” at a FedEx/Kinko's store in Palo Alto, 
California. Investigators found “Patrick Stout” to be 
another false identity—it was traced to a post office 
box in Sacramento, California, opened through the use 
of a fraudulent California driver's license bearing a 
number assigned to yet another female with a different 
name. 
 

The package containing $68,000 in currency was 
delivered to the FedEx/Kinko's store on May 6, 2008. 
The next day, at approximately 5:00 a.m., a white 
male wearing a dark jacket and hood entered the store, 
presented identification in the name of Patrick Stout, 
and retrieved the package. The individual opened the 
package outside the store, removed the cash, discarded 
the shipping box, and then proceeded to a nearby train 
station where he eluded agents who had him under 
surveillance. The Hacker e-mailed CI–2 on May 8, 
2008, and confirmed receipt of the money. 
 

On June 25, 2008, the government obtained 
Verizon transaction logs for the aircard and compared 
them with transaction information for other activities 
of the Hacker, including his e-mail communications 
with CI–2. The IP addresses accessed by the aircard 
and the date/time stamps shown for its connections 
were consistent with activities of the Hacker, sug-
gesting that the Hacker was in fact using the Travis 
Rupard aircard. In addition, the AFDC reported that 
more than 100 fraudulent tax refund claims were filed 
between May 22 and June 5, 2008. Doc. 873 at 16–23. 
The times when these false filings were made corre-
sponded with activity on the Travis Rupard aircard. 
Although the false filings were made from different IP 
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addresses, investigators believed the Hacker was us-
ing the aircard to access proxy computers or other 
anonymous tools on the Internet to mask his IP ad-
dress. Consistent with this theory, the Hacker had 
stated in an April 15, 2008 e-mail to CI–2 that he used 
a different IP address for each fraudulent tax return in 
order to avoid detection. Id. at 26. Through these and 
other investigative efforts, investigators became con-
vinced that the Hacker was using the Travis Rupard 
aircard and that locating the aircard would lead them 
to the Hacker. 
 

*3 As discussed in more detail below, in June and 
July of 2008 the government obtained historical 
cell-site records from Verizon that reflected commu-
nications from the aircard. These cell-site records 
showed that the aircard communicated regularly with 
several cell towers in the area of Santa Clara, Cali-
fornia. Using the cell-tower information, a map, and 
various calculations, a government agent was able to 
narrow the location of the aircard to an area of 
6,412,224 square feet, or just under one-quarter of a 
square mile. Doc. 824–1 at 167. The government 
obtained an order from a Federal Magistrate Judge in 
the Northern District of California that authorized the 
installation of a pen register and trap and trace device 
to obtain additional cell site information, and a war-
rant authorizing the use of a mobile tracking device to 
communicate with the aircard. On July 16, 2008, 
agents used this mobile device to track the aircard's 
location to unit 1122 of the Domicilio apartment 
complex in Santa Clara. The government then ob-
tained information from the apartment complex indi-
cating that unit 1122 was rented in the name of Steven 
Travis Brawner. The rental application listed a fake 
California driver's license bearing a number that be-
longed to a female with a different name, and the 
handwriting of “Steve Brawner” on the apartment 
application was found by a handwriting expert to be 
similar to the handwriting of “Patrick Stout” on a post 
office box application. In addition, “Steve Brawner” 
had provided a fraudulent 2006 tax return when he 
applied to rent the apartment. Using this and other 

information generated during the investigation, the 
government obtained a warrant to search apartment 
1122. 
 

To ascertain the arrival and departure habits of the 
apartment's occupant, agents obtained gate access data 
from the Domicilio apartment's alarm company. This 
information showed when the occupant of unit 1122 
used his fob to enter or leave the complex. Agents 
conducted surveillance of the apartment through the 
rest of July 2008 without observing the occupant. On 
the night of July 22, 2008, an undercover FBI agent 
used the ruse of a fast food delivery to knock on the 
apartment's door, but nobody answered. 
 

Finally, on August 3, 2012, at approximately 4:15 
p.m., agents observed a person matching the descrip-
tion of Steven Brawner walking near the apartment. 
The person began to act suspiciously when he saw the 
agents, and then began running to evade the agents. 
After a foot chase through the surrounding area, De-
fendant was apprehended by local police officers who 
happened to be on the scene. Agents searched the 
suspect incident to his arrest and found a set of keys in 
his pocket. An agent took the keys to unit 1122 and 
confirmed that they fit and turned the door lock. The 
agent waited for the arrival of other agents with the 
search warrant before entering the apartment. 
 

Once in the apartment, agents found identification 
bearing the suspect's photograph and the name Patrick 
Stout, along with many of the pre-recorded $100 bills 
that were part of the $68,000 delivery in May. Agents 
also found the aircard, a laptop computer, and com-
puter storage devices that eventually were found to 
contain much incriminating evidence. Fingerprints 
identified the suspect as Defendant Daniel Rigmaiden. 
 

*4 Following his arrest and indictment in this 
case, Defendant elected to represent himself after he 
became dissatisfied with five successive defense at-
torneys. Defendant sought extensive discovery from 
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the government, including detailed discovery about 
the nature and operation of the mobile tracking device 
used to locate the aircard. The Court held several 
hearings, received substantial briefing, and ultimately 
concluded that some information regarding the mobile 
tracking device was protected by the qualified law 
enforcement privilege recognized in Roviaro v. United 
States, 353 U.S. 53, 77 S.Ct. 623, 1 L.Ed.2d 639 
(1957). Doc. 723. The Court also concluded, however, 
that Defendant was fully able to make his Fourth 
Amendment arguments in light of the extensive dis-
closures provided by the government, detailed stipu-
lations of fact agreed to by the government, and in-
formation Defendant was able to obtain through his 
own investigations with the aid of investigators, legal 
assistants, and a laptop computer provided by the 
Court. Id. Having now read Defendant's 355—page 
motion to suppress, and having reviewed his thou-
sands of pages of supporting materials, the Court 
confirms this conclusion. Defendant has been placed 
at no disadvantage by the government's withholding of 
sensitive law enforcement information. Unless oth-
erwise specified in this order, the Court will assume 
that Defendant's factual assertions are true. 
 

II. Discussion. 
Defendant's motion to suppress and related 

memoranda and motions (see footnote 1) contain a 
highly detailed and granular statement of his argu-
ments. Defendant divides the government's actions 
into 21 different searches and provides detailed ex-
planations as to how they functioned, why they were 
covered by the Fourth Amendment, and why they 
were not authorized by the orders and warrants ob-
tained by the government. The Court has reviewed 
these many arguments individually, but will not at-
tempt to address them separately in this written order. 
The Court instead will use the following categories to 
address Defendant's challenges and the government's 
responses: whether Defendant had a legitimate ex-
pectation of privacy in the location of the aircard; the 
government's collection of historical cell-site infor-
mation, destination IP addresses, and data from the 

Domicilio apartment's alarm company; the search for 
the aircard using the mobile tracking device; the 
searches of Defendant's apartment and computer; and 
whether the Fourth Amendment's good faith exception 
applies. 
 

A. Legitimate Expectation of Privacy. 
 

[Discussion omitted because it does not pertain to 
cell-site simulators.  The court held that the defendant 
lacked a reasonable expectation of privacy in his 
aircard, computer, or apartment because they were 
obtained fraudulently using the identities of other 
persons.] 
 

B. Collection of Historical Records. 
 
[Discussion omitted as it does not pertain to 

cell-site simulators.  The court held that the defendant 
had no reasonable expectation of privacy in historical 
cell-site information, IP address information, and 
apartment security system information obtained by the 
government via compulsory process.] 
 
 

C. Mobile Tracking Device Search for the Aircard. 
Defendant claims that use of the mobile tracking 

device to locate his aircard violated the Fourth 
Amendment. The government argues that it obtained a 
warrant to use the tracking device. Defendant con-
tends that the warrant was deficient and that the gov-
ernment exceeded its scope when carrying out the 
investigation. The ACLU has filed an amicus brief 
making similar arguments in support of Defendant's 
motion to suppress. Doc. 920. 
 
1. Facts. 

On July 11, 2008, the government obtained order 
CR–08–90330 (the “Tracking Warrant”) from United 
States Magistrate Judge Richard Seeborg of the 
Northern District of California. Doc. 470–1 at 28. The 
Tracking Warrant was issued under Rule 41(b) of the 
Federal Rules of Criminal Procedure and other stat-
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utes. Id. Judge Seeborg found that the application for 
the warrant established “probable cause to believe that 
the use and monitoring of a mobile tracking device” 
would “lead to evidence of” several specific crimes, 
including conspiracy to defraud the government, fraud 
relating to identity information, aggravated identity 
theft, and wire fraud, “as well as to the identification 
of individuals who are engaged in the commission of 
these offenses.” Id. at 29. This finding was based on a 
17–page affidavit signed by FBI Special Agent Wil-
liam Ng. Id. at 10–17. 
 

The Tracking Warrant precisely identifies the 
aircard to be located as “the Verizon Wireless broad-
band access card/cellular telephone assigned Tele-
phone Number (415) 264–9596 and Electronic Serial 
Number (ESN) 005–00717190.” Id. at 1. The warrant 
limited the duration of the authorized tracking to “a 
period not to exceed thirty (30) days,” and ordered that 
monitoring of transmissions related to the aircard were 
“limited to transmissions needed to ascertain the 
physical location of [the aircard].” Id. at 2, 3. 
 

Defendant raises several challenges to the 
Tracking Warrant. He asserts, among other argu-
ments, that the warrant is not supported by probable 
cause, that it lacks particularity, that the government's 
searches and seizures exceeded the warrant's scope, 
and that agents executed the warrant unreasonably 
because they failed to comply with inventory and 
return requirements. Doc. 824–1 at 288–311. In its 
amicus brief, the ACLU argues that the search ex-
ceeded the scope of the warrant because the warrant 
authorized Verizon, not the government, to locate the 
aircard, and that the warrant was misleading and in-
complete because it failed adequately to describe the 
technology involved in the search. Doc. 920. 
 

*15 As noted above, the government has stipu-
lated to several specific facts for purposes of this or-
der. See Doc. 723 at 13–14. The Court accordingly 
will assume these facts to be true: 

 
• The mobile tracking device used by the FBI to 
locate the aircard functions as a cell-site simulator. 
The device mimicked a Verizon Wireless cell tower 
and sent signals to, and received signals from, the 
aircard. 

 
• The FBI used the device in multiple locations. The 
FBI analyzed signals exchanged between the mobile 
tracking device and the aircard. The FBI would take 
a reading, move to a new location, take another 
reading, move to another location, etc. The FBI 
never used more than a single piece of equipment at 
any given time. 

 
• The device was used by government agents on foot 
within Defendant's apartment complex. 

 
• The device generated real time data during the 
tracking process. 

 
• All data generated by the mobile tracking device 
and received from Verizon as part of the locating 
mission was destroyed shortly after Defendant's 
arrest on August 3, 2008. 

 
• The device used to simulate a Verizon cell tower is 
physically separate from the pen register trap and 
trace device used to collect information from Ver-
izon. 

 
• Signals sent by the mobile tracking device to the 
aircard are signals that would not have been sent to 
the aircard in the normal course of Verizon's opera-
tion of its cell towers. 

 
• The mobile tracking device caused a brief disrup-
tion in service to the aircard. 

 
• During the tracking operation, the FBI placed 
telephone calls to the aircard. 
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• The tracking operation was a Fourth Amendment 
search and seizure. 

 
• The government will rely solely on the Tracking 
Warrant to authorize the use of equipment to 
communicate directly with Defendant's aircard and 
determine its location. The government will rely on 
a separate order (CR08–90331–MISC–RS) to jus-
tify obtaining cell-site and other non-content in-
formation from Verizon, but will base its defense of 
the use of the mobile tracking device solely on the 
Tracking Warrant. 

 
• At the conclusion of the July 16, 2008, search ef-
forts, the mobile tracking device had located the 
aircard precisely within Defendant's apartment. 

 
With these assumed facts in mind, the Court will 

turn to an analysis of arguments made by Defendant 
and the ACLU. 
 
2. Probable Cause. 

Defendant argues that the actions authorized by 
the Tracking Warrant “were not supported by an ap-
plicable finding of probable cause.” Doc. 824 at 301. 
As noted above, however, Judge Seeborg specifically 
found “probable cause to believe that the use and 
monitoring of a mobile tracking device for the 
[aircard] will lead to evidence of” several specific 
crimes and “to the identification of individuals who 
are engaged in the commission of these offenses.” 
Doc. 470–1 at 29. 
 

To establish probable cause for a search warrant, 
the government need only show “a fair probability that 
contraband or evidence of a crime will be found.” 
Illinois v. Gates, 462 U.S. 213, 238, 103 S.Ct. 2317, 
76 L.Ed.2d 527 (1983). The Court reviews Judge 
Seeborg's probable cause finding with deference, 
asking only whether he had a “substantial basis” for 
the probable cause determination. Id. at 238–29 see 

also Ewing v. City of Stockton, 588 F.3d 1218, 1223 
(9th Cir.2009) (issuance of a search warrant is upheld 
“if the issuing judge ‘had a substantial basis' for con-
cluding [that] probable cause existed based on the 
totality of the circumstances”); United States v. Gil, 58 
F.3d 1414, 1418 (9th Cir.1995) (magistrate judge's 
determination of probable cause is accorded signifi-
cant deference). 
 

*16 Special Agent Ng's affidavit supports Judge 
Seeborg's probable cause determination. Doc. 470–1 
at 10–17. The affidavit describes the fraudulent 
tax-refund scheme in detail (id., ¶¶ 3–21), how it was 
connected to the Hacker (referred to in the affidavit as 
the “Target Subject”) (id., ¶¶ 13–21), various confi-
dential informant contacts with the Target Subject that 
confirmed his direct involvement in the fraudulent 
tax-refund scheme (id.), the Target Subject's receipt of 
funds from the scheme (id., ¶¶ 22–30), and that the 
scheme and some of its fraudulent refund filings were 
connected to the aircard (referred to in the affidavit as 
the “Target Broadband Access Card/Cellular Tele-
phone”) (id., ¶¶ 1, 34, 42). The affidavit clearly es-
tablishes a “fair probability” that locating the aircard 
would lead to evidence of a crime. Judge Seeborg's 
probable cause finding satisfies the Fourth Amend-
ment. See Dalia v. United States, 441 U.S. 238, 255, 
99 S.Ct. 1682, 60 L.Ed.2d 177 (1979). 
 

Defendant disputes the language of the Tracking 
Warrant, arguing that Judge Seeborg's probable cause 
finding applied only to information provided by Ver-
izon and not to locating the aircard. But Judge 
Seeborg's expressly found “probable cause to believe 
that the use and monitoring of a mobile tracking de-
vice for the [aircard]” would lead to evidence of var-
ious crimes. Doc. 470–1 at 29. 
 

Defendant also argues that the phrase “mobile 
tracking device” describes a device attached to a ve-
hicle and not the device used by agents to locate the 
aircard. The Court concludes, however, that “mobile 
tracking device” is a reasonable description of the 
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mobile device used by the government to track the 
aircard. The Tracking Warrant authorized “the use and 
monitoring of a mobile tracking device for the Target 
Broadband Access Card/Cellular Telephone,” while 
“the agents are stationed in a public location and the 
Target Broadband Access Card/Cellular Telephone is 
... inside private residences, garages, and/or other 
locations not open to the public or visual surveil-
lance[.]” Id. at 28–29. The affidavit of Agent Ng 
stated that the mobile tracking device would monitor 
the aircard and would “ultimately generate a signal 
that fixes the geographic position of the [aircard].” Id. 
at 26. These statements foreclose any possible confu-
sion that the device was to be attached to a vehicle. 
 
3. Particularity. 

Defendant argues that the search exceeded the 
scope of the warrant because the warrant did not spe-
cifically authorize the FBI to use a cell-site simulator. 
He also argues that the warrant's reference to a “mo-
bile tracking device,” its description of the place to be 
searched, and its use of the phrase “all data, infor-
mation, facilities, and technical assistance” lack par-
ticularity. The government counters that the warrant 
was not required to provide greater specificity con-
cerning the methods by which the aircard was to be 
located. 
 

There is no legal requirement that a search war-
rant specify the precise manner in which the search is 
to be executed. Dalia, 441 U.S. at 257; see Maryland 
v. Garrison, 480 U.S. 79, 84, 107 S.Ct. 1013, 94 
L.Ed.2d 72 (1987). “The Fourth Amendment ... does 
not set forth some general ‘particularity requirement.’ 
It specifies only two matters that must be ‘particularly 
describ[ed] in the warrant: ‘the place to be searched’ 
and ‘the persons or things to be seized.’ “ United 
States v. Grubbs, 547 U.S. 90, 97, 126 S.Ct. 1494, 164 
L.Ed.2d 195 (2006) (citing Dalia, 441 U.S. at 257). 
 

*17 Dalia involved a warrant that authorized the 
placement of a hidden listening device in the de-
fendant's office, but did not specify that the police 

would break into the office to install the device. 441 
U.S. at 254–56. The Supreme Court rejected the par-
ticularity challenge, holding that authorization of the 
break-in was not necessary because nothing in the 
Fourth Amendment requires search warrants to “in-
clude a specification of the precise manner in which 
they are to be executed.” Id. at 257. The Supreme 
Court's explanation applies to this case: 
 

Nothing in the language of the Constitution or in 
this Court's decisions interpreting that language 
suggests that ... search warrants also must include a 
specification of the precise manner in which they 
are to be executed. On the contrary, it is generally 
left to the discretion of the executing officers to 
determine the details of how best to proceed with 
the performance of a search authorized by war-
rant—subject of course to the general Fourth 
Amendment protection “against unreasonable 
searches and seizures.” 

 
[Dalia's] view of the Warrant Clause parses too 
finely the interests protected by the Fourth 
Amendment. Often in executing a warrant the po-
lice may find it necessary to interfere with privacy 
rights not explicitly considered by the judge who 
issued the warrant. For example, police executing 
an arrest warrant commonly find it necessary to 
enter the suspect's home in order to take him into 
custody, and they thereby impinge on both privacy 
and freedom of movement. Similarly, officers ex-
ecuting search warrants on occasion must damage 
property in order to perform their duty. 

 
Id. at 257–58. 

 
In United States v. Brooks, 427 F.3d 1246, 1251 

(10th Cir.2005), the Tenth Circuit similarly explained 
that while a search warrant must describe with par-
ticularity the objects of the search, “the methodology 
used to find those objects need not be described: this 
court has never required warrants to contain a partic-



  

 

Page 8

Not Reported in F.Supp.2d, 2013 WL 1932800 (D.Ariz.)

(Cite as: 2013 WL 1932800 (D.Ariz.)) 

© 2015 Thomson Reuters. No Claim to Orig. US Gov. Works. 

ularized computer search strategy.” See also United 
States v. Blake, No. 1:08–cr–0284–OWW, 2010 WL 
702958, at *4 (E.D.Cal. Feb.25, 2010) (“There is no 
legal requirement that a search warrant include a 
specification of the precise manner in which the search 
is to be executed.”). 
 

The Court concludes that the Tracking Warrant 
was sufficiently particular. It precisely identified the 
aircard to be located by description, telephone num-
ber, and ESN number. Doc. 470–1 at 28. It stated that 
the aircard was to be located using a “mobile tracking 
device,” which, as noted above, reasonably describes 
the mobile equipment used to track signals from the 
aircard. Id. And it stated that FBI agents would be 
located in a public place while the aircard would be 
located in a private residence. Id. Although the war-
rant did not describe the precise means by which the 
mobile tracking device would operate, what signals it 
would send to the aircard, what signals it would cap-
ture, or the fact that it would cause some of Defend-
ant's electricity to be consumed in the process, these 
and the many other details of the device's operation 
described in Defendant's motion clearly concern the 
manner in which the search was to be executed, 
something that need not be stated with particularity in 
the warrant. Dalia, 441 U.S. at 257–58; Grubbs, 547 
U.S. at 97–98. The objective of the warrant—locate 
the aircard—was clearly stated, as was the use of a 
mobile tracking device to make the location. De-
fendant's efforts to parse the warrant requirement 
further are no more persuasive here than were the 
defendants' similar efforts in Dalia and Brooks.FN7 
 

FN7. This analysis also applies to Defend-
ant's many arguments about things not spec-
ified in the warrant: that the mobile tracking 
device would force the aircard to change its 
cell tower connection to an emulated cell 
tower, would temporarily interrupt Defend-
ant's Internet connection, would write data to 
the aircard and laptop, would disable en-
cryption for aircard signals, and would 

download data from the aircard. These de-
tails concerned the manner of the search and 
were less intrusive than the physical break-in 
that did not have to be specified in the war-
rant in Dalia. Under Dalia, Grubbs, and re-
lated cases, the Court concludes that these 
methodology details were not required in the 
warrant. 

 
4. Scope and Terms of the Warrant. 

*18 Defendant and the ACLU argue that the 
aircard locating mission exceeded the scope of the 
Tracking Warrant because the warrant suggests that 
Verizon, not the FBI, was authorized to search for the 
aircard. The warrant states that Verizon is “to assist 
agents of the Federal Bureau of Investigation (FBI) by 
providing all information, facilities, and technical 
assistance needed to ascertain the physical location of 
the [aircard] through the use and monitoring of a mo-
bile tracking device[.]” Doc. 470–1 at 28. This lan-
guage sufficiently states that the FBI was to ascertain 
the location of the aircard by using a mobile tracking 
device and that Verizon was being ordered to provide 
assistance. The warrant further orders that Verizon 
“shall provide to agents of the FBI data and infor-
mation ... while the agents are stationed in a public 
location and the [aircard] is ... inside private resi-
dences, garages and/or other locations not open to the 
public or visual surveillance[.]” Id. at 2. The plain and 
common sense reading of these words is that Verizon 
was to assist the FBI by providing information and 
other services while the FBI used a mobile tracking 
device in a public location to find the aircard. See, e.g., 
United States v. Gorman, 104 F.3d 272, 275 (9th 
Cir.1996) (“Plain meaning and common sense are 
landmarks for the execution and interpretation of the 
language of a search warrant.”) (citations omitted). 
 

The ACLU argues that the “most sensible read-
ing” of the Tracking Warrant is that it authorized 
Verizon to install a pen register, not that it authorized 
the government to use a mobile tracking device. Doc. 
985 at 3. Again the Court disagrees. Two orders were 
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signed by Judge Seeborg on July 11, 2008. The 
Tracking Warrant was sought “pursuant to an Appli-
cation under Federal Rule of Criminal Procedure 
41(b); Title 18, United States Code, Sections 2703 and 
3117, and Title 28, United States Code, Section 
1651[.]” Doc. 470–1 at 28. As already noted, the 
warrant found “probable cause to believe that the use 
and monitoring of a mobile tracking device for the 
[aircard] will lead to evidence of” specific crimes, “as 
well as to the identification of individuals who are 
engaged in the commission of these offenses.” Id. at 
29. 
 

Separate order CR–08–90331 (“the Pen and Trap 
Order”), also dated July 11, 2008, states that it is an 
“Application under 18 U.S .C. §§ 2703(c), 2703(d), 
3122, and 3123 ... requesting an Order authorizing the 
installation of a pen register and trap and trace device 
on the instrument or facility currently utilizing the 
following subject telephone number[.]” Doc. 470–2 at 
6. The Pen and Trap Order then states that “Applicant 
has offered specific and articulable facts showing that 
there are reasonable grounds to believe that the rec-
ords or other information identifying subscribers or 
customers ... for Target Device are relevant and ma-
terials to an ongoing criminal investigation of the 
specified offenses.” Id. at 7. This is the statutory 
standard for obtaining information under the SCA. 
 

*19 A common-sense reading of these two 
documents shows that the Tracking Warrant was 
granted under Rule 41, upon a finding of probable 
cause, and authorized use of a mobile tracking device 
to locate the aircard. The Pen and Trap Order was 
authorized under various statutes, upon a finding un-
der the SCA, and authorized installation of a pen and 
trap device. The Court cannot agree that the Tracking 
Warrant authorized only a pen and trap device. 
 

The Court agrees that the Tracking Warrant is not 
a model of clarity. But it contains the essential ele-
ments of a warrant. The Supreme Court has made 
clear that the Fourth Amendment imposes only three 

requirements on warrants: “First, warrants must be 
issued by neutral, disinterested magistrates. Second, 
those seeking the warrant must demonstrate to the 
magistrate their probable cause to believe that the 
evidence sought will aid in a particular apprehension 
or conviction for a particular offense. Finally, war-
rants must particularly describe the things to be seized, 
as well as the place to be searched.”   Dalia, 441 U.S. 
at 255 (citations and quotation marks omitted); see 
also Grubbs, 547 U.S. at 97–98. The Tracking War-
rant satisfied each of these requirements. It was issued 
by Judge Seeborg, a neutral magistrate; the judge 
found probable cause; and the thing to be located (the 
aircard) was precisely identified. The place to be 
searched could not be specified because it was un-
known, but the warrant did note the likelihood that the 
aircard would be located “inside private residences, 
garages and/or other locations not open to the public 
or visual surveillance[.]” Doc. 470–1 at 29. The 
Tracking Warrant satisfied the essential requirements 
of the Fourth Amendment. Nothing more is required. 
Dalia, 441 U.S. at 257–58.FN8 
 

FN8. In a supplemental brief, the ACLU at-
taches internal e-mail communications from 
the North District of California suggesting 
that magistrates judges in that district re-
cently have become concerned about the use 
of pen and trap orders to authorize the kind of 
aircard locating mission that occurred in this 
case. Doc. 985–1. The e-mails do not per-
suade the Court that suppression is required 
here. Prosecutors in this case obtained the 
Tracking Warrant in addition to the Pen and 
Trap Order. Moreover, the e-mail commu-
nications appear to reflect an evolving un-
derstanding about the use of technology, with 
prosecutors in the Northern District of Cali-
fornia attempting to be responsive to con-
cerns expressed by magistrate judges. The 
e-mails occurred some three years after the 
aircard locating mission in this case, and 
provide no basis to conclude that prosecutors 
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knew or should have known their practices in 
2008 were deficient. 

 
5. New Technology and the Duty of Candor. 

Defendant and the ACLU insist that because 
cell-site simulators are a new and potentially invasive 
technology, the government was required to include a 
more detailed description in its warrant application. 
The ACLU cites cases in which a magistrate denied 
the government's application to use a cell-site simu-
lator, but in each of those cases the applications were 
made pursuant to statutory authority and not, as here, 
pursuant to a warrant based on probable cause. See In 
re Application for an Order Authorizing Installation 
and Use of a Pen Register and Trap and Trace Device 
(In re Stingray), 890 F.Supp.2d 747, 2012 WL 
2120492, at *5 (S.D.Tex. June 2, 2012) (distinguish-
ing Rigmaiden, with its stipulation that a Fourth 
Amendment search occurred, and explaining that 
“[h]ere, the application seeks an order authorizing the 
use of this equipment as a pen register as opposed to 
seeking a warrant.”); In re Application for an Order 
Pursuant to 18 U.S.C. § 2703(d) (In re Cell Tower 
Dump), –––F.Supp.2d ––––, 2012 WL 4717778, at 
*3–4 (S.D.Tex. Sept.26, 2012) (rejecting application 
under SCA “for cell tower dump,” stating that a war-
rant supported by probable cause was required). 
 

*20 In support of the argument that the govern-
ment violated a “duty of candor” in applying for the 
warrant, Defendant and the ACLU cite United States 
v. Rettig, 589 F.2d 418 (9th Cir.1978), and United 
States v. Comprehensive Drug Testing, Inc. (“CDT”), 
621 F.3d 1162 (9th Cir.2010). These cases offer little 
support for Defendant's position. 
 

In Rettig, drug enforcement agents asked a federal 
magistrate to issue an arrest warrant for the defendant 
on cocaine importation charges and a search warrant 
for the defendant's residence. 589 F.2d at 420. The 
judge issued the arrest warrant, but denied the search 
warrant because information provided in support of 
the warrant was stale. Id. The agents arrested the de-

fendant. Id. During the arrest, they caught the de-
fendant trying to flush marijuana down the toilet. Id. 
Defendant was taken into custody while another agent 
attempted to obtain a search warrant for marijuana 
evidence, this time from a state judge, without in-
forming the judge of the agents' unsuccessful attempt 
to obtain a search warrant from the federal magistrate 
judge the day before. Id. The state marijuana warrant 
was obtained, and agents then spent several hours 
searching for evidence relating to the cocaine con-
spiracy as to which the federal search warrant had 
been denied. Id. at 421. They ultimately seized more 
than 2,000 items. Id . 
 

Not surprisingly, the Ninth Circuit suppressed the 
evidence. The court found that agents used the state 
search warrant “as an instrument for conducting the 
search for which permission had been denied on the 
previous day, a search that pertained to evidence of the 
cocaine charge, not to the possession of marijuana,” 
and that “the search was for purposes and objects not 
disclosed to the magistrate.” Id. The court clarified, 
however, that the agents' failure to apprise the state 
judge of their previous attempt to secure a search 
warrant for the cocaine conspiracy evidence “would 
not necessarily invalidate the search warrant or pro-
scribe a search and incident seizures confined to the 
terms of the warrant.” Id. Instead, the court found 
suppression necessary because “the agents did not 
confine their search in good faith to the objects of the 
[state marijuana] warrant,” and “substantially ex-
ceeded any reasonable interpretation of its provi-
sions.” Id. at 423. It was not the agents' lack of candor 
with respect to the prior warrant application that re-
quired suppression, but their failure “to disclose an 
intent to conduct a search the purposes and dimensions 
of which are beyond that set forth in the affidavits.” Id. 
 

In this case, the application seeking authority to 
use a mobile tracking device did not mislead Judge 
Seeborg as to the purpose of the search, which was to 
locate the aircard. Although it is true, as the ACLU 
emphasizes, that the application did not disclose that 
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the mobile tracking device would capture signals from 
other cell phones and aircards in the area of Defend-
ant's apartment, the Court regards this as a detail of 
execution which need not be specified under Dalia. 
441 U.S. at 258. Significantly, the agents in this case 
did not seek to capture third-party cell phone and 
aircard information so they could use it in a criminal 
investigation, nor is there any evidence that they used 
the third-party information in that manner. To the 
contrary, the evidence presented by the government 
and Defendant shows that the third-party information 
was deleted from the mobile tracking device immedi-
ately after the aircard was located. Thus, this was not a 
case like Rettig where agents intentionally searched 
for and sought to use cocaine evidence that was well 
beyond the scope of the marijuana search warrant. 
 

*21 Defendant and the ACLU also cite CDT, and 
in particular the concurring opinion by Chief Judge 
Kozinski. CDT involved a federal investigation of a 
business that was suspected of providing steroids to 
professional baseball players. Id. at 1166. During the 
investigation, the government learned of 10 players 
who had tested positive for steroid use. Id. It secured a 
grand jury subpoena in the Northern District of Cali-
fornia seeking all records pertaining to Major League 
Baseball in the possession of CDT. Id. CDT moved to 
quash the subpoena. Id. The day the motion to quash 
was filed, the government obtained a warrant in the 
Central District of California to search CDT's facili-
ties. Id. The warrant was limited to the 10 players as to 
whom the government had probable cause, but when 
the government executed the warrant it “seized and 
promptly reviewed the drug testing record for hun-
dreds of players in Major League Baseball (and a great 
many other people).” Id. The government also ob-
tained a warrant from the District of Nevada for the 
urine samples on which drug tests had been per-
formed. Id. 
 

CDT and the players' union moved for return of 
seized property in the Central District of California 
and the District of Nevada, and moved to quash the 

subpoenas in the Northern District of California. Id. at 
1166–67. The district courts granted these motions, 
expressing “grave dissatisfaction with the govern-
ment's handling of the investigation” and accusing the 
government of “manipulation and misrepresentation.” 
Id. at 1167. The Ninth Circuit affirmed. Id. 
 

In his concurrence, Chief Judge Kozinski criti-
cized federal authorities for submitting a warrant ap-
plication that omitted information concerning CDT's 
agreement to keep the sought-after data intact pending 
a ruling on its motion to quash in the Northern District 
of California, an agreement that was accepted by the 
United States Attorney's Office. Id. at 1178. This 
omission “created the false impression that, unless the 
data were seized at once, it would be lost.” Id. Chief 
Judge Kozinski wrote that “omitting such highly rel-
evant information altogether is inconsistent with the 
government's duty of candor in presenting a warrant 
application. A lack of candor in this or any other as-
pect of the warrant application must bear heavily 
against the government in the calculus of any subse-
quent motion to return or suppress the seized data.” Id. 
 

The Court cannot conclude that the omissions 
identified by Defendant and the ACLU in this case 
were “highly relevant.” They were not material to the 
probable cause determination, nor did they mislead 
Judge Seeborg as to the object of the search. Instead, 
they implicated only the question of “how the search 
would be conducted.” United States v. Mittelman, 999 
F.2d 440, 444 (9th Cir.1993) (holding that “mis-
statements regarding the manner of a search do not 
bear on the issue of whether the search itself was 
justified”). Therefore, any omission of the fact that the 
mobile tracking device would also capture infor-
mation from other cell phones and aircards in the area 
does not weigh heavily against the government. 
 

*22 Moreover, the warrant specifically required 
the government to “expunge all of the data” at the 
conclusion of the tracking mission. Doc. 470–1 at 30. 
The government explained that this was done pre-
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cisely because the device captured information from 
cell phones and aircards unrelated to this investiga-
tion. There is no suggestion that the government's 
failure to disclose that the device would capture 
third-party information somehow allowed it to retain 
and review such data. 
 
6. Other Arguments. 

Defendant argues that the warrant was invalid 
because Agent Ng's affidavit was not incorporated in 
or attached to the warrant when the search was exe-
cuted. Like the defendant in United States v. Smith, 
424 F.3d 992 (9th Cir.2005), Defendant apparently 
“confuses the well-settled principle that a warrant's 
overbreadth can be cured by an accompanying affi-
davit that more particularly describes the items to be 
seized with the contention ... that an affidavit incor-
porated by reference must always be attached for the 
search warrant to be valid—even if the warrant is not 
overbroad without the attachment.” Id. at 1007 (cita-
tion and quotation marks omitted). As in Smith, De-
fendant's argument is “unsupported by case law.” Id. 
 

Nor is the warrant invalid because it fails to de-
scribe the place to be searched. A warrant to locate an 
item need not specify the place to be searched. In such 
cases the particularity requirement can be satisfied if 
the warrant provides other information. In United 
States v. Karo, 468 U.S. 705, 104 S.Ct. 3296, 82 
L.Ed.2d 530 (1984), the government contended that it 
would be impossible to describe the place to be 
searched “because the location of the place is precisely 
what is sought to be discovered through the search.” 
Id. at 718. The Supreme Court rejected that argument: 
“However true that may be, it will still be possible to 
describe the object into which the beeper is to be 
placed, the circumstances that led agents to wish to 
install the beeper, and the length of time for which 
beeper surveillance is requested.” Id. The Tracking 
Warrant precisely identified the object to be located, 
found probable cause to believe that location of the 
aircard would produce evidence of the crimes identi-
fied in the warrant and the identification of individuals 

involved in those crimes, and placed a time limit on 
the location effort. As noted, the warrant also specif-
ically recognized that the aircard may be located in a 
private residence. The affidavit of Agent Ng provided 
detailed information about the alleged tax-refund 
scheme and how location of the aircard could aid in 
the investigation of that scheme. These specifics sat-
isfy the requirements of Karo. 
 

Finally, Defendant notes that the Tracking War-
rant did not require the FBI to make a return or serve a 
copy of the warrant on Defendant, and argues that this 
failure violated Rule 41(f)(2). The government con-
cedes this flaw in the warrant, but correctly notes that 
suppression is not the appropriate remedy. There is no 
causal connection between the failure to serve the 
warrant and the government's location of the aircard. 
See United States v. Hector, 474 F.3d 1150, 1155 (9th 
Cir.2007) (holding that suppression is inappropriate 
remedy for failure to serve copy of search warrant) 
(citing Hudson v. Michigan, 547 U.S. 586, 592, 126 
S.Ct. 2159, 165 L.Ed.2d 56 (2006)); United States v. 
Motz, 936 F.2d 1021, 1025 (9th Cir.1991) (holding 
that where defendants “were not prejudiced by the 
agents' failure to perform the ministerial require-
ments” of return and inventory, “[t]he district court 
was correct in refusing to suppress the evidence”). 
Defendant argues that he would have fled and never 
been found if the warrant had been served, but the 
Court cannot conclude that his inability to evade 
capture is the kind of prejudice referred to in the case 
law. 
 
D. Search of Apartment and Computer. 
 
 [Discussion omitted as it does not pertain to cell-site 
simulators.  The court rejected challenges to the 
physical search of defendant’s apartment and com-
puter.] 

 
E. Good Faith Exception. 
 

[Discussion omitted.  The court held that even if 
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there had been a Fourth Amendment violation, agents 
had relied in good faith on warrants  and suppression 
would not be an appropriate remedy.] 

 
III. Related Motions. 

 
[Discussion omitted as it does not pertain to 

cell-site simulators.] 

 
IV. Conclusion. 

Defendant has not shown that he had a legitimate 
expectation of privacy in his apartment, laptop, or 
aircard. Defendant has not shown that his Fourth 
Amendment rights were violated or, if a violation did 
occur, that suppression is the appropriate remedy. The 
good faith exception applies to the contested areas of 
the government's investigation, including its use of the 
mobile tracking device pursuant to a Rule 41 warrant. 
 

*34 Defendant has filed literally dozens of mo-
tions in this case, many of them seeking suppression 
or some other form of sanction against the govern-
ment. The Court has patiently sought to address each 
motion filed by pro se Defendant, but the time has 
come to resolve the government's allegations on the 
merits. Defendant should file no further motions to 
suppress or for sanctions based on the government's 
searches in this case or its pretrial production of dis-
covery to Defendant. 
 

IT IS ORDERED. 
 

1. Defendant's Motion to Suppress (Doc. 824) is 

denied. 
 

[Additional omitted do not pertain to cell-site 
simulators and are omitted.] 

 
D.Ariz.,2013. 
U.S. v. Rigmaiden 
Not Reported in F.Supp.2d, 2013 WL 1932800 
(D.Ariz.) 

 
END OF DOCUMENT 
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United States Court of Appeals,
Fifth Circuit.

In re Application of the UNITED STATES of
America FOR HISTORICAL CELL SITE DATA.

United States of America, Appellant.

No. 11–20884.
July 30, 2013.

Background: Government brought applications,
under the Stored Communications Act (SCA), in
three separate criminal investigations, seeking to
compel cell phone service providers to produce cell
site information for targeted cell phones that would
track the phones over a two-month period. The
United States District Court for the Southern Dis-
trict of Texas, Lynn N. Hughes, J., 747 F.Supp.2d
827, denied applications. Government appealed.

Holdings: The Court of Appeals, Edith Brown
Clement, Circuit Judge, held that:
(1) issue was ripe for review;
(2) denial of applications was final appealable or-
der;
(3) magistrate judge did not have discretion to re-
quire government to seek warrant rather than order;
and
(4) court orders authorized by Stored Communica-
tions Act under “specific and articulable facts”
standard, rather than Fourth Amendment probable
cause standard, to compel cell phone service pro-
viders to produce the historical cell site information
of their subscribers were not per se unconstitution- al.

Vacated and remanded.

Dennis, Circuit Judge, filed dissenting opinion.

West Headnotes

[1] Criminal Law 110 1139

110 Criminal Law
110XXIV Review

110XXIV(L) Scope of Review in General
110XXIV(L)13 Review De Novo

110k1139 k. In general. Most Cited
Cases

The Court of Appeals reviews constitutional
challenges to federal statutes de novo.

[2] Criminal Law 110 1158.1

110 Criminal Law
110XXIV Review

110XXIV(O) Questions of Fact and Findings
110k1158.1 k. In general. Most Cited Cases

The Court of Appeals reviews a district court's
findings of fact for clear error.

[3] Criminal Law 110 1158.1

110 Criminal Law
110XXIV Review

110XXIV(O) Questions of Fact and Findings
110k1158.1 k. In general. Most Cited Cases

A finding of fact is clearly erroneous when al-
though there is evidence to support it, the reviewing
court on the entire evidence is left with a firm and
definite conviction that a mistake has been commit-
ted.

[4] Criminal Law 110 1153.2

110 Criminal Law
110XXIV Review

110XXIV(N) Discretion of Lower Court
110k1153 Reception and Admissibility of

Evidence
110k1153.2 k. Judicial notice. Most

Cited Cases
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The Court of Appeals reviews the use of judi-
cial notice for abuse of discretion. Fed.Rules
Evid.Rule 201, 28 U.S.C.A.

[5] Telecommunications 372 1479

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1479 k. Review of proceedings;

standing. Most Cited Cases

Issue of whether court orders authorized by
Stored Communications Act (SCA) under “specific
and articulable facts” standard to compel cell phone
service providers to produce historical cell site in-
formation of their subscribers were per se unconsti-
tutional was ripe for review, where magistrate
judge denied government's applications on basis
that SCA's authorization of such orders for cell site
information violated Fourth Amendment, district
court adopted magistrate judge's decision, govern-
ment's claim that denial was improper and deprived
it of legitimate investigatory tool was question of
law, amenable to judicial resolution, and current
appeal was only time that government could chal-
lenge denial of its order. U.S.C.A. Const. Art. 3, § 1
et seq.; U.S.C.A. Const.Amend. 4; 18 U.S.C.A. §
2703(d).

[6] Telecommunications 372 1479

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1479 k. Review of proceedings;

standing. Most Cited Cases

District court's denial of government's applica-
tions under Stored Communications Act (SCA) for
court to issue orders to compel cell phone service
providers to produce historical cell site information

of their subscribers, on basis that SCA's authoriza-
tion of such orders for cell site information under
“specific and articulable facts” standard violated
Fourth Amendment, was final appealable order; ap-
plication for that type of order was independent
proceeding, not tied to any current criminal case,
and denying or granting order finally disposed of
proceeding. U.S.C.A. Const.Amend. 4; 18 U.S.C.A.
§ 2703(d); 28 U.S.C.A. § 1291.

[7] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Magistrate judge did not have discretion under
Stored Communications Act (SCA) to require gov-
ernment to seek warrant rather than order under
“specific and articulable facts” standard to compel
cell phone service providers to produce historical
cell site information of their subscribers, as long as
government met statutory requirements. 18
U.S.C.A. § 2703(d).

[8] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Under the Stored Communications Act (SCA),
to obtain an order for the historical cell site records
of a particular cell phone owner, the government
may apply to a court that has jurisdiction, and that
court must grant the order if the government seeks
an order (1) to require a provider of electronic com-
munication service or remote computing service (2)
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to disclose a non-content record or other informa-
tion pertaining to a subscriber to or customer of
such service when the government (3) meets the
specific and articulable facts standard. 18 U.S.C.A.
§ 2703(d).

[9] Telecommunications 372 1475

372 Telecommunications
372X Interception or Disclosure of Electronic

Communications; Electronic Surveillance
372X(B) Authorization by Courts or Public

Officers
372k1475 k. Carrier's cooperation; pen re-

gisters and tracing. Most Cited Cases

Court orders authorized by Stored Communica-
tions Act under “specific and articulable facts”
standard, rather than Fourth Amendment probable
cause standard, to compel cell phone service pro-
viders to produce historical cell site information of
their subscribers were not per se unconstitutional,
since cell site information was business record of
transactions to which it was party, government did
not require service providers to record that informa-
tion or store it, users knew that they conveyed in-
formation about their location to their service pro-
viders, and use of phones was entirely voluntary.
U.S.C.A. Const.Amend. 4; 18 U.S.C.A. § 2703(d).

[10] Searches and Seizures 349 25.1

349 Searches and Seizures
349I In General

349k25 Persons, Places and Things Protected
349k25.1 k. In general. Most Cited Cases

What a person knowingly exposes to the pub-
lic, even in his own home or office, is not a subject
of Fourth Amendment protection. U.S.C.A.
Const.Amend. 4.

[11] Searches and Seizures 349 25.1

349 Searches and Seizures
349I In General

349k25 Persons, Places and Things Protected

349k25.1 k. In general. Most Cited Cases

When a person communicates information to a
third party, even on the understanding that the com-
munication is confidential, he cannot object under
the Fourth Amendment if the third party conveys
that information or records thereof to law enforce-
ment authorities. U.S.C.A. Const.Amend. 4.

[12] Searches and Seizures 349 26

349 Searches and Seizures
349I In General

349k25 Persons, Places and Things Protected
349k26 k. Expectation of privacy. Most

Cited Cases

The Fourth Amendment, safeguarded by the
courts, protects only reasonable expectations of pri-
vacy. U.S.C.A. Const.Amend. 4.

*601 Nathan Paul Judish (argued), U.S. Department
of Justice, Washington, DC, James Lee Turner, As-
sistant U.S. Attorney, U.S. Attorney's Office, Hous-
ton, TX, for Appellant.

Matthew Zimmerman, Esq., Hanni Meena Fak-
houry, Esq. (argued), Attorney, San Francisco, CA,
for Amicus Curiae, Electronic Frontier Foundation.

Catherine Newby Crump, American Civil Liberties
Union Foundation of New York, New York, NY,
for Amicus Curiae, American Civil Liberties Union
Foundation.

Rebecca L. Robertson, Attorney, Houston, TX, for
Amicus Curiae, American Civil Liberties Union
Foundation of Texas.

*602 Susan Allison Freiwald (argued), San Fran-
cisco, CA, pro se.

Marc Rotenberg, Washington, DC, for Amicus
Curiae, Electronic Privacy Information Center.

Appeal from the United States District Court for the
Southern District of Texas.
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Before REAVLEY, DENNIS, and CLEMENT, Cir-
cuit Judges.

EDITH BROWN CLEMENT, Circuit Judge:
We are called on to decide whether court or-

ders authorized by the Stored Communications Act
to compel cell phone service providers to produce
the historical cell site information of their sub-
scribers are per se unconstitutional. We hold that
they are not.

I. FACTUAL AND PROCEDURAL BACK-
GROUND

In early October 2010, the United States filed
three applications under § 2703(d) of the Stored
Communications Act (“SCA”), 18 U.S.C. §§
2701–2712, seeking evidence relevant to three sep-
arate criminal investigations. Each application re-
quested a court order to compel the cell phone ser-
vice provider for a particular cell phone to produce
sixty days of historical cell site data and other sub-
scriber information for that phone. The Government
requested the same cell site data in each applica-
tion: “the antenna tower and sector to which the
cell phone sends its signal.” It requested this in-
formation for both the times when the phone sent a
signal to a tower to obtain service for a call and the
period when the phone was in an idle state.FN1 In
re Application of the United States for Historical
Cell Site Data, 747 F.Supp.2d 827, 829
(S.D.Tex.2010).

FN1. According to the Government, it now
believes that cell phone service providers
do not create cell site records when a
phone is in an idle state, and it is willing to
exclude such information from the scope
of its applications.

For each application, the magistrate judge
granted the request for subscriber information but
denied the request for the historical cell site data,
despite finding that the Government's showing met
the “specific and articulable facts” standard set by
the SCA for granting an order to compel the cell

site data. Shortly thereafter, the magistrate judge in-
vited the Government to submit a brief justifying
the cell site data applications. Four days after the
Government submitted its brief, the magistrate
judge issued a written opinion taking judicial notice
of a host of facts about cell phone technology,
primarily derived from the testimony of a computer
science professor at a congressional hearing, but
also including information from published studies
and reports and service provider privacy policies.
He concluded his opinion by declaring that, based
on these facts viewed in light of Supreme Court
precedent, “[c]ompelled warrantless disclosure of
cell site data violates the Fourth Amendment.” Id.
at 846.

The Government filed objections with the dis-
trict court to the magistrate judge's ruling on the
constitutionality of the SCA and his judicial notice
of facts. Although there was no party adverse to the
Government's ex parte application, the ACLU and
Electronic Frontier Foundation (“EFF”), among
others, participated as amici curiae. As part of its
submissions, the Government provided the court
with additional evidence in the form of an affidavit
from one of the service providers detailing its cell
site records. After the parties submitted their briefs,
the district judge issued a single-page order. He
concluded:

When the government requests records from cel-
lular services, data disclosing the location of the
telephone at the time *603 of particular calls may
be acquired only by a warrant issued on probable
cause. The records would show the date, time
called, number, and location of the telephone
when the call was made. These data are constitu-
tionally protected from this intrusion. The stand-
ard under the Stored Communications Act is be-
low that required by the Constitution.

The Government appealed once again, and the
ACLU and EFF,FN2 along with Professor Orin
Kerr and others, requested and were granted leave
to participate as amici.
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FN2. These two amici, which filed jointly,
are referred to as “the ACLU” for simpli-
city.

II. STANDARD OF REVIEW
[1][2][3][4] This court reviews constitutional

challenges to federal statutes de novo. United States
v. Pierson, 139 F.3d 501, 503 (5th Cir.1998). It re-
views a district court's findings of fact for clear er-
ror. United States v. Keith, 375 F.3d 346, 348 (5th
Cir.2004). “A finding of fact is clearly erroneous
‘when although there is evidence to support it, the
reviewing court on the entire evidence is left with a
firm and definite conviction that a mistake has been
committed.’ ” In re Missionary Baptist Found. of
Am., Inc., 712 F.2d 206, 209 (5th Cir.1983)
(quoting United States v. U.S. Gypsum Co., 333
U.S. 364, 395, 68 S.Ct. 525, 92 L.Ed. 746 (1948)).
The court reviews use of judicial notice under Fed-
eral Rule of Evidence 201 for abuse of discretion.
Taylor v. Charter Med. Corp., 162 F.3d 827, 829
(5th Cir.1998). Although the Federal Rules of Evid-
ence may not apply to applications for § 2703(d)
orders, Rule 201 “embodies ‘the traditional view’
of judicial notice ... ‘consistent with’ the common
law,” WRIGHT, MILLER & COOPER, 21B FED.
PRAC. & PROC. EVID. § 5102 (2d ed.), so the
court will apply the same standard to common law
judicial notice.

III. DISCUSSION
The Government raises two issues on appeal.

First, it challenges the district court's adoption of
the magistrate judge's conclusion that the SCA un-
constitutionally lowers the standard the Govern-
ment must meet to compel disclosure of historical
cell site information below that required by the
Fourth Amendment. Second, it claims that the ma-
gistrate judge's judicial notice of certain facts, to
the extent they were adopted by the district court,
was improper. To these merits issues presented by
the Government, amicus Professor Orin Kerr adds
two threshold issues: whether this case is ripe and
whether 28 U.S.C. § 1291 gives the court appellate
jurisdiction over it.

A. Jurisdiction

1. Ripeness

[5] Professor Kerr claims that this controversy
is not ripe. He asserts that the issue of whether a
court order complies with the Fourth Amendment
must be addressed after officers execute the order,
not before. According to Professor Kerr, exclus-
ively ex post review of such orders is “essential be-
cause Fourth Amendment law is extremely fact-
specific.” Although we agree that this approach is
preferable in most cases, see Warshak v. United
States, 532 F.3d 521, 528 (6th Cir.2008) (en banc)
(“The Fourth Amendment is designed to account
for an unpredictable and limitless range of factual
circumstances, and accordingly it generally should
be applied after those circumstances unfold, not be-
fore.” (emphasis added)), we also agree that, as he
says, here we are presented with the unusual cir-
cumstance of “an abstract question of [Fourth
Amendment] law with no connection to a genuine
factual record.” Because the district court con-
cluded that *604 the § 2703(d) order provision was
categorically unconstitutional with respect to an en-
tire class of records—historical cell site informa-
tion—that is covered under the plain text of §
2703(c), our review of its decision addresses only
whether the fact that the Government's request was
for such records is, by itself, sufficient to make its
applications for § 2703(d) orders unconstitutional. FN3

FN3. For our review, it does not matter
how any eventual search would be carried
out. Of course, if the Government executed
the order in an unconstitutional manner,
any evidence it obtained might be subject
to suppression. But that is not the issue
presented here.

This issue satisfies our test for ripeness. Such
cases are ripe when they meet two criteria. “First,
they are fit for judicial decision because they raise
pure questions of law. Second, [the plaintiff] would
suffer hardship if review were delayed.” Opulent
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Life Church v. City of Holly Springs, Miss., 697
F.3d 279, 287–88 (5th Cir.2012). Here, the Govern-
ment applied for three § 2703(d) orders, and the
magistrate judge denied its applications on the basis
that the SCA's authorization of such orders for cell
site information violates the Constitution. The dis-
trict court adopted the magistrate judge's decision
to deny the applications on constitutional grounds.
The Government's claim that this denial is improper
and deprives it of a legitimate investigatory tool is a
question of law, amenable to judicial resolution.
Moreover, this is the only time that the Government
can challenge the denial of its order. It cannot wait
until after it executes the order, because there is no
order to execute. The dispute is ripe for review.

The cases cited by Professor Kerr do not alter
this conclusion. He points out that in Warshak, the
Sixth Circuit, sitting en banc, discussed how ex-
pectations of privacy, particularly in the context of
“ever-evolving technologies,” typically turn on
concrete, case-by-case determinations of a
“limitless range of factual circumstances.” 532 F.3d
at 527–28. However, we are only asked to decide
whether every instance of one particular factual cir-
cumstance— § 2703(d) orders for historical cell site
information—is unconstitutional. If we conclude
that such orders are not categorically unconstitu-
tional, specific orders within that category certainly
may be unconstitutional because of additional facts
involved in the case. But we do not need such facts
to determine if orders for historical cell site records
are per se unconstitutional.

Moreover, Warshak involved a plaintiff who
sought an injunction against the United States to
prevent it from obtaining and executing any §
2703(d) order against him in the future. Id. at
524–25. Because no order existed, or might ever
exist, the Sixth Circuit held that his claim was too
speculative to be ripe for adjudication. Id. at
525–31. Similarly, Professor Kerr notes that we dis-
missed, sua sponte, as unripe a pre-enforcement
challenge brought by two unions against a state
railway safety law, which they claimed authorized

drug testing of railroad employees without probable
cause. See United Transp. Union v. Foster, 205
F.3d 851, 857–59 (5th Cir.2000). We held that the
unions' claims were speculative and, thus, prema-
ture. Id. But to trigger the drug tests in the law chal-
lenged in Foster:

[T]he following train of events would necessarily
have to occur: First, a train must be involved in a
collision at a Louisiana railroad crossing ...
Second, even assuming that such a collision oc-
curs, ... a law enforcement officer must have
“reasonable grounds to believe the person to have
been operating or in physical control of the loco-
motive engine while under the influence” of alco-
hol or other illegal controlled substances....
Third, “reasonable grounds to believe” would
have to be interpreted to mean *605 something
other than “probable cause.” ... Finally, a Louisi-
ana officer would have to order such testing
without actually having “probable cause.”

Id. at 858; see also Chandler v. Miller, 520
U.S. 305, 309–10, 318–22, 117 S.Ct. 1295, 137
L.Ed.2d 513 (1997) (invalidating a state law man-
dating drug testing for political candidates without
requiring the candidates to wait until after they
were tested to challenge the law). Unlike the
plaintiffs in Warshak and Foster, the Government's
claims are not speculative. It has already been
denied the use of § 2703(d) orders for historical cell
site information by the district court.

2. Appellate jurisdiction
[6] Professor Kerr does not believe that the or-

der denying the Government's application is a final
order over which this court has appellate jurisdic-
tion under 28 U.S.C. § 1291.FN4 He argues instead
that the Court must treat the Government's appeal
as a petition for a writ of mandamus. But federal
appellate courts have long treated denials of similar
orders under the Wiretap Act as appealable final or-
ders, basing their jurisdiction to review them ex-
pressly on § 1291. See Application of the United
States, 563 F.2d 637, 641 (4th Cir.1977); Applica-
tion of the United States, 427 F.2d 639, 642 (9th
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Cir.1970). The Third Circuit also appears to have
based its jurisdiction to review a denial of a §
2703(d) order on § 1291. See In re Application of
the United States for an Order Directing a Provider
of Elec. Commc'n Serv. to Disclose Records to
Gov't, 620 F.3d 304 (3d Cir.2010); see also
WRIGHT, MILLER & COOPER, 15B FED.
PRAC. & PROC. § 3919.9 (2d ed.) (“Denial of a
government application for a search warrant con-
cludes the only matter in the district court.... Ap-
peal is available as from a final decision.”). But see
United States v. Savides, 658 F.Supp. 1399, 1404
(N.D.Ill.1987), aff'd sub nom. United States v.
Pace, 898 F.2d 1218 (7th Cir.1990) (“[T]he govern-
ment has no right to appeal if it believes the magis-
trate erred in denying the warrant.”). We proceed
under § 1291, recognizing that an application for
this type of order is an independent proceeding, not
tied to any current criminal case, and that denying
or granting the order finally disposes of the pro-
ceeding.FN5

FN4. Professor Kerr also alleges that there
is an Article III problem with allowing ma-
gistrate judges to address constitutional
questions. But, because the order is appeal-
able under § 1291, the magistrate judge's
opinion is subject to de novo review by a
district judge. See FED.R.CRIM.P.
59(b)(3); see also id. advisory committee
note (explaining that the task of clarifying
whether a matter is “dispositive” and
therefore subject to de novo review is left
to courts, and also that “the district judge
retains the authority to review any magis-
trate judge's decision or recommendation
whether or not objections are timely filed
[by the losing party]”). This plenary re-
view of the magistrate judge's conclusions
by an Article III judge satisfies the consti-
tutional requirements of Article III. See
Peretz v. United States, 501 U.S. 923, 939,
111 S.Ct. 2661, 115 L.Ed.2d 808 (1991);
Thomas v. Arn, 474 U.S. 140, 154–55, 106
S.Ct. 466, 88 L.Ed.2d 435 (1985).

FN5. Particularly in the case where a court
denies the Government's application des-
pite finding that the Government has met
its evidentiary burden, in contrast to a case
where the court finds that the application is
not supported by evidence that satisfies the
relevant standard, the order is final, be-
cause in such a case the Government can-
not return to the court with additional evid-
ence sufficient to convince the court to
grant its application. Cf. Savides, 658
F.Supp. at 1404 (“ A probable cause de-
termination on an application for a search
warrant by a magistrate is not a final or-
der.” (emphasis added)).

B. Fourth Amendment challenge
The district court held that the SCA violates

the Fourth Amendment because the Act allows the
United States to obtain a court order compelling a
cell phone company to disclose historical cell site
records *606 merely based on a showing of
“specific and articulable facts,” rather than prob-
able cause. FN6 We review this ruling, applying
Katz v. United States and its progeny to determine
whether the Government's acquisition of these elec-
tronic records constitutes a search or a seizure sub-
ject to the Fourth Amendment's probable cause. 389
U.S. 347, 353, 88 S.Ct. 507, 19 L.Ed.2d 576 (1967).

FN6. Amicus Susan Freiwald expresses
concern that the SCA allows executive
branch officials to police themselves. We
have difficulty understanding this fear. An
official must prove to a neutral magistrate
that his application for a § 2703(d) order
meets the “specific and articulable facts”
standard set by Congress. Moreover, if the
official executes the order improperly, an
injured party may seek judicial review of
his actions. These safeguards adequately
protect against executive overreaching.

The SCA regulates disclosure of stored elec-
tronic communications by service providers. With
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regard to compelled disclosure of non-content re-
cords or other subscriber information, the Act re-
quires the Government to, as relevant here, secure
either a warrant or a court order for the records. 18
U.S.C. § 2703(c).FN7 If the Government seeks a
court order, such an order:

FN7. The Government is not required to
provide notice to the subscriber. § 2703(c)(3).

[M]ay be issued by any court that is a court of
competent jurisdiction and shall issue only if the
governmental entity offers specific and articul-
able facts showing that there are reasonable
grounds to believe that the contents of a wire or
electronic communication, or the records or other
information sought, are relevant and material to
an ongoing criminal investigation.
§ 2703(d). The “specific and articulable facts”
standard is a lesser showing than the probable
cause standard that is required by the Fourth
Amendment to obtain a warrant. U.S. CONST.
amend. IV; see In re Application of the United
States, 620 F.3d at 315 (holding that “§ 2703(d)
creates a higher standard than that required by the
pen register and trap and trace statutes” but “a
less stringent [standard] than probable cause”);
Warshak, 631 F.3d at 291.

1. Discretion
[7] The ACLU contends that we can avoid the

constitutional issue by holding that the magistrate
judge had discretion under the SCA to require the
Government to seek a warrant rather than a §
2703(d) order to obtain historical cell site informa-
tion. In support of its argument, the ACLU relies on
a Third Circuit decision in which the majority of
the panel held that the SCA “gives the [magistrate
judge] the option to require a warrant showing
probable cause.” In re Application of the United
States, 620 F.3d at 319. The majority reached this
conclusion after analyzing the text of the statute.
First, it noted that an order “may be issued” by any
court with jurisdiction, which is “language of per-
mission, rather than mandate.” Id. at 315. It con-

cluded that Congress's use of this phrase “strongly
implies court discretion.” Id. Second, it observed
that this implication was “bolstered by the sub-
sequent use of the phrase ‘only if’ in the same sen-
tence.” Id.; see § 2703(d) (“[An order] shall issue
only if the governmental entity offers specific and
articulable facts that there are reasonable grounds
to believe [that the records] sought, are relevant and
material to an ongoing criminal investigation.”).
The majority explained that both the Third Circuit
and the Supreme Court had determined that “ ‘only
if’ describe[s] a necessary condition, not a suffi-
cient condition.” In re Application of the United
States, 620 F.3d at 316 (quoting Twp. of Tinicum v.
U.S. Dep't of Transp., 582 F.3d 482, 488 (3d
Cir.2009)); see California v. *607 Hodari D., 499
U.S. 621, 628, 111 S.Ct. 1547, 113 L.Ed.2d 690
(1991). Therefore it held that the specific and artic-
ulable facts standard was necessary to allow, but
not sufficient to require, the magistrate judge to is-
sue a § 2703(d) order.

This construction of the SCA, however, ignores
the intervening “shall” in the provision. “The word
‘shall’ is ordinarily ‘the language of command.’ ”
Alabama v. Bozeman, 533 U.S. 146, 153, 121 S.Ct.
2079, 150 L.Ed.2d 188 (2001) (quoting Anderson v.
Yungkau, 329 U.S. 482, 485, 67 S.Ct. 428, 91 L.Ed.
436 (1947)); see Lexecon Inc. v. Milberg Weiss
Bershad Hynes & Lerach, 523 U.S. 26, 35, 118
S.Ct. 956, 140 L.Ed.2d 62 (1998) (“The Panel's in-
struction comes in terms of the mandatory ‘shall,’
which normally creates an obligation impervious to
judicial discretion.”). Including this “shall” in our
interpretation of the SCA, as we should, see Kalten-
bach v. Richards, 464 F.3d 524, 528 (5th Cir.2006)
(“It is ‘a cardinal principle of statutory construc-
tion’ that ‘a statute ought, upon the whole, to be so
construed that, if it can be prevented, no clause,
sentence, or word shall be superfluous, void, or in-
significant.’ ” (quoting TRW Inc. v. Andrews, 534
U.S. 19, 21, 122 S.Ct. 441, 151 L.Ed.2d 339
(2001))), we reach a different conclusion from that
of the Third Circuit.
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[8] Reading the provision as a whole, we con-
clude that the “may be issued” language is per-
missive—it grants a court the authority to issue the
order—and the “shall issue” term directs the court
to issue the order if all the necessary conditions in
the statute are met. These conditions include both
the requirements specified by § 2703(b) (for orders
seeking the contents of electronic communications)
or those specified by § 2703(c) (for orders seeking
non-content records of such communications) and
the “specific and articulable facts standard” laid out
in § 2703(d) itself. Therefore, to obtain an order for
the historical cell site records of a particular cell
phone owner, the Government may apply to a court
that has jurisdiction. And that court must grant the
order if the Government seeks an order (1) to
“require a provider of electronic communication
service or remote computing service” (2) “to dis-
close a [non-content] record or other information
pertaining to a subscriber to or customer of such
service” when the Government (3) meets the
“specific and articulable facts” standard. If these
three conditions are met, the court does not have
the discretion to refuse to grant the order.FN8 See
In re Application of the United States for an Order
Pursuant to 18 U.S.C. § 2703(d), 830 F.Supp.2d
114, 148 (E.D.Va.2011) (“The fact that ‘only if’
creates a necessary but not sufficient condition ...
does not automatically create a gap in the statute
that should be filled with judicial *608 discretion.
The Court considers it more likely that the ‘only if’
language in § 2703(d) clarifies that any conditions
established by (b) and (c) are cumulative with re-
spect to the standard set forth in paragraph (d). The
default rule remains that the judicial officer ‘shall
issue’ an order when the government meets its bur-
den.”).

FN8. The Third Circuit observed that
“Congress would, of course, be aware that
such a statute mandating the issuance of a
§ 2703(d) order without requiring probable
cause and based only on the Government's
word may evoke protests by cell phone
users concerned about their privacy. The

considerations for and against such a re-
quirement would be for Congress to bal-
ance. A court is not the appropriate forum
for such balancing.” In re Application of
the United States, 620 F.3d at 319. While
we disagree with the Third Circuit that the
Government need only give its word to ob-
tain a § 2703(d) order—rather, the Govern-
ment must show “specific and articulable
facts”—we agree with the Third Circuit's
statement of Congress's authority. But we
believe Congress has weighed these con-
siderations and set this balance. The text of
the statute shows that Congress does not
want magistrate judges second-guessing its
calculus. See id. at 320 (Tashima, J., con-
curring) (“Granting a court unlimited dis-
cretion to deny an application for a court
order, even after the government has met
statutory requirements, is contrary to the
spirit of the statute.”).

Even if the text of the statute supported the
ACLU's argument that magistrate judges have dis-
cretion to require the Government to secure a war-
rant for cell site information, such discretion would
be beside the point here. The district court did not
simply decide that the Government must secure a
warrant in this case. It held, adopting the magistrate
judge's conclusion, that “[w]hen the government re-
quests records from cellular services, data disclos-
ing the location of the telephone at the time of par-
ticular calls may be acquired only by a warrant is-
sued on probable cause.... The standard under the
Stored Communications Act is below that required
by the Constitution.” See also Historical Cell Site
Data, 747 F.Supp.2d at 846 (concluding that
“[c]ompelled warrantless disclosure of cell site data
violates the Fourth Amendment,” despite the fact
that historical cell site information clearly falls
within a category of data for which the SCA re-
quires only a § 2703(d) order); cf. In re Application
of the United States, 620 F.3d at 307–08. Thus, the
district court held that all § 2703(d) orders for cell
site information were unconstitutional, so it had no
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discretion to grant such an order. See In re Applica-
tion of the United States, 620 F.3d at 319 (holding,
in a case where the magistrate judge below had not
ruled on the constitutionality of the SCA, that a ma-
gistrate judge has discretion under the statute to re-
quire the Government to seek a warrant). Therefore,
we cannot avoid the question of whether the SCA's
authorization of § 2703(d) orders under a “specific
and articulable facts” standard is constitutional.

2. The constitutional question
[9] The Government and the ACLU focus their

analysis of the constitutionality of the SCA as ap-
plied to historical cell site data on distinct ques-
tions. The ACLU focuses on what information cell
site data reveals—location information—and pro-
ceeds to analyze the § 2703(d) orders under the Su-
preme Court's precedents on tracking devices. In
contrast, the Government focuses on who is gather-
ing the data—private cell service providers, not
government officers—and analyzes the provision
under the Court's business records cases.

The ACLU contends that individuals have a
reasonable expectation of privacy in their location
information when they are tracked in a space, like
the home, that is traditionally protected or when
they are tracked for a longer period of time and in
greater detail than society would expect.FN9 The
ACLU relies on the concurrences in United States
v. Jones, ––– U.S. ––––, 132 S.Ct. 945, 181
L.Ed.2d 911 (2012), which concluded that pro-
longed GPS monitoring of a vehicle could consti-
tute a search, id. at 964 (Alito, J., concurring in the
judgment) (joined by Justices Ginsburg, Breyer,
and Kagan); see id. at 955 (Sotomayor, J., concur-
ring) (expressly agreeing with Justice Alito's con-
currence on this point).FN10 *609 The ACLU
points out that individuals are only in vehicles for
discrete periods, but most people carry cell phones
on their person at all times, making the tracking
more detailed and invasive. The Government re-
sponds that cell site data are only collected when a
call is made, which is a discrete event, just like a
car ride.

FN9. The ACLU argues that the extended
time period—sixty days—for which the
Government sought historical cell site re-
cords contravenes privacy expectations.
But the Supreme Court has upheld a court
order for records that included three
monthly statements, or roughly ninety days
of records. United States v. Miller, 425
U.S. 435, 438, 96 S.Ct. 1619, 48 L.Ed.2d
71 (1976).

FN10. The ACLU, as well as the magis-
trate judge's opinion, Historical Cell Site
Data, 747 F.Supp.2d at 841–43, also cite
the protections in the Wireless Communic-
ation and Public Safety Act of 1999 as
evidence that society recognizes a privacy
interest in location information, though the
ACLU recognizes that, under Supreme
Court precedent, statutory protections are
not determinative. See City of Ontario v.
Quon, 560 U.S. 746, 130 S.Ct. 2619, 2632,
177 L.Ed.2d 216 (2010) (“Respondents
point to no authority for the proposition
that the existence of statutory protection
renders a search per se unreasonable under
the Fourth Amendment. And the preced-
ents counsel otherwise.”). But the SCA is a
statute as well, and there is little reason to
think that absence of statutory protection
for a certain type of information is any less
evidence of society's lack of a privacy in-
terest in that information than presence of
legal protection is evidence of such an in-
terest.

Moreover, the Government argues that cell site
information is less precise than GPS location in-
formation. It contends that these data are not suffi-
ciently accurate to reveal when someone is in a
private location such as a home. But the ACLU
points out that the reason that the Government
seeks such information is to locate or track a sus-
pect in a criminal investigation. The data must be
precise enough to be useful to the Government,
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which would suggest that, at least in some cases, it
can narrow someone's location to a fairly small
area. See FCC Commercial Mobile Services, 47
C.F.R. § 20.18(h)(1) (2012) (requiring cell phone
carriers to have, by 2012, the ability to locate
phones within 100 meters of 67% of calls and 300
meters for 95% of calls for network based calls, and
to be able to locate phones within 50 meters of 67%
of calls and 150 meters of 95% of calls for hand-set
based calls). And the Supreme Court held in United
States v. Karo that without a warrant the Govern-
ment cannot determine by means of a beeper
whether a particular article (in that case a cannister
of ether) is in an individual's home at a particular
time. 468 U.S. 705, 719, 104 S.Ct. 3296, 82
L.Ed.2d 530 (1984). In response, the Government
argues that a pen register can similarly locate
someone to his home. If a person makes a call from
his home landline, he must be located in his home
at the landline's receiver. Yet the Court in Smith v.
Maryland nevertheless sanctioned the warrantless
use of pen registers, installed by the phone com-
pany at the request of police, to record the numbers
dialed from particular landlines. 442 U.S. 735,
745–46, 99 S.Ct. 2577, 61 L.Ed.2d 220 (1979).

[10] This argument highlights the difference
between the Government's and the ACLU's ap-
proaches to this issue. Both Karo and Smith in-
volved the Government's acquisition of information
about the interior of a home: that a particular canis-
ter was located in the home or that a person was
calling particular numbers from a phone in the
home. But in Karo (as in Jones ), the Government
was the one collecting and recording that informa-
tion. And this is the distinction on which the Gov-
ernment's affirmative argument turns. The Govern-
ment recognizes that “[w]hat a person knowingly
exposes to the public, even in his own home or of-
fice, is not a subject of Fourth Amendment protec-
tion.” Katz, 389 U.S. at 351, 88 S.Ct. 507; see also
id. at 350–51, 88 S.Ct. 507 (“[T]he Fourth Amend-
ment cannot be translated into a general constitu-
tional ‘right to privacy.’ That Amendment protects
individual privacy against certain kinds of govern-

mental intrusion.... But the protection of a person's
general right to privacy—his right to be let alone by
other people —is, like the protection of his property
and of his very life, left largely to the law of the in-
dividual States.” (emphasis added)).

*610 Therefore, the Government, when de-
termining whether an intrusion constitutes a search
or seizure, draws a line based on whether it is the
Government collecting the information or requiring
a third party to collect and store it, or whether it is a
third party, of its own accord and for its own pur-
poses, recording the information. Where a third
party collects information in the first instance for
its own purposes, the Government claims that it can
obtain this information later with a § 2703(d) order,
just as it can subpoena other records of a private en-
tity. Compare Smith, 442 U.S. at 743, 99 S.Ct. 2577
(finding significant that “the phone company does
in fact record this information for a variety of legit-
imate business purposes ” (emphasis added)), with
Jones, 132 S.Ct. at 964 (Alito, J., concurring in the
judgment) (expressing concern over the application
of existing Fourth Amendment doctrine to “the use
of GPS tracking technology for law enforcement
purposes ” (emphasis added)). We agree.

[11] This question of who is recording an indi-
vidual's information initially is key because:

[T]he individual must occasionally transact busi-
ness with other people. When he does so, he
leaves behind, as evidence of his activity, the re-
cords and recollections of others. He cannot ex-
pect that these activities are his private affair. To
the extent an individual knowingly exposes his
activities to third parties, he surrenders Fourth
Amendment protections, and, if the Government
is subsequently called upon to investigate his
activities for possible violations of the law, it is
free to seek out these third parties, to inspect
their records, and to probe their recollections for
evidence.

Reporters Comm. for Freedom of Press v. Am.
Tel. & Tel. Co., 593 F.2d 1030, 1043
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(D.C.Cir.1978). Moreover, “[t]he fortuity of wheth-
er or not the [third party] in fact elects to make a
quasi-permanent record” of information conveyed
to it “does not ... make any constitutional differ-
ence.” Smith, 442 U.S. at 745, 99 S.Ct. 2577. The
third party can store data disclosed to it at its dis-
cretion. And once an individual exposes his inform-
ation to a third party, it can be used for any pur-
pose, as “[i]t is established that, when a person
communicates information to a third party even on
the understanding that the communication is con-
fidential, he cannot object if the third party conveys
that information or records thereof to law enforce-
ment authorities.” SEC v. Jerry T. O'Brien, Inc.,
467 U.S. 735, 743, 104 S.Ct. 2720, 81 L.Ed.2d 615
(1984) (emphasis added).FN11

FN11. Although the ACLU contends that
this sort of compulsory process requires
notice and an opportunity to litigate the or-
der's validity before it is executed, the
Government notes that it is the party who
owns the records, not the party whose in-
formation is recorded, that has this right to
challenge the order. See Jerry T. O'Brien,
467 U.S. at 743, 104 S.Ct. 2720
(concluding that Supreme Court precedents
“disable respondents from arguing that no-
tice of subpoenas issued to third parties is
necessary to allow a target to prevent an
unconstitutional search or seizure of his
papers”). The SCA provides that “[a] gov-
ernmental entity receiving records or in-
formation [of non-content data] is not re-
quired to provide notice to a subscriber or
customer” before or after government offi-
cials obtain this information. § 2703(c)(3).
Insofar as the ACLU believes that the SCA
is constitutionally problematic because it
does not require these officials to ever dis-
close to the subscriber that they sought and
obtained his non-content records—whether
or not information gleaned from the re-
cords led to a criminal prosecution, cf.
Jones, 132 S.Ct. at 964 (showing special

concern for situations where government
officials “ secretly monitor” individuals
(emphasis added))—we note that nothing
in the non-content records provisions of
the SCA prevents cell service providers
from informing their subscribers of such
government requests.

*611 The Government does concede that the
subpoenaed third party must have possession
of—the right to control—the records before offi-
cials can require it to turn them over. The Govern-
ment, therefore, distinguishes cases where a land-
lord or hotel manager merely has the right to enter
the apartment or room of another. The Government
acknowledges that “the government may not sub-
poena the landlord to produce the tenant's personal
papers from her apartment.” However, it contrasts
these situations from the one presented in United
States v. Miller, 425 U.S. 435, 96 S.Ct. 1619, 48
L.Ed.2d 71 (1976). In Miller, the Court rejected a
bank depositor's Fourth Amendment challenge to a
subpoena of bank records because, as the bank was
a party to the transactions, the records belonged to
the bank. Id. at 440–41, 96 S.Ct. 1619 (“[T]he doc-
uments subpoenaed here are not respondent's
private papers.... [R]espondent can assert neither
ownership nor possession. Instead, these are the
business records of the bank[ ].... [They] pertain to
transactions to which the bank was itself a party.”
(citation and internal quotation marks omitted)).

This qualification that the right to possession
hinges on whether the third party created the record
to memorialize its business transaction with the tar-
get, rather than simply recording its observation of
a transaction between two independent parties, re-
cently gained context and support from a case de-
cided by the Sixth Circuit. In that case, United
States v. Warshak, the court of appeals held that the
“government may not compel a commercial
[internet service provider] to turn over the contents
of a subscriber's emails without first obtaining a
warrant based on probable cause.” 631 F.3d 266,
288 (6th Cir.2010). The court reasoned that the
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emails were communications between two sub-
scribers, not communications between the service
provider and a subscriber that would qualify as
business records. The provider was merely the
“intermediary.” Id. at 286.

Defining business records as records of trans-
actions to which the record-keeper is a party also
fits well with the historical and statutory distinction
between communications content and addressing
information. See United States v. Forrester, 512
F.3d 500, 511 (9th Cir.2008) (“In a line of cases
dating back to the nineteenth century, the Supreme
Court has held that the government cannot engage
in a warrantless search of the contents of sealed
mail, but can observe whatever information people
put on the outside of mail, because that information
is voluntarily transmitted to third parties.”)
(collecting cases); see, e.g., 18 U.S.C. §
2703(b)-(c). Communications content, such as the
contents of letters, phone calls, and emails, which
are not directed to a business, but simply sent via
that business, are generally protected. However, ad-
dressing information, which the business needs to
route those communications appropriately and effi-
ciently are not. See Smith, 442 U.S. at 741, 99 S.Ct.
2577 (finding significant that pen registers, unlike
the listening device employed in Katz, “do not ac-
quire the contents of communications” and do not
require a warrant); Forrester, 512 F.3d at 511
(“The government's surveillance of e-mail ad-
dresses also may be technologically sophisticated,
but it is conceptually indistinguishable from gov-
ernment surveillance of physical mail.... E-mail,
like physical mail, has an outside address ‘visible’
to the third-party carriers that transmit it to its in-
tended location, and also a package of content that
the sender presumes will be read only by the inten-
ded recipient.”).

Under this framework, cell site information is
clearly a business record. The cell service provider
collects and stores historical cell site data for its
own business purposes, perhaps to monitor or op-
timize service*612 on its network or to accurately

bill its customers for the segments of its network
that they use. The Government does not require ser-
vice providers to record this information or store it.
The providers control what they record and how
long these records are retained. The Government
has neither “required [n]or persuaded” providers to
keep historical cell site records. Jones, 132 S.Ct. at
961 (Alito, J., concurring in the judgment). In the
case of such historical cell site information, the
Government merely comes in after the fact and asks
a provider to turn over records the provider has
already created.

Moreover, these are the providers' own records
of transactions to which it is a party. The caller is
not conveying location information to anyone other
than his service provider. He is sending information
so that the provider can perform the service for
which he pays it: to connect his call. And the his-
torical cell site information reveals his location in-
formation for addressing purposes, not the contents
of his calls.FN12 The provider uses this data to
properly route his call, while the person he is call-
ing does not receive this information.

FN12. The Ninth Circuit has similarly con-
cluded that “e-mail to/from addresses and
IP addresses constitute addressing informa-
tion and do not necessarily reveal any
more about the underlying contents of
communication than do phone numbers.”
Forrester, 512 F.3d at 510. It noted that:

Like IP addresses, certain phone num-
bers may strongly indicate the underly-
ing contents of the communication; for
example, the government would know
that a person who dialed the phone num-
ber of a chemicals company or a gun
shop was likely seeking information
about chemicals or firearms. Further,
when an individual dials a pre-recorded
information or subject-specific line, such
as sports scores, lottery results or phone
sex lines, the phone number may even
show that the caller had access to specif-
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ic content information. Nonetheless, the
Court in Smith and Katz drew a clear line
between unprotected addressing inform-
ation and protected content information
that the government did not cross here.

Id. These observations are equally ap-
plicable to historical cell site data.

The ACLU points out that this conveyance of
location information to the service provider never-
theless must be voluntary in order for the cell
phone owner to relinquish his privacy interest in the
data. The ACLU asserts that here it is not. Accord-
ing to the ACLU, “[w]hen a cell phone user makes
or receives a call, there is no indication to the user
that making or receiving that call will ... locate the
caller.” A user cannot voluntarily convey
something which he does not know he has.

The Government disputes the assertion that cell
phone users do not voluntarily convey location in-
formation. It contends that the users know that they
convey information about their location to their ser-
vice providers when they make a call and that they
voluntarily continue to make such calls. We agree.

In Smith, the Supreme Court recognized that:

All telephone users realize that they must
“convey” phone numbers to the telephone com-
pany, since it is through telephone company
switching equipment that their calls are com-
pleted. All subscribers realize, moreover, that the
phone company has facilities for making perman-
ent records of the numbers they dial, for they see
a list of their long-distance (toll) calls on their
monthly bills.

442 U.S. at 742, 99 S.Ct. 2577. Furthermore, it
observed that “[m]ost phone books tell subscribers,
on a page entitled ‘Consumer Information,’ that the
company ‘can frequently help in identifying to the
authorities the origin of unwelcome and trouble-
some calls.’ ” Id. at 742–43, 99 S.Ct. 2577.

*613 A cell service subscriber, like a telephone

user, understands that his cell phone must send a
signal to a nearby cell tower in order to wirelessly
connect his call. See United States v. Madison, No.
11–60285–CR, 2012 WL 3095357, at *8 (S.D.Fla.
July 30, 2012) (unpublished) (“[C]ell-phone users
have knowledge that when they place or receive
calls, they, through their cell phones, are transmit-
ting signals to the nearest cell tower, and, thus, to
their communications service providers.”). Cell
phone users recognize that, if their phone cannot
pick up a signal (or “has no bars”), they are out of
the range of their service provider's network of
towers. And they realize that, if many customers in
an area attempt to make calls at the same time, they
may overload the network's local towers, and the
calls may not go through. Even if this cell phone-
to-tower signal transmission was not “common
knowledge,” California v. Greenwood, 486 U.S. 35,
40, 108 S.Ct. 1625, 100 L.Ed.2d 30 (1988), the
Government also has presented evidence that cell
service providers' and subscribers' contractual terms
of service and providers' privacy policies expressly
state that a provider uses a subscriber's location in-
formation to route his cell phone calls. In addition,
these documents inform subscribers that the pro-
viders not only use the information, but collect it.
See also Madison, 2012 WL 3095357, at *8
(“Moreover, the cell-phone-using public knows that
communications companies make and maintain per-
manent records regarding cell-phone usage, as
many different types of billing plans are avail-
able.... Some plans also impose additional charges
when a cell phone is used outside its ‘home area’
(known commonly as ‘roaming’ charges). In order
to bill in these different ways, communications
companies must maintain the requisite data, includ-
ing cell-tower information.”). Finally, they make
clear that providers will turn over these records to
government officials if served with a court order.
Cell phone users, therefore, understand that their
service providers record their location information
when they use their phones at least to the same ex-
tent that the landline users in Smith understood that
the phone company recorded the numbers they
dialed.
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Their use of their phones, moreover, is entirely
voluntary. See United States v. Skinner, 690 F.3d
772, 777 (6th Cir.2012) (“There is no Fourth
Amendment violation because Skinner did not have
a reasonable expectation of privacy in the data giv-
en off by his voluntarily procured pay-as-you-go
cell phone.”). The Government does not require a
member of the public to own or carry a phone. As
the days of monopoly phone companies are past,
the Government does not require him to obtain his
cell phone service from a particular service pro-
vider that keeps historical cell site records for its
subscribers, either. And it does not require him to
make a call, let alone to make a call at a specific
location.

Nevertheless, the ACLU argues that, while an
individual's use of his phone may be voluntary, he
does not voluntarily convey his cell site informa-
tion because he does not directly convey it to his
service provider. The only information he directly
conveys is the number he dials. See In re Applica-
tion of the United States, 620 F.3d at 317 (“[W]hen
a cell phone user makes a call, the only information
that is voluntarily and knowingly conveyed to the
phone company is the number that is dialed.”). This
crabbed understanding of voluntary conveyance
would lead to absurd results. For example, if a user
programmed a contact's telephone number into his
phone's speed dial memory, he would only need to
dial the speed dial reference number to make the
call. Would that mean that the Government would
be unable to obtain the contact's actual telephone
number from his service provider? Clearly not. The
contact's*614 telephone number is necessary for the
service provider to connect the call; the user is
aware of this fact; therefore, he is aware that he is
conveying that information to the service provider
and voluntarily does so when he makes the call.
FN13 A similar analysis for cell site information
leads to the conclusion that a user voluntarily con-
veys such information when he places a call, even
though he does not directly inform his service pro-
vider of the location of the nearest cell phone
tower. Because a cell phone user makes a choice to

get a phone, to select a particular service provider,
and to make a call, and because he knows that the
call conveys cell site information, the provider re-
tains this information, and the provider will turn it
over to the police if they have a court order, he vol-
untarily conveys his cell site data each time he
makes a call.

FN13. In an analogous context, when a
customer makes a credit card purchase at a
store or restaurant, he does not directly
convey the location of the transaction to
his credit card company. Nevertheless, law
enforcement officers can obtain his credit
card records from the company with a sub-
poena, see, e.g., United States v. Maturo,
982 F.2d 57, 59 (2d Cir.1992) (DEA
agents obtained a subpoena for the credit
card records of an investigatory target.),
and use them to track his location, see,
e.g., United States v. Kragness, 830 F.2d
842, 865 (8th Cir.1987) (“The government
introduced credit-card records and an air-
line-ticket stub which show that [the de-
fendant] traveled from Minneapolis/St.
Paul to Miami on August 16, 1980.”); see
also 12 U.S.C. §§ 3402, 3407, 3409
(prescribing that federal officials can ob-
tain an individual's financial records, such
as credit card statements, pursuant to judi-
cial subpoena served on his financial insti-
tution if “there is reason to believe that the
records sought are relevant to a legitimate
law enforcement inquiry,” and, subject to
certain exceptions, the individual has no-
tice and an opportunity to object to the dis-
closure before it occurs).

Finally, the ACLU argues that advances in
technology have changed society's reasonable ex-
pectations of privacy in information exposed to
third parties. See Jones, 132 S.Ct. at 963–64 (Alito,
J., concurring in the judgment) (“In the pre-
computer age, the greatest protections of privacy
were neither constitutional nor statutory, but prac-
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tical.... Devices like the one used in the present
case, however, make long-term monitoring relat-
ively easy and cheap.”); see also id. at 957
(Sotomayor, J., concurring). We agree that techno-
logical changes can alter societal expectations of
privacy. See id. at 962 (Alito, J., concurring)
(“Dramatic technological change may lead to peri-
ods in which popular expectations are in flux and
may ultimately produce significant changes in pop-
ular attitudes. New technology may provide in-
creased convenience or security at the expense of
privacy, and many people may find the tradeoff
worthwhile. And even if the public does not wel-
come the diminution of privacy that new techno-
logy entails, they may eventually reconcile them-
selves to this development as inevitable.”). At the
same time, “[l]aw enforcement tactics must be al-
lowed to advance with technological changes, in or-
der to prevent criminals from circumventing the
justice system.” Skinner, 690 F.3d at 778 (citing
United States v. Knotts, 460 U.S. 276, 284, 103
S.Ct. 1081, 75 L.Ed.2d 55 (1983)). Therefore, “[i]n
circumstances involving dramatic technological
change, the best solution to privacy concerns may
be legislative. A legislative body is well situated to
gauge changing public attitudes, to draw detailed
lines, and to balance privacy and public safety in a
comprehensive way.” Jones, 132 S.Ct. at 964
(Alito, J., concurring in the judgment).

Congress has crafted such a legislative solution
in the SCA. The statute conforms to existing Su-
preme Court Fourth Amendment precedent. This
precedent, as it now *615 stands, does not recog-
nize a situation where a conventional order for a
third party's voluntarily created business records
transforms into a Fourth Amendment search or
seizure when the records cover more than some
specified time period or shed light on a target's
activities in an area traditionally protected from
governmental intrusion. We decline to create a new
rule to hold that Congress's balancing of privacy
and safety is unconstitutional.FN14

FN14. The Government also argues on ap-

peal that the district court erred by overrul-
ing the Government's objections to the ma-
gistrate judge's judicially-noticed findings
of fact. Because we hold that the magis-
trate judge had no discretion to deny the
Government's application for a § 2703(d)
order, we need not reach the issue of
whether its judicial notice of facts was im-
proper.

[12] We understand that cell phone users may
reasonably want their location information to re-
main private, just as they may want their trash,
placed curbside in opaque bags, Greenwood, 486
U.S. at 40–41, 108 S.Ct. 1625, or the view of their
property from 400 feet above the ground, Florida v.
Riley, 488 U.S. 445, 451, 109 S.Ct. 693, 102
L.Ed.2d 835 (1989), to remain so. But the recourse
for these desires is in the market or the political
process: in demanding that service providers do
away with such records (or anonymize them) or in
lobbying elected representatives to enact statutory
protections. The Fourth Amendment, safeguarded
by the courts, protects only reasonable expectations
of privacy.

Recognizing that technology is changing rap-
idly, we decide only the narrow issue before us.
Section 2703(d) orders to obtain historical cell site
information for specified cell phones at the points
at which the user places and terminates a call are
not categorically unconstitutional. We do not ad-
dress orders requesting data from all phones that
use a tower during a particular interval, orders re-
questing cell site information for the recipient of a
call from the cell phone specified in the order, or
orders requesting location information for the dura-
tion of the calls or when the phone is idle
(assuming the data are available for these periods).
Nor do we address situations where the Govern-
ment surreptitiously installs spyware on a target's
phone or otherwise hijacks the phone's GPS, with
or without the service provider's help.

IV. CONCLUSION
Cell site data are business records and should
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be analyzed under that line of Supreme Court pre-
cedent. Because the magistrate judge and district
court treated the data as tracking information, they
applied the wrong legal standard. Using the proper
framework, the SCA's authorization of § 2703(d)
orders for historical cell site information if an ap-
plication meets the lesser “specific and articulable
facts” standard, rather than the Fourth Amendment
probable cause standard, is not per se unconstitu-
tional. Moreover, as long as the Government meets
the statutory requirements, the SCA does not give
the magistrate judge discretion to deny the Govern-
ment's application for such an order. Therefore, we
VACATE district court's order and REMAND with
instructions to grant the Government's applications.

DENNIS, Circuit Judge, dissenting:
In my view, this appeal should be decided by

adhering to the Supreme Court's constitutional
question avoidance doctrine and construing the ap-
plicable ambiguous provisions of the Stored Com-
munications Act to require that the government
must obtain a warrant in order to secure an order re-
quiring an electronic communications provider to
disclose data potentially protected by the Fourth
Amendment, such *616 as the historical cell site
location data sought in this case. Because the gov-
ernment did not apply for a warrant, but instead
sought such data based only on a showing of reas-
onable suspicion, the district court reached the cor-
rect result in denying the government's request for
an order for the provider to disclose that data. Ac-
cordingly, I would affirm the result reached by the
district court, and I respectfully dissent from the
majority opinion's contrary interpretation of the
Stored Communications Act and its unnecessary in-
terpretation of the Fourth Amendment as not af-
fording individuals protection of their historical cell
site location data.

This appeal properly turns on construction of a
statute, rather than on interpretation of the Fourth
Amendment. Provisions of the 1986 Stored Com-
munications Act codified at 18 U.S.C. § 2703 au-
thorize the government to require a cellular service

provider to disclose a customer's call records, “not
including the contents of communications,” without
the customer's consent, “only when the govern-
ment[ ] ... obtains a warrant” or “obtains a court or-
der for such disclosure under subsection [2703](d).”
18 U.S.C. § 2703(c)(1)(A)-(B). A § 2703(d) order,
in turn, “may be issued by any court ... of compet-
ent jurisdiction and shall issue only if the govern-
ment[ ]” demonstrates reasonable suspicion “that ...
the records ... are relevant and material to an ongo-
ing criminal investigation.” Id. § 2703(d). Critic-
ally, the statute is ambiguous as to when the gov-
ernment is to follow “warrant procedures” under §
2703(c)(1)(A).

The government argues that the statute non-
etheless should be read as requiring courts to grant
every § 2703(d) application that meets the statutory
reasonable suspicion standard, regardless of the
type of customer records sought. In the govern-
ment's view, it need never follow “warrant proced-
ures,” notwithstanding that such procedures are the
first mechanism provided for in the statute. See id.
§ 2703(c)(1)(A).

The majority adopts the government's interpret-
ation of the statute, creating a circuit split with the
only other Court of Appeals that has considered the
interpretive question. See In re Application of U.S.
for an Order Directing a Provider of Elec. Com-
mc'n Serv. to Disclose Records to the Gov't, 620
F.3d 304, 315–17 (3d Cir.2010). By doing so, the
majority is forced to confront the serious and debat-
able constitutional question of whether cellular cus-
tomers have a legitimate Fourth Amendment pri-
vacy interest in the “cell site location information”
generated when we use our phones. The substantial
difficulty of this question is reflected in the Su-
preme Court's conscientious avoidance of similar
questions regarding the Fourth Amendment implic-
ations of modern telecommunications technologies.
See United States v. Jones, ––– U.S. ––––, 132
S.Ct. 945, 953–54, 181 L.Ed.2d 911 (2012); City of
Ontario v. Quon, 560 U.S. 746, 130 S.Ct. 2619,
2629–30, 177 L.Ed.2d 216 (2010). The majority ad-
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opts the government's position on this issue as well,
holding that cellular customers do not have a
Fourth Amendment privacy interest in historical
cell site location information. On this point too, the
majority splits from the Third Circuit, the only oth-
er Court of Appeals to have considered the issue.
See In re Application of U.S. for an Order Direct-
ing a Provider of Elec. Commc'n Serv. to Disclose
Records to the Gov't, 620 F.3d at 317–18. This di-
vergence of authority illustrates the difficulty and
uncertainty of the constitutional issue.

Respectfully, I believe that the majority's ap-
proach contravenes Supreme Court precedent ap-
plying the canon of constitutional avoidance, “[‘]a
cardinal principle’ of *617 statutory interpretation.”
See Zadvydas v. Davis, 533 U.S. 678, 689, 121
S.Ct. 2491, 150 L.Ed.2d 653 (2001). “[T]he canon
of constitutional avoidance ... is a tool for choosing
between competing plausible interpretations of a
statutory text, resting on the reasonable presump-
tion that Congress did not intend the alternative
which raises serious constitutional doubts.” Clark v.
Martinez, 543 U.S. 371, 381, 125 S.Ct. 716, 160
L.Ed.2d 734 (2005). Here, because the govern-
ment's interpretation “give[s] rise to [a] substantial
constitutional question[ ],” see INS v. St. Cyr, 533
U.S. 289, 300, 121 S.Ct. 2271, 150 L.Ed.2d 347
(2001), precedent requires that we “first ascertain
whether a construction of the statute is fairly pos-
sible by which the constitutional question may be
avoided,” United States v. Sec. Indus. Bank, 459
U.S. 70, 78, 103 S.Ct. 407, 74 L.Ed.2d 235 (1982)
(internal quotation marks omitted) (quoting Loril-
lard v. Pons, 434 U.S. 575, 577, 98 S.Ct. 866, 55
L.Ed.2d 40 (1978)).

Here, such an “alternative interpretation” is not
only “fairly possible,” see St. Cyr, 533 U.S. at
299–300, 121 S.Ct. 2271, but indeed better accords
with the statute's text, structure, and purpose than
the interpretation advanced by the government and
adopted by the majority. Section 2703(c) may be
fairly construed to provide for “warrant proced-
ures” to be followed when the government seeks

customer records that may be protected under the
Fourth Amendment, including historical cell site
location information. See 18 U.S.C. §
2703(c)(1)(A). This construction gives meaning and
effect to all of the statute's words and provisions
without rendering any superfluous. It also accords
with the enacting Congress's intent to create a stat-
utory framework flexible enough to permit “the law
[to] advance with the technology to ensure the con-
tinued vitality of the [F]ourth [A]mendment.”
S.Rep. No. 99–541, at 5 (1986), 1986 U.S.C.C.A.N.
3555, 3559. Moreover, this construction effectuates
a workable framework that does not require magis-
trates to speculate on societal expectations in ex
parte application proceedings devoid of the con-
crete investigative facts upon which Fourth Amend-
ment analysis depends.

Based on this analysis, I would hold that the
government must obtain a warrant pursuant to §
2703(c)(1)(A) in order to compel disclosure of the
cell site location records it seeks here, which may
be protected from disclosure or seizure absent a
warrant. Thus, I would hold that the magistrate
judge and district court erred in pronouncing upon
the constitutional question and therefore would va-
cate the constitutional ruling below. However, the
magistrate and the district court reached the right
result by denying the government's application for
an order compelling disclosure of cell site data
without a showing of probable cause. I would af-
firm on statutory grounds the order denying the
government's § 2703(d) application with respect to
historical cell site location data.

I
The Stored Communications Act was enacted

as Title II of the Electronic Communications Pri-
vacy Act of 1986, P.L. 99–508 (1986). The legisla-
tion's purpose was “to update and clarify Federal
privacy protections and standards in light of dra-
matic changes in new computer and telecommunic-
ations technologies.” S.Rep. No. 99–541, at 1
(1986), 1986 U.S.C.C.A.N. 3555, 3555. Section
2703 “details the procedures the government may
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employ to obtain stored information from a third-
party provider, depending upon whether the gov-
ernment is seeking the contents of a stored commu-
nication, or non-content information.” In re Applic-
ation of U.S. for an Order Pursuant to 18 U.S.C.
Section 2703(d), 707 F.3d 283, 296 (4th Cir.2013)
(Wilson, J., concurring) (citing 18 U.S.C. *618 §
2703(a)-(c)). Subsection 2703(c)(1) provides in rel-
evant part:

A governmental entity may require a provider of
electronic communication service or remote com-
puting service to disclose a record or other in-
formation pertaining to a subscriber or customer
of such service (not including the contents of the
communications) only when the governmental
entity—

(A) obtains a warrant issued using the proced-
ures described in the Federal Rules of Criminal
Procedure (or, in the case of a State court, is-
sued using State warrant procedures) by a court
of competent jurisdiction; [or]

(B) obtains a court order for such disclosure
under subsection (d)....

18 U.S.C. § 2703(c)(1)(A)-(B). Subsection
2703(d) provides in pertinent part:

A court order for disclosure under subsection (b)
or (c) may be issued by any court that is a court
of competent jurisdiction and shall issue only if
the governmental entity offers specific and artic-
ulable facts showing that there are reasonable
grounds to believe that the contents of a wire or
electronic communication, or the records or other
information sought, are relevant and material to
an ongoing criminal investigation.

Id. § 2703(d). The “specific and articulable
facts” standard set forth in § 2703(d), id., “is essen-
tially a reasonable suspicion standard,” In re Ap-
plication of U.S. for an Order Pursuant to 18
U.S.C. Section 2703(d), 707 F.3d at 287.FN1

FN1. See, e.g., United States v. Khanaliza-

deh, 493 F.3d 479, 483 (5th Cir.2007)
(“Officers must base their reasonable sus-
picion on ‘specific and articulable facts,’
not merely ‘inarticulate hunches' of wrong-
doing.”); see also Terry v. Ohio, 392 U.S.
1, 21, 88 S.Ct. 1868, 20 L.Ed.2d 889 (1968).

The government and the majority maintain that
these provisions unambiguously mean that a magis-
trate must issue a § 2703(d) order whenever the
government's application meets the statutory reas-
onable suspicion standard. Under this reading, the
statute never requires the government to follow the
warrant procedures provided for in subsection
2703(c)(1)(A), regardless of the type of non-content
records the government seeks.

Contrary to the government's argument,
however, the statute is ambiguous as to when the
“warrant procedures” described in subsection
2703(c)(1)(A) are to be followed. Thus, we must
apply the avoidance canon, a “rule[ ] for resolving
textual ambiguity,” Spector v. Norwegian Cruise
Line Ltd., 545 U.S. 119, 140, 125 S.Ct. 2169, 162
L.Ed.2d 97 (2005), “counseling that ambiguous
statutory language be construed to avoid serious
constitutional doubts,” FCC v. Fox Television Sta-
tions, Inc., 556 U.S. 502, 516, 129 S.Ct. 1800, 173
L.Ed.2d 738 (2009).

II
“The appropriate starting point when interpret-

ing any statute is its plain meaning.” United States
v. Molina–Gazca, 571 F.3d 470, 472 (5th
Cir.2009). “In ascertaining the plain meaning of the
statute, the court must look to the particular stat-
utory language at issue, as well as the language and
design of the statute as a whole.” Id. (quoting K
Mart Corp. v. Cartier, Inc., 486 U.S. 281, 291, 108
S.Ct. 1811, 100 L.Ed.2d 313 (1988)). “It is ‘a car-
dinal principle of statutory construction’ that ‘a
statute ought, upon the whole, to be so construed
that, if it can be prevented, no clause, sentence, or
word shall be superfluous, void, or insignificant.’ ”
TRW Inc. v. Andrews, 534 U.S. 19, 31, 122 S.Ct.
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441, 151 L.Ed.2d 339 (2001) (quoting Duncan v.
Walker, 533 U.S. 167, 174, 121 S.Ct. 2120, 150
L.Ed.2d 251 (2001)). “Interpretation of a word or
phrase depends upon reading *619 the whole stat-
utory text, considering the purpose and context of
the statute, and consulting any precedents or au-
thorities that inform the analysis.” Dolan v. U.S.
Postal Serv., 546 U.S. 481, 486, 126 S.Ct. 1252,
163 L.Ed.2d 1079 (2006).

First, the plain language of subsection 2703(d)
states that an order “ may be issued by any court that
is a court of competent jurisdiction.” 18 U.S.C. §
2703(d) (emphasis added); see In re Application of
U.S. for an Order Directing a Provider of Elec.
Commc'n Serv. to Disclose Records to the Gov't,
620 F.3d at 315–16 (“This is the language of per-
mission, rather than mandate. If Congress wished
that courts ‘shall,’ rather than ‘may,’ issue §
2703(d) orders whenever the intermediate standard
is met, Congress could easily have said so.”
(citation omitted)).

The plain language of subsection 2703(d) also
prohibits a court from issuing the statutory order if
the government's application does not make out the
statutory reasonable suspicion standard. The statute
provides that an order “shall issue only if the gov-
ernmental entity offers specific and articulable facts
showing that there are reasonable grounds to be-
lieve that the ... records or other information
sought[ ] are relevant and material to an ongoing
criminal investigation.” 18 U.S.C. § 2703(d)
(emphasis added). The best plain reading of this
language is simply that an order may not issue un-
less the standard is met.FN2 In other words, a
showing of reasonable suspicion clearly is a neces-
sary condition for the issuance of a § 2703(d) order,
but not a sufficient condition. Contrary to the asser-
tions of the government and the majority, nowhere
does the statute by its terms require a court to issue
a § 2703(d) order whenever the government's ap-
plication demonstrates reasonable suspicion.

FN2. Cf. Barker v. Hercules Offshore, 713
F.3d 208, 223 (5th Cir.2013) (discussing

“Congress's recent clarification of 28
U.S.C. § 1441(b)” whereby instead of stat-
ing that “ ‘[a]ny other such action shall be
removable only if none of the ... defendants
is a citizen of the State in which such ac-
tion is brought,’ the statute now explicitly
specifies that a ‘civil action otherwise re-
movable solely on the basis of [diversity
jurisdiction] may not be removed if any of
the ... defendants is a citizen of the State in
which such action is brought’ ” (emphasis
omitted)); Carver v. Lehman, 558 F.3d
869, 876 n. 12 (9th Cir.2009) (“ ‘May ...
only if’ would be effectively identical to
‘shall ... unless'; ‘may ... if’ is not.' ”
(elisions in original) (emphasis removed)).

The Supreme Court has specifically contrasted
the meanings of “whenever” and “only if,” explain-
ing that the latter “states a necessary, but not a suf-
ficient, condition.” California v. Hodari D., 499
U.S. 621, 627–28, 111 S.Ct. 1547, 113 L.Ed.2d 690
(1991). The Court reiterated this point in construing
a statutory formulation similar to that here. In
Miller–El v. Cockrell, 537 U.S. 322, 123 S.Ct.
1029, 154 L.Ed.2d 931 (2003), the Court analyzed
the language of 28 U.S.C. § 2253(c)(2), which gov-
erns the standard for issuance of a certificate of ap-
pealability (“COA”) to a habeas petitioner. The
Court explained:

Section 2253(c)(2) ... provides that “[a] certific-
ate of appealability may issue ... only if the ap-
plicant has made a substantial showing of the
denial of a constitutional right.” (Emphasis ad-
ded.) A “substantial showing” does not entitle an
applicant to a COA; it is a necessary and not a
sufficient condition. Nothing in the text of §
2253(c)(2) prohibits a circuit justice or judge
from imposing additional requirements, and one
such additional requirement has been approved
by this Court.

Miller–El, 537 U.S. at 349, 123 S.Ct. 1029
(second and third alterations in original). Other
courts have applied this same understanding of
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“only if.” See Keweenaw Bay Indian Cmty. v.
United States, 136 *620 F.3d 469, 475 (6th
Cir.1998) (explaining that under 25 U.S.C. §
2710(d)(1), which “provid [es] that Class III gam-
ing activities ‘shall be lawful on Indian lands only if
such activities are ... conducted in conformance
with a valid Tribal–State compact,’ ” “[a] valid, ap-
proved compact is a necessary, but not a sufficient
condition for Class III gaming”); Williams v. Ward,
556 F.2d 1143, 1158 n. 6 (2d Cir.1977)
(characterizing the statutory formulations “release
... shall ... be granted ... only if ...” and “no prisoner
shall be released on parole unless ...” as both
“phrased ... as necessary rather than sufficient con-
ditions” (emphasis added)). The Third Circuit's dis-
cussion of this point in its recent analysis of §
2703(d) is illustrative:

[T]he “phrase ‘only if’ describe[s] a necessary
condition, not a sufficient condition[.]' ... [W]hile
a ‘necessary condition describes a prerequisite [,]
a ‘sufficient condition is a guarantee[.]’ ... [For]
example[,] ... while “a team may win the World
Series only if it makes the playoffs ... a team's
meeting the necessary condition of making the
playoffs does not guarantee that the team will
win the World Series.” In contrast, “winning the
division is a sufficient condition for making the
playoffs because a team that wins the division is
ensured a spot in the playoffs ... [and thus] a team
makes the playoffs if it wins its division.”

In re Application of U.S. for an Order Direct-
ing a Provider of Elec. Commc'n Serv. to Disclose
Records to the Gov't, 620 F.3d at 317 (some altera-
tions in original) (citations omitted) (quoting Town-
ship of Tinicum v. U.S. Dep't of Transp., 582 F.3d
482, 489–90 (3d Cir.2009)).

Following the government, the majority argues
that this reading violates the superfluity canon by
“ignor[ing]” the word “shall,” Maj. Op. at 606–07,
in § 2703(d)'s statement that an “order may be is-
sued by any court that is a court of competent juris-
diction and shall issue only if” reasonable suspicion
is shown, 18 U.S.C. § 2703(d) (emphasis added).

However, the government's own interpretation
renders superfluous the word “only” in the very
same provision. That is, under the government's
reading, the statute ought to simply say that an
“order may be issued by any court that is a court of
competent jurisdiction and shall issue ... if the”
government's application meets the statutory stand-
ard. See id.; see also United States v. Nordic Vil-
lage, Inc., 503 U.S. 30, 32, 112 S.Ct. 1011, 117
L.Ed.2d 181 (1992) (“[It is a] settled rule that a
statute must, if possible, be construed in such fash-
ion that every word has some operative effect.”);
Carver, 558 F.3d at 876 n. 12 (“The distinction
between ‘if’ and ‘only if[ ]’ ... is not a mere quibble
over vocabulary—it goes right to the heart of
whether [a condition is a] necessary or sufficient
condition[ ]....”).

The government's argument would have some
force if Congress had actually omitted the word
“only” from the phrase “shall issue only if,” as the
government apparently believes Congress intended.
See In re Application of U.S. for an Order Direct-
ing a Provider of Elec. Commc'n Serv. to Disclose
Records to the Gov't, 620 F.3d at 317 (“The diffi-
culty with the Government's argument is that the
statute does contain the word ‘only’ and neither we
nor the Government is free to rewrite it.”). Indeed,
the warrant provision of the Federal Rules of Crim-
inal Procedure—specifically adverted to in §
2703(c)(1)(A) and thus plainly part of the statutory
context within which the text must be read FN3

—would have served as *621 a ready model. Rule
41 requires that “[a]fter receiving an affidavit or
other information, a magistrate judge—or ... author-
ized ... judge of a state court of record— must issue
the warrant if there is probable cause to search for
and seize a person or property or to install and use a
tracking device.” Fed.R.Crim.P. 41(d)(1) (emphasis
added). Similarly, in a related section of Title 18,
Congress explicitly provided for mandatory issu-
ance of surveillance orders. FN4 Section 3123 gov-
erns “[i]ssuance of an order for a pen register or a
trap and trace device” and mandates that “upon an
application” by a government attorney for such a
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device, “the court shall enter an ex parte order au-
thorizing the installation and use of [the device], if
the ... information likely to be obtained ... is relev-
ant to an ongoing criminal investigation.” 18 U.S.C.
§ 3123(a)(1) (emphasis added).FN5 In rejecting the
same interpretation of the statute advanced by the
government here, the Third Circuit described “th[is]
difference between ‘shall ... if’ (for a pen register)
and ‘shall ... only if’ (for an order under §
2703(d))” as “a powerful argument to which the
Government does not persuasively respond.” In re
Application of U.S. for an Order Directing a Pro-
vider of Elec. Commc'n Serv. to Disclose Records
to the Gov't, 620 F.3d at 315–16; see also Carver,
558 F.3d at 876 n. 12 (noting the critical semantic
“distinction between ‘if’ and ‘only if’ ”).

FN3. “It is a ‘fundamental canon of stat-
utory construction that the words of a stat-
ute must be read in their context and with a
view to their place in the overall statutory
scheme.’ ” FDA v. Brown & Williamson
Tobacco Corp., 529 U.S. 120, 133, 120
S.Ct. 1291, 146 L.Ed.2d 121 (2000). Al-
though “[t]he Federal Rules ... are not en-
acted by Congress, ... ‘Congress particip-
ates in the rulemaking process,’ ” and “the
Rules do not go into effect until Congress
has had at least seven months to look them
over.” Bus. Guides, Inc. v. Chromatic
Commc'ns Enters., Inc., 498 U.S. 533, 552,
111 S.Ct. 922, 112 L.Ed.2d 1140 (1991)
(citation omitted) (citing 28 U.S.C. § 2074
(Rules Enabling Act)). Thus, courts “must
assume that Congress [is] aware of th[e]
[Federal] [R]ule[s] [of Criminal Procedure]
when [legislation is] drafted.” United
States v. Mitchell, 723 F.2d 1040, 1046
(1st Cir.1983); see also, e.g., United States
v. Thompson, 287 F.3d 1244, 1250 (10th
Cir.2002) (“Federal Rule of Criminal Pro-
cedure 6(f) sheds further light on the
meaning of ‘found’ in 18 U.S.C. § 3282.”).

FN4. “We assume that Congress is aware

of existing law when it passes legislation.”
Miles v. Apex Marine Corp., 498 U.S. 19,
32, 111 S.Ct. 317, 112 L.Ed.2d 275 (1990).
Additionally, “the meaning of one statute
may be affected by other Acts.” Brown &
Williamson Tobacco Corp., 529 U.S. at
133, 120 S.Ct. 1291; see also Green v.
Bock Laundry Machine Co., 490 U.S. 504,
528, 109 S.Ct. 1981, 104 L.Ed.2d 557
(1990) (Scalia, J., concurring) (“The mean-
ing of terms on the statute books ought to
be determined, [in part] ... on the basis of
which meaning is ... most compatible with
the surrounding body of law into which the
provision must be integrated—a compatib-
ility which, by a benign fiction, we assume
Congress always has in mind.”); cf. Keene
Corp. v. United States, 508 U.S. 200, 208,
113 S.Ct. 2035, 124 L.Ed.2d 118 (1993)
(“[W]here Congress includes particular
language in one section of a statute but
omits it in another ..., it is generally pre-
sumed that Congress acts intentionally in
the disparate inclusion or exclusion.”
(alterations in original) (quoting Russello
v. United States, 464 U.S. 16, 23, 104 S.Ct.
296, 78 L.Ed.2d 17 (1983))).

FN5. This distinct “if ... shall” formulation
also appears in an analogous statute gov-
erning the issuance of orders for the pro-
duction of records by judges of the Foreign
Intelligence Surveillance Court. See 50
U.S.C. § 1861(c)(1) (providing that, upon
government application for an order re-
quiring the production of records for a
counter-terrorism investigation, “ if the
judge finds that the application meets the
[statutory] requirements”—including “a
statement of facts showing that there are
reasonable grounds to believe that the
[records] sought are relevant to an author-
ized investigation”—the judge shall enter
an ex parte order as requested” (emphasis
added)).
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Accordingly, it cannot be said that the only
plausible construction of the statute is that a magis-
trate must issue a § 2703(d) order whenever the
government demonstrates reasonable suspicion. Be-
cause the *622 statute is at least ambiguous as to
when warrant procedures are to be followed, if the
government's interpretation “raise[s] serious consti-
tutional problems, [we must] construe the statute to
avoid such problems unless such construction is
plainly contrary to the intent of Congress.” Edward
J. DeBartolo Corp. v. Fla. Gulf Coast Bldg. & Con-
str. Trades Council, 485 U.S. 568, 575, 108 S.Ct.
1392, 99 L.Ed.2d 645 (1988).

III
The government's interpretation raises the

question of whether § 2703(c) offends the Fourth
Amendment by authorizing law enforcement to ob-
tain cell site location information without a warrant,
which in turn depends on whether cellular custom-
ers have a reasonable expectation of privacy in that
information. See, e.g., Kyllo v. United States, 533
U.S. 27, 33, 121 S.Ct. 2038, 150 L.Ed.2d 94 (2001)
(“[A] Fourth Amendment search occurs when the
government violates a subjective expectation of pri-
vacy that society recognizes as reasonable.” (citing
Katz v. United States, 389 U.S. 347, 361, 88 S.Ct.
507, 19 L.Ed.2d 576 (1967) (Harlan, J., concur-
ring))). This constitutes a “substantial constitutional
question[ ],” see St. Cyr, 533 U.S. at 300, 121 S.Ct.
2271, requiring application of the avoidance canon.

As the Eleventh Circuit recently observed, the
Supreme Court has “underscore[d] its disinclination
to establish broad precedents as to privacy rights
vis-a-vis electronic devices and emerging technolo-
gies” because of “the difficulty in determining what
privacy expectations are reasonable.” Rehberg v.
Paulk, 611 F.3d 828, 845 (11th Cir.2010) (citing
City of Ontario v. Quon, 560 U.S. 746, 130 S.Ct.
2619, 2630, 177 L.Ed.2d 216 (2010)). In Quon, the
Supreme Court cautioned that “[t]he judiciary risks
error by elaborating too fully on the Fourth Amend-
ment implications of emerging technology before
its role in society has become clear.” 130 S.Ct. at

2629. The Court avoided setting forth “[a] broad
holding concerning employees' privacy expecta-
tions vis-à-vis employer-provided technological
equipment.” Id. at 2630. Instead, the Court held it
“preferable to dispose of th[e] case on narrower
grounds.” Id. The Court achieved this narrower dis-
position by “assum[ing] several propositions ar-
guendo, ” including that a municipal police officer
“ha[s] a reasonable expectation of privacy in the
text messages sent on the pager provided to him by
the City.” Id. Particularly relevant here, the Court
explained:

In Katz, the Court relied on its own knowledge
and experience to conclude that there is a reason-
able expectation of privacy in a telephone booth.
[Katz, 389 U.S. at 360–61, 88 S.Ct. 507 (Harlan,
J., concurring).] It is not so clear that courts at
present are on so sure a ground.... Rapid changes
in the dynamics of communication and informa-
tion transmission are evident not just in the tech-
nology itself but in what society accepts as prop-
er behavior.

Quon, 130 S.Ct. at 2629.

Similarly, every member of the Court acknow-
ledged last year that law enforcement's access to the
location information generated by cell phones
raises serious constitutional questions. United
States v. Jones, –––U.S. ––––, 132 S.Ct. 945, 181
L.Ed.2d 911 (2012). In Jones, the Court unanim-
ously held that attaching a global positioning sys-
tem (“GPS”) tracking device to a car and monitor-
ing the car's movements without a valid warrant vi-
olated the Fourth Amendment, but divided in its
reasoning. Notably, a majority eschewed engaging
with the “particularly vexing problems” of applying
a privacy analysis, id. at 953, and instead held that
a search had occurred because of the trespass inher-
ent in “physically occup[ying] private property
*623 for the purpose of obtaining information,” id.
at 949; see also id. at 950 (“The Government con-
tends that ... Jones had no ‘reasonable expectation
of privacy’ in ... the locations of the Jeep on the
public roads, which were visible to all. But we need
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not address the Government's contentions, because
Jones's Fourth Amendment rights do not rise or fall
with the Katz formulation.”). The Court explained
that even though “[i]t may be that [obtaining four
weeks of location information] through electronic
means, without an accompanying trespass, is an un-
constitutional invasion of privacy, ... [Jones ] d[id]
not require [the Court] to answer that question,”
which would “lead[ ] ... needlessly into additional
thorny problems.” Id. at 953–54. The Court noted
that “[it] may have to grapple with these ‘vexing
problems' in some future case.” Id. at 954.

Justice Sotomayor cast the critical fifth vote in
support of the majority opinion. However, her con-
currence expressed serious doubt about extending
the third party records doctrine applied in Smith v.
Maryland, 442 U.S. 735, 99 S.Ct. 2577, 61 L.Ed.2d
220 (1979) FN6 —and relied upon by today's major-
ity—to location information generated by modern
devices such as “GPS-enabled smartphones.”
Jones, 132 S.Ct. at 955–57 (Sotomayor, J., concur-
ring). Justice Sotomayor explained:

FN6. Smith held that no Fourth Amend-
ment “search” occurred, and thus “no war-
rant was required,” when the government
used a “pen register” to obtain the numbers
that a telephone customer dialed because
even if the customer “entertained [an] ac-
tual [i.e., subjective] expectation of pri-
vacy in the phone numbers he dialed, ... his
expectation was not ‘legitimate,’ because
the customer “voluntarily conveyed to [the
phone company] information that it had fa-
cilities for recording and that it was free to
record,” such that the customer thereby
“assumed the risk that the information
would be divulged to police.” 442 U.S. at
742–44, 99 S.Ct. 2577.

[In future cases] considering the existence of a
reasonable societal expectation of privacy in the
sum of one's public movements[,] ... it may be
necessary to reconsider the premise that an indi-
vidual has no reasonable expectation of privacy

in information voluntarily disclosed to third
parties. This approach is ill suited to the digital
age, in which people reveal a great deal of in-
formation about themselves to third parties in the
course of carrying out mundane tasks. People dis-
close the phone numbers that they dial or text to
their cellular providers; the URLs that they visit
and the e-mail addresses with which they corres-
pond to their Internet service providers; and the
books, groceries, and medications they purchase
to online retailers.... I would not assume that all
information voluntarily disclosed to some mem-
ber of the public for a limited purpose is, for that
reason alone, disentitled to Fourth Amendment
protection.
Id. at 957 (citations omitted); see also id. at 956
n. * (“Owners of GPS-equipped ... smartphones
do not contemplate that these devices will be
used to enable covert surveillance of their move-
ments.”). Significantly, Justice Sotomayor ex-
plained that she “join[ed] the majority's opinion”
“because the Government's physical intrusion on
Jones' Jeep” made “[r]esolution of these difficult
questions ... unnecessary.” Id. at 957 (emphasis
added). Justice Alito, writing for four justices,
expressed similar concerns. See id. at 963 (Alito,
J., concurring in the judgment) (“Recent years
have seen the emergence of many new devices
that permit the monitoring of a person's move-
ments.... Perhaps most significant, cell phones
and other wireless devices now permit wireless
carriers to track and record the location of
users.... The availability and use of these and oth-
er new devices will continue to shape the average
person's *624 expectations about the privacy of
his or her daily movements.”).

Quon and Jones thus suggest that warrantless
compulsion of cell site location records raises seri-
ous Fourth Amendment questions. The cautious ap-
proach taken by the Supreme Court makes clear
that lower courts venture onto uncertain terrain in
applying a reasonable expectation of privacy ana-
lysis to this law enforcement practice. Justice Soto-
mayor's decisive concurrence in Jones warns us not
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to “assume that all information voluntarily dis-
closed to some member of the public for a limited
purpose is, for that reason alone, disentitled to
Fourth Amendment protection.” See id. at 957
(Sotomayor, J., concurring). “Although dicta, we do
take such pronouncements from the Supreme Court
seriously.” Croft v. Perry, 624 F.3d 157, 164 (5th
Cir.2010). The divergent conclusions reached by
the Third Circuit and today's majority starkly illus-
trate this uncertainty.FN7 In light of the difficulty
of the constitutional question, “there is no reason
for rushing forward to resolve [it] here.” See Jones,
132 S.Ct. at 954. Rather, as in Jones and Quon,
“[p]rudence counsels caution before ... estab-
lish[ing] far-reaching premises that define the exist-
ence, and extent, of privacy expectations.” See
Quon, 130 S.Ct. at 2629.

FN7. See In re Application of U.S. for an
Order Directing a Provider of Elec. Com-
mc'n Serv. to Disclose Records to the
Gov't, 620 F.3d at 317–18 (“A cell phone
customer has not ‘voluntarily’ shared his
location information with a cellular pro-
vider in any meaningful way.... [I]t is un-
likely that cell phone customers are aware
that their cell phone providers collect and
store historical location information.
Therefore, ‘[w]hen a cell phone user
makes a call, the only information that is
voluntarily and knowingly conveyed to the
phone company is the number that is
dialed and there is no indication to the user
that making that call will also locate the
caller; when a cell phone user receives a
call, he hasn't voluntarily exposed anything
at all.’ ” (final alteration in original)).

IV
Because there is substantial doubt as to wheth-

er cell phone users have a reasonable expectation of
privacy in cell site location information, it is not
merely “preferable to dispose of this case on nar-
rower grounds,” see id., but “incumbent upon us to
read the statute to eliminate those doubts so long as

such a reading is not plainly contrary to the intent
of Congress,” United States v. X–Citement Video,
Inc., 513 U.S. 64, 78, 115 S.Ct. 464, 130 L.Ed.2d
372 (1994). “This cardinal principle has its roots in
Chief Justice Marshall's opinion for the Court in
Murray v. The Charming Betsy, 6 U.S. 64, 2 Cranch
64, 118, 2 L.Ed. 208 (1804), and has for so long
been applied by th [e] [Supreme] Court that it is
beyond debate.” Edward J. DeBartolo Corp., 485
U.S. at 575, 108 S.Ct. 1392.

Rather than acknowledge this obligation,
however the majority adopts the government's tex-
tually strained, constitutionally loaded construction
after a cursory analysis; and boldly proceeds to pro-
nounce upon the constitutional issue. The majority
states that “we cannot avoid the [constitutional]
question” because the district court below “held
that all § 2703(d) orders for cell site information
[are] unconstitutional.” See Maj. Op. at 608.
However, this unsupported assertion is contrary to
the Supreme Court's instruction that whatever the
basis for a decision below, “we must independently
inquire whether there is another interpretation, not
raising ... serious constitutional concerns, that may
be fairly ascribed to [the statute].” Edward J. De-
Bartolo Corp., 485 U.S. at 577, 108 S.Ct. 1392
(emphasis added); accord, e.g., St. Cyr, 533 U.S. at
299–300, 121 S.Ct. 2271 (“[I]f an otherwise accept-
able construction of a statute would raise serious
constitutional problems, and where an alternative
interpretation of the statute is *625 ‘fairly pos-
sible,’ we are obligated to construe the statute to
avoid such problems.” (emphasis added) (citations
omitted)).FN8

FN8. Our obligation to “ independently in-
quire” into plausible alternative interpreta-
tions, see Edward J. DeBartolo Corp., 485
U.S. at 577, 108 S.Ct. 1392 (emphasis ad-
ded), is particularly pronounced in this ex
parte proceeding.

As required by these precedents, I have en-
deavored to “ascertain whether a construction of the
statute is fairly possible by which the constitutional
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question may be avoided.” See Sec. Indus. Bank,
459 U.S. at 78, 103 S.Ct. 407. I conclude that such
a construction is not only fairly possible, but better
accords with the text, structure, and purpose of the
statute than the government's interpretation.

V
A better interpretation is to read subsections

2703(c) and (d) together as implicitly directing that
the warrant procedures incorporated into subsection
2703(c)(1)(A) are to be followed when law enforce-
ment seeks records that may be protected by the
Fourth Amendment. This alternative construction is
both “plausible” and “fairly possible,” see Milavetz,
Gallop & Milavetz, P.A. v. United States, 559 U.S.
229, 130 S.Ct. 1324, 1334, 176 L.Ed.2d 79 (2010),
and certainly is not “plainly contrary to the intent of
Congress,” see X–Citement Video, Inc., 513 U.S. at
78, 115 S.Ct. 464; Edward J. DeBartolo Corp., 485
U.S. at 575, 108 S.Ct. 1392. Rather, this construc-
tion effectuates the text, structure, and purpose of
the statute.

For the reasons stated above, this alternative
construction is not inconsistent with the ambiguous
language of § 2703(d). Unlike the government's in-
terpretation, this reading has the considerable virtue
of “giv [ing] effect to all of th[e] [statute's] provi-
sions.” See United States ex rel. Eisenstein v. City
of New York, 556 U.S. 928, 933, 129 S.Ct. 2230,
173 L.Ed.2d 1255 (2009). “[O]btain[ing] a warrant”
is the first-listed procedure by which the govern-
ment may seek to require the disclosure of non-
content call records under § 2703(c). 18 U.S.C. §
2703(c)(1)(A). Subsection 2703(c)(1)(A) specific-
ally adverts to the warrant “procedures described in
the Federal Rules of Criminal Procedure” and
“State warrant procedures.” Id. § 2703(c)(1)(A);
see also, e.g., Fed.R.Crim.P. 41. The superfluity
canon dictates that we should prefer a construction
of § 2703(c) that gives meaning and significance to
the warrant mechanism set forth in subsection
2703(c)(1)(A), rather than rendering this provision
superfluous or insignificant. See TRW Inc., 534
U.S. at 31, 122 S.Ct. 441. The construction I pro-

pose does precisely this, by construing subsection
2703(c)(1)(A) as applying when law enforcement
seeks records that may be protected by the Fourth
Amendment.

By contrast, the government's reading renders
subsection 2703(c)(1)(A) largely insignificant if not
entirely superfluous.FN9 *626 See In re Applica-
tion of U.S. for an Order Directing a Provider of
Elec. Commc'n Serv. to Disclose Records to the
Gov't, 620 F.3d at 317 (“The Government's only re-
tort to the argument that it would never need to get
a warrant under § 2703(c)(1)(A) if it could always
get [cell site location information] pursuant to an
order under § 2703(d) is that the warrant reference
in § 2703(c)(1)(A) is ‘alive and well’ because a
prosecutor can ‘at his or her option ... employ a
single form of compulsory process (a warrant),
rather than issuing a warrant for content and a sep-
arate subpoena or court order for the associated
non-content records.’ In other words, the Govern-
ment asserts that obtaining a warrant to get [cell
site location information] is a purely discretionary
decision to be made by it, and one that it would
make only if a warrant were, in the Government's
view, constitutionally required. We believe it trivi-
alizes the statutory options to read the §
2703(c)(1)(A) option as included so that the Gov-
ernment may proceed on one paper rather than
two.” (elision in original) (citations to briefs omit-
ted)).

FN9. I note that § 2703(d) provides that
“[i]n the case of a State governmental au-
thority, [a § 2703(d) ] court order shall not
issue if prohibited by the law of such
State.” 18 U.S.C. § 2703(d). Thus, even
under the government's reading, the “State
warrant procedures” adverted to in §
2703(c)(1)(A) would presumably be util-
ized by the law enforcement agencies of
such a state. However, because this limita-
tion on the issuance of § 2703(d) orders
applies only to “State governmental au-
thorit[ies],” the government's construction
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nonetheless renders superfluous §
2703(c)(1)(A)'s specific citation to the
warrant “procedures set forth in the Feder-
al Rules of Criminal Procedure.” See 18
U.S.C. § 2703(c)(1)(A). Moreover, the lan-
guage of subsection 2703(c)(1)(A) is
identical to the description of warrant pro-
cedures under subsection 2703(a), in which
a warrant is the only means by which the
government may obtain the contents of an
email stored for 180 days or less. See 18
U.S.C. § 2703(a).

This construction also accords with the larger
structure of § 2703, which repeatedly categorizes
records based on considerations of privacy and
provides different and escalating mechanisms by
which the government may access them. See Brown
& Williamson Tobacco Corp., 529 U.S. at 133, 120
S.Ct. 1291 (“A court must ... interpret [a] statute ‘as
a symmetrical and coherent regulatory scheme’ and
‘fit, if possible, all parts into an harmonious whole.’
” (citations omitted)). First, subsection 2703(a)
provides that the government “may require the dis-
closure by [an email service] of the contents of” a
subscriber email stored for 180 days or less “only
pursuant to a warrant.” See id. § 2703(a). Under
subsection 2703(b), the government may access the
content of an email stored for longer than 180 days
pursuant to either a subpoena or § 2703(d) order
along with “prior notice ... to the subscriber.” Id. §
2703(a)-(b). Subsection 2703(c) then provides four
different mechanisms by which the government
may access non-content call records without cus-
tomer consent. Id. § 2703(c). To require disclosure
of more extensive and revealing types of non-
content information, the government must employ
increasingly formal procedures. At the most per-
missive end of this hierarchy, a law enforcement
agency conducting a telemarketing fraud investiga-
tion may obtain “the name, address and place of
business of a subscriber who is engaged in tele-
marketing” using only “a formal written request” to
the service provider. Id. § 2703(1)(D). To access
somewhat more revealing customer informa-

tion—such as a customer's “telephone connection
records,” “records of session times and durations,”
“length of service,” “telephone or instrument num-
ber or other subscriber number or identity,” and
“means and source of payment”—the government
must “use[ ] an administrative subpoena authorized
by a Federal or State statute or a Federal or State
grand jury or trial subpoena.” Id. § 2703(1)(E), (2).
The government may seek information beyond such
“essentially billing-related or business records,” In
re Application of U.S. for an Order Pursuant to 18
U.S.C. Section 2703(d), 707 F.3d at 297 (Wilson,
J., concurring), “ only when [it] ... obtains a warrant
[or] ... a [§ 2703(d) ] order,” 18 U.S.C. §
2703(c)(1)(A)-(B) (emphasis added). It accords
with this statutory structure to construe subsection
2703(c)(1)(A)'s warrant provision—the most formal
and exacting of the procedures described—as ap-
plying to those records that may be subject to
Fourth Amendment protection.

Like the statutory language and structure, the
legislative history suggests that Congress drafted §
2703(c) to be flexible enough to avoid constitution-
al concerns *627 that might endanger the statute's
validity. The Stored Communications Act was in-
tended “to protect privacy interests in personal and
proprietary information, while protecting the Gov-
ernment's legitimate law enforcement needs.”
S.Rep. No. 99–541, at 3 (1986), 1986 U.S.C.C.A.N.
3555, 3557 (Committee Report).FN10 The drafters
were explicitly mindful of the need for privacy pro-
tections to evolve with “dramatic changes in new ...
telecommunications technologies” such as “cellular
... telephones.” See id. at *1–2. The Committee Re-
port stated:

FN10. “In surveying legislative history
[the Supreme Court] ha [s]repeatedly
stated that the authoritative source for find-
ing the Legislature's intent lies in the Com-
mittee Reports on the bill, which
‘represen[t] the considered and collective
understanding of those Congressmen in-
volved in drafting and studying proposed
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legislation.’ ” Garcia v. United States, 469
U.S. 70, 76, 105 S.Ct. 479, 83 L.Ed.2d 472
(1984) (third alteration in original)
(quoting Zuber v. Allen, 396 U.S. 168, 186,
90 S.Ct. 314, 24 L.Ed.2d 345 (1969)).

When the Framers of the Constitution acted to
guard against the arbitrary use of Government
power to maintain surveillance over citizens,
there were limited methods of intrusion into the
‘houses, papers, and effects' protected by the
[F]ourth [A]mendment. During the intervening
200 years, development of new methods of com-
munication and devices for surveillance has ex-
panded dramatically the opportunity for such in-
trusions....

[T]he law must advance with the technology to
ensure the continued vitality of the fourth amend-
ment. Privacy cannot be left to depend solely on
physical protection, or it will gradually erode as
technology advances. Congress must act to pro-
tect the privacy of our citizens. If we do not, we
will promote the gradual erosion of this precious
right.

Id. at *1–2, 5 (1986). Congress was also mindful
that “[i]n th[e] rapidly developing area of com-
munications [such as] cellular non-wire telephone
connections ..., distinctions such as [whether
there does or does not exist a reasonable expecta-
tion of privacy] are not always clear or obvious.”
Id. at *4 (final alteration in original).FN11

FN11. See also H.R.Rep. No. 106–932, at
17 (2000) (“Currently, there are no clear
legal standards governing when the gov-
ernment can collect location information
from cell phone companies.”).

As Congress is well aware, “the Constitution
invests the Judiciary, not the Legislature, with the
final power to construe the law.” Nationwide Mut.
Ins. Co. v. Darden, 503 U.S. 318, 325, 112 S.Ct.
1344, 117 L.Ed.2d 581 (1992). In drafting the
Stored Communications Act, Congress certainly

knew that a statute permitting law enforcement to
access information about a suspect without a war-
rant or consent could be subject to constitutional
challenge and potential invalidation. See Marshall
v. Barlow's, Inc., 436 U.S. 307, 98 S.Ct. 1816, 56
L.Ed.2d 305 (1978) (holding statute unconstitution-
al insofar as it purported to authorize search
without warrant or warrant equivalent); Berger v.
New York, 388 U.S. 41, 87 S.Ct. 1873, 18 L.Ed.2d
1040 (1967) (holding facially unconstitutional stat-
ute authorizing issuance of orders for electronic
eavesdropping without probable cause). The
drafters of the Stored Communications Act were
consciously engaged in an ongoing conversation
between Congress and the Court regarding privacy
protections. See, e.g., S.Rep. No. 99–541, at 2
(1986), 1986 U.S.C.C.A.N. 3555 (citing Berger,
388 U.S. 41, 87 S.Ct. 1873).FN12

FN12. See also Bartnicki v. Vopper, 532
U.S. 514, 522–23, 121 S.Ct. 1753, 149
L.Ed.2d 787 (2001) (“In Berger, we held
that New York's broadly written statute au-
thorizing the police to conduct wiretaps vi-
olated the Fourth Amendment. Largely in
response to that decision, and to our hold-
ing in Katz v. United States, 389 U.S. 347,
88 S.Ct. 507, 19 L.Ed.2d 576 (1967), that
the attachment of a listening and recording
device to the outside of a telephone booth
constituted a search, ‘Congress undertook
to draft comprehensive legislation both au-
thorizing the use of evidence obtained by
electronic surveillance on specified condi-
tions, and prohibiting its use other- wise.[’]”).

*628 “It is presumable that Congress legislates
with knowledge of our basic rules of statutory con-
struction,” McNary v. Haitian Refugee Ctr., 498
U.S. 479, 496, 111 S.Ct. 888, 112 L.Ed.2d 1005
(1991), and the constitutional avoidance canon has
long been recognized as “[‘]a cardinal principle’ of
statutory interpretation,” Zadvydas, 533 U.S. at
689, 121 S.Ct. 2491. Indeed, that canon “rest[s] on
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the reasonable presumption that Congress did not
intend” its enactments to be construed so as to
“raise[ ] serious constitutional doubts.” Clark, 543
U.S. at 381, 125 S.Ct. 716. In § 2703(c), Congress
appears to have created a framework capable of ac-
commodating constitutional concerns that might
arise by providing for the use of warrant procedures
as a sort of safety valve by which such concerns
could be avoided and thereby alleviated. Subsection
2703(c)(1)(A) strongly indicates that Congress in-
tended warrant procedures to play a meaningful
role in its legislative effort to balance “protect[ion]
[of] privacy interests” with “legitimate law enforce-
ment needs.” See S.Rep. No. 99–541 at 3 (1986),
1986 U.S.C.C.A.N. 3555.FN13

FN13. See also In re Application of U.S.
for an Order Directing a Provider of Elec.
Commc'n Serv. to Disclose Records to the
Gov't, 620 F.3d at 317 n. 8 (“In our experi-
ence, magistrate judges have not been
overly demanding in providing warrants as
long as the Government is not intruding
beyond constitutional boundaries.”); cf.
Johnson v. United States, 333 U.S. 10,
13–14, 68 S.Ct. 367, 92 L.Ed. 436 (1948)
(“When the right of privacy must reason-
ably yield to the right of search is, as a
rule, to be decided by a judicial officer, not
by a policeman or Government enforce-
ment agent.”); Jones, 132 S.Ct. at 964
(Alito, J., concurring in the judgment)
(“[W]here uncertainty exists with respect
to whether a certain period of GPS surveil-
lance is long enough to constitute a Fourth
Amendment search, the police may always
seek a warrant.”).

In observing that the government's interpreta-
tion raises serious constitutional doubts and con-
struing § 2703 in light of that observation, I take no
position on the constitutional question of whether
or when the Fourth Amendment itself would re-
quire the government to obtain a warrant for cell
site location records. As the Supreme Court has em-

phasized, “the canon of constitutional avoidance ...
allows courts to avoid the decision of constitutional
questions”; it “is not a method of adjudicating con-
stitutional questions by other means.” Clark, 543
U.S. at 381, 125 S.Ct. 716. In my view, we must
accord Congress the respect inherent in “the reason-
able presumption” upon which the avoidance canon
rests, see id., by reading the statute as adopted by a
body mindful of the constitutional complexities of
privacy legislation. Indeed, the legislative history
reflects precisely such concerns. See S. Rep.
99–541 at 1–5 (1986), 1986 U.S.C.C.A.N. 3555; cf.
Jones, 132 S.Ct. at 964 (Alito, J., concurring in the
judgment) (“In circumstances involving dramatic
technological change, the best solution to privacy
concerns may be legislative. A legislative body is
well situated to gauge changing public attitudes, to
draw detailed lines, and to balance privacy and pub-
lic safety in a comprehensive way.”). Moreover, as
the Supreme Court noted in Clark, “[i]t is not at all
unusual to give a statute's ambiguous language a
limiting construction called for by one of the stat-
ute's applications.” See Clark, 543 U.S. at 380, 125
S.Ct. 716; see also Zadvydas, 533 U.S. at 689, 121
S.Ct. 2491 (“We have read significant limitations
into [numerous] statutes in order to avoid their con-
stitutional invalidation.”).FN14

FN14. In Zadvydas, the Court “read an im-
plicit limitation into” an immigration de-
tention statute, 8 U.S.C. § 1231(a)(6)
(1994). 533 U.S. at 689, 121 S.Ct. 2491.
“[T]he Government[ ] argu[ed] that the
statute ... set[ ] no ‘limit on the length of
time beyond the removal period that an ali-
en who falls within one of the [statutory]
categories may be detained.’ ” Id. Apply-
ing the avoidance canon in light of a po-
tential due process problem, the Court con-
strued the statute as implicitly “limit [ing]
an alien's post-removal-period detention to
a period reasonably necessary to bring
about that alien's removal from the United
States.” Id. In Clark, the Court applied the
same limiting construction to all the stat-
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utory categories. 543 U.S. at 377–79, 125
S.Ct. 716.

Here, as with the statute construed in Za-
dvydas and Clark, it is not clear that
Congress intended § 2703(c)'s statement
that “[a] governmental entity may re-
quire a provider ... to disclose
[non-content customer] records” without
the customer's consent “ only when the
governmental entity ... obtains a war-
rant” or “a [§ 2703(d) ] order,” see 18
U.S.C. § 2703(c)(1) (emphasis added), to
mean that the government has sole dis-
cretion as to when to follow warrant pro-
cedures. See Zadvydas, 533 U.S. at 697,
121 S.Ct. 2491 (“We cannot find ... any
clear indication of congressional intent
to grant the Attorney General the power
to hold indefinitely in confinement an
alien ordered removed.... The Govern-
ment points to the statute's word ‘may.’
But while ‘may’ suggests discretion, it
does not necessarily suggest unlimited
discretion. In that respect the word
‘may’ is ambiguous.”).

*629 VI
Having concluded that the statute is best con-

strued as directing that warrant procedures be fol-
lowed when the government seeks non-content re-
cords that may be protected by the Fourth Amend-
ment, I would further hold that historical cell site
location records constitute one example of this po-
tentially protected information. Thus, I would hold
that the government must obtain a warrant pursuant
to § 2703(A)(1)(B) when it seeks to compel dis-
closure of historical cell site location data, because
that individual data may be constitutionally protec-
ted.

The precise nature of the cell site location re-
cords sought in the present case is a matter of some
dispute. In general, however, historical cell site loc-
ation information appears to consist of, at minim-
um, a cellular service provider's records of which

“cell sites”—i.e., “cell towers” or “base stations”
mounted with antennae—a particular customer's
cell phone has accessed over a particular period.
The briefs submitted by the government and vari-
ous amici provide different accounts of the preci-
sion of the information that such records contain.
The magistrate judge below premised his Fourth
Amendment analysis upon a series of “findings ...
based on expert testimony ... given at a [June 2010]
House Judiciary Subcommittee hearing ...
[intended] to educate Congress on the current state
of location technology in the telecommunications
industry.” In re Application of U.S. for Historical
Cell Site Data, 747 F.Supp.2d 827, 830
(S.D.Tex.2010) (Smith, M.J.). In particular, the ma-
gistrate judge looked to the testimony of Matt
Blaze, “Associate Professor of Computer and In-
formation Science, University of Pennsylvania.” Id.
at 830 n. 13; see also id. at 831–33 nn. 7–28. A
subsequent committee report summarized Professor
Blaze's testimony at the June 2010 hearing as fol-
lows:

Professor Blaze educat[ed] the Subcommittee on
location technologies—specifically how different
technologies interface with cell phones and locate
their positions with varying degrees of specificity
and precision in various types of environments,
both indoors and out. Professor Blaze explained
how, even if a network only records cell tower
data (as opposed to GPS), the precision of that
data will vary widely for any given customer over
the course of a day and, for a typical user over
time, some of that data will likely have locational
precision similar to that of GPS. Indeed, in urban
areas where providers are using microcell techno-
logy, the level of precision for cell tower location
data can include individual floors and rooms
within buildings.

H.R.Rep. No. 111–712, at 90 (2011).

The government disputes several of these as-
sertions. As the majority acknowledges,*630
however, it is undisputed that “the reason that the
Government seeks such information is to locate or
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track a suspect in a criminal investigation” and that
“[t]he data must be precise enough to be useful to
the Government, which would suggest that, at least
in some cases, it can narrow someone's location to a
fairly small area.” Maj. Op. at 609. Moreover, there
seems to be no serious question that the precision
of these records is constantly increasing as cellular
service providers construct ever denser networks of
base stations and substations to keep pace with con-
sumer demand and to comply with federal regula-
tions requiring them to provide emergency dis-
patchers with increasingly precise coordinates for
911 calls placed by cell phone. See 47 C.F.R. §
20.18(h)(1). However, I will not attempt to wade
into the empirical debate as to whether or when net-
work-based cell site location records will provide
law enforcement with information regarding a sus-
pect's location and movements that are equivalent
to phone-based GPS location records.FN15 Even
were it possible to ascertain the nature of the re-
cords generated and stored by the various cellular
service providers, such a determination is unneces-
sary here.

FN15. Cf. Quon, 130 S.Ct. at 2629 (“In
Katz, the Court relied on its own know-
ledge and experience to conclude that there
is a reasonable expectation of privacy in a
telephone booth. It is not so clear that
courts at present are on so sure a ground.”
(citation omitted)).

Although government access to cell site loca-
tion information was not specifically envisioned or
considered by Congress when it enacted the Stored
Communications Act, presently these records ap-
pear to be the most personally revealing informa-
tion that may be said to fall within § 2703(c)'s
framework for the disclosure of “information per-
taining to a subscriber or customer ... not including
the contents of communications.” See 18 U.S.C. §
2703(c)(1). The general character of cell site loca-
tion information and the purposes for which the
government seeks it make it largely analogous to
GPS location information, which the Supreme

Court has indicated may implicate Fourth Amend-
ment privacy interests. See Jones, 132 S.Ct. at
953–54; id. at 955–57 (Sotomayor, J., concurring);
id. at 963–64 (Alito, J., concurring in the judg- ment).

Accordingly, I would hold that subsection
2703(c)(1)(A) applies to historical cell site location
records, such that the statute requires the govern-
ment to “obtain[ ] a warrant” to compel their dis-
closure. See 18 U.S.C. § 2703(c)(1)(A).

VII
The Third Circuit recently analyzed § 2703(c)

without reference to avoidance principles. In con-
trast to today's majority, I agree with the Third Cir-
cuit that § 2703(c) is best read as not requiring a
court to issue a § 2703(d) order whenever the gov-
ernment's application satisfies the statutory reason-
able suspicion standard. See In re Application of
U.S. for an Order Directing a Provider of Elec.
Commc'n Serv. to Disclose Records to the Gov't,
620 F.3d at 314–17. However, the Third Circuit
would give effect to subsection 2703(c)(1)(A) by
instructing magistrates to determine whether to in-
sist upon warrant procedures by engaging in a Katz-
like inquiry that “balances the Government's need
... for [cell site location] information with the pri-
vacy interests of cell phone users.” See id. at 319.
FN16 Respectfully, it *631 seems to me that this
would require magistrates routinely to conduct a
constitutional privacy analysis of the kind the Su-
preme Court has instructed courts to avoid whenev-
er fairly possible.FN17 In this respect, I believe
that the Third Circuit failed to heed the Supreme
Court's repeated admonitions regarding the diffi-
culty and uncertainty of conducting this sort of pri-
vacy analysis at a time when communications tech-
nologies and our corresponding privacy expecta-
tions are both in flux.FN18

FN16. The Third Circuit committed the
same error as today's majority by unneces-
sarily pronouncing upon the ultimate con-
stitutional question of whether cellular cus-
tomers have a reasonable expectation of
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privacy in cell site location information.
See In re Application of U.S. for an Order
Directing a Provider of Elec. Commc'n
Serv. to Disclose Records to the Gov't, 620
F.3d at 317–18.

FN17. Similarly, the proposal set forth in
Judge Tashima's Third Circuit concurrence
is at odds with avoidance principles insofar
as it suggests that magistrates should at-
tempt to determine whether issuing a §
2703(d) order “would violate the Fourth
Amendment absent a showing of probable
cause.” See id. at 320 (Tashima, J., concur-
ring).

FN18. See Quon, 130 S.Ct. at 2629; see
also Jones, 132 S.Ct. at 962 (Alito, J., con-
curring in the judgment) (“The Katz ex-
pectation-of-privacy test ... involves a de-
gree of circularity and judges are apt to
confuse their own expectations of privacy
with those of the hypothetical reasonable
person to which the Katz test looks. In ad-
dition, the Katz test rests on the assump-
tion that this hypothetical reasonable per-
son has a well-developed and stable set of
privacy expectations. But technology can
change those expectations. Dramatic tech-
nological change may lead to periods in
which popular expectations are in flux and
may ultimately produce significant
changes in popular attitudes.” (citations
omitted)); cf. Rehberg, 611 F.3d at 846
(“[T]he questions of whether Fourth
Amendment principles governing a search
of [a suspect]'s home also should apply to
subpoenas sent to a third-party [internet
service provider (ISP) ] for electronic data
stored on the third-party's server, and
whether [the suspect] had a reasonable pri-
vacy expectation in the contents of his per-
sonal emails sent voluntarily through that
third-party ISP, are complex, difficult, and
‘far-reaching’ legal issues that we should

be cautious about resolving too broadly.”
(quoting Quon, 130 S.Ct. at 2629)).

Moreover, ex parte application proceedings
conducted in the absence of concrete investigative
facts provide a poor vehicle for the development of
Fourth Amendment doctrine. The Quon Court cau-
tioned against using “the facts in [a single] case ...
to establish far-reaching” privacy principles. 130
S.Ct. at 2629. It seems to me even less prudent to
set forth such principles in the context of an ex
parte § 2703(d) application, in which there is liter-
ally no factual record whatsoever.FN19 The specu-
lative*632 nature of this abstract constitutional ana-
lysis confirms that § 2703(c) is best construed to
provide for warrant procedures when the govern-
ment seeks information pertaining to individuals
that may be constitutionally protected, such as his-
torical cell site location records.

FN19. See Sibron v. New York, 392 U.S.
40, 59, 88 S.Ct. 1889, 20 L.Ed.2d 917
(1968) (“The constitutional validity of a
warrantless search is pre-eminently the sort
of question which can only be decided in
the concrete factual context of the indi-
vidual case.”); Warshak v. United States,
532 F.3d 521, 528 (6th Cir.2008) (en banc)
(“In determining the ... the legitimacy of
citizens' expectations of privacy, courts
typically ... reach[ ] case-by-case determin-
ations that turn on the concrete, not the
general, and offer[ ] incremental, not
sweeping, pronouncements of law [,] ... in
two discrete, post-enforcement settings: (1)
a motion to suppress in a criminal case or
(2) a damages claim ... against the officers
who conducted the search. In both settings,
the reviewing court looks at the claim in
the context of an actual, not a hypothetical,
search and in the context of a developed
factual record of the reasons for and the
nature of the search.” (citations omitted));
Orin S. Kerr, Ex Ante Regulation of Com-
puter Search and Seizure, 96 Va. L.Rev.
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1241, 1281 (2010) (“[E]x ante predictions
of reasonableness will be more error prone
than ex post assessments [because] ex ante
restrictions require courts to ‘slosh [their]
way through the factbound morass of reas-
onableness' without actual facts.” (third al-
teration in original) (footnotes omitted)
(quoting Scott v. Harris, 550 U.S. 372,
383, 127 S.Ct. 1769, 167 L.Ed.2d 686
(2007))); cf. Massachusetts v. EPA, 549
U.S. 497, 517, 127 S.Ct. 1438, 167
L.Ed.2d 248 (2007) (explaining that Art-
icle III standing doctrine works to “assure
that concrete adverseness which sharpens
the presentation of issues upon which the
court so largely depends for illumination”
and “preserves the vitality of the adversari-
al process by assuring ... that the legal
questions presented ... will be resolved, not
in the rarified atmosphere of a debating so-
ciety, but in a concrete factual context con-
ducive to a realistic appreciation of the
consequences of judicial action” (second
elision in original)).

VIII
In sum, I conclude that the text of the Stored

Communications Act is ambiguous as to when the
government is to follow warrant procedures to com-
pel disclosure of non-content customer call records.
To resolve this ambiguity, I would apply the Su-
preme Court's constitutional avoidance jurispru-
dence. I would recognize that non-consensual, war-
rantless compulsion of customer cell site location
records raises serious and debatable constitutional
questions. In order to avoid these difficult ques-
tions, as we must if fairly possible, I would con-
strue the statutory framework as implicitly directing
that § 2703(c)(1)(A) warrant procedures be fol-
lowed when the government seeks non-content re-
cords that may be constitutionally protected, in-
cluding historical cell site location records. Thus, I
would instruct magistrates to require the govern-
ment to obtain a warrant pursuant to §
2703(c)(1)(A) when it seeks cell site location data.

Accordingly, I would affirm the denial of the gov-
ernment's application to compel disclosure of such
records here without consent or a warrant supported
by probable cause, albeit on different grounds than
those relied upon by the district court and magis-
trate judge. Therefore, and for the reasons set forth
above, I respectfully dissent.

C.A.5 (Tex.),2013.
In re U.S. for Historical Cell Site Data
724 F.3d 600, 58 Communications Reg. (P&F) 1292

END OF DOCUMENT
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Cell site simulators are an electronic surveillance device that mimics a cell tower causing all nearby cell phones to register
their data and information with the cell site simulator. Law enforcement increasingly relies on these devices during the course
of routine criminal investigations.

The use of cell site simulators raises several concerns. First, the federal government seeks judicial authorization to use such
devices via a pen register application. This approach is problematic because a cell site simulator is different than a pen register.
Moreover, the standard for issuance of a pen register is very low. Instead, this Article proposes that the applicable standard
for granting a request to use a cell site simulator should be based on the Fourth Amendment probable cause standard.

Second, cell site simulators sweep up the data and information of innocent third-parties. The government fails to account for
this problem. This Article proposes that the granting of an application for a cell site simulator should require a protocol for
dealing with the third-party information that is captured.
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*185  INTRODUCTION

In recent years, traditional and online media have raised concerns about a means of electronic surveillance employed by
the government that has various colorful and ominous names: TriggerFish, StingRay, AmberJack, KingFish, LoggerHead,

Gossamer, Harpoon, Hailstorm, International Mobile Subscriber Identifier (“IMSI”) 1  catcher, Electronic Serial Number

(“ESN”) 2  reader, cell site simulator, or digital analyzer. 3  The first eight names are essentially brand names of similar devices

manufactured and sold by the Harris Corporation. 4  In the course of various criminal investigations, the government seeks to

utilize an electronic device known as a StingRay that acts as a cell site simulator. 5  In other words, the device deceives nearby
cell phones into believing that the device is a cell tower so that the cell phone's information is then downloaded into the cell

site simulator. 6

Imagine if you will, a federal agent sitting inside an unmarked van in a parking lot monitoring the activities of some subject of a
criminal investigation. Inside the van the agent has an electronic surveillance device about the size of a bankers box connected
to a laptop computer. With this device, the agent is targeting the subject's cell phone in a manner that the cell phone's number
and other data, including, potentially, voice communications, can be downloaded. This is a great device for apprehending the
bad guys. Unfortunately, this device is *186  capturing similar information from all the cell phones in the surrounding area.
So the person who lives nearby, the couple who are sitting in the coffee shop on the corner, and you as you drive by in your
car--all of you are also having your cell phone information captured and downloaded into the agent's computer. Let us assume
that the agent obtained some kind of judicial authorization for this electronic surveillance. Would you want your information
captured and saved in a government computer forever based only on the most minimal of standards? That is what the federal
government is doing through its current use of cell site simulators.

Whatever these devices are called, they have proliferated in recent years, being used by state and federal law enforcement

officials as well as by American and foreign intelligence agencies. 7  Not only are large law enforcement agencies like the Los

Angeles Police Department using them, 8  but small cities like Gilbert, Arizona have also acquired them. 9  This technology,

which has been patented since at least 2002, 10  has often been purchased with funds from the Department of Homeland

Security to assist in regional terrorism investigations. 11  However, these devices have also come to be used for routine criminal

investigations, including such offenses as burglary and murder. 12

This Article addresses the use of cell site simulators and makes three principal points. First, the government's current approach
of relying on the pen register statute to justify its requests for court orders fails because cell site simulators are not pen registers
and thus are not covered by the pen register statute. Second, the use of cell site simulators constitutes a Fourth Amendment
search, which requires probable cause. *187  Consequently, the proper approach is for the government to establish probable
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cause in order to obtain a search warrant consistent with the Fourth Amendment. Third, the use of the cell site simulators raises
privacy concerns for third parties.

This Article raises the issue of cell site simulators in two ways that have not been addressed in current scholarship. First, I provide
examples of court orders that address the use of these devices that have not been probed in previous legal scholarship. Second,
I analyze the statutory and constitutional framework in which the government seeks to use cell site simulators. This Article
provides a brief description of cellular telephone and cell site technology that concerns devices such as cell site simulators in
Part I. Next, Part II provides a detailed description of how these types of devices operate. In Part III, the discussion documents
the historical development of pen registers, including their statutory history. Part IV provides the various few examples of
the government's applications for cell site simulators, as well as orders addressing such applications. Part V analyzes the
development of Fourth Amendment jurisprudence and discusses the use of cell site simulators in light of people's reasonable
expectations of privacy. In assessing these expectations, courts have, to a certain extent, relied on decisions that shape the third

party doctrine --Smith v. Maryland 13  and United States v. Miller 14 --that no longer adequately address the realities of today's
cell phone technology or people's expectations of privacy. Finally, in Part VI, I conclude by making some proposals as to how
to address the privacy concerns.

I. CELL SITE SIMULATORS UTILIZE BASIC EXISTING CELLULAR TELEPHONE TECHNOLOGY

To fully appreciate the significance of a cell site simulator, it is important to understand the basics of how cellular telephones
work. In enacting the Electronic Communications Privacy Act (“ECPA”), Congress addressed cellular telephones, which at that

time were based on radio transmission. 15  In building a network, telecommunications providers created “large service areas
[[that] are divided into honeycomb-shaped segments or ‘cells'--each of which is equipped with a low-power *188  transmitter
or base station which can receive and radiate messages within its parameters” from cellular phones within the providers'

networks. 16  Each “cell,” in turn, collects “a number of pieces of data ‘regarding the strength, angle, and timing of the caller's
signal measured at two or more cell sites, as well as other system information such as a listing of all cell towers in the market

area, switching technology, protocols, and network architecture.”’ 17  Consequently, each cell site “detects the radio signal from

the handset, and connects it to the local telephone network, the Internet, or another wireless network.” 18  Typically, cell sites

are physically located atop towers, but the equipment can also be placed on trees, roofs, flagpoles, and buildings. 19

Within this framework of cell tower networks, the origination of a cellular telephone call initiates a series of relays along the
cell site network:

When a caller dials a number on a cellular telephone, a transceiver sends signals over the air on a radio
frequency to a cell site. From there the signal travels over phone lines or a microwave to a computerized
mobile telephone switching office (“MTSO”) or station. The MTSO automatically and inaudibly switches
the conversation from one base station and one frequency to another as the portable telephone . . . moves

from cell to cell. 20

Whenever any cellular phone is turned on, it sends out a signal seeking the closest cell site, which in turn will register that

telephone with that cell site. 21  “This process, called ‘registration,’ occurs approximately every *189  seven seconds,” 22

enabling “cellular providers to obtain a plethora of information about the telephones contacting their cell-sites.” 23

The Department of Justice (“DOJ”) has explained that “to provide service to cellular telephones, providers have the technical
capability to collect information such as the cell tower nearest to a particular cell phone, the portion of that tower facing the
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phone, and often the signal strength of the phone.” 24  For example, in 1997, the Federal Communications Commission (“FCC”)
issued rules “requir[ing] cellular service providers to upgrade their systems to identify more precisely the longitude and latitude

of mobile units making emergency 911 calls.” 25  Telecommunications providers “generally keep detailed historical records of

this information for billing and other business purposes.” 26

This network of cell towers was designed to further communication among a subscriber's cell phone with other cell phones or
landline telephones. It is necessary for efficient operation of the network. It is unlikely to change in any significant manner
because the complete overhaul of the technology would be expensive. It is this system of cell tower networks that government
officials seek to utilize when employing cell site simulators.

*190  Most cellular telephones around the world operate through the Global System for Mobile Communications (“GSM”). 27

Within this system, a cell phone initiating a call connects through its unique International Module Equipment Identity

(“IMEI”) 28  to a base station, which is essentially the hardware of a cell tower. 29  A base station potentially can operate with

signal strength as low as fifty watts. 30  Of course, the number of base stations in an area hinges on the volume of demand for
cellular service in that area:

The size of the cell depends basically on the geographic features of the area and consequently on the range
of the stations. But also the number of possible calls, that have to be handled simultaneously, has to be
considered, since it is limited by the number of available channels. Hence, in densely populated areas,
the cells often have a diameter of only a few hundred meters, whereas in sparsely populated areas several

kilometers are usual. 31

A base station is “not only responsible for the connectivity [of the cell phone call, but is] also needed for encryption and

decryption of communication data.” 32  From the base station, a cell phone call is routed to a base station controller, which

in turn will move the call to another base station to prevent the call from being terminated. 33  If this handoff has to be done

beyond a base station controller's range, then the transfer is handled by a mobile switching center. 34  This transfer represents
the final stage of the call as the mobile switching center “is responsible for the authentication, routing, handoffs over different

Base Station Controllers, connection to the landline, etc.” 35

*191  II. CELL SITE SIMULATORS CAPITALIZE ON EXISTING CELLULAR
TECHNOLOGY TO RETRIEVE A CELL PHONE USER'S INFORMATION

Understanding how cell phone technology works, it is next important to appreciate how cell site simulators exploit cell phone
technology in order to gather electronic information.

A. BASIC OPERATIONS OF CELL SITE SIMULATORS

Cell site simulators are being used more and more by intelligence agencies around the world, not just in the United States. 36

Although the Harris Corporation is one of the major producers of these devices, these days, a reasonably bright computer whiz

with $1,500 can buy the raw components to make one. 37  The names TriggerFish and StingRay are trade names manufactured

by the Harris Corporation, which sells those devices to American law enforcement and intelligence agencies. 38  Essentially, a

TriggerFish is an older piece of technology that is a digital analyzer for passive interception of analog cell phone service. 39
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In other words, while it can intercept a cell phone call's verbal content, a digital analyzer (because it is a passive surveillance
technique) can intercept only cell phones that are actually transmitting.

On the other hand, a StingRay is an IMSI catcher that captures digital cell phone information through an active interception

process. 40  In 1996, Rohde & Schwarz, a German electronics company specializing in wireless communications, first invented

an IMSI catcher that was able “to identify a subscriber by forcing it to transmit the IMSI.” 41  One year later, the next model

created by Rohde & Schwarz enabled the user “not *192  only to identify, but also to tap outgoing calls.” 42  Thus, as early
as 1997, an IMSI catcher could be used to capture audio content.

Within the GSM, there is a vulnerability in the authentication process that enables cell site simulators, like an IMSI catcher, to

breach the system. 43  Specifically, “it is not necessary to authenticate a Base Station to a Mobile Station.” 44  In other words,
the cell site simulator tricks the nearby cell phone into transmitting information to it as it would the nearest cell tower. “An

IMSI catcher exploits this weakness and masquerades to a Mobile Station as a Base Station.” 45  Through this masquerade, the
cell site simulator “causes every mobile phone of the simulated network operator within a defined radius to log in” or register

with it as it would a cell tower. 46

Cell phones are designed to optimize reception by seeking the strongest signal among nearby base stations. 47  A base station

can operate effectively with signal strength as low as twenty-five watts. 48  Thus, for a cell site simulator to be effective, it need
only be marginally stronger than the signal of the nearest cell towers.

B. THE MANNER IN WHICH LAW ENFORCEMENT OFFICIALS USE CELL SITE SIMULATORS

Law enforcement officials will often use a cell site simulator inside a vehicle in conjunction with a computer that has mapping

software. 49  Normally when a cellular phone is turned on, it seeks a connection to its telecommunications network system

by using the nearest cell tower within its network. 50  This registration process enables the cell phone to communicate with
its network, transmitting information and data, including audio content. Capitalizing on this registration, after the cell *193
site simulator mimics a cell tower, nearby cellular phones will connect to it. This connection enables the device to download
telephone numbers and other information related to the cellular phones, such as signal strength, because it typically emits the

strongest signal in the nearby area. 51  For example, this technology would enable the user of a cell site simulator to detect the
electronic serial number of the phone, the number for the cellular telephone, as well as any telephone numbers called from the

cell phone. 52  The surveillance vehicle can then move to several different locations, collecting the phone's signal strength, thus

enabling the officers to triangulate and map the phone's location. 53

In addition to downloading information from all the cellular phones located within the area, a cell site simulator can be used to

locate a specific cellular phone when the number is already known, but the location is unknown. 54  Law enforcement officials

“can drive around until they get a signal from the target phone while pinging it.” 55  After the target phone is located, the signal

strength is measured in order to triangulate and map the location again. 56  In a hearing addressing electronic surveillance issues,
an FBI agent “testified that he was able to determine the approximate distance from the originating cell tower where the cell

phone and Stingray switched from the originating cell tower to another cell tower.” 57  He further explained “that this method
allows him to determine, with a reasonable degree of certainty, a fairly narrow geographical location where an individual is

located while a cell call is being placed.” 58
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Similarly, in a warrantless search by the Tallahassee Police Department, officers used a handheld device, as well as one

mounted on *194  a police vehicle. 59  Testimony from an unsealed hearing transcript revealed how the cell site simulators
were employed:
Police drove through the area using the vehicle-based device until they found the apartment complex in which the target phone
was located, and then they walked around with the handheld device and stood ‘at every door and every window in that complex’
until they figured out which apartment the phone was located in. In other words, police were lurking outside people's windows

and sending powerful electronic signals into their private homes in order to collect information from within. 60

Consistent with the testimony in United States v. Allums, it is apparent that some law enforcement officials are personally using
this technology, as opposed to relying on any third-party telecommunications providers.

Any signals sent by law enforcement officials using a cell site simulator are signals that would not otherwise have been sent

during the normal operations of a telecommunication provider's operation of its cell towers. 61  Moreover, the use of this device

causes a brief disruption in the telecommunication provider's service to the cell phone. 62

Some law enforcement officials are utilizing cell site simulators without court authorization. 63  Moreover, the federal officials

who do seek a court order routinely file such applications pursuant to the pen register statute. 64  This approach is highly
advantageous for the government, as the standard for a pen register application is much lower than the standard for a warrant

because it does not require probable cause. 65

III. THE DEVELOPMENT OF THE PEN REGISTER STATUTE

In order to analyze the inapplicability of the pen register statute to cell site simulators, one must know the function of a pen
register. When the government seeks to ascertain the telephone numbers of incoming and outgoing calls, it files an application

seeking a court order *195  authorizing a pen register and a trap and trace device, respectively. 66  Historically, the Supreme

Court defined a pen register as a device recording the outgoing numbers dialed from a specific telephone. 67  In United States v.

New York Telephone Company, 68  the Court similarly defined a pen register: “A pen register is a mechanical device that records
the numbers dialed on a telephone by monitoring the electrical impulses caused when the dial on the telephone is released.

It does not overhear oral communications and does not indicate whether calls are actually completed.” 69  In other words, the
Court reiterated the position from United States v. Giordano, that a pen register concerns the telephone numbers of outgoing
calls from a specific telephone.

In New York Telephone, the Supreme Court held that Title III of the Omnibus Crime Control and Safe Streets Act of 1968

(“Wiretap Act”) did not apply to pen registers. 70  Instead, the Court held that the statute concerned only “orders ‘authorizing or

approving the interception of a wire or oral communication.”’ 71  Because pen registers do not intercept any communications, the
Wiretap Act did not authorize pen registers. Nonetheless, the Court concluded that district courts have the authority to authorize

the installation of a pen register. 72  The basis for this authority was Rule 41 of the Federal Rules of Criminal Procedure, which

requires a showing of probable cause. 73  Specifically, the Court reasoned “that Rule 41 is sufficiently broad to include seizures

of intangible items such as dial impulses recorded by pen registers.” 74
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In 1986, Congress enacted the ECPA, which amended the Wiretap Act to explicitly address pen registers. 75  The ECPA defined
a pen *196  register as a “device which records or decodes electronic or other impulses which identify the numbers dialed or

otherwise transmitted . . . on the telephone line to which such device is attached.” 76  This definition essentially follows the
definition enunciated in New York Telephone.

In the Communications Assistance for Law Enforcement Act of 1994, Congress mandated that both telecommunications and
Internet service providers permit authorized law enforcement officers access to their networks in order for them to engage in

electronic surveillance. 77  Regarding pen registers, however, the statute required that use of such technology “shall not include

any information that may disclose the physical location of the subscriber.” 78  Through this revision, Congress sought to capture
transmitted e-mail data as well as the outgoing number dialed on cell phones, but not the location of the cell phone itself. In
testifying before Congress in support of the statute, then-FBI Director Louis Freeh attempted to assuage legislators' concerns

the statute would be used to authorize the tracking of individuals. 79

In 2001, Congress amended the definition of the term “pen register” in the USA Patriot Act. 80  The Patriot Act defines a “pen
register” as “a device or process which records or decodes dialing, routing, addressing, or signaling information transmitted by
an instrument or facility from which a wire or electronic communication is transmitted, provided, however, that such information

shall not include the contents of any *197  communication.” 81  An order authorizing a pen register pursuant to the Patriot
Act must specify:
(A) the identity, if known, of the person to whom is leased or in whose name is listed the telephone line or other facility to which
the pen register or trap and trace device is to be attached or applied;

(B) the identity, if known, of the person who is the subject of the criminal investigation;

(C) the attributes of the communications to which the order applies, including the number or other identifier and, if known, the

location of the telephone line or other facility to which the pen register or trap and trace device is to be attached or applied. 82

Analysis of §3123(b)(1) reveals that, in each subsection, Congress inserted the language “if known” to specify that the order need
only contain the aforementioned information if known at the time authorization is requested. For example, in subsection (A), the
order need not contain the name of the person to whom the cell phone is leased unless that person's name is known. Similarly,
in subsection (B), the court order does not have to provide the name of the target of the investigation unless that person's name
is known. However, in subsection (C), Congress did not modify the language “the attributes of the communications to which
the order applies, including the number or other identifier” to add “if known.” Indeed, the word “and” in that subsection makes
clear that “the location of the telephone line or other facility” must be included in the order only “if known.” Consequently,
the rest of “the attributes of communications,” including “the number or other identifier,” must be specified within any order
authorizing any pen register application.

Moreover, the inclusion of the word “facility” within the text of § 3123(b)(1), in addition to “telephone line,” as covered by
the pen register statute, does not permit law enforcement to obtain subscriber information without providing the cell phone
number. The DOJ acknowledged that “facility” would include “a cellular telephone number” or “a specific cellular telephone

identified by its electronic *198  serial number.” 83  Pursuant to § 3123(b)(1), pen register applicants can make requests when

they know the cell phone number or the electronic serial number. 84  Indeed, the DOJ's Field Guidance on New Authorities that
Relate to Computer Crime and Electronic Evidences suggests that a pen register is not appropriate when the targeted cell phone
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number or electronic serial number is unknown. Much of the significance of the amending language is attributable to the fact

that Congress sought to ensure that the use of pen registers extended to new technologies, such as cell phones and computers. 85

Accordingly, this revision in the USA Patriot Act broadened the definition of a pen register. Some judges have interpreted
the Patriot Act to expand the definition to include electronic communications in addition to dialing information, but not

to the capture of cell site information. 86  Others have rejected this approach, concluding that the Patriot Act applies to all

communications to and from the targeted cell phone. 87  Regardless of the debate over the scope of a pen register following the
Patriot Act, courts have routinely determined that law enforcement submit an application to use a pen register when seeking

information about a particular telephone. 88  Indeed, the purpose of a pen register is to track telephone numbers, not people.

*199  In New York Telephone, the Supreme Court's conclusion that the Wiretap Act did not apply to pen registers did not

also mean that the government could obtain pen registers without any judicial intervention. 89  To the contrary, the Court
determined that the government could only obtain a pen register by establishing probable cause, consistent with the seizure

standard enunciated in Rule 41 of the Federal Rules of Criminal Procedure, which is based on the Fourth Amendment. 90  Even
if cell site simulators are not covered by the current iteration of the pen register statute, that does not grant the government carte
blanche to use these devices without any judicial authorization. Instead, the appropriate approach is for the government to seek
authorization for the use of a cell site simulator consistent with the requirements of Rule 41 and the Fourth Amendment.

Congress has limited judicial review of pen register applications to the “ministerial” task of confirming that the government
has properly identified the attorney and agency seeking the order as well as providing a certification that the information

sought through the device is relevant to an ongoing investigation. 91  When reviewing these applications, courts inquire neither
into the veracity of the facts asserted by the government, nor into the reasonableness of its judgment concerning likelihood

or relevance. 92  One scholar notes that “the ECPA's vague definition of a pen register, in combination with innovations in
communications technologies and judicial permissiveness, allows law enforcement to acquire much communication attribute

information by satisfying, at most, the minimal pen register procedures.” 93  Consequently, the government is typically able

to provide the proper identifications and certification to satisfy this low bar. 94  That low standard may be *200  appropriate
in applications in which law enforcement officials are truly seeking a traditional pen register to ascertain the numbers called
from a specific cell phone. However, as the few known examples of requests for authorization to employ a cell site simulator
demonstrate, the use of the pen register statute to support seeking materials with a cell site simulator is more troubling.

IV. FEW AVAILABLE EXAMPLES OF EITHER MOTIONS OR COURT
ORDERS ADDRESS CELL SITE SIMULATORS & SIMILAR DEVICES

Very few judicial decisions address the use of these tools of electronic surveillance. One possible reason for the lack of decisions

is that the government has attempted to keep its use of cell site simulator technology a secret. 95  For example, law enforcement
officials often file their applications as requests for pen registers without much, if any, reference to the fact that the device

to be used is a different type of electronic surveillance than the traditional pen register. 96  Moreover, when courts ask the
government to provide legal authority for such electronic surveillance, pursuant to the pen register statute, the government is

less than candid. 97  Finally, various government agencies, both federal and state alike, have taken measures to keep their use
of cell site simulators secret. The FBI has gone so far as to require its employees to sign nondisclosure agreements to prevent

them from disclosing any information about the government's use of cell site simulators. 98  There *201  are also allegations

that the Sarasota Police Department distorted its response to the court regarding its use of a StingRay. 99
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Indeed, in one case that I heard as a federal magistrate judge, the Assistant United States Attorney (“AUSA”) who appeared
before me repeatedly indicated that a legal memorandum would be forthcoming, but instead filed a motion to withdraw after a
month. In another case the federal prosecutor indicated that he would provide legal authority the next day, but ultimately did

not provide any such support. 100  The magistrate judge hearing the case informed the AUSA that there were some problems

with the application. 101  Despite providing feedback and guidance, the magistrate judge never heard from the applicant. 102

Existing decisions reveal that the government filed such applications pursuant to the pen register statute. With the exception of
one published decision, they all address the standard after the amendments in the USA Patriot Act. Additionally, few, if any,
form motions and orders created by law enforcement officials exist.

A. COURT ORDERS ADDRESSING APPLICATIONS FOR DIGITAL ANALYZERS AND CELL SITE
SIMULATORS

1. The Central District of California

One of the first known decisions discussing law enforcement's use of this technology involves an application by the government

for authorization to use a digital analyzer. 103  This is the only published decision addressing such electronic surveillance devices
prior to the USA Patriot Act.

In this application, the government could not identify the cell phones of any of the five subjects of its narcotics investigation,

but instead sought to analyze the signals from these subjects' cell phones. 104  Specifically, the applicant indicated that the
investigators would “conduct surveillance of the subjects of the investigation, and when they *202  observe[d] a subject using

a cellular telephone, they [would] turn on the digital analyzer.” 105  At that time they would obtain the information related to
the specific cellular telephone that the subject was using.

Although the application sought a court order for the digital analyzer pursuant to 18 U.S.C. §3123, the government maintained

that a court order was not necessary. 106  The trial court agreed, reasoning that the Fourth Amendment did not afford the

subjects of a criminal investigation a reasonable expectation of privacy regarding their telephone numbers. 107  The court
further explained that the pen register statute did not apply to the government's application because the statute contemplated

investigation of a specific phone, whereas in this instance, law enforcement was targeting the individuals using the phones. 108

Although the pen register statute did not apply per se, the court found that the spirit of the statute covered the intended activity.
Applying the requirements of the statute, the court found the proposed order deficient. First, because the telephone numbers of

the subjects of the investigation were unknown, it would be impossible to comply with the statute. 109  The court concluded that
in passing the pen register statute, Congress had two principal concerns: “(1) the abusive interception of communications and (2)

the accountability of law enforcement officers using advanced technology that might threaten privacy rights.” 110  The trial court
specifically expressed concern about the digital analyzer intercepting the “telephone numbers and calls made by others than the

subjects of the investigation.” 111  Additionally, because the proposed court order did not list the specific telephone numbers to
be targeted by the digital analyzer, the order should have included “a requirement that the investigative agency maintain a time
log identifying each target cellular telephone analyzed (by ESN and telephone number), together with all intercepted telephone

numbers dialed or pulsed from each such *203  telephone.” 112  Because the application did not include the numbers or this

requirement, the court denied the application without prejudice. 113
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2. The Southern District of Texas

a. The Use of a Cell Site Simulator in a Prison Setting

Since the enactment of the USA Patriot Act in 2001, there have been a few examples of applications for cell site simulators
in federal court. In April of 2011, for example, the government filed an application for a pen register in the Southern District

of Texas. 114  Specifically, the AUSA indicated that the government suspected that federal prison inmates were using cellular

phones to perpetrate various federal offenses. 115  The government knew the names of the suspects, their location, and the

location where they typically used their cell phones; 116  however, it did not know the phone numbers or in whose names the

phones were purchased or leased. 117  To advance its investigation, federal law enforcement agents sought an order authorizing

the installation of a pen register and a trap and trace device. 118  In the application, the government requested authority to use a

device that could ascertain the number of any cell phones operating within a particular area, including the prison facilities. 119

According to the AUSA's statements during ex parte discussions, the device functioned by impersonating a cell tower, thereby

receiving all of the signals sent from any nearby cellular phones. 120

The government acknowledged that the device would capture the phone numbers of other phones that happened to be in
the vicinity, but was confident in its ability to quickly winnow those numbers out and target the phones being used by the

suspects. 121  The AUSA did not indicate how this winnowing process would be done. When asked about legal authority
supporting the government's application, the Court was advised that a brief with legal support would be filed.

Instead of filing this legal brief, about a month after the application was filed, the government filed a motion to withdraw the
application *204  because prison officials had discovered and confiscated the cellular telephones that the government was

trying to locate. 122  Because the application was moot, the motion to withdraw was granted. 123

b. The Use of a Cell Site Simulator to Target a Drug Dealer

In another application before the Southern District of Texas, the government sought a pen register and a trap and trace regarding

a Drug Enforcement Administration (“DEA”) investigation. 124  The underlying investigation focused on an individual who was

allegedly engaged in narcotics trafficking, based on an investigation of a number of years. 125  In its application, the government

acknowledged that it did not know the telephone number of the cell phone used by the subject of the investigation. 126  During
an ex parte hearing, the federal agent in charge of the investigation acknowledged that the application sought to use a StingRay
device “to detect radio signals emitted from wireless cellular telephones in the vicinity of the [Subject] that identify the

telephones.” 127  Specifically, he explained that if the application were granted, the device would be employed from a vehicle
that would be driven near the home of the subject of the investigation; that same vehicle would also follow the subject when

he went other places during the period of surveillance. 128  In this manner, the agents hoped that a common cell phone number
would materialize from the numbers obtained at the various surveillance-gathering locations.

The AUSA indicated “that the application was based on a standard application model and proposed order approved by the

United States Department of Justice” for use by federal prosecutors. 129  During the hearing, the AUSA was unfamiliar with
some case law raised during the discussion, but represented to the court that he would file a legal *205  memorandum in support

of his application the next day. 130  However, that legal support was never provided to the court. 131
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In its analysis of the application, the court first discussed the historical view of pen registers. 132  Next, it discussed the revised

definition of a pen register based on the USA Patriot Act. 133  Notwithstanding the broader definition of a pen register in the
Patriot Act, the court found that the statute and case law required that the pen register applicant be targeting a known telephone

number. 134  According to the judge, “the plain language of the statute mandates that this Court have a telephone number or

some similar identifier before issuing an order authorizing a pen register.” 135  In other words, given the absence of a known
cell phone number target, neither case law nor statutory language supported the applicability of the pen register statute to an
application for a cell site simulator.

3. The Northern District of Texas

In an application filed in the Northern District of Texas in 2012, the government sought an order authorizing a pen register
regarding the cellular phones used by the subject of an ongoing narcotics trafficking investigation. The alleged violations were
possession with intent to distribute cocaine, marijuana, and methamphetamine in violation of 21 U.S.C. §841 and for conspiracy

to possess with intent to distribute cocaine, marijuana, and methamphetamine in violation of 21 U.S.C. §846. 136  The ASUA

represented that the subject of the investigation was using one or more unidentified cellular phones. 137  The government knew

that this subject lived at one specific location and frequented another where he worked. 138  However, the government did not

know the cell phone subscriber information of the persons leasing the cell phones that the subject was using. 139

*206  In its application, the government explained that it sought to use the pen register to simply identify the subject's telephone

number, as opposed to tracking the cell phone or attempting to determine its location. 140  Consequently, the use of surveillance
equipment was to be limited: “Once the identifying registration data and the number of the Subject Telephone is identified,

utilization of the pen register . . . shall cease.” 141

The court granted the government's application; however, the judge did impose some limits on the government's use of these

devices. 142  The judge mandated that the order applied only to the cell phone used by the subject, and that the cell site simulator

was to be used only in the subject's vicinity to ascertain his cell phone number. 143  Additionally, the judge specifically barred the
use of the cell site simulator “when the Subject [was] in a location in which he would have a reasonable expectation of privacy;

including but not limited to: a private residence, a vehicle, or a private office.” 144  Once the subject's cell phone number was

determined, the government was ordered to cease using the cell site simulator. 145  The government was apparently displeased

with the court's conditions and ultimately did not use a cell site simulator. 146  Indeed, the AUSA informed the magistrate judge

that the restrictions were too onerous. 147

4. The District of Maryland

In an application filed in the District of Maryland in 2012, the government sought an order relating to the cellular phones used
by the subject of an ongoing narcotics trafficking investigation for alleged violations of conspiracy to distribute controlled

substances. 148  Specifically, the government sought to use a device to obtain “certain unknown mobile telephone(s) presently
with unknown call number(s); unknown subscriber(s); and unknown service provider(s)” used by the subject of the ongoing

investigation. 149  The AUSA elaborated that “[t]he *207  purpose of this requested order is to identify this unknown

information by deploying the device to the Target Telephone(s).” 150
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The AUSA indicated that the cell site simulator would “detect radio signals emitted from wireless cellular telephones in

the vicinity of the target, including the Target Telephone(s).” 151  The AUSA further explained that “[b]y determining the
identifying registration data at various locations in which the subject telephone is reasonably believed to be operating,

the telephone number(s) and/or subscriber identities corresponding to the Target Telephone(s) can be identified.” 152  The
government acknowledged that, by using the device, it would invariably capture the telephone numbers of innocent third

parties. 153

The application requested the court to order that, when the federal agents obtained information from the search, they were “to

log the identity of each cellphone analyzed, together with the intercepted subscriber identities for each device.” 154  Moreover,

it sought an order requiring that the government “avoid the collection of data from individuals other than that of the target.” 155

Interestingly, the government asserted that the 1995 Central District of California opinion provided support for its

application. 156  Although the application acknowledged that the 1995 decision was not favorable to the government, the

decision provided guidance as to what any subsequent applications should contain. 157  Finally, the AUSA maintained that the
application and the attached proposed order pending before the Maryland district court adhered to the dictates from the 1995

decision. 158

5. The District of New Jersey

In an application filed in the District of New Jersey in 2012, the government sought an order authorizing a pen register and trap

and trace device as well as subscriber information, pursuant to 18 U.S.C. §2703. 159  The government knew the targeted cell

phone number and that it was issued by Simple Mobile through its relationship with T-Mobile. 160  *208  Because the location
of the targeted cell phone was unknown, the application also sought authorization for “the FBI to deploy mobile pen register and
trap and trace equipment to determine the general location of the cellular telephone facility assigned [to the specific] telephone

number.” 161  The court authorized the use of this “mobile pen register equipment” “in order to determine the general location”

of the cell phone. 162  However, the court limited the FBI from “us[ing] the mobile equipment, absent other authority, to locate
the Target Facility once it leads them to believe that they have identified a single residence or private space within which the

Target Facility may be located.” 163

6. The District of Arizona

In a criminal prosecution in the District of Arizona, the government sought the defendant, a fugitive indicted on 74 counts of

mail and wire fraud, aggravated identity theft, and conspiracy. 164  “The government located and arrested Defendant, in part,
by tracking the location of an aircard connected to a laptop computer that allegedly was used to perpetuate the fraudulent

scheme.” 165

After the defendant's arrest, he filed a motion for disclosure of evidence, as well as additional discovery. Specifically, he sought
extremely detailed information regarding the aircard, as well as the identities and training of the FBI agents capable of using

this technology. 166  In support of the defendant's motion, the American Civil Liberties Union (“ACLU”) filed an amicus brief
arguing that because the AUSA seeking the original order authorizing the use of the StingRay failed “to apprise the magistrate
that it intended to use a stingray, what the device is, and how it works, it prevented the judge from exercising his constitutional

function of ensuring that warrants are not overly intrusive and all aspects of the search are supported by probable cause.” 167
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The government stipulated to a number of facts related to the motion for discovery, as well as the motion to suppress. It
agreed that “[t]he mobile tracking device used by the FBI to locate the aircard function[ed] as a cell-site simulator. The mobile

tracking device *209  mimicked a Verizon Wireless cell tower and sent signals to, and received signals from, the aircard.” 168

Additionally, the government acknowledged that “[t]he FBI used the mobile tracking device in multiple locations,” taking

readings and then moving to another location to take more readings. 169

In locating the defendant with the use of the cell site simulator device, the government indicated that “[t]he FBI never used more

than a single piece of equipment at any given time.” 170  Moreover, the agents using the device were on foot near the defendant's

apartment. 171  During that surveillance, these agents made telephone calls to the aircard. 172  The government indicated that
“[t]he mobile tracking device used to simulate a Verizon cell tower [was] physically separate from the pen register trap and trace

device used to collect information from Verizon.” 173  Finally, for purposes of the defendant's pending motion, the government

stipulated that “[t] he tracking operation was a Fourth Amendment search and seizure.” 174

In July 2008, the government obtained a warrant pursuant to Rule41 of the Federal Rules of Criminal Procedure from a

magistrate judge in the Northern District of California authorizing the use of the StingRay device to locate the aircard. 175  In
finding probable cause, the magistrate judge identified the aircard by both its specific assigned telephone number as well as its

ESN. 176  In the motion to suppress, the defendant argued that the government's use of the device to track the aircard violated

his Fourth Amendment rights. 177  Specifically, he argued “that the warrant is not supported by probable cause, that it lacks
particularity, that the government's searches and seizures exceeded the warrant's scope, and that agents executed the warrant

unreasonably because they failed to comply with inventory and return requirements.” 178

The district court judge found that the agent's affidavit in support of the warrant clearly linked locating the aircard with a

high likelihood that it would lead to evidence of criminal activity. 179  Furthermore, the court noted that the agent's affidavit

specifically indicated that the authorized device was used to locate the aircard. 180  Next, the court concluded that *210  the

warrant was sufficiently particular based on the use of the specific telephone number and the ESN identifying the aircard. 181

Regarding any argument for privacy by the defendant, the judge concluded that the defendant did not have a legitimate
expectation of privacy in light of the fact that he obtained his residence and the computers through identity theft and other

fraudulent means. 182

Regarding the scope of the warrant, defendant argued that Verizon, rather than the FBI, was authorized to search for the

aircard. 183  Again, the court rejected this argument, noting that while the warrant was “not a model of clarity,” it satisfied the

standard mandated by Rule 41. 184  Ultimately, the court denied the motion to suppress the evidence related to the aircard in

part because the defendant did not have a legitimate expectation of privacy in his aircard. 185

7. Other Magistrate Judges Have Acknowledged Handling Cell Site Simulator Applications

Of course, the above discussion is not exhaustive, as other magistrate judges may have received applications using the pen

register application and not realized that they were authorizing or denying use of a cell site simulator. 186  One magistrate
judge in the Western District of Washington explained that he received a request for a TriggerFish in 2011, which he

denied. 187  Similarly, a magistrate judge in the Eastern District of Texas was faced with a pen register application for a cell site
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simulator. 188  He indicated some concerns that he had with the request and sought some revisions, or in the alternative, some

authority in support of the requested application. 189  Ultimately, the AUSA withdrew the application. 190

Another magistrate judge indicated that he and his colleagues in the Southern District of California routinely grant requests

for cell site simulators because people do not have any expectation of privacy in their telephone numbers. 191  He did note
that an authorization covered *211  only the recording of the ESN and MIN numbers transmitted to the telecommunication

providers by cell phone. 192

B. FORM APPLICATIONS AND ORDERS DRAFTED BY LAW ENFORCEMENT AGENCIES

In addition to these judicial examples addressing government applications to use cell site simulators, law enforcement officials
have provided other examples in their training manuals.

1. The United States Attorneys' Bulletin

In a September 1997 United States Attorneys' Bulletin, the Electronic Surveillance Unit of the Officer of Enforcement Operations
within the Criminal Division of the DOJ issued guidance regarding certain electronic surveillance techniques, including digital

analyzers and cell site simulators. 193  This Bulletin explained that “[i]t is now possible for agents to capture electronically the

unknown [ESN] or telephone number of a cellular telephone through the use of a device known as a digital analyzer.” 194  It
further explained that a digital analyzer “can be programmed to identify the telephone number assigned to the subject cellular
telephone and telephone numbers dialed from this phone, as well as its ESN; i.e. a number assigned by the cellular telephone

manufacturer and programmed into the telephone.” 195  The Bulletin explicitly acknowledged that, because a digital analyzer
is capable of intercepting communications as well as telephone numbers, the device “is programmed so it will not intercept
cellular conversations or dialed numbers when it is used for the limited purpose of seizing ESNs and/or the cellular telephone's

number.” 196

The Bulletin also discussed cell site simulators, explaining that they “can provide agents with a cellular telephone's ESN
and mobile identification number (‘MIN,’ which contains the cellular telephone number and other information related to the

operation of the phone).” 197  Next, it elaborated that cell site simulators:
[S]imulate[] some of the activities of a cellular service provider's cell site transmitter, albeit in a much smaller area, and allow[]
agents to query cellular phones for their ESNs and MINs through “autonomous *212  registration,” an activity a cell site

transmitter normally conducts to identify cellular phones operating within its cell or area. 198

Finally, the Bulletin discussed that as with “a real cell site transmitter, the [cell site simulator] can determine ESNs and MINs
of cellular phones that are ‘powered up’ or turned on. (The phone need not be in a ‘use’ mode; the information can be obtained

unbeknownst to the cellular phone user.)” 199

The Bulletin discussed that both digital analyzers and cell site simulators:
[C]an capture the cell site codes identifying the cell location and geographical sub-sector from which the cellular telephone is
transmitting; the call's incoming or outgoing status; the telephone numbers dialed (pen register order required); and the date,
time, and duration of the call. This cell site data is transmitted continuously from a cellular telephone (not by the user) as a

necessary part of call direction and processing. 200
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Each telecommunications provider “uses this information to connect with the account in order to direct calls, and constantly

reports to the customer's telephone a readout regarding the signal power, status, and mode of the telephone.” 201

2. The Department of Justice Electronic Surveillance Manual

In 2005, the DOJ published an Electronic Surveillance Manual to provide guidance to its attorneys throughout the country.
Specifically, the Electronic Surveillance Manual “sets forth the procedures established by the Criminal Division of the

Department of Justice to obtain authorization to conduct electronic surveillance.” 202  The manual, last revised in 2005, discusses

digital analyzers in a section concerning pen registers and trap and trace devices. 203  It explicitly cautions the need for a court
order prior to using a cell site simulator:

Because section 3127 of Title 18 defines pen registers and trap and trace devices in terms of recording,
decoding or capturing dialing, routing, addressing, or signaling information, a pen register/trap and trace
order must be obtained by the government before it can use its own device to capture the ESN or MIN of

a cellular telephone, even though there will be no involvement by the service provider. 204

*213  This determination by the DOJ, that a device used only to obtain a MIN requires a court order, indicates that a device
used to ascertain the telephone number would also require a court order.

In the Electronic Surveillance Manual, the DOJ explained that “[l]aw enforcement possesses electronic devices that allow

agents to determine the location of certain cellular phones by the electronic signals that they broadcast.” 205  Specifically, a
cell site simulator's “equipment includes an antenna, an electronic device that processes the signals transmitted on cell phone

frequencies, and a laptop computer that analyzes the signals and allows the agent to configure the collection of information.” 206

The DOJ does not describe a device used to ascertain a phone number as a pen register. However, it demonstrates a belief that
the same legal standards apply to such devices. The point is made explicit in the model form application and proposed order

for a TriggerFish, a digital analyzer. 207  The caption for the application reads “In the Matter of the United States of America

for an Order Authorizing the Installation and Use of a Pen Register.” 208  Moreover, the caption on the proposed order reads

similarly. 209

3. The District of Arizona Form

In 2012, the Acting United States Attorney for the District of Arizona created a form application to guide attorneys in that

office in requesting ESN identification numbers. 210  In the form application, the AUSA sought a court order “pursuant to
18 U.S.C. §§3122 and 3123, authorizing law enforcement to use an electronic serial number identifier to collect non-content

wireless signaling information.” 211  The caption on the application reads, “In the Matter of the Application of the United States
of America for an Order Authorizing the Use of a Mobile Number Recorder to Collect Non-Content Signaling Information

from Cellular Telephones.” 212  Although the form anticipates that the requesting *214  officials have the name of a subject of
the investigation, it does not anticipate them having the cellular telephone numbers used by the subject or his drug trafficking

organization, assuming the case pertains to drug trafficking. 213  The application explains that a “Mobile Number Recorder . . .
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is an instrument that will decode and/or record non-content signaling information transmitted by a cellular telephone within a

limited radius to determine the unique numeric identifiers of the telephone or telephones.” 214  The form indicates that agents
seek to use the Mobile Number Recorder in conjunction with traditional physical surveillance on the subject, such as by tracking

the subject in an unmarked van, to obtain telephone numbers. 215

In support of the application, the government must certify the relevance of the telephone numbers sought. 216  The form
acknowledges that the mobile number recorder will gather telephone numbers unrelated to the subject, but asserts that these

unrelated numbers will not be used by the investigating agents. 217  Additionally, it acknowledges that the device might also
gather dialed digit information and posits that such information will be usable by the government pursuant to the pen register

statute. 218  Next, the application contains blanks in which the government is to provide the specific criminal offenses that the

subject allegedly committed, as well as specific facts in support of the application. 219  The government notes that it does not
need to provide “specific and articulable facts” in support of its application because it will simply be using the pen register

statute to obtain the subject's cell phone numbers with the mobile number recorder. 220

The government also included, in this package to attorneys, a memorandum in support of its position. In the memorandum,
the government argues that the mobile number recorder falls within the pen register statute as it is a recording of signaling

information. 221  The memorandum also discusses the difference in the pen register definition in the ECPA with the amendment

in the USA Patriot Act. 222  The government also argues that the Fourth Amendment does not apply to the use of a mobile

number recorder. 223

*215  The memorandum also provides an argument against the pen register statute's applicability to the mobile number

recorder. 224  Specifically, it notes that any court order must “include[] the number or other identifier.” 225  The government
acknowledges that, since the 2001 amendment, “no court has held that a device like the one in this case falls within the statutory

definition of a pen register.” 226  Instead, it addresses the fact that at least one court viewing the 2001 amendments simply

focused on applying the pen register statute to e-mails. 227  Consequently, that court determined that a “pen register must still

be tied to an actual number or attempted phone call.” 228

The government also provided a proposed order to grant its application. 229  The proposed order follows the rationale provided

by the application. 230

4. The Los Angeles Police Department Form

At least one city has also developed form materials for use by its law enforcement officers. On September 29, 2012, Donal
Brown, an editor at the First Amendment Coalition, filed a California Public Records Act Request with the Los Angeles Police

Department (“LAPD”) for information regarding the use of devices to track and identify a cellular phone's IMSI. 231  Among
the various requests, Brown sought “[a] copy of any LAPD internal policies, guidelines or standards for police use of an IMSI
device” or in lieu of such records “all other records sufficient to show the policies, guidelines or standards in effect for LAPD

use of an IMSI device.” 232  Next, he requested “[r]ecords sufficient to show whether judicial authorization is obtained for

LAPD deployment and use of an IMSI device and the type of judicial authorization obtained.” 233  He also asked for “[r]ecords
sufficient to show, for the time period June 1 [to] Sept. 30, 2012, the frequency of LAPD's deployment and use of an IMSI
device,” as well as, for the same time period, “[r]ecords sufficient to show . . . all LAPD uses of an IMSI device in which LAPD
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personnel *216  eavesdropped on conversation.” 234  Finally, he requested “[r]ecords sufficient to identify all prosecutions or
other judicial proceedings initiated by the LAPD or LA District Attorney during 2011 in which information was filed in, or

furnished to, the Superior Court (LA County) derived from LAPD's use of an IMSI device.” 235  Brown asked that a response

be provided within ten days. 236

On December 14, 2012, Officer Martin Bland, the Officer-in-Charge of the Discovery Section within the Legal Affairs Division

of the LAPD, responded to Brown's records request. 237  With respect to the first three requests, Bland indicated that he would

make documents available after Brown paid the duplicating fee. 238  Bland then acknowledged that, “[d]uring the time period in
your request, 21 cell phone numbers were subjected to the deployment of an IMSI,” but “there were no uses of an IMSI device

that involved the eavesdropping of conversations.” 239  Finally, Bland declined to provide any information in response to the
request regarding prosecutions involving an IMSI device because “there is no centralized repository for records (or information)

responsive to [the] request,” which made the request “significantly and unduly burdensome.” 240

On December 28, 2012, Bland provided Brown with thirty-one pages of records responsive to his request. 241  Notably, there
was an October 16, 2012 memorandum to all Commanding Officers explaining that “[t]he law regarding the use of cellular and
GPS tracking is evolving. Protocols governing cellphone tracking requests are necessary to ensure Department personnel are

abiding by the most current case law.” 242  Consequently, the memorandum mandated that “[a]ll requests for cellular tracking,
made concurrent with an investigation (whether by use *217  of a court order or under an exigent circumstances process), shall

be directed through [the Real-Time Analysis and Critical Division].” 243

In the December28, 2012 letter from Bland to Brown, Bland provided an explanation of the statutory basis and procedures for
requesting applications and court orders that use a “cell phone tracking system for identifying” a cell phone's IMSI, as well as

forms for applications and orders. 244  Notably, in response to Brown's request, Bland turned over an LAPD form application

addressing requests for authorization of an IMSI device in the Superior Court for the County of Los Angeles. 245  The caption
reads, “In the Matter of the Application of the People of the State of California for an Order Authorizing the Use of a Pen
Register and a Trap-and-Trace Device on Telephone Line Currently Designated by Telephone Number,” with a blank space to

fill in the specific telephone number. 246  The application sought to distinguish between a telephone number and a telephone
line because it maintained that the pen register statute was “defined with respect to telephone lines” as opposed to telephone

numbers. 247  The application contained a section to be filled in by the police officer indicating the probable cause that supported

the request. 248

With this form application, the LAPD also provided a proposed order. 249  In support of its recommendation, the LAPD proposed

citing 18 U.S.C. § 2703(d) 250  as the statutory authority for the order, notwithstanding the fact that the form application is

characterized as a pen register request. 251

*218  V. THE DEVELOPMENT OF FOURTH AMENDMENT JURISPRUDENCE

In order to understand the applicability of the Fourth Amendment to the government's applications seeking authorization of
cell site simulators, one must understand the history of the Fourth Amendment. Fourth Amendment jurisprudence developed
from a fairly narrow property-centric interpretation to a more flexible standard based on reasonable expectations. This more
flexible standard should be reassessed in order to ensure that cell phone users have privacy from governmental intrusions into
their cell phones.
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A. HISTORICALLY, THE FOURTH AMENDMENT WAS PROPERTY-CENTRIC

To better understand the current state of Fourth Amendment jurisprudence, it is important to understand a little about where we
started. In light of disputes with the British authorities, the founding fathers sought to ensure that people in the newly formed

country would be secure from discretionary governmental intrusions in their lives. 252  The Fourth Amendment provides that
it is “[t]he right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and

seizures.” 253  It further mandates that “no Warrants shall issue, but upon probable cause.” 254  Consequently, the threshold
matter in Fourth Amendment jurisprudence “is whether a specific action or intrusion by the government constitutes a ‘search’

within the meaning of the Amendment.” 255

Historically, the Fourth Amendment was viewed to safeguard citizens against search of their homes, persons, and papers
based on a right of property. Many scholars have posited that Fourth Amendment jurisprudence was based on a theory of

trespass. 256  One scholar further explained that this trespass theory is rooted in the landmark pre-constitution decision of Entick

v. Carrington. 257  However, Orin Kerr *219  recently asserted that he and others had it wrong in viewing Fourth Amendment

theory as having its historical foundation in trespass. 258

In one of the first Supreme Court decisions to address the Fourth Amendment, the defendant challenged the use of his records,

seized without a warrant, to convict him for failure to pay customs duties. 259  In Boyd, the Court addressed the question of
“compulsory production of a man's private papers, to be used against him in a proceeding to forfeit his property for alleged
fraud against the revenue laws . . . [and whether that constituted] an ‘unreasonable search and seizure’ within the meaning of

the Fourth Amendment.” 260  In concluding that the trial court erred in requiring the production of the defendant's papers, the
Court looked to early colonial history as well as English history, including the decision in Entick, finding that the entering and

searching of the home constituted a trespass. 261

In Olmstead v. United States, 262  the Supreme Court considered a challenge to information that federal agents obtained from
wiretapping the telephones within the homes of targets of a criminal investigation. Chief Justice Howard Taft made clear that
the wiretapping was “made without trespass upon any property of the defendants” because the line that was tapped was “made

in the basement of the large office building.” 263  Nonetheless, he stressed that “[t]he well-known historical purpose of the
Fourth Amendment, directed against general warrants and writs of assistance, was to prevent the use of governmental force to

search a man's house, his person, his papers, and his effects, and to prevent their seizure against his will.” 264  In many regards,
the applied approach was a plain language interpretation of the amendment. Indeed, Chief Justice Taft distinguished Hester

v. United States, 265  in which he acknowledged that there was a trespass on defendant's property, but *220  ultimately “no

search of person, house, papers, or effects.” 266  In dissent, however, Justice Louis Brandeis famously cautioned that the Fourth

Amendment protected citizens against “invasion of ‘the sanctities of a man's home and the privacies of life.”’ 267

In Goldman v. United States, 268  the Supreme Court considered federal agents' use of a detectaphone against a wall to listen
and assist in the recording of defendants' conversation within one defendant's office on the other side of the wall. The Court

specifically held “what was heard by the use of the detectaphone was not made illegal by trespass or unlawful entry.” 269

Instead, the only trespass occurred when agents actually entered the defendant's office to install another device that ultimately

did not function properly and provided no information. 270  As in Olmstead, the dissents argued for individual privacy interests.
For example, Chief Justice Harlan Fiske Stone and Justice Felix Frankfurter wrote simply:
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Had a majority of the Court been willing to overrule the Olmstead case, we should have been happy to join
them. But as they have declined to do so, and as we think this case is indistinguishable from Olmstead's,

we have no occasion to repeat here the dissenting views in that case with which we agree. 271

Similarly, Justice Frank Murphy dissented, noting an individual's “right of personal privacy guaranteed by the Fourth

Amendment.” 272

B. IN  KATZ, THE SUPREME COURT ESTABLISHED THE REASONABLE EXPECTATION OF PRIVACY
ANALYSIS

Regardless of whether one views the development of Fourth Amendment jurisprudence through the prism of property rights,

a trespass theory, or a literalist construction, after Katz v. United States, 273  the paradigm shifted. In Katz, the Supreme Court
held that a listening device that recorded the defendant's conversation while he talked in a public telephone booth violated the
Fourth Amendment. Justice Stewart Potter explained that Katz, by entering the telephone booth and closing the door before

engaging in his telephone call, evidenced an attempt and a belief that his conversation would be private. 274  Justice Potter then
*221  elaborated that “[t]o read the Constitution more narrowly is to ignore the vital role that the public telephone has come

to play in private communication.” 275  Finally, he determined that “[t]he Government's activities in electronically listening to
and recording the petitioner's words violated the privacy upon which he justifiably relied while using the telephone booth and

thus constituted a ‘search and seizure’ within the meaning of the Fourth Amendment.” 276  Interestingly, the phrase “reasonable
expectation of privacy,” which has been the lasting impact of Katz, is not from Justice Stewart's majority opinion, but instead

from a concurring opinion by Justice Harlan. 277

This “reasonable expectation of privacy” standard was reiterated and adopted by a majority of the Supreme Court in Terry

v. Ohio. 278  In elaborating on this standard, the Court explained, in United States v. Jacobsen, 279  that “[a] ‘search’ occurs

when an expectation of privacy that society is prepared to consider reasonable is infringed.” 280  In the post-Katz world we
are left to ponder what reasonable expectation of privacy, if any, cell phone users have as it relates to the government's use
of cell site simulators.

Orin Kerr has posited that while “the phrase ‘reasonable expectation of privacy’ is notoriously murky, much of the Supreme
Court's case law on the reasonable expectation of privacy test can be understood as distinguishing between inside and outside

surveillance.” 281  In an earlier article he echoed this theme: “Although the phrase ‘reasonable expectation of privacy’ sounds
mystical, in most (though not all) cases, an expectation of privacy becomes ‘reasonable’ only when it is backed by a right to

exclude borrowed from real property law.” 282  He distinguished between inside and outside by elaborating that governmental
conduct breaches a reasonable expectation of privacy *222  when the surveillance exposes private, enclosed spaces, such as

homes, cars, or packages. 283  On the other hand, Patricia Bellia has maintained:

The main constitutional question is whether one retains a reasonable expectation of privacy in
communications stored with a third party, such that acquisition of these communications constitutes a
‘search’ within the meaning of the Fourth Amendment. I call into question the prevailing assumption that

an expectation of privacy is lacking when a service provider holds communications on a user's behalf. 284
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In Smith v. Maryland, the Supreme Court considered whether there were any privacy rights in the information that a pen register

captures from a landline telephone. 285  The Court held that the use of a pen register to obtain the telephone numbers dialed
was not a Fourth Amendment search because the telephone user had “no actual expectation of privacy in the phone numbers

he dialed.” 286  However, the Court's decision is a very narrow one and addresses pen register technology from the 1960s. Most

importantly, the pen register at issue simply recorded a list of telephone numbers that were dialed from a landline telephone. 287

Indeed, the decision was issued a decade before the cell phone became ubiquitous. The Smith Court did not address the vast
amount of information that the government routinely seeks these days in pen register applications for cellular telephones,

including the time, date, and duration of any cell phone call as well as the physical location from which the call was made. 288

In other words, the analysis of Smith v. Maryland, predicated on the information obtained on a landline telephone, does not

apply to the information that is obtainable through a pen register for a cell phone today. 289  The typical consumer does not

expect that all of this data is widely available to the government any time that it simply asks for it. 290  The uproar and outrage
over the breaches by the National Security Agency (“NSA”) further demonstrate that there is no reasonable expectation that

this information is anything but private. 291

*223  In Georgia v. Randolph, 292  the Supreme Court addressed a Fourth Amendment challenge in which the defendant sought
to suppress cocaine obtained during a search of his home that resulted in this conviction for possession of cocaine. Specifically,
when police officers responded to a call about a domestic dispute at the residence, the defendant's estranged wife indicated to

them that her husband had narcotics in their home. 293  Although the defendant expressly refused to consent to the search of

his home when officers asked, they then obtained consent from his wife. 294  In the majority opinion written by Justice David
Souter, the Court held that the warrantless search was unreasonable in light of the defendant's express refusal to consent to

the search. 295

In a dissenting opinion joined by Justice Antonin Scalia, Chief Justice John Roberts took issue with the notion that defendant had

a reasonable expectation of privacy in his home once he shared that home with another person, in this case his wife. 296  Chief
Justice Roberts continued by explaining that there are a large number of situations that might lead to various and different social

expectations. 297  Ultimately, he asserted that custom and “widely shared social expectation” were not a basis for evaluating a

search pursuant to the Fourth Amendment. 298

Chief Justice Roberts' visceral reaction to social expectation in Georgia v. Randolph is interesting when compared to his
response to the Government's oral argument in United States v. Jones. In Jones, the Court dealt with whether the government
could place a GPS tracking device on the vehicle of a subject of a criminal investigation without a warrant. During oral argument,
Chief Justice Roberts had this exchange with the Deputy Solicitor General:
*224  CHIEF JUSTICE ROBERTS: You think there would also not be a search if you put a GPS device on all of our cars,

monitored our movements for a month? You think you're entitled to do that under your theory?

MR. DREEBEN: The Justices of this Court?

CHIEF JUSTICE ROBERTS: Yes.

(Laughter.)

MR. DREEBEN: Under our theory and under this Court's cases, the Justices of this Court when driving on public roadways
have no greater expectation of --
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CHIEF JUSTICE ROBERTS: So, your answer is yes, you could tomorrow decide that you put a GPS device on every one of
our cars, follow us for a month; no problem under the Constitution?

MR. DREEBEN: Well, equally, Mr. Chief Justice, if the FBI wanted to, it could put a team of surveillance agents around the

clock on any individual and follow that individual's movements as they went around on the public streets. 299

Put simply, Chief Justice Roberts appeared to address the reasonable expectations of privacy as it personally relates to him
and the other members of the Court. Roberts was seemingly concerned about the real possibility that someone could legally

engage in this type of surveillance of his vehicle without judicial authorization. 300  While the majority decision, which he
joined, focused on a Fourth Amendment violation based on a trespass theory, he implied that the Supreme Court Justices (and

others) had an expectation of some privacy. 301  The reason for this expectation could arguably be based on the personal nature
of one's vehicle and daily travels. Still, he argued there was no expectation of privacy if law enforcement officials arrived at

his residence and sought to search his home over his objections if his wife gave them express authority. 302  Possibly, he was
more certain that he and his wife are of one mind regarding such a potential intrusion than the possibility that a tracking device
could be placed on his vehicle.

In Jones, Justice Sonia Sotomayor discussed both Smith and Miller in arguing that the third-party doctrine needs to be
reconsidered: “it may be necessary to reconsider the premise that an individual has no reasonable expectation of privacy in

information voluntarily disclosed to third parties.” 303  She continued by asserting that the approach established *225  in Miller
and Smith “is ill suited to the digital age, in which people reveal a great deal of information about themselves to third parties in

the course of carrying out mundane tasks” including revealing information based on their cell phone usage. 304  In criticizing
Justice's Scalia's opinion in Jones, Justice Samuel Alito noted that the issue was not the physical trespass, but the lengthy and

intrusive nature of the electronic surveillance. 305  He continued by positing that the old method of Fourth Amendment analysis

may be inapplicable to the new issues raised by electronic surveillance. 306  Similarly, the Court in Kyllo v. United States 307

cautioned that “[w]hile the technology used in the present case was relatively crude, the rule we adopt must take account of

more sophisticated systems that are already in use or in development.” 308

Since the Supreme Court decided Jones, one federal appellate court has addressed the issue of whether the use of warrantless
cell site location information violates the Fourth Amendment. The Eleventh Circuit concluded that “it cannot be denied that the
Fourth Amendment protection against unreasonable searches and seizures shields the people from the warrantless interception

of electronic data or sound waves carrying communications.” 309  The court continued with an analysis of the three decisions

in Jones and noted that the Katz privacy test is still applicable. 310  Ultimately, the Eleventh Circuit held “that cell site location
information is within the subscriber's reasonable expectation of privacy” and that “obtaining of that data without a warrant is

a Fourth Amendment violation.” 311

Most recently, in Riley v. California, the Supreme Court addressed whether evidence obtained by police from a defendant's

cell phone during a warrantless search subsequent arrest violated the Fourth Amendment. 312  In the first of the consolidated
cases, David Riley was stopped by police officers for a routine traffic stop and then subsequently arrested after his car was

impounded and a search revealed firearms. 313  During his arrest, the officers seized his smart phone from his pants pocket and

searched it, thereafter concluding that he was a member of a *226  street gang. 314  The prosecution charged him with a number
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of offenses, some of which carried sentencing enhancements based on his gang affiliation. 315  Riley challenged the denial of

his motion to suppress this information. 316

In the second case, Brima Wurie was arrested for selling drugs. While under arrest, police officers noticed that his flip phone

was receiving several calls from a number labeled “my house.” 317  After searching this cell phone's call log, the officers traced

the number to his apartment. 318  The police then went to Wurie's residence and confirmed that it was in fact his home, in part

because the woman pictured in his flip phone was found at the apartment. 319  A subsequent search of the apartment revealed

drugs and firearms, resulting in multiple federal charges against him. 320  The district court denied his motion to suppress, but

the Court of Appeals for the First Circuit reversed and vacated Wurie's three convictions. 321

In analyzing these two cases, the Court first discussed the history of Fourth Amendment in the context of searches incident to

arrest, and ultimately held “that officers must generally secure a warrant before conducting such a search” of a cell phone. 322

The Court continued its analysis by noting that “[d]igital data stored on a cell phone cannot itself be used as a weapon to harm
an arresting officer or to effectuate the arrestee's escape. Once an officer has secured a phone and eliminated any potential

physical threats, however, data on the phone can endanger no one.” 323

The Court focused next on privacy concerns raised by cell phones, explaining that these devices were essentially small

computers that stored immense amounts of data and information. 324  The opinion focused on several reasons that cell phones
implicate significant privacy concerns:

First, a cell phone collects in one place many types of information--an address, a note, a prescription, a
bank statement, a video--that reveal much more in combination than any isolated record. Second, a cell
phone's capacity allows even just one type of information to convey far more than previously possible. The
sum of an individual's private life can be reconstructed through a thousand photographs labeled with dates,
locations, and descriptions; the same cannot be said of a *227  photograph or two of loved ones tucked into
a wallet. Third, the data on a phone can date back to the purchase of the phone, or even earlier. A person
might carry in his pocket a slip of paper reminding him to call Mr. Jones; he would not carry a record of all of

his communications with Mr. Jones for the past several months, as would routinely be kept on a phone. 325

Finally, the Court emphasized the pervasiveness of cell phones and the fact that people carry them, with all their sensitive

information, with them all of the time. 326  Thus, all nine justices held that police must get a search warrant prior to searching

a seized cell phone. 327

C. PEOPLE HAVE A REASONABLE EXPECTATION OF PRIVACY IN THEIR CELL PHONES, INCLUDING
THE NUMBERS THEY DIAL

While Katz established the principle of an individual's reasonable expectation of privacy, Smith v. Maryland and United States v.

Miller 328  are the Supreme Court decisions that are relied upon for the third-party doctrine, which in some ways undercuts Katz.
In Miller, federal agents served grand jury subpoenas issued by the United States Attorney on the defendant's banks seeking

records to support a criminal investigation. 329  In a motion to suppress, the defendant challenged the subpoenas because they

were not issued by a court. 330  Because the defendant had provided his information to the bank in the regular course of his

various banking transactions, the Supreme Court determined that he no longer had a reasonable expectation of privacy. 331
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Consequently, the Court held “that there was no intrusion into any area in which respondent had a protected Fourth Amendment

interest and that the District Court therefore correctly denied respondent's motion to suppress.” 332  Of course, in this day and
age of online banking, people may have a different expectation of privacy than they used to.

Generally, there is not much in the way of empirical research regarding people's reasonable expectations of privacy. 333

Moreover, there does not appear to be any research questioning people's reasonable expectations of privacy regarding the
telephone numbers that they dial with their cell phones. The limited data reflects that individuals, when *228  surveyed,

“overwhelmingly expressed agreement with precedent limiting invasions of communications privacy.” 334  In one survey, 63.1%

of participants agreed with the decision in Katz requiring a warrant to record a phone conversation. 335  That rate went up to

91.7% if the phone in question was the participant's cell phone. 336

Some scholars have asserted that the Supreme Court's determinations of what constitutes “reasonable expectations of privacy”

“are often not in tune with commonly held values.” 337  The limited existing quantitative research supports this claim. For

example, 85.5% of respondents in one survey disagreed with United States v. Knott, 338  in which the Supreme Court upheld

the warrantless installation of a tracking device on a vehicle. 339  Similarly, in a poll of Californians, 73 percent “favor a law
that required the police to convince a judge that a crime has been committed before obtaining location information from the

cell phone company.” 340  Moreover, in a question based on United States v. Miller, 85.4% of those surveyed disagreed with

the Court's ruling that there is no reasonable expectation of privacy in one's bank records. 341  These results demonstrate a
significant disconnect between the Supreme Court's interpretation of what constitutes a reasonable expectation of privacy in
various contexts and individual's actual expectations.

Specifically, several state courts have rejected the applicability of Miller pursuant to state constitutions. 342  Similarly, various

state courts have rejected the reasoning and ruling in Smith v. Maryland. 343  In light of numerous state court decisions
addressing pen registers, the *229  government's use of a pen register to obtain authorization for cell site simulators is troubling
from the perspective of a reasonable expectation of privacy standard. A number of state courts have concluded, based on
state constitutions and statutes, that their citizens have such a privacy expectation and that probable cause and a warrant are

necessary for a pen register. 344  Interestingly, these various state court decisions regarding privacy rights, pen registers, and
one's reasonable expectations of privacy were all decided in the 1980s, before the cell phone became ubiquitous in American
life. These expectations have not disappeared as pen registers have grown more sophisticated and most people rely exclusively

on their cell phones to communicate with others. For example, in State v. Branigh, 345  the Court of Appeals of Idaho concluded
that the defendant “had a reasonable expectation of privacy in the telephone log records that the State obtained from Sprint and

that the State's acquisition of those logs was subject to the restraints of [the Idaho Constitution].” 346  Moreover, this protection

extends to the records documenting the dates, times, and recipients of text messages. 347

These state court decisions just start to scratch the surface of various jurisdictions' notions of reasonable expectations of privacy
regarding these matters. It stands to reason that if various people around the country have a reasonable expectation of privacy in
preventing law enforcement officials from obtaining their telephone call records based on standard pen register requests, then
these same people would have similar privacy expectations in any pen register request for a cell site simulator.

*230  That so many state courts and legislatures conclude that there is a reasonable expectation of privacy regarding pen
registers further supports the position that a cell site simulator would have a similar, if not stronger, expectation of privacy.
Coupled with the fact that the pen register at issue in Smith v. Maryland was a significantly less technologically advanced
version of the pen registers typically sought today, there is a good argument that the day for reassessment of the continued



Owsley, Brian 3/3/2015
For Educational Use Only

TRIGGERFISH, STINGRAYS, AND FOURTH AMENDMENT..., 66 Hastings L.J. 183

 © 2015 Thomson Reuters. No claim to original U.S. Government Works. 24

viability of the decision is coming. One need look no further than the recent issues involving massive electronic searches of
American citizens by the NSA to know that many people believe this day has arrived. Indeed, while a pen register in the Smith
v. Maryland era obtained the only outgoing telephone numbers called, a pen register for a cell phone provides much more
information today, including the telephone numbers dialed for text messages and phone calls; the date, time, duration of such

phone calls and text messages; and the location of the cell phone. 348

CONCLUSION

The purpose of this Article is not to reject the use of cell site simulators. Indeed, it is clear that these devices can be effective
tools in law enforcement arsenals. For example, the use of a cell site simulator near a prison facility can assist in locating a cell
phone used by inmates in furtherance of criminal activity.

Nonetheless, there are significant concerns for the privacy rights and interests of third parties. Regarding the applications for
the use of cell site simulators, law enforcement officials should minimize the impact that cell site simulators have on such third

parties, including by developing a protocol that explains attempts to minimize the invasion of privacy. 349

It is clear that an application for a cell site simulator seeks authorization for a device unanticipated by Congress in the pen
register statute. “If courts find that the new methods do not fit into the statutory definition, they may follow the lead of those

courts who have regarded the new practices as completely unregulated.” 350  For law enforcement officials to obtain judicial
approval for the use of cell site simulators, they should have to seek authorization pursuant to a search warrant consistent with
Rule 41 of the Federal Rules of Criminal Procedure. Alternatively, they can persuade Congress to amend the pen register statute
to authorize cell site simulators.

Scholars have long called for Congress to amend the ECPA in order to update it to address the myriad of technological

developments in *231  surveillance since 1986. 351  As Susan Freiwald has asserted, “[t]he ECPA, because it permits a
substantial amount of surveillance to proceed without the requirement of a warrant, let alone the heightened procedural

safeguards that apply to wiretapping, should have been quite vulnerable to constitutional challenges.” 352  Congressional
reticence to amend may require that the courts handle the matter of safeguarding the public: “the Supreme Court has taken
a hands-off approach to technological development, refusing to recognize Fourth Amendment privacy barriers to its use.
However, the Court has sometimes been willing to intervene even at the risk of dramatically changing Fourth Amendment

law.” 353  Because the ECPA does not provide a suppression remedy, individuals cannot assert claims for violations of the

statute themselves, and the courts become all the more important. 354  Such courts are those presided over by magistrate judges
who handle the vast majority of these types of requests at their initial stages. Only if these judges safeguard the Constitution
and bring a voice to the countless citizens across the country can the reasonable expectations of so many be protected.
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77 See generally Communications Assistance for Law Enforcement Act, Pub. L. No. 103-414, 108 Stat. 4279 (1994) (codified as

amended in scattered sections of 47 U.S.C.); see also Timothy Casey, Electronic Surveillance and the Right to Be Secure, 41 U.C.

DAVIS L. REV. 977, 1003 (2008).

78 47 U.S.C. §1002(a)(2)(B) (2011).

79 See Police Access to Advanced Communication Systems: Hearing Before the Subcomm. on Tech. & the Law of the Comm. on the

Judiciary, U.S. S., and the Subcomm. on Civil & Constitutional Rights of the Comm. on the Judiciary, H.R., 103d Cong. (1994)

(statement of Louis J. Freeh, Director, FBI), available at 1994 WL 223962; see also In re Application of the U.S. for an Order

Authorizing the Installation & Use of a Pen Register, 415 F. Supp. 2d 211, 216-17 (W.D.N.Y. 2006) (discussing Director Freeh's

testimony); In re Application of the U.S. for an Order Authorizing the Disclosure of Prospective Cell Site Info., 412 F. Supp. 2d

947, 955 (E.D. Wis. 2006) (same).

80 Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism (USA Patriot Act)

Act of 2001, Pub. L. No. 107-56, 115 Stat. 272 (codified as amended in scattered sections of 8, 12, 15, 18, 20, 31, 42, 47, 49, 50 and

51 U.S.C.); see In re Application of the U.S. for an Order for Prospective Cell Site Location Info. on a Certain Cellular Tel., 460 F.

Supp. 2d 448, 455 (S.D.N.Y. 2006) (discussing legislative history).

81 18 U.S.C. §3127(3) (2012); see United States v. Jadlowe, 628 F.3d 1, 6 n.4 (1st Cir. 2010) (“A ‘pen register’ is a device used, inter

alia, to record the dialing and other information transmitted by a targeted phone.”). The Patriot Act distinguished a pen register

from a trap and trace device, which is defined as “a device or process which captures the incoming electronic or other impulses

which identify the originating number or other dialing, routing, addressing, and signaling information reasonably likely to identify

the source of a wire or electronic communication, provided, however, that such information shall not include the contents of any

communication.” 18 U.S.C. §3127(4).

82 18 U.S.C. §3123(b)(1) (2012) (emphasis added); see Patricia L. Bellia, Surveillance Law Through Cyberlaw's Lens, 72 GEO. WASH.

L. REV. 1375, 1431-32 (2004) (“[T]he statute required the court order to specify the number of the ‘telephone line’ to which the

pen register or trap and trace would be attached.”).

83 U.S. DEP'T OF JUSTICE, COMPUTER CRIME AND INTELLECTUAL PROP. SECTION, FIELD GUIDANCE ON NEW

AUTHORITIES THAT RELATE TO COMPUTER CRIME AND ELECTRONIC EVIDENCE ENACTED IN THE USA PATRIOT

ACT OF 2001 4 (2001), available at https://www.student.cs.uwaterloo.ca/~cs492/papers/ccips.pdf [hereinafter FIELD GUIDANCE

ON NEW AUTHORITIES]; see Patricia Mell, Big Brother at the Door: Balancing National Security with Privacy Under the USA

Patriot Act, 80 DENV. U. L. REV. 375, 402 n.226 (2002).

84 FIELD GUIDANCE ON NEW AUTHORITIES, supra note 83, at 4.

85 See id. at 5.

86 In re Application for Pen Register & Trap/Trace Device with Cell Site Location Auth., 396 F. Supp. 2d 747, 753 n.8 (S.D. Tex.

2005); accord In re Application of the U.S. for an Order (1) Authorizing the Use of Pen Register & a Trap & Trace Device & (2)

Authorizing Release of Subscriber Information and/or Cell Site Information, 396 F. Supp. 2d 294, 318 (E.D.N.Y. 2005) (adopting

the reasoning of In re Application for Pen Register & Trap/Trace Device, 396 F. Supp. 2d 747).

87 In re Application of the U.S. for an Order for Prospective Cell Site Location Info. on a Certain Cellular Tel., 460 F. Supp. 2d 448,

456 (S.D.N.Y. 2006)); see In re Application of the U.S. for an Order Authorizing the Use of a Pen Register & Trap on [xxx]Internet

Service Account/User Name [[xxxxxxxxxxx@xxx.com], 396 F. Supp. 2d 45, 49-50 (D. Mass. 2005) (“There can be no doubt that

the expanded definition of a pen register, especially the use of the term ‘device or process,’ encompasses e-mail communications

and communications over the internet.”) (emphasis in original).

88 United States v. Jadlowe, 628 F.3d 1, 6 n.4 (1st Cir. 2010); In re Applications of the U.S. for Orders (1) Authorizing the Use of

Pen Registers & Trap & Trace Devices & (2) Authorizing Release of Subscriber Info., 515 F. Supp. 2d 325, 328 (E.D.N.Y. 2007)

(“In layman's terms, a pen register is a device capable of recording all digits dialed from a particular telephone.”); United States
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v. Bermudez, No. IP 05-43-CR-B/F, 2006 WL 3197181, at *8 (S.D. Ind. June 30, 2006) (unpublished) (“A ‘pen register’ records

telephone numbers dialed for outgoing calls made from the target phone.”); In re Application of the U.S. for an Order for Prospective

Cell Site Location Info. on a Certain Cellular Tel., 460 F. Supp. 2d at 455 (pen registers apply to particular cell phones); In re

Application of the U.S. for an Order for Disclosure of Telecomm. Records & Authorizing the Use of a Pen Register & Trap & Trace,

405 F. Supp. 2d 435, 438 (S.D.N.Y. 2005) (“Pen Register Statute is the statute used to obtain information on an ongoing or prospective

basis regarding outgoing calls from a particular telephone.”); In re Application of U.S. for an Order Authorizing Installation & Use of

a Pen Register & a Caller Identification Sys. on Tel. Nos. [Sealed] & [Sealed] & the Production of Real Time Cell Site Info., 402 F.

Supp. 2d 597, 602 (D. Md. 2005) (“A pen register records telephone numbers dialed for outgoing calls from the target phone...”); In

re Application for Pen Register & Trap/Trace Device, 396 F. Supp. 2d at 752 (“A ‘pen register’ is a device that records the numbers

dialed for outgoing calls made from the target phone.”).

89 See United States v. N.Y. Tel. Co., 434 U.S. 159, 170 (1977).

90 See id.

91 18 U.S.C. §3122 (2012); see United States v. Fregoso, 60 F.3d 1314, 1320 (8th Cir. 1995) (“[U]pon a proper application being made

under 18 U.S.C. §3122, ‘the court shall enter an ex parte order authorizing the installation’ of such a device.” (emphasis in original)).

92 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 846 F. Supp.

1555, 1559 (M.D. Fla. 1994); see Mell, supra note 83, at 403.

93 Susan Freiwald, Uncertain Privacy: Communication Attributes After The Digital Telephony Act, 69 S. CALIF. L. REV. 949, 988-89

(1996).

94 See Bellia, supra note 82, at 1431 (“[T]he statute does not appear to require the judge to independently assess the factual predicate

for the government's certification.”); Lee, supra note 25, at 397 (“Pen register and trap and trace authority is also problematic in that

orders are generally rubberstamped without question.”). But see In re Application of the U.S. for an Order Authorizing the Installation

& Use of a Device [Pen Register], No. 87-0831RC, 1987 WL 8946 (D. Mass. Apr. 3, 1987) (denying a pen register without prejudice

due to deficiencies in the application).

95 See Elec. Privacy Info. Ctr. v. FBI, 933 F. Supp. 2d 42 (D.D.C. 2013) (denying the FBI's motion for a stay of deadline to provide

responses to Freedom of Information Act requests regarding StingRay); Paul Ohm, Electronic Surveillance Law and the Intra-Agency

Separation of Powers, 47 U.S.F. L. REV. 269, 275 (2012) (discussing rumors of various types of electronic surveillance, including

StingRays, that have ultimately been confirmed); Kurth & Abdel-Razzaq, supra note 11; Nathan Freed Wessler, U.S. Marshals

Seize Local Cops' Cell Phone Tracking Files in Extraordinary Attempt to Keep Information From Public, ACLU (June 3, 2014,

12:13 PM), https:// www.aclu.org/blog/national-security-technology-and-liberty/us-marshals-seize-local-cops-cell-phone-tracking-

files (discussing the federal government's efforts to prevent disclosure of information related to the Sarasota Police Department's

use of a cell site simulator).

96 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 890 F. Supp.

2d 747, 747 (S.D. Tex. 2012).

97 Owsley, supra note 15, at 40; Pell & Soghoian, supra note 16, at 158.

98 Ryan Gallagher, Judge Oks FBI Tracking Tool That Tricks Cellphones with Clandestine Signal, SLATE

(May 9, 2013, 4:35 PM), http:// www.slate.com/blogs/future_tense/2013/05/09/ stingray_imsi_catcher_judge_oks_

fbi_use_of_controversial_tool_in_daniel.html. Obviously, these nondisclosure agreements do not apply to FBI agents seeking judicial

authorization. See Wessler, supra note 59 (discussing the FBI's attempt to keep sealed testimony about the Tallahassee Police

Department's use of a StingRay); Kurth & Abdel-Razzaq, supra note 11.

99 Cyrus Farivar, Legal Experts: Cops Lying About Cell Tracking “Is a Stupid Thing to Do,”  ARS TECHNICA (June 20, 2014, 9:38

PM), http:// arstechnica.com/tech-policy/2014/06/legal-experts-cops-lying-about-cell-tracking-is-a-stupid-thing-to-do.
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100 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 890 F.

Supp. 2d at 749.

101 E-mail from Magistrate Judge, U.S. District Court for the Eastern District of Texas, to Brian Owsley (Mar. 5, 2013, 10:58 AM) (on

file with author).

102 Id.

103 See generally In re Application of the U.S. for an Order Authorizing the Use of a Cellular Tel. Digital Analyzer, 885 F. Supp. 197

(C.D. Cal. 1995); see also Fourth Amendment and the Internet: Hearing Before the Subcomm. on the Constitution of the Comm.

on the Judiciary H.R., 106th Cong. 165-66 (2000), available at http://commdocs.house.gov/committees/judiciary/hju 66503.000/

hju66503_0.htm (prepared statement of Robert Corn-Revere, Att'y, Hogan & Hartson L.L.P.) (discussing the decision from the

Central District of California).

104 In re Application for Use of a Cellular Tel. Digital Analyzer, 885 F. Supp. at 199.

105 Id. at 200.

106 Id. at 199.

107 Id. (discussing Smith v. Maryland, 442 U.S. 735, 742-45 (1979)); see Pell & Soghoian, supra note 16, at 157-58.

108 In re Application for Use of a Cellular Tel. Digital Analyzer, 885 F. Supp. at 199-200; see Freiwald, supra note 93, at 988-89 (“The

court, having refused to consider the device a pen register since it did not attach to a telephone line, found that no court order of

any kind was required to use the device.”); Fourth Amendment and the Internet: Hearing Before the Subcomm. on the Constitution

of the Comm. on the Judiciary H.R., 106th Cong. 165 (2000) (prepared statement of Robert Corn-Revere, Att'y, Hogan & Hartson

L.L.P.) (noting, regarding this decision, that “[c]onsistent with the statutory language and legislative history, reviewing courts have

interpreted these provisions literally, and narrowly”).

109 In re Application for Use of a Cellular Tel. Digital Analyzer, 885 F. Supp. at 201 (discussing §3123(b)(1)(C)).

110 Id. at 201.

111 Id.

112 Id. at 202.

113 Id.

114 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, No.

2:11-mj-00468 (S.D. Tex Apr. 6, 2011).

115 Id. at 1.

116 Id. at 2.

117 Id.

118 Id. at 1.

119 Id. at 2.

120 Hearing Minutes, In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace

Device, No. 2:11-mj-00468 (S.D. Tex. May 6, 2011).

121 Id. at 2-3.
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122 See generally id.

123 Order Granting Mot. to Withdraw, In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register

& Trap & Trace Device, No. 2:11-mj-00468 (S.D. Tex. May 6, 2011).

124 See generally In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device,

890 F. Supp. 2d 747 (S.D. Tex. 2012); see also Pell & Soghoian, supra note 16, at 160-62.

125 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 890 F.

Supp. 2d at 748.

126 Id.

127 Id.; accord Pell & Soghoian, supra note 16, at 161.

128 See In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 890

F. Supp. 2d at 748.

129 Id. at 749; see ELECTRONIC SURVEILLANCE MANUAL, supra note 24, at 38-40.

130 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device, 890 F.

Supp. 2d at 749.

131 Id. at 749 n.1.

132 Id. at 749 (discussing United States v. Giordano, 416 U.S. 505, 512 n.2 (1974) and United States v. N.Y. Tel. Co., 434 U.S. 159,

161 n.1(1977)).

133 Id. at 749.

134 Id. at 750-51; see Gus Hosein & Caroline Wilson Palow, Modern Safeguards for Modern Surveillance: An Analysis of Innovations

in Communications Surveillance Techniques, 74 OHIO ST. L.J. 1071, 1102 (2013).

135 In re Application of the U.S. for an Order Authorizing the Installation and Use of a Pen Register and Trap and Trace Device, 890 F.

Supp. 2d at 751 (discussing 18 U.S.C. § 3123(b)(1)(C)); Pell & Soghoian, supra note 16, at 161.

136 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace Device (N.D. Tex.

Apr. 5, 2012) (on file with author).

137 Id.

138 Id.

139 Id. at 1-2.

140 Id. at 2-3.

141 Id. at 3 (emphasis in original).

142 Order Granting, In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register & Trap & Trace

Device (N.D. Tex. Apr. 5, 2012).

143 Id. at 2.

144 Id. (emphasis in original).
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145 Id.

146 E-mail from Magistrate Judge, U.S. District Court for the Northern District of Texas, to Brian Owsley (June 4, 2012, 11:49 AM)

(on file with author).

147 Id.

148 In re Application of the U.S. for an Order Authorizing the Installation & Use of a Pen Register/Trap & Trace Device, No. [Redacted]

(D. Md. Mar. [Redacted], 2012).

149 Id.

150 Id. at 2.

151 Id.at 3 n.4.

152 Id.

153 Id. at 3-4, 4 n.5.

154 Id. at 4.

155 Id. at 5.

156 Id. at 3 n.3 (citing In re Application of the U.S. for an Order Authorizing the Use of a Cellular Tel. Digital Analyzer, 885 F. Supp.

197 (C.D. Cal. 1995)).

157 Id.

158 Id.

159 In re Application of the U.S. for an Order Authorizing the Installation and Use of a Pen Register and Trap and Trace Device for the

Cellular Telephone Facility Currently Assigned Telephone Number [Redacted], Mag. No. 12-3016 (D.N.J. Feb. 21, 2012).

160 Id. at 1.

161 Id.

162 Id. at 4.

163 Id.

164 See Rigmaiden I, 844 F. Supp. 2d 982, 987-88 (D. Ariz. 2012).

165 Id. “Air cards are devices that plug into a computer and use the wireless cellular networks of phone providers to connect the

computer to the internet. The devices are not phones and therefore don't have the ability to receive incoming calls...” Kim Zetter,

Secrets of FBI Smartphone Surveillance Tool Revealed in Court Fight, WIRED (Apr. 9, 2013, 6:30 AM), http:// www.wired.com/

threatlevel/2013/04/verizon-rigmaiden-aircard/all.

166 Rigmaiden I, 844 F. Supp. 2d at 993.

167 [Proposed] Brief Amici Curiae in Support of Daniel Rigmaiden's Motion to Suppress at 14, Rigmaiden II, No. CR 08-814-PHX-

DGC, 2013 WL 1932800 (D. Ariz. May 8, 2013).

168 Rigmaiden I, 844 F. Supp. 2d at 995.

169 Id.
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170 Id.

171 Id.

172 Id.

173 Id.

174 Id. at 995-96.

175 Rigmaiden II, No. CR 08-814-PHX-DGC, 2013 WL 1932800, at *14 (D. Ariz. May 8, 2013).

176 Id.

177 Id.

178 Id.

179 Id. at *16.

180 Id.

181 Id. at *17.

182 Id. at *8-9.

183 Id. at *18.

184 Id. at *19.

185 Id. at *33-34.

186 Soghoian, supra note 37.

187 E-mail from Magistrate Judge, U.S. District Court for the Western District of Washington, to Brian Owsley (May 31, 2012, 11:40

AM) (on file with author).

188 E-mail from Magistrate Judge, U.S. District Court for the Eastern District of Texas, to Brian Owsley (Mar. 5, 2013, 10:58 AM) (on

file with author).

189 Id.

190 Id.

191 E-mail from Magistrate Judge, U.S. District Court for the Southern District of California, to Brian Owsley (May 31, 2012, 1:01 PM)

(on file with author).

192 Id.; see United States v. Espudo, 954 F. Supp. 2d 1029, 1045 (S.D. Cal. 2013) (denying as moot a motion to suppress evidence obtained

by a cell site simulator where the federal agent testified that the information gathered was not “utilized to further the investigation”).

193 The Office of Enforcement Operations--Its Role in the Area of Electronic Surveillance, 45 U.S. ATT'Y BULL., no. 5, Sept. 1997, at

8, 11, available at http://www.justice.gov/usao/eousa/foia_reading_room/usab4505.pdf.

194 Id. at 13 (emphasis in original).

195 Id. at 13-14.

http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2030511533&pubNum=0000999&originatingDoc=Ic0783c8f7b5111e498db8b09b4f043e0&refType=RP&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)
http://www.westlaw.com/Link/Document/FullText?findType=Y&serNum=2031146221&pubNum=0004637&originatingDoc=Ic0783c8f7b5111e498db8b09b4f043e0&refType=RP&fi=co_pp_sp_4637_1045&originationContext=document&vr=3.0&rs=cblt1.0&transitionType=DocumentItem&contextData=(sc.Search)#co_pp_sp_4637_1045


Owsley, Brian 3/3/2015
For Educational Use Only

TRIGGERFISH, STINGRAYS, AND FOURTH AMENDMENT..., 66 Hastings L.J. 183

 © 2015 Thomson Reuters. No claim to original U.S. Government Works. 36

196 Id. at 14.

197 Id.

198 Id.

199 Id. (emphasis in original).

200 Id.

201 Id.

202 ELECTRONIC SURVEILLANCE MANUAL, supra note 24, at ii.

203 Id. at 38-41.

204 ELECTRONIC SURVEILLANCE MANUAL, supra note 24, at 41. The MIN used to be the same as the assigned cell phone number.

United States v. O'Shield, No. 97-2493, 1998 WL 104625, at *1 n.1 (7th Cir. Mar. 6, 1998) (per curiam) (unpublished table decision);

United States v. Bailey, 41 F.3d 413, 415 (9th Cir. 1994). Pursuant to Federal Communications Commission policy, these numbers

are now separate. Cellular Telecomms. Indus. Ass'n's Petition for Forbearance from Commercial Mobile Radio Servs. No. Portability

Obligations & Tel. No. Portability, 14 FCC Rcd. 3092, 3105 (1999); see Pinney v. Nokia, Inc., 402 F.3d 430, 439-40 (4th Cir. 2005).

205 Id. at 44.

206 Id.; compare with Valentino-Devries, supra note 49.

207 ELECTRONIC SURVEILLANCE MANUAL, supra note 24, at 171-74.

208 Id. at 171.

209 Id. at 173.

210 U.S. ATTORNEY'S OFFICE, DISTRICT OF ARIZ., APPLICATION FOR USE OF AN ELECTRONIC SERIAL NUMBER

IDENTIFIER [hereinafter ARIZONA FORM APPLICATION] (2012) (on file with author). Acting United States Attorney Ann

Birmingham Scheel served until July 3, 2012, when the new United States Attorney was sworn in. See Meet the U.S. Attorney, U.S.

DEP'T OF JUSTICE, http:// www.justice.gov/usao/az/meettheattorney.html (last visited Dec. 14, 2014).

211 ARIZONA FORM APPLICATION, supra note 210, at 1.

212 Id.

213 Id.

214 Id.

215 Id. at 1-2.

216 Id. at 2.

217 Id. at 4.

218 Id. at 4-5.

219 Id. at 5.

220 Id. at 6.
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221 Id. at 9.

222 Id. at 10.

223 Id. at 13-14 (discussing Smith v. Maryland, 442 U.S. 735 (1979) and United States v. Forrester, 495 F.3d 1041, 1049-50 (9th Cir.

2007)).

224 Id. at 11.

225 Id. (quoting 18 U.S.C. §3123(b)(1)(C)).

226 Id.

227 Id. at 11-12 (discussing In re Application for Pen Register & Trap/Trace Device with Cell Site Location Authorization, 396 F. Supp.

2d 747, 761-62 (S.D. Tex. 2005)).

228 Id. at 12 (discussing In re Application for Pen Register & Trap/Trace Device, 396 F. Supp. 2d at 762).

229 Id. at 13-15.

230 Id.

231 Letter from Donal Brown, Editor, First Amendment Coal., to Martin Bland, Officer-in-Charge, Discovery Section, L.A. Police Dep't

(Sept. 29, 2012) (citing CAL. GOV. CODE §6250, et seq.), available at firstamendmentcoalition.org/wp-content/uploads/2013/03/

LAPD-CPRA.pdf.

232 Id.

233 Id.

234 Id.

235 Id.

236 Id.

237 Letter from Martin Bland, Officer-in-Charge, Discovery Section, L.A. Police Dep't, to Donal Brown, Editor, First Amendment Coal.

(Dec. 14, 2012), available at firstamendmentcoalition.org/wp-content/uploads/2013/03/LAPD-CPRA.pdf.

238 Id.

239 Id.

240 Id. (citing CAL. GOV. CODE §6255).

241 Letter from Martin Bland, Officer-in-Charge, Discovery Section, L.A. Police Dep't, to Donal Brown, First Amendment Coal. (Dec.

28, 2012), available at firstamendmentcoalition.org/wp-content/uploads/2013/03/LAPD-CPRA.pdf.

242 Memorandum from Kirk J. Albanese, Chief of Detectives, L.A. Police Dep't & Stephen R. Jacobs, Chief of Staff, L.A. Police Dep't to

All Commanding Officers (Oct. 16, 2012), available at firstamendmentcoalition.org/wp-content/uploads/2013/03/LAPD-CPRA.pdf.

Indeed, earlier that year, the Supreme Court had concluded that the attachment of a GPS tracking device to the defendant's car, whereby

the government monitored its movement on public streets, constituted a Fourth Amendment search and affirmed the suppression of

the resulting evidence. See United States v. Jones, 132 S. Ct. 945, 964 (2012).

243 Memorandum from Kirk J. Albanese & Stephen R. Jacobs to All Commanding Officers, supra note 242.
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244 Letter from Martin Bland to Donal Brown, supra note 241.

245 Id.

246 Id.

247 Id.

248 Id.

249 Id. at 11-13.

250 18 U.S.C. §2703(c)(2) (In the Stored Communications Act, Congress authorized law enforcement officials to obtain

telecommunications customer records, including “name; address; local and long distance telephone connection records, or records

of session times and durations; length of service (including start date) and types of service utilized; telephone or instrument number

or other subscriber number or identity, including any temporarily assigned network address; and means and source of payment for

such service (including any credit card or bank account number).”); accord In re §2703(d) Order, 787 F. Supp. 2d 430, 436 (E.D.

Va. 2011); see In re Application of the U.S. for an Order Pursuant to 18 U.S.C. §2703(d), 157 F. Supp. 2d 286, 288 (S.D.N.Y.

2001) (a §2703 order authorized law enforcement officials to obtain “the subscriber's name, home address, telephone number, e-mail

address and any other identifying information [the provider] may have, such as date of birth, social security number, driver's license

number and billing information”). For a court to issue an order pursuant to §2703(d), the government must demonstrate “specific

and articulable facts showing that there are reasonable grounds to believe that the contents of a wire or electronic communication,

or the records or other information sought, are relevant and material to an ongoing criminal investigation.” 18 U.S.C. § 2703(d)

(2013) (emphasis added).

251 Letter from Martin Bland to Donal Brown, supra note 241, at 11-13.

252 Casey, supra note 77, at 983.

253 U.S. CONST. amend IV.

254 Id.; see FED. R. CRIM. P. 41 (addressing the issuance of warrants, including for the seizure of electronically stored information).

255 Casey, supra note 77, at 983.

256 See, e.g., Susan W. Brenner, The Privacy Privilege: Law Enforcement, Technology, and the Constitution, 7 J. TECH. L. & POL'Y

123, 150 (2002) (“When the Fourth Amendment was adopted, the protection against invasions of privacy lay in trespass law ....”);

Jace C. Gatewood, Warrantless GPS Surveillance: Search and Seizure--Using the Right to Exclude to Address the Constitutionality

of GPS Tracking Systems Under the Fourth Amendment, 42 U. MEM. L. REV. 303, 333-34 (2011); Lewis R. Katz, In Search of a

Fourth Amendment for the Twenty-first Century, 65 IND. L.J. 549, 556 n.36 (1990) (“Linking the fourth amendment to its historical

context, the Supreme Court during the pre-Katz era allowed the law of trespass to control the outcome whenever it was claimed

that government had conducted a ‘search.”’); David E. Steinberg, The Uses and Misuses of Fourth Amendment History, 10 U. PA.

J. CONST. L. 581, 583 (2008) (“Historical sources indicate that the Framers were focused on a single, narrow problem: physical

trespasses into houses by government agents.”).

257 (1765) 95 Eng. Rep. 807 (K.B.); Katz, supra note 256, at 556 n.36.

258 Orin S. Kerr, The Curious History of Fourth Amendment Searches, 2012 SUP. CT. REV. 67, 69 (2012); see Fabio Arcila, Jr., GPS

Tracking Out of Fourth Amendment Dead Ends: United States v. Jones and the Katz Conundrum, 91 N.C. L. REV. 1, 21-22 (2012)

(“Katz famously moved search jurisprudence to a privacy model. It did so by rejecting the property-centric Fourth Amendment model

that had previously controlled, and which the Court had applied in Olmstead v. United States.”).

259 Boyd v. United States, 116 U.S. 616, 618 (1886).
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260 Id. at 622 (emphasis in original).

261 Id. at 625-28.

262 277 U.S. 438, 455 (1928).

263 Id. at 457 (emphasis added); see Henry F. Fradella, et al., Quantifying Katz: Empirically Measuring “Reasonable Expectations of

Privacy” in the Fourth Amendment Context, 38 AM. J. CRIM. L. 289, 325 (2011) (“The majority rested its decision on the premise that

since the wiretapping involved no physical trespass onto the defendants' property, there had been no Fourth Amendment violation.”).

264 Olmstead, 277 U.S. at 463.

265 265 U.S. 57, 59 (1924) (holding that defendant's illicit whiskey discovered by revenue officers in an open field on the property of

the defendant's father's did not violate the Fourth Amendment); see United States v. Karo, 468 U.S. 705, 712-13 (1984) (“technical

trespass” in applying the beeper was insufficient to establish a Fourth Amendment violation).

266 Olmstead, 277 U.S. at 465.

267 Id. at 473 (Brandeis, J., dissenting) (quoting Boyd v. United States, 116 U.S. 616, 630 (1886)).

268 316 U.S. 129 (1942).

269 Id. at 134.

270 Id. at 134-35.

271 Id. at 136 (Stone, C.J. & Frankfurter, J., dissenting).

272 Id. (Murphy, J., dissenting).

273 389 U.S. 347 (1967).

274 Id. at 352; see Owsley, supra note 15, at 10 (discussing Katz). But see Orin S. Kerr, The Fourth Amendment and New Technologies:

Constitutional Myths and the Case for Caution, 102 MICH. L. REV. 801, 821 (2004) (the question of “[e]xactly why the user of the

phone booth was constitutionally entitled to his privacy was left to the reader's imagination”) (emphasis in original).

275 Katz, 389 U.S. at 352.

276 Id. at 353.

277 Id. at 360 (Harlan, J., concurring) (“I join the opinion of the Court, which I read to hold only...that an enclosed telephone booth is an

area where, like a home, and unlike a field, a person has a constitutionally protected reasonable expectation of privacy ....”) (citations

omitted); see Casey, supra note 77, at 988 (discussing Justice Harlan's concurrence).

278 392 U.S. 1, 9 (1968) (“We have recently held that ‘the Fourth Amendment protects people, not places'...and wherever an individual

may harbor a reasonable ‘expectation of privacy.”’) (quoting Katz, 389 U.S. at 351; 389 U.S. at 361 (Harlan, J., concurring)).

279 466 U.S. 109 (1984).

280 Id. at 113 (citations omitted); see Rakas v. Illinois, 439 U.S. 128, 144 n.12 (1978) (“Legitimation of expectations of privacy by

law must have a source outside of the Fourth Amendment, either by reference to concepts of real or personal property law or to

understandings that are recognized and permitted by society.”).

281 Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 MICH. L. REV. 311, 316 (2012).

282 Kerr, supra note 274, at 809-10.
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283 Kerr, supra note 281, at 316-17.

284 Bellia, supra note 82, at 1382.

285 442 U.S. 735 (1979).

286 Id. at 745-46.

287 See Casey, supra note 77, at 993 (“The Court's description of a 1971 pen register [in Smith] highlights the dramatic change in the

capability of a 2007 pen register.”).

288 442 U.S. at 736 n.1; see Casey, supra note 77, at 992 (“Significantly, the device did not ‘overhear’ oral communications, and was

not capable of determining whether or not the call was completed.”).

289 See California v. Riley, 134 S. Ct. 2473, 2493 (2014) (distinguishing Smith in part because “call logs typically contain more than

just phone numbers”).

290 See Marc McAllister, The Fourth Amendment and New Technologies: The Misapplication of Analogical Reasoning, 36 S. ILL. U.

L.J. 475, 522 (2012) (“[R]ulings associated with more traditional forms of surveillance do not always comport with society's actual

expectations of privacy and often fail to account for relevant differences between the analogized cases.”).

291 Scott Shane & Colin Moynihan, Drug Agents Use Vast Phone Trove, Eclipsing N.S.A.'s, N.Y. TIMES, Sept. 2, 2013, at A1; John

Shiffman & Kristina Cooke, Exclusive: U.S. Directs Agents to Cover up Program Used to Investigate Americans, REUTERS (Aug.

5, 2013, 3:25 PM), http:// www.reuters.com/article/2013/08/05/us-dea-sod-idUSBRE97409R20130805.

292 547 U.S. 103 (2006).

293 Id. at 107; see Jeremy A. Blumenthal et al., The Multiple Dimensions of Privacy: Testing Lay “Expectations of Privacy,”  11 U.

PA. J. CONST. L. 331, 334 (2009).

294 Randolph, 547 U.S. at 107.

295 Id. at 122-23 (“This case invites a straightforward application of the rule that a physically present inhabitant's express refusal of

consent to a police search is dispositive as to him, regardless of the consent of a fellow occupant. Scott Randolph's refusal is clear,

and nothing in the record justifies the search on grounds independent of Janet Randolph's consent.”).

296 Id. at 128 (Roberts, C.J., dissenting) (“The correct approach to the question presented is clearly mapped out in our precedents: The

Fourth Amendment protects privacy. If an individual shares information, papers, or places with another, he assumes the risk that the

other person will in turn share access to that information or those papers or places with the government.”) (emphasis in original).

297 Id. at 129-30 (Roberts, C.J., dissenting).

298 Id. at 131 (Roberts, C.J., dissenting); see Fradella et al., supra note 263, at 293 (“[J]udges make no attempt to discern actual societal

opinions when adjudicating Fourth Amendment disputes.”); Blumenthal et al., supra note 293, at 332 (judges often “made explicit

psychological assumptions about perceptions and expectations of privacy, assumptions that are not necessarily supported by empirical

findings”).

299 Transcript of Oral Argument at 9-10, United States v. Jones, 132 S. Ct. 945 (2012) (No. 10-1259); see Arcila, supra note 258, at

40 (discussing this exchange).

300 Transcript of Oral Argument, Jones, 132 S. Ct. 945 (No. 10-12599).

301 A significant majority of individuals surveyed have a reasonable expectation of privacy from electronic tracking of one's vehicle.

See Fradella et al., supra note 263, at 325.
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302 Randolph, 547 U.S. at 120.

303 Jones, 132 S. Ct. at 957 (Sotomayor, J., concurring) (citing Smith v. Maryland, 442 U.S. 735, 742 (1979); United States v. Miller,

425 U.S. 435, 443 (1976)).

304 Id.

305 ID. at 961 (Alito, J., concurring in judgment).

306 Id. at 962.

307 533 U.S. 27 (2001).

308 Id. at 36. But see City of Ontario v. Quon, 560 U.S. 746, 759 (2010) (“The judiciary risks error by elaborating too fully on the Fourth

Amendment implications of emerging technology before its role in society has become clear.”); see also Owsley, supra note 15, at 11.

309 United States v. Davis, 754 F.3d 1205, 1213 (11th Cir. 2014).

310 Id. at 1215.

311 Id. at 1217.

312 California v. Riley, 134 S. Ct. 2473 (2014).

313 Id. at 2480.

314 Id.

315 Id. at 2481.

316 Id.

317 Id.

318 Id.

319 Id.

320 Id.

321 Id. at 2482.

322 Id. at 2485.

323 Id.

324 Id. at 2489.

325 Id.

326 Id. at 2490.

327 Id. at 2495.

328 425 U.S. 435 (1976).

329 Id. at 437.
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330 Id. at 438-39.

331 Id. at 445.

332 Id. at 440.

333 See Blumenthal et al., supra note 293, at 334 (“Little relevant empirical research has been conducted on perceptions of privacy....”);

Fradella et al., supra note 263, at 338 (“Much more research also needs to be conducted to assess the impact of changes in U.S.

surveillance and search and seizure jurisprudence on the privacy rights of citizens.”).

334 Fradella et al., supra note 263, at 338.

335 Id. at 366.

336 Id.

337 Christopher Slobogin & Joseph E. Schumacher, Rating the Intrusiveness of Law Enforcement Searches and Seizures, 17 LAW &

HUM. BEHAV. 183, 198 (1993).

338 460 U.S. 276 (1983).

339 Fradella et al., supra note 263, at 366-67.

340 JENNIFER KING & CHRIS JAY HOOFNAGLE, RESEARCH REPORT: A SUPERMAJORITY OF CALIFORNIANS

SUPPORTS LIMITS ON LAW ENFORCEMENT ACCESS TO CELL LOCATION INFORMATION 8 (2008), available at

www.ftc.gov/os/comments/mobilevoice/534331-00005.pdf.

341 Fradella et al., supra note 263, at 366.

342 See, e.g., State v. McAllister, 875 A.2d 866, 875 (N.J. 2005); State v. Thompson, 810 P.2d 415, 418 (Utah 1991) (the Utah Constitution

provides individuals “a right to be secure against unreasonable searches and seizures of their bank statements”); Winfield v. Div.

of Pari-Mutuel Wagering, Dep't of Bus. Regulation, 477 So. 2d 544, 548 (Fla. 1985) (“[T]he law in the state of Florida recognizes

an individual's legitimate expectation of privacy in financial institution records.”); Charnes v. DiGiacomo, 612 P.2d 1117, 1121-22,

1124 (Colo. 1980) (en banc) (distinguishing Miller and holding that “[a]n individual has an expectation of privacy in records of his

financial transactions held by a bank in Colorado.”);; People v. Jackson, 452 N.E.2d 85, 89 (Ill. App. Ct. 1983) (“[W]e reject the idea

set out in Miller that a citizen waives any legitimate expectation in her financial records when she resorts to the banking system.”).

343 See, e.g., Commonwealth v. Melilli, 555 A.2d 1254, 1258 (Pa. 1989) (expressly rejecting Smith v. Maryland); Richardson v. State,

865 S.W.2d 944, 951-52, 952 n.6 (Tex. Crim. App. 1993) (rejecting Smith v. Maryland).

344 See, e.g., People v. Sporleder, 666 P.2d 135, 144 (Colo. 1983) (en banc) (holding that the Colorado Constitution provides a telephone

subscriber with a reasonable expectation of privacy in the numbers dialed such that they cannot be obtained without a search warrant

based on probable cause); Shaktman v. State, 553 So. 2d 148, 151-52 (Fla. 1989) (“Because the pen register intrudes upon fundamental

privacy interests [based on the Florida Constitution], the state has the burden of demonstrating both that the intrusion is justified by

a compelling state interest and that the state has used the least intrusive means in accomplishing its goal.”); State v. Rothman, 779

P.2d 1, 7 (Haw. 1989) (“[P]ersons using telephones in the State of Hawaii have a reasonable expectation of privacy, with respect to

the telephone numbers they call on their private lines....”); State v. Thompson, 760 P.2d 1162, 1165-67 (Idaho 1988) (a pen register

was a search pursuant to the Idaho Constitution and required a warrant); State v. Hunt, 450 A.2d 952, 956-57 (N.J. 1982) (the New

Jersey Constitution affords individuals the right to privacy in their toll billing records and, by implication, pen register records);

Commonwealth v. Beauford, 475 A.2d 783, 791 (Pa. Super. 1984) (holding that individuals have a reasonable expectation of privacy

in the telephone numbers one dials and the Pennsylvania Constitution protects individuals against the installation of pen registers

without a demonstration of probable cause); State v. Gunwall, 720 P.2d 808, 813 (Wash. 1986) (en banc) (holding that the Washington

Constitution barred the use of a pen register without a search warrant); see also Richardson v. State, 865 S.W.2d 944, 953 (Tex. Crim.

App. 1993) (en banc) (holding that a pen register may be a search pursuant to the Texas Constitution).
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345 313 P.3d 732 (Idaho Ct. App. 2013).

346 Id. at 738 (discussing Thompson, 760 P.2d at 1165).

347 Id.

348 Kelly, supra note 3.

349 See Owsley, supra note 15, at 46.

350 Freiwald, supra note 93, at 999-1000; see Bellia, supra note 82, at 1382 (“Because application of the Fourth Amendment is in doubt,

the statutory rules for acquisition of communications are all the more important. Those provisions, however, reflect significant gaps

and ambiguities.”).

351 See Bellia, supra note 82, at 1458 (noting that Congress “could not have anticipated that technological developments would place so

many electronic communications in the hands of third parties” when the ECPA was enacted); Orin Kerr, A User's Guide to the Stored

Communications Act and a Legislator's Guide to Amending It, 72 GEO. WASH. L. REV. 1208 (2004) (addressing areas of potential

reform); Deirdre K. Mulligan, Reasonable Expectations in Electronic Communications: A Critical Perspective on the Electronic

Communications Privacy Act, 72 GEO. WASH. L REV. 1557, 1559 (2004) (explaining that the statute “has failed to keep pace with

changes in and on the Internet and therefore no longer provides appropriate privacy protections”).

352 Susan Freiwald, First Principles of Communications Privacy, 2007 STAN. TECH. L. REV. 3, 4 (2007).

353 Arcila, supra note 258, at 49.

354 See 18 U.S.C. §2708 (2013); see also Freiwald, supra note 352, at 4.
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GENERAL ORDER 29 
 

 
 
 
 
 
 
 
 
 
 

UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

MORTGAGE MODIFICATION MEDIATION 
PROGRAM. 

  

 

 
 

GENERAL ORDER 29 

 The Court being advised of bankruptcy mediations programs which have successfully 

enabled mortgage modifications and confirmation of Chapter 13 plans, hereby issues the 

following general order: 

 1. In accordance with 11 U.S.C. § 105(a), a Mortgage Modification Mediation 

Program (the “MMM Program”) is hereby adopted and shall be implemented by the Mortgage 

Modification Mediation Program Procedures (the “MMM Procedures”) and Forms that will be 

posted on the Court’s website. 

 2. The MMM Program shall be available for all open and active Chapter 13 cases 

currently pending in the Oakland, San Francisco, Santa Rosa, and San Jose Divisions in which the 

debtor uses the Northern District of California Model Chapter 13 Plan adopted on August 1, 

2013. 

 3. The compensation and costs allowed for participants in the MMM Program shall 

be set forth in the MMM Procedures, and may be amended from time to time as provided for 

under Paragraph 5 of this General Order. 

 4. In accordance with the MMM Procedures, any attorney’s fees or costs required to 
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be paid by debtor(s) for participation in the MMM Program shall be paid by the Chapter 13 

Trustee pursuant to the treatment set forth in a confirmed Chapter 13 Plan. 

 5. The Court may modify the MMM Procedures and Forms from time to time 

without prior notice, and such changes will be posted on the Court’s website. 

 6. Copies of this General Order and the MMM Procedures and Forms shall be posted 

on the Court’s website and may also be obtained from the Clerk of the Court. 

 

IT IS SO ORDERED. 
 
Dated:     

 
By:   

Roger Efremsky 
Chief Bankruptcy Judge 
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Mortgage Modification Mediation (MMM) Program Procedures 
United States Bankruptcy Court, Northern District of California 

 
 

1.  Purpose.  These procedures and forms implement the Mortgage 
Modification Mediation Program (“MMM Program”) established under General Order 
29.  This program is designed to function as a forum for individual debtors to explore 
mortgage modification options with their lenders for real property in which they have an 
interest or are obligated on the promissory note or mortgage.  The goal of the MMM 
Program is to facilitate communication and exchange of information in a confidential 
setting and encourage the parties to finalize a feasible and beneficial agreement under the 
supervision of the United States Bankruptcy Court for the Northern District of California.  
Options available under the MMM Program include modification of a mortgage or 
surrender of real property owned by an individual debtor. 
 
 2.  Definitions.  The following definitions shall be applicable to the 
procedures described herein. 
   

A. Debtor: includes both debtors when a joint petition has been filed. 
 
B. Lender: shall be deemed the current beneficiary and payee of the 

promissory note secured by the deed of trust and/or its mortgage servicing agent. 
 
C. Required Parties: include, when applicable, Debtor, Debtor’s 

attorney, Lender, Lender’s California legal counsel, any co-obligor, co-borrower or third-
party obligor, and the mediator.  A Required Party may be excused from the MMM 
Program upon approval of the Bankruptcy Court. 
 
 3. MMM Portal and Document Preparation Software.  In an effort to 
expedite the exchange of information between Debtor and Lender, the Court has 
mandated the use of a secure online portal (the “MMM Portal”) and an online program 
that facilitates the preparation of Debtor’s loan modification package (the “Document 
Preparation Software”).  The current Document Preparation Software vendor approved 
by the Court is Default Mitigation Management, LLC (“DMM”), whose software can be 
obtained at www.documods.com.  In the event that other vendors are approved by the 
Court, those vendors will be listed on the Court’s website.  Submitting documents to the 
MMM Portal provides transparency in the mortgage modification process by making 
information immediately available to all parties through a secure internet website.  The 
use of the Document Preparation Software further ensures that the initial submission to 
Lender is complete and accurate and should expedite Lender’s review.  The use of the 
MMM Portal and the Document Preparation Software eliminates the need for multiple 
submissions of documents that were not received and unnecessary delay based upon 
incomplete documentation. 
 
 Unless otherwise permitted by the Court, all written communication between the 
Required Parties regarding the mediation shall be sent exclusively through the MMM 
Portal.  The current MMM Portal provider approved by the Court is managed and 
maintained by DMM, which can be accessed at www.dclmwp.com.  Free training on the 
use of the MMM Portal shall be available to all attorneys and lenders.  The Court’s 
webpage on MMM also includes MMM Portal training materials on mortgage 
modification, including contact information for the MMM Portal vendor and information 
on the Document Preparation Software.  Any litigated matters incidental to the mediation 
shall be considered separate matters and not subject to the MMM Portal communication 



 2 VERSION 1.00 (June 1, 2015) 

MORTGAGE MODIFICATION MEDIATION (“MMM”) PROGRAM PROCEDURES 

 

requirement.  For example, a motion to compel mediation or motions related to discovery 
shall be filed in the main bankruptcy case and not through the MMM Portal. 
 
 4. Debtors Eligible to Participate.  To be eligible to participate in the 
MMM Program, Debtor must: 
 
  A.  Be an individual; 
  B. With a case currently pending under Title 11, Chapter 13, of the 
United States Code in the Oakland, San Francisco, Santa Rosa or San Jose Divisions; 

C. Use the Northern District of California Model Chapter 13 Plan 
adopted on August 1, 2013; 
  D. Set aside the applicable Document Preparation Software fee 
($40.00), the applicable MMM Portal submission fee ($40.00), and one-half (1/2) of the 
mediator’s fee ($300.00); and 
  E. Determine that mortgage modification is feasible such that Debtor 
has sufficient monthly disposable income to make a Chapter 13 Plan payment that 
includes a modified mortgage payment (typically required to be) at least thirty one 
percent (31%) of Debtor’s gross monthly income (exclusive of applicable Trustee’s fees) 
or such other amount designated by Lender for the real property subject to the MMM 
Program. 
 
 5. Request for Referral to MMM.  Either Debtor or Lender may seek 
referral to the MMM Program. 
 
  A. By Debtor. 
 
   (i) Complete Document Preparation Software.  Prior to filing a 
Motion For Referral to Mortgage Modification Mediation Program (Form ND-MMM-
100), Debtor shall complete the Document Preparation Software and pay the non-
refundable fee directly to the Document Preparation Software approved vendor.  Debtor’s 
initial loan modification forms shall be completed using the court-approved Document 
Preparation Software and be ready for signature and submission.  This includes collecting 
Debtor’s required supporting documentation in order to submit Debtor’s initial package 
(“Debtor’s Prepared Package”) to Lender for review through the MMM Portal. 
 
   (ii) Filing the Motion.  Upon completion of Debtor’s Prepared 
Package, any eligible Debtor may seek entry of an order for referral to the MMM 
Program by filing a Motion For Referral to Mortgage Modification Mediation Program 
(Form ND-MMM-100), which shall identify the proposed mediator selected by Debtor.  
The requirements of B.L.R. 9013-1(b)(3) and B.L.R. 9013-1(d) are not applicable. 
 

(iii) Entry of Order of Referral.  Debtor shall lodge with the 
Court an Order Granting Motion for Referral to Mortgage Modification Mediation 
Program (Form ND-MMM-103) immediately after filing the motion for referral to the 
MMM Program, and the Court shall enter an order granting the motion on an ex parte 
basis. 
 
   (iv) Notice Requirements.  Any Debtor seeking entry of an 
order referring a case to the MMM Program with the consent of Lender may seek entry of 
such order on an ex parte basis and is not required to file and serve a notice and 
opportunity for hearing pursuant to B.L.R. 9014-1(b)(3), provided that Debtor has filed a 
Notice of Lender’s Consent to Attend and Participate in Mortgage Modification 
Mediation Program (Form ND-MMM-101) simultaneously with the motion. 
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Any Debtor seeking entry of an order referring a case to the MMM Program 

without the express written consent of Lender may seek entry of such order on an ex 
parte basis and is not required to file and serve a notice and opportunity for hearing 
pursuant to B.L.R. 9014-1(b)(3), provided that Debtor provides Lender fourteen (14) 
days notice of the right to seek reconsideration by filing and serving Notice of Entry of 
Order Granting Motion for Referral to Mortgage Modification Mediation Program (Form 
ND-MMM-104) promptly after entry of an order referring a case to the MMM Program. 
 
   (v) Service.  If Lender has not provided Debtor with written 
consent to entry of an order referring a case to the MMM Program, then Debtor shall 
serve the notice of entry of order referring case to the MMM Program (Form ND-MMM-
104), a copy of the order referring the case to the MMM Program (Form ND-MMM-103) 
as Exhibit A, a copy of these procedures as Exhibit B, and a copy of the Objection to 
Selection of Mortgage Modification Mediation Program Mediator (Form ND-MMM-105) 
as Exhibit C, on the Required Parties and the Chapter 13 Trustee.  Service shall be 
governed by Federal Rule of Bankruptcy Procedure 9014(b). 
 

If Lender has provided Debtor with written consent to entry of an order referring a 
case to the MMM Program, then Debtor shall serve only a copy of the order referring 
case to the MMM Program (Form ND-MMM-103) on the Required Parties and the 
Chapter 13 Trustee. 
 
  B. By Lender. 
   
   (i) Filing the Motion.  Any Lender may seek entry of an order 
of referral to the MMM Program by filing a motion that substantially conforms to the 
local Mortgage Modification Mediation Forms.  In the Motion, Lender shall identify the 
proposed mediator for the case.  Lender may, but is not required, to comply with the 
requirements of B.L.R. 9013-1(b)(3) or B.L.R. 9013-1(d). 
 
   (ii) Notice Requirements.  Lender shall file and serve a notice 
and opportunity for hearing pursuant to B.L.R. 9014-1(b)(3) along with a copy of the 
current MMM Procedures, and may not seek entry of such order on an ex parte basis.  If 
any party files timely opposition to the motion, then the procedures set forth in B.L.R. 
9014-1(b)(3)(A)(a)-(b) shall govern setting the matter for hearing before the Court. 
 
   (iii) Service.  Lender shall serve the motion and the notice and 
opportunity for hearing on Debtor, Debtor’s bankruptcy counsel (if any), and the Chapter 
13 Trustee.  Service shall be governed by Federal Rule of Bankruptcy Procedure 9014(b). 
 
   (iv) Entry of Order of Referral.  If there is no timely opposition, 
Lender shall file a request for entry of default and lodge a proposed order (that 
substantially conforms to Form ND-MMM-103) pursuant to the procedures set forth in 
B.L.R. 9014-1(b)(4).  If there is timely opposition to the motion, then the Court will 
resolve the matter at the hearing and issue an appropriate order. 
 

6. Selection of Mediator.  The moving party shall propose a mediator in the 
motion seeking referral of the case to the MMM Program, and if the moving party fails to 
propose a mediator in the motion, the Clerk of the Court shall randomly assign a mediator 
for the case from the Register of Mediators.  If the non-moving party does not consent to 
the proposed mediator, then within fourteen (14) days after service of the notice of entry 
of order referring case to the MMM Program, the non-moving party shall file and serve 
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an Objection to Selection of Mortgage Modification Mediation Program Mediator (Form 
ND-MMM-105), and the Clerk of the Court shall randomly select a different mediator for 
the case from the Register of Mediators. 
 
 7. Additional Parties.  Any co-obligor, co-borrower, or other third party 
obligated on the note or mortgage may participate in the MMM Program.  Debtor shall 
file the Notice of Third-Party Consent to Attend and Participate in Mortgage 
Modification Mediation Program (Form ND-MMM-102) for each co-obligor, co-
borrower, or other third party obligated on the note or mortgage that elects to participate 
in the MMM Program. 
 
 8. Order Of Referral to Mortgage Modification Mediation.  Upon entry 
of the order referring a case to the MMM Program, the moving party shall serve a copy of 
the order on the Required Parties, including the designated mediator (once determined), 
and file a certificate of service indicating the parties that were served with the order. 
 
  A. Debtor Requirements.  Within seven (7) days after entry of an 
order referring the case to the MMM Program or Lender’s registration on the MMM 
Portal, which ever occurs later, Debtor shall upload to the MMM Portal: (i) Debtor’s 
Prepared Package; (ii) a copy of the order referring the case to the MMM Program; and 
(iii) all additional documents and information specified by Lender on the MMM Portal 
(collectively, these documents and information shall be referred as the “Completed 
Package”).  Debtor shall also designate the selected mediator on the MMM Portal and 
pay the following non-refundable fees: (i) the MMM Portal submission fee ($40.00) 
directly to the MMM Portal vendor; and (ii) one-half (1/2) of the applicable mediator fee 
($300.00) directly to the mediator. 
 
 Debtor and Debtor’s attorney (if applicable) shall act in good faith throughout the 
entirety of the MMM Program, including but not limited to, promptly responding to all 
inquires and requests for additional documentation made by Lender through the MMM 
Portal.  If Debtor fails to comply timely and fully with the requirements set forth in 
Section 8(A), the Court may issue appropriate sanctions, including vacating the order 
referring the case to the MMM Program, on motion filed by Lender. 
 
  B. Lender Requirements.  Within fourteen (14) days after entry of an 
order referring the case to the MMM Program, Lender and Lender’s California counsel 
(if any) shall register on the MMM Portal (if not already registered).  As part of the 
registration process for the MMM Portal, Lender shall provide to the MMM Portal 
vendor all applicable initial mortgage modification requirements (“Lender’s Initial 
Package”), which will be posted on the MMM Portal by the MMM Portal vendor.  
Lender’s Initial Package shall specify the forms and documentation necessary for Lender 
to initiate a review of Debtor’s request for mortgage modification options.  [Registration 
on the MMM Portal is a one-time event, and once Lender is registered on the MMM 
Portal, Lender will not have to re-register for each subsequent matter.] 
 
 Within seven (7) days after Debtor submits the Completed Package, Lender shall 
on the MMM Portal: (i) acknowledge receipt of the Completed Package; and (ii) 
designate its single point of contact and outside legal counsel (if any).  The designated 
single point of contact and outside legal counsel (if any) shall have all requisite authority 
(within the investor’s guidelines) to settle any and all issues that may arise during the 
MMM Conferences.  Lender shall also pay one-half (1/2) of the applicable non-
refundable mediator’s fee ($300.00) directly to the mediator. 
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Lender and Lender’s attorney (if applicable) shall act in good faith throughout the 
entirety of the MMM Program, including but not limited to, promptly responding to all 
inquiries made by Debtor through the MMM Portal. 
 
 In the event that Lender transfers a loan subject to the MMM Program, Lender 
shall promptly provide a copy of the order referring the case to the MMM Program to the 
new holder of the loan (the “Successor Lender”), and the Successor Lender shall be 
obligated to comply with all terms of the order.  Further, either Debtor or Lender shall 
transfer the submission on the MMM Portal to the Successor Lender. 
 
  C. Mediator Requirements.  Within seven (7) days after Debtor has 
complied with the requirements set forth in Section 8(A) above, the mediator shall log 
into the MMM Portal to facilitate the exchange of information between Debtor and 
Lender in an effort to perfect the documentation needed for Lender to complete an 
analysis of Debtor’s mortgage modification options. 
 
 No later than seven (7) days after the mediator determines that Lender has 
received and reviewed all of the required information transmitted through the MMM 
Portal, the mediator shall schedule the initial MMM Conference.  In the event that the 
mediator cannot determine whether Lender has received and reviewed all the required 
information, the mediator shall schedule the initial MMM conference within ninety (90) 
days after entry of the order referring the case to the MMM Program.  The initial MMM 
Conference shall not exceed one (1) hour.  The mediator shall report the scheduling of 
any and all MMM Conferences through the MMM Portal. 
 
 9. Mortgage Modification Mediation Conferences. 
 
  A. Attendance at MMM Conferences.  Except as otherwise provided 
in this section, the Required Parties shall attend all MMM Conferences and be authorized 
to settle all matters requested in the motion seeking referral to the MMM Program. 
 
   (i) Debtor.  If Debtor is represented by an attorney, then 
Debtor, Debtor’s attorney, and any co-obligor, co-borrower, or other third party obligated 
on the note or mortgage, may participate in the MMM Conference by telephone provided 
that they are physically present with Debtor’s attorney and present identification to 
Debtor’s attorney during all MMM Conferences.  If Debtor is not represented by an 
attorney, Debtor and any co-obligor, co-borrower, or other third party obligated on the 
note or mortgage, shall be physically present with the mediator at the mediator’s selected 
location and present identification to the mediator during all MMM Conference.  Debtor 
shall provide a foreign language interpreter (if necessary) at Debtor’s own expense. 
  
   (ii) Lender.  Lender’s designated representative and Lender’s 
attorney may appear telephonically at all MMM Conferences. 
 
   (iii) Florida Mediator.  If a Florida mediator is selected to 
conduct the MMM Conference, the Required Parties may appear telephonically.  The 
Florida mediator shall initiate the conference call. 
 
   (iv) Public Entity.  If a party to the mediation is a public entity, 
that party shall appear at the MMM Conference by the physical presence of a 
representative with full authority to negotiate on behalf of the entity and to recommend 
settlement to the appropriate decision-making body of the entity.  The representative may 
appear telephonically at all MMM Conferences. 
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  B. MMM Conferences.  The initial MMM Conference shall not 
exceed one (1) hour in duration.  In the event that the parties are unable to reach an 
agreement, the mediator shall schedule a second and final MMM Conference that shall be 
held no later than thirty (30) days after the conclusion of the initial MMM Conference.  
The final MMM Conference shall also not exceed one (1) hour in duration.  If necessary, 
and upon written stipulation of the parties, the mediator may continue the MMM 
Conference beyond the two (2) one-hour conferences.  The entire MMM Program shall 
be completed no later than one hundred and fifty (150) days after entry of the order 
referring the case to the MMM Program, without written stipulation of the parties or 
order of the Court extending this deadline. 
 
  C. Settlement Agreement.  All parties attending the MMM 
Conference shall be ready, willing, and able to sign a binding settlement agreement at the 
MMM Conference.  Further, at all MMM Conferences, all parties shall have the ability to 
scan, and send and receive documents by email, facsimile, or other electronic means, as 
necessary to enter into a binding settlement agreement. 
 
  D. Confidential Communications.  All communications and 
information exchanged during the MMM Program shall be privileged and confidential 
and shall be inadmissible in any subsequent proceeding as provided for by Federal Rule 
of Evidence 408, except in such circumstances when a party fails to participate in good 
faith in the MMM Program or the MMM Program Procedures or in subsequent mediation 
negotiations in this case or any State of California Foreclosure Mediation Program. 
 
 The Chapter 13 Trustee shall have complete access to the MMM Portal, but shall 
not be able to read the contents of any documentation, correspondence, or other 
confidential information exchanged by the parties. 
 
 10. Post Mortgage Modification Mediation Conference Procedures.   
 

A. Mediator Reporting Requirements.  Within seven (7) days after the 
conclusion of the final MMM Conference, the mediator shall report the results of the 
mediation on the MMM Portal.  Within seven (7) days after submission of the report on 
the MMM Portal, the mediator shall file with the Court the Final Report of Mortgage 
Modification Mediation Program Mediator (Form ND-MMM-201) along with the Final 
Report generated by the MMM Portal. 
 
  B. Trial Loan Modification Agreement.  If the parties reach a trial 
loan modification agreement, but not a final loan modification agreement, then within 
fourteen (14) days after the parties reach such agreement, Debtor shall file a Motion to 
Approve Trial Loan Modification Agreement and Authorizing Trustee to Make 
Distributions Prior to Confirmation to Lender (Form ND-MMM-106) and lodge with the 
Court an Order Granting Motion to Approve Trial Loan Modification Agreement and 
Authorizing Trustee to Make Distributions Prior to Confirmation to Lender (Form ND-
MMM-107) approved as to form and content by Lender.  The Court shall grant such 
relief on an ex parte basis.  Once entered by the Court, Debtor shall serve a copy of the 
Order Granting Motion to Approve Trial Loan Modification Agreement and Authorizing 
Trustee to Make Distributions Prior to Confirmation to Lender (Form ND-MMM-107) on 
the Chapter 13 Trustee and file a certificate of service indicating that the Chapter 13 
Trustee was served with a copy of the order. 
 
  C. Final Loan Modification Agreement.  If the parties reach a final 
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loan modification agreement, then within fourteen (14) days after the parties reach such 
agreement, Debtor shall file a Motion to Approve Loan Modification Agreement After 
Completion of Mortgage Modification Mediation Program (Form ND-MMM-108) and 
lodge with the Court an Order Granting Motion to Approve Loan Modification 
Agreement After Completion of Mortgage Modification Mediation Program (Form ND-
MMM-109).  The Court shall grant such relief on an ex parte basis.  Once entered by the 
Court, Debtor shall serve a copy of the Order Granting Motion to Approve Loan 
Modification Agreement After Completion of Mortgage Modification Mediation Program 
(Form ND-MMM-109) on the Chapter 13 Trustee and file a certificate of service 
indicating that the Chapter 13 Trustee was served with a copy of the order. 
 
 
 11. Chapter 13 Procedures. 
 
  A. Referral to MMM Prior to Confirmation.  If a case has been 
referred to the MMM Program and Debtor requires Trustee to make distributions to 
Lender prior to confirmation, then Debtor shall file and serve an amended Chapter 13 
plan that incorporates the Required Chapter 13 Plan Language set forth in Section 11(C) 
below in conjunction with either a Motion to Approve Trial Loan Modification 
Agreement and Authorizing Trustee to Make Distributions Prior to Confirmation to 
Lender (Form ND-MMM-106) or a Motion to Approve Loan Modification Agreement 
After Completion of Mortgage Modification Mediation Program (Form ND-MMM-108), 
unless Debtor has previously filed a Chapter 13 plan that incorporates such language. 
 

The Court will not confirm a plan that has been referred to the MMM Program 
until after the mediator has filed a Final Report of Mortgage Modification Mediation 
Program Mediator (Form ND-MMM-201), and if a final loan modification agreement is 
reached, the Court has entered an Order Granting Motion to Approve Loan Modification 
Agreement After Completion of Mortgage Modification Mediation Program (Form ND-
MMM-109). 
 
  B. Referral to MMM After Confirmation.  If Debtor seeks referral to 
the MMM Program after confirmation, then Debtor shall file and serve a Motion to 
Modify Chapter 13 Plan along with a proposed modified plan that incorporates the 
Required Chapter 13 Plan Language set forth in Section 11(C) below in conjunction with 
the Motion for Referral to Mortgage Modification Mediation Program (Form ND-MMM-
100). 
 
  C. Required Chapter 13 Plan Language.  The following language shall 
be included in Section 5 (Additional Provisions) of Debtor’s Chapter 13 plan: 
 

5.01. Mortgage Mediation Modification. Section 2.08 above shall not be 
applicable and is hereby deleted in its entirety.  Debtor has or upon filing of the 
petition will seek into the Mortgage Modification Mediation Program (the “MMM 
Program”) established under General Order 29 with respect to the following 
secured creditor(s) and property: 
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Class 5 Creditor’s Name/Collateral Description 

 
Monthly Modification Installment 

 

(Includes principal, interest, and 
escrow amounts for property 

taxes and insurance) 

 
Payment Start Date 
(Start date will be a 

specific month during 
the plan) 

!
1. 

!
!

!
!

!
2. 

!
!

!
!

!
3. 

!
!

!
!

 
a. The plan payment set forth in Section 1.01 above, includes the 

anticipated monthly installment payment that will be achieved during the MMM 
Program, which is typically required to be at least thirty one percent (31%) of 
Debtor’s gross monthly income (exclusive of applicable Trustee’s fees) or such other 
amount designated by the secured creditor for the real property subject to the 
MMM Program. 
 

b. Trustee shall retain each Estimated Monthly Payment set forth above 
until entry of an order by the Court authorizing such distributions. 
 

c. Timely payments received by Trustee pursuant to this paragraph 
shall be deemed as timely payments made pursuant to any trial loan modification 
agreement or final loan modification agreement approved by the Court under the 
MMM Program. 
 
 d. Entry of an order confirming the plan shall suspend and revoke any 
remaining obligations of Trustee to make disbursements pursuant to Paragraph (5) 
of an Order Granting Motion to Approve Trial Loan Modification Agreement and 
Authorizing Trustee to Make Distributions Prior to Confirmation (Form ND-
MMM-107) or Paragraph (5) of an Order Granting Motion to Approve Loan 
Modification Agreement After Completion of Mortgage Modification Mediation 
Program (Form ND-MMM-109) in this case. 
 

e. In the event Debtor is unable to reach a final loan modification 
agreement, Debtor shall, within 14 days after the mediator files a Final Report of 
Mortgage Modification Mediation Program Mediator (Form ND-MMM-201), file 
an amended plan providing for appropriate treatment of pre-petition and post-
petition arrears or surrender of the property specified in Class 5. 

 
f. If Debtor fails to file timely an amended plan, Debtor shall be deemed 

to be in material default under this plan and the remedies described in Section 4.02 
shall be available to Trustee or Creditor. 
  

12. Effect of Mediation.  
 
  A. Automatic Stay.  The automatic stay as provided for under 11 
U.S.C. § 362(a) shall be modified to the extent necessary to facilitate the MMM Program.  
After entry of the order referring the case to the MMM Program, all pending motions for 
relief from the automatic stay with respect to real property subject to the MMM Program 
shall be continued or dropped from calendar until after such time that the MMM Program 
has concluded.  Further, the pendency of the MMM Program shall constitute good cause 
and compelling circumstances under 11 U.S.C. § 362(e) to delay the entry of any final 
decision on a pending motion for relief from stay with respect to real property subject to 
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the MMM Program. 
 

During the pendency of the MMM Program, no motion for relief from stay shall 
be filed on an ex parte basis with respect to real property subject to the MMM Program.  
Further, any lender seeking relief from the automatic stay prior to the conclusion of the 
MMM Program shall, in the motion, set forth the reasons why relief is appropriate prior 
to the conclusion of the MMM Program.   
 
  B. No Delay.  The referral of a case to the MMM Program does not 
relieve the parties from complying with any other court orders or applicable provisions of 
the United States Bankruptcy Code, the Federal Rules of Bankruptcy Procedure, General 
Orders or the Bankruptcy Local Rules.  Notwithstanding a matter being referred to the 
MMM Program, the bankruptcy case shall not be stayed or delayed without further order 
of the Court. 
 
  C. Mortgage Payments.  Any debtor participating in the MMM 
Program shall be required to pay all post-petition installment payments to Lender through 
the Chapter 13 Trustee including, but not limited to, on-going mortgage payments, trial 
modification payments, final modification payments, and any arrearages. 
 
  D. Closing.  If Debtor’s bankruptcy case is otherwise in a posture for 
administrative closing, the case shall remain open during the pendency of the MMM 
Program, unless otherwise ordered by the Court. 
 

13. Mediator Procedures.   
 
 A. Registration of Mediators.  The Clerk of the Court shall establish 

and maintain a register of qualified individuals who have registered to serve as mediators 
for the MMM Program and have been approved by the Court (the “Register of 
Mediators”).  Applicants who meet the minimum qualifications and have been approved 
by the Court shall be registered on the Register of Mediators for a duration of three (3) 
years, and may reapply thereafter.  Mediators must also register directly on the MMM 
Portal so that Debtor may designate the mediator and provide access to Debtor’s 
submissions in the MMM Portal.  Any mediator whom is not listed on the Register of 
Mediators will not be approved for access on the MMM Portal. 

 
 B. Minimum Qualification.  In order to be eligible for consideration 

as a mediator in the MMM Program, the mediator shall complete the Verification of 
Qualification to Act as Mediator in Mortgage Modification Mediation Program (Form 
ND-MMM-200) and file such verification with the Clerk of the Court.  The minimum 
qualifications to become an eligible mediator include: 

 
  (i) An active and licensed member of the State Bar of 

California and admitted to practice law in a state court or federal court within California 
for at least the past five (5) years; 
   (ii) A retired California state court or federal court judge; or 
   (iii) An active and licensed member of the State Bar of Florida 
and an approved member on the Register of Mediators with the Clerk of the Court for the 
United States Bankruptcy Court, District of Florida (all divisions) accepting MMM 
Assignments (limited to one (1) year commencing June 1, 2015). 
 
  C. Removal From Register of Mediators.  The Clerk of the Court shall 
promptly remove a mediator from the Register of Mediators at the mediator’s request.  
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Any mediator voluntarily removed from the Register of Mediators may later reapply by 
filing a Verification of Qualification to Act as Mediator in Mortgage Modification 
Mediation Program (Form ND-MMM-200).  The Court may remove a mediator in its 
discretion for cause shown. 
 
  D. Standard of Professional Conduct.  Any mediator appointed 
pursuant to these procedures shall be subject to the Model Standards of Conduct for 
Mediators as revised and adopted in 2005 by the American Arbitration Association, 
American Bar Association, and Association of Conflict Resolution (available online at: 
http://www.americanbar.org/content/dam/aba/migrated/2011_build/dispute_resolution/m
odel_standards_conduct_april2007.authcheckdam.pdf).  Mediators shall have judicial 
immunity in the same manner and to the same extent as a judge. 
 
  E. Mediator’s Compensation.  Mediators shall be compensated at the 
rate of $600.00, or at such rate as may be agreed to in writing by the parties and the 
mediator selected by the parties.  The cost of the mediator’s services shall be split equally 
by the parties to the MMM Conferences, unless otherwise agreed by the parties. 
 
 The fee paid to the mediator include the following service: assistance in 
determining that all documents and information is properly uploaded to the MMM Portal 
or otherwise exchanged between Debtor and Lender; scheduling the MMM Conferences; 
participation in a maximum of two (2) one-hour MMM Conferences; and filing all 
necessary reports with the Court.  To the extent that the MMM Conferences extend 
beyond the two (2) one-hour sessions, the cost of the mediator’s services shall be split 
equally by the parties and payment shall be provided to the mediator at least twenty four 
(24) hours prior to the MMM Conference.  If Debtor is not represented by counsel, 
payment for such additional MMM Conferences shall be made by cashier’s check or 
money order. 
 
  F. Disqualification of Mediator.  Any person selected as a mediator 
may be disqualified for bias or prejudice as provided for in 28 U.S.C. § 144, and shall be 
disqualified in any action in which the mediator would be required to do so if the 
mediator was a judge and subject to the standards set forth in 28 U.S.C. § 455. 
 
  G. Mediator Unable to Serve.  If a mediator is unable to serve in an 
assigned case, then after receipt of the order referring case to the MMM Program, the 
mediator shall promptly file and serve a notice of inability to serve on the Required 
Parties, and the Clerk of the Court shall randomly select a new mediator from the 
Register of Mediators without a hearing.  In the event that a mediator is replaced, Debtor 
shall promptly update the MMM Portal to designate the new mediator for the case. 

 
 H. MMM Conferences.  Upon consultation with the parties and their 

attorneys (if any), the mediator shall fix a reasonable time and place for the MMM 
Conference, except as otherwise agreed by the parties or by order of the Court, and shall 
give the parties at least seven (7) days advance written notice of the date, time, and place 
of the MMM Conference.  Attendance at the MMM Conference is mandatory, and as 
specified in Section 9(A) above, telephonic appearances are permissible under certain 
circumstances.  The mediator has sole discretion to determine how the MMM Conference 
is conducted, and shall determine when the parties are to be present in the conference 
room together, if at all.  No party can be required to participate in a MMM Conference 
for longer than two (2) hours. 

 
14. Compensation for Debtor’s Counsel.  Attorneys for Debtor shall be 
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permitted to charge attorney’s fees not to exceed $2,500.00 and costs not to exceed 
$100.00 for participation in the MMM Program.  These fees and costs are in addition to 
those fees and costs incurred in the representation of Debtor in the Chapter 13 case.  
Debtor’s attorney shall perform the following services to receive such fees: 
 

• Prepare, file, and serve Motion for Referral to Mortgage Modification 
Mediation Program (Form ND-MMM-100); 

• Prepare and file Notice of Lender Consent to Attend and Participate in 
Mortgage Modification Mediation Program (Form ND-MMM-101) (if 
necessary) and/or Notice of Third Party Consent to Attend and Participate in 
Mortgage Modification Mediation Program (Form ND-MMM-102) (if 
necessary). 

• Prepare and upload an Order Granting Motion for Referral to Mortgage 
Modification Mediation Program (Form ND-MMM-103); 

• Prepare, file, and serve Notice of Entry of Order Granting Motion for Referral 
to Mortgage Modification Mediation Program (Form ND-MMM-104) (if 
necessary); 

• Use and complete the Document Preparation System; 
• Prepare all forms required for submission on the MMM Portal; 
• Submit all required documents and communication through the MMM Portal; 
• Communicate with Lender and the mediator in an attempt to promptly settle 

or otherwise resolve the matter; 
• Attend all MMM Conferences and all related Court hearings; 
• Prepare, file, and serve Motion to Approve Trial Loan Modification 

Agreement and Authorizing Trustee to Make Distributions Prior to 
Confirmation to Lender (Form ND-MMM-106) and upload an Order Granting 
Motion to Approve Trial Loan Modification Agreement and Authorizing 
Trustee to Make Distributions Prior to Confirmation to Lender (Form ND-
MMM-107) (if a trial loan modification agreement is reached); 

• Prepare, file, and serve Motion to Approve Loan Modification Agreement 
After Completion of Mortgage Modification Mediation Program (Form ND-
MMM-108) and upload an Order Granting Motion to Approve Loan 
Modification Agreement After Completion of Mortgage Modification 
Mediation Program (Form ND-MMM-109) (if a final loan modification 
agreement is reached); 

• Review all modified loan documents (if necessary); and 
• Prepare and file all other pleadings required to promptly settle the matter. 

 
Debtor’s attorney shall file an application for allowance of these additional fees 

and costs and upload an appropriate order authorizing Trustee to pay these fees through 
the Chapter 13 Plan upon completion of the MMM Program. 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

MOTION FOR REFERRAL TO 
MORTGAGE MODIFICATION 
MEDIATION PROGRAM 

 

       (the “Debtor”) hereby submits this Motion for 

Referral to Mortgage Modification Mediation Program (the “Motion”) and requests that the Court 

enter an order referring the Debtor and       (the “Lender”) to the 

Mortgage Modification Mediation Program (“MMM Program”) based upon the following. 

        1. The Lender has voluntarily consented to participate in the MMM Program 

in the above-captioned case, and herewith this Motion, the Debtor has filed a Notice Of Lender 

Consent To Attend And Participate In The Mortgage Modification Mediation Program (Form 

ND-MMM-101). 

2. The Debtor is an individual who has filed for relief under, or converted to, 

Chapter 13 of the United States Bankruptcy Code on       . 

3. The Debtor requests entry in to the MMM Program with respect to real 

property located at             

(the “Property”).  The last four digits of the account number for the Lender’s loan secured by the 

Property is     (the “Loan”). 

/// 
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A. The Property is: (select one) 

          the Debtor’s primary residence. 

          not the Debtor’s primary residence. 

B. The borrowers whom are obligated on the Loan are: (select one) 

          only the Debtor. 

        the Debtor and a non-filing co-borrower, co-obligor, or  

third-party, and their name(s) are as follows:   

        

        

        . 

C. If applicable, the Debtor has filed with this Motion the Notice of 

Third-Party Consent To Attend And Participate In The Mortgage Modification Mediation 

Program (Form ND-MMM-102), which is signed by each co-obligor, co-borrower, or third party 

listed above. 

 4. The Debtor intends to: (select all that apply) 

         modify the loan or mortgage on the Property. 

         surrender the Property to the Lender. 

 5. Prior to filing this Motion, the Debtor’s information was submitted to and 

processed through the court-approved online program that facilitates the preparation of the 

Debtor’s loan modification package (the “Document Preparation Software”).  The Debtor’s initial 

loan modification forms have been generated and are ready for signature and submission.  The 

Debtor has also collected all of the required supporting documentation as required by the 

Document Preparation Software (such documentation and forms shall be collectively referred to 

herein as the “Debtor’s Prepared Package”) and the Debtor is prepared to submit the supporting 

documentation and the modification forms.  Further, the Debtor has paid the applicable Document 

Preparation Software fee to the approved vendor. 

 6. Prior to filing this Motion, the Debtor has determined that: (select one) 

         the Lender is registered with the approved Mortgage Modification  
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Mediation Portal (the “MMM Portal”). 

       the Lender is not registered with the MMM Portal.  The Debtor 

requests that the Court require the Lender (and the Lender’s 

California counsel, if applicable), within fourteen (14) days after 

the entry of an order approving this Motion, to register with the 

MMM Portal and provide to the vendor operating the MMM Portal 

any forms or documents which the Lender may require to initiate a 

review under the MMM Program.  The MMM Portal vendor shall 

post any such forms or documents to the Lender’s profile on the 

MMM Portal.  

 7. The Debtor requests that the Lender consider: (select all that apply) 

        a HAMP or other government sponsored loan modification. 

        a conventional loan modification. 

        a deed in lieu of foreclosure.  

        surrender options. 

        other:          . 

 8. If the Debtor is requesting non-retention (surrender) options for the 

Property, then the Debtor will submit all additional documents required for surrender of the 

Property as provided for on the MMM Portal.  Further, Debtor represents that the Property: 

          has not previously been listed for sale. 

          has previously been listed for sale. 

9. If the Debtor is represented by an attorney, the Debtor has remitted the 

applicable mediator’s fee pursuant to the MMM Procedures to the Debtor’s attorney.  The Debtor 

understands and acknowledges that after the mediator is designated, the mediator’s fee is not 

refundable for any reason at any time. 

10. If the Debtor is not represented by an attorney, the Debtor obtained a 

money order or a cashier’s check to pay the required mediator’s fee pursuant to the MMM 

Procedures, a true and correct copy of which is attached hereto as Exhibit A.  The Debtor 
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understands and acknowledges that after the mediator is designated, the mediator’s fee is not 

refundable for any reason at any time. 

  11. The Debtor has selected                              (the “Mediator”) 

to act as the mediator in this case. 

WHEREFORE, the Debtor requests that this Motion be granted and for such other and 

further relief as this Court deems proper. 
 
 
 
Dated:      Respectfully submitted, 

By:   
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

NOTICE OF LENDER CONSENT TO 
ATTEND AND PARTICIPATE IN 
MORTGAGE MODIFICATION 
MEDIATION PROGRAM 

 
 

      (the “Lender”) consents to participate in the 

Mortgage Modification Mediation Program (the “MMM Program”) with                

(the “Debtor”) in the above-captioned case.  By this consent, the Lender hereby agrees as follows. 

1. To participate in the MMM Program and be subject to the MMM Procedures. 

2. To register with the Mortgage Modification Mediation Web Portal (“MMM 

Portal”) located at www.dclmwp.com (if not already registered) within fourteen (14) days from 

the date of filing this notice, and to provide to the MMM Portal vendor the Lender’s initial lost 

mitigation package which specifies the forms and documentation required to initiate a review of 

the Debtor’s request for loss mitigation options (the “Lender’s Initial Package”). 

3. To communicate with the Debtor or the Debtor’s attorney (if represented by 

counsel) through the MMM Portal as required by the MMM Procedures. 

4. To designate its single point of contact and its California legal counsel (if any) on 

the MMM Portal, if such persons have not already been designated, within seven (7) days after 

receiving the Debtor’s information through the MMM Portal. 
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5. That the Lender’s single point of contact and its California legal counsel (if any) 

will have the requisite authority (within the investor’s guidelines) to settle any and all issues that 

may arise during the MMM Conferences. 

6. That the Lender’s single point of contact and its California legal counsel (if any) 

will attend and continuously participate in all MMM Conferences in this case. 

7. To pay the non-refundable fee pursuant to the MMM Procedures directly to the 

mediator within seven (7) days of designation of the mediator. 

8. To pay half of the mediator’s fee directly to the mediator in the event that the 

MMM Program extends beyond two (2) one-hour sessions. 

 9. To promptly prepare and execute all necessary documents to effectuate any 

agreement reached during the MMM Conferences, to the extent that a settlement is agreed upon. 

 
Dated:      Respectfully submitted, 

By:   
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

NOTICE OF THIRD-PARTY CONSENT  
TO ATTEND AND PARTICIPATE IN 
MORTGAGE MODIFICATION 
MEDIATION PROGRAM 

 
 

      (the “Third Party”) consents to participate in the 

Mortgage Modification Mediation Program (the “MMM Program”) with           

(the “Debtor”) and       (the “Lender”) in the above-captioned case.  

By this consent, the Third Party hereby asserts as follows. 

1. I am not a debtor in the above-captioned case. 

2. I am: (select all that apply) 
  

       the Debtor’s non-filing spouse. 
       a co-obligor on the promissory note. 
       a co-borrower on the mortgage. 
       other / third-party:        .

  

3. Although not required to do so, I am willing to enter into a binding settlement 

agreement with the Debtor and the Lender. 

4. Upon request from the Debtor and/or the Debtor’s attorney, I am willing to 

promptly provide all necessary and required documents for the MMM Program. 

5. To the extent that the Debtor is represented by an attorney in the above-captioned 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

FORM ND-MMM-102 2 VERSION 1.00 (June 1, 2015) 

NOTICE OF THIRD-PARTY CONSENT TO ATTEND AND PARTICIPATE IN MORTGAGE MODIFICATION MEDIATION PROGRAM 
 

case, I have not entered into any agreement with the Debtor’s attorney for legal representation 

and I acknowledge that I am not represented by the Debtor’s attorney for purposes of the MMM 

Program or any matter related thereto. 

6. I understand and acknowledge that I am entitled to retain my own attorney to 

represent me in the MMM Program or any matter related thereto, and I further understand and 

acknowledge that neither the Court nor the MMM Program will provide me with an attorney. 

7. I understand and acknowledge that all communications and information exchanged 

during the MMM Program shall be deemed confidential and shall not be disclosed, except as 

otherwise provided in the MMM Procedures. 

 
Dated:       

By:   
Signature 

 

 
STATE OF CALIFORNIA 
CITY/COUNTY OF          . 
 
Executed and acknowledged before me, the undersigned notary, on this          day of  

     ,          .  

 

 
              
       Notary Public, State of California 
       Commission No.      
 
My Commission Expires: 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

ORDER GRANTING MOTION FOR 
REFERRAL TO MORTGAGE 
MODIFICATION MEDIATION PROGRAM 

 

On     ,       filed a Motion For 

Referral To Mortgage Modification Mediation Program [Dkt. No.       ] (the “Motion”).  Upon 

due consideration, and for good cause shown, the Court hereby orders as follows: 

1. The Motion is granted. 

2.      (the “Debtor”) and       

(the “Lender”) are required to participate in the Mortgage Modification Mediation Program (the 

“MMM Program”) in good faith. 

3.      (the “Mediator”) is designated to serve as the MMM 

Program mediator in this case. 

4. The current procedures and deadlines set forth in the Mortgage Modification 

Mediation Program Procedures (the “MMM Procedures”) attached hereto as Exhibit A are 

incorporated into this Order. 

5. The automatic stay provided for under 11 U.S.C. § 362(a) shall be modified to the 

extent necessary to facilitate the MMM Program pursuant to this Order. 

*** END OF ORDER *** 
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EXHIBIT A 

 
[Attach a copy of the current version of the Mortgage Modification Mediation Program 
Procedures available on the Court’s website (http://www.canb.uscourts.gov)]. 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

NOTICE OF ENTRY OF ORDER 
GRANTING MOTION FOR REFERRAL 
TO MORTGAGE MODIFICATION 
MEDIATION PROGRAM 

 

 
TO:        (THE “LENDER”), THE CHAPTER 13 
TRUSTEE, THE UNITED STATES TRUSTEE, ALL PARTIES-IN-INTEREST, AND 
THEIR RESPECTIVE COUNSEL:  

  

 PLEASE TAKE NOTICE that on      , 20          , the Court 

entered an Order Granting Motion For Referral To Mortgage Modification Mediation Program 

(the “MMM Order”) [Dkt. No.       ] in the above-captioned case, a copy of which is attached 

hereto as Exhibit A. 

 PLEASE TAKE FURTHER NOTICE that the Mortgage Modification Mediation 

Program Procedures adopted by the Court shall govern the mediation process, a copy of which is 

attached hereto as Exhibit B. 

PLEASE TAKE FURTHER NOTICE that the Lender has fourteen (14) days from the 

date Debtor served this notice to file a motion for reconsideration of the MMM Order.  Such 

motion shall be filed with the Clerk of the United States Bankruptcy Court and served upon 

counsel for the Debtor. 
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PLEASE TAKE FURTHER NOTICE that       (the 

“Debtor”) has selected       (the “Mediator”) to act as the 

mediator in this case.  The Lender has fourteen (14) days from the date Debtor served this notice 

to file an objection to the Mediator selected in this case.  Such objection shall be made by 

completing Local Mortgage Modification Mediation Form ND-MMM-105, a copy of which is 

attached hereto as Exhibit C, and shall be filed with the Clerk of the United States Bankruptcy 

Court and served upon counsel for the Debtor. 

PLEASE TAKE FURTHER NOTICE that failure to file timely a motion for 

reconsideration of the MMM Order shall be deemed as consent to participate in the Mortgage 

Modification Mediation Program, and that failure to file timely an objection to the Mediator shall 

be deemed as a waiver of your right to challenge the Mediator selected by the Debtor.  

 
 
Dated:      

 

By:   
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EXHIBIT A 
 
 
[Attach a copy of the Order Granting Motion For Referral To Mortgage Modification Mediation 
(Form ND-MMM-103) entered by the Court in this matter]. 
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EXHIBIT B 
 
 
[Attach a copy of the current version of the Mortgage Modification Mediation Program 
Procedures available on the Court’s website (http://www.canb.uscourts.gov)]. 
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EXHIBIT C 
 
 
[Attach a copy of the current version of Objection to Selection of Mortgage Modification 
Mediator (Form ND-MMM-105) available on the Court’s website 
(http://www.canb.uscourts.gov)]. 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

OBJECTION TO SELECTION OF 
MORTGAGE MODIFICATION 
MEDIATION PROGRAM MEDIATOR 

 

On    ,      (the “Debtor”) filed a Motion For 

Referral To Mortgage Modification Mediation Program [Dkt. No.       ] (the “Motion”) and 

requests that the Court enter an order referring the Debtor and       

(the “Lender”) to the Mortgage Modification Mediation Program (the “MMM Program”).   

In the Motion, the Debtor has proposed that       (the “Proposed 

Mediator”) should be designated as the MMM Program mediator in this case.  The Lender does 

not object to this case being referred to the MMM Program, however the Lender does object to 

the Proposed Mediator being designated as the MMM Program mediator in this case. 

WHEREFORE, pursuant to the MMM Procedures, the Lender requests that the Clerk of 

the Court randomly select a mediator for this case from the Register of Mediators. 

 
 
Dated:      Respectfully submitted, 

By:   
 

 



1 

2 

3 

4 

5 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

26 

27 

28 

 

 

FORM ND-MMM-106 1 VERSION 1.00 (June 1, 2015) 
MOTION TO APPROVE TRIAL LOAN MODIFICATION AGREEMENT AND AUTHORIZING TRUSTEE TO MAKE DISTRIBUTIONS 
PRIOR TO CONFIRMATION TO LENDER 
 

 
 
 
 
 
 
 
 
 
 

UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

MOTION TO APPROVE TRIAL LOAN 
MODIFICATION AGREEMENT AND 
AUTHORIZING TRUSTEE TO MAKE 
DISTRIBUTIONS PRIOR TO 
CONFIRMATION TO LENDER 

 

      (the “Debtor”) hereby moves (the “Motion”) the 

Court for entry of an order approving a trial loan modification agreement entered into with  

     (the “Lender”) and authorizing the Chapter 13 Trustee (the 

“Trustee”) to make distributions to the Lender prior to confirmation based upon the following. 

1. On     , the Court referred the above-captioned case to the 

Mortgage Modification Mediation Program (the “MMM Program”) [Dkt. No.      ] with respect to 

real property located at           . 

2. On     , a MMM Conference was conducted whereby the 

Debtor and the Lender agreed to a trial loan modification agreement (the “Trial Agreement”), a 

true and correct copy of which is attached hereto as Exhibit A. 

3. In order to facilitate payments required by the Trial Agreement, the parties request 

that the Trustee be authorized to distribute payments prior to confirmation as follows: 

         A. Monthly Payments.  The Debtor’s trial payments to the Lender shall 

be in the amount of $     per month, which includes principal, interest, and escrow 
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amounts for property taxes and insurance.  The effective interest rate for the trial payments shall 

be    % per annum.  The trial payments shall commence on     , 20    

and continue through     , 20     . 

          B. Lump Sum Payment.   The Debtor has made payments to the 

Trustee sufficient to satisfy the Lender’s requirements for       trial payments in the aggregate 

amount of $    , which includes principal, interest, and escrow amounts for 

property taxes and insurance.  The effective interest rate for the trial payments shall be           % 

per annum.  This single lump sum payment shall be disbursed immediately. 

4. The Trustee shall make the payment(s) specified in Paragraph (3) above payable to 

      and mailed to        

           .  The last four 

digits of the account number or the other unique identifier for these trial payments is   . 

5. On      , the Debtor filed a Chapter 13 Plan which 

includes the Required Chapter 13 Plan Language specified in Section 11(C) of the MMM 

Procedures [Dkt. No.       ]. 

 

WHEREFORE, the Debtor requests that the Court enter an order approving the Motion 

and for such other and further relief as the Court deems just and proper. 
 
 
Dated:      Respectfully submitted, 

By:   
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

ORDER GRANTING MOTION TO 
APPROVE TRIAL LOAN MODIFICATION 
AGREEMENT AND AUTHORIZING 
TRUSTEE TO MAKE DISTRIBUTIONS 
PRIOR TO CONFIRMATION 

 

On    ,       (the “Debtor”) filed a Motion 

to Approve Trial Loan Modification Agreement and Authorizing Trustee to Make Distributions 

Prior to Confirmation [Dkt. No.       ] (the “Motion”) seeking approval of a trial loan modification 

agreement entered into with       (the “Lender”), which was attached 

as Exhibit A to the Motion (the “Trial Agreement”).  Upon due consideration, and for good cause 

shown, the Court hereby orders as follows: 

1. The Motion is granted. 

2. The Trial Agreement is approved and the Debtor is authorized to enter into the 

Trial Agreement. 

3. The Debtor and the Lender are authorized to execute any and all documents 

necessary to effectuate and implement the terms of the Trial Agreement. 

4. The terms of the Trial Agreement are incorporated into this Order. 

5. Pursuant to the Debtor’s Chapter 13 Plan [Dkt. No.       ], the Trustee is authorized 

to make distributions to the Lender prior to confirmation as follows: 
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         A. Monthly Payments.  The Debtor’s trial payments to the Lender shall 

be in the amount of $     per month, which includes principal, interest, and escrow 

amounts for property taxes and insurance.  The effective interest rate for the trial payments shall 

be    % per annum.  The trial payments shall commence on     , 20    

and continue through     , 20     . 

          B. Lump Sum Payment.   The Debtor has made payments to the 

Trustee sufficient to satisfy the Lender’s requirements for       trial payments in the aggregate 

amount of $    , which includes principal, interest, and escrow amounts for 

property taxes and insurance.  The effective interest rate for the trial payments shall be           % 

per annum.  This single lump sum payment shall be disbursed immediately. 

6. The Trustee shall make the payment(s) specified in Paragraph (5) of this Order 

payable to       and mailed to       

             .  

The last four digits of the account number or the other unique identifier for the trial payment(s) is 

    . 

7. Within twenty eight (28) days after the date the Trustee makes the final payment to 

the Lender as required by the Trial Agreement, the Lender shall provide the Debtor with a final 

loan modification agreement. 

8. The Court shall retain jurisdiction with respect to all matters arising from or 

related to the implementation of this Order, including but not limited to, interpretation and 

enforcement of the Trial Agreement. 

*** END OF ORDER *** 
 
 
APPROVED AS TO FORM AND CONTENT 
 
 
 
        Dated:      
Signature 
By:        
Its:       
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

MOTION TO APPROVE LOAN 
MODIFICATION AGREEMENT AFTER 
COMPLETION OF MORTGAGE 
MODIFICATION MEDIATION PROGRAM 

 

      (the “Debtor”) hereby moves (the “Motion”) the 

Court for entry of an order approving a loan modification agreement entered into with   

    (the “Lender”) based upon the following. 

1. On     , the Court referred the above-captioned case 

to the Mortgage Modification Mediation Program (the “MMM Program”) [Dkt. No.      ]. 

2. On      , the Debtor filed a Chapter 13 Plan 

which includes the Required Chapter 13 Plan Language specified in Section 11(C) of the 

Mortgage Modification Mediation Program Procedures [Dkt. No.       ]. 

3. On     , the Debtor and the Lender agreed to a final 

loan modification agreement (the “Final Agreement”), a true and correct copy of which is 

attached hereto as Exhibit A.  The essential terms of the Final Agreement are summarized below: 
 

 ORIGINAL LOAN MODIFIED LOAN 
Principal Balance   
Interest Rate   
Interest Type   
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Maturity Date   
Principal and Interest 
Amount 

  

Total Payments (including 
escrow, if applicable) 

  

Incorporates Pre-Petition 
Arrears? (Yes or No) 

  

Incorporates Post-Petition 
Arrears? (Yes or No) 

  

       4. On      , the Court entered an Order Granting 

Motion to Approve Trial Loan Modification Agreement and Authorizing Trustee to Make 

Distributions Prior to Confirmation [Dkt. No.       ] (the “Trial Modification Order”).  In order to 

facilitate payments required by the Final Agreement, the parties request that the Trustee be 

authorized to distribute payments prior to confirmation as follows: 

        A. As specified in the Trial Modification Order. 

         B. The Debtor’s new mortgage payment to the Lender shall be in the 

amount of $     per month, which includes principal, interest, and escrow amounts 

for property taxes and insurance.  The effective interest rate for the mortgage payments shall be    

   % per annum.  The payments shall commence on     , 20    and 

continue through     , 20     .  The Trustee shall make these payments 

payable to       and mailed to       

           .  The last four 

digits of the account number or the other unique identifier for these trial payments is   . 

5. The Debtor asserts that the Agreement is reasonable and in the best 

interests of the estate and its creditors. 

WHEREFORE, the Debtor requests that the Court enter an order granting the Motion and 

for such other and further relief as the Court deems just and proper. 

 
 
Dated:      Respectfully submitted, 

By:   
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

ORDER GRANTING MOTION TO 
APPROVE LOAN MODIFICATION 
AGREEMENT AFTER COMPLETION OF 
MORTGAGE MODIFICATION 
MEDIATION PROGRAM 

 

On    ,       (the “Debtor”) filed a Motion 

to Approve Loan Modification Agreement After Completion of Mortgage Modification 

Mediation Program [Dkt. No.      ] (the “Motion”) seeking approval of the agreement entered into 

with      (the “Lender”), which was attached as Exhibit A to the Motion 

(the “Final Agreement”).  Upon due consideration, and for good cause shown, the Court hereby 

orders as follows: 

1. The Motion is granted. 

2. The Final Agreement is approved and the Debtor is authorized to enter into the 

Final Agreement. 

3. The Debtor and the Lender are authorized to execute any and all documents 

necessary to effectuate and implement the terms of the Final Agreement. 

4. The terms of the Final Agreement are incorporated into this Order. 

5. Pursuant to the Debtor’s Chapter 13 Plan [Dkt. No.       ], the Trustee is authorized 

to make distributions to the Lender prior to confirmation as follows: 
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             A. As previously specified in the Order Granting Motion to Approve 

Trial Loan Modification Agreement and Authorizing Trustee to Make Distributions Prior to 

Confirmation [Dkt. No.       ]. 

         B. The Debtor’s new mortgage payment to the Lender shall be in the 

amount of $     per month, which includes principal, interest, and escrow amounts 

for property taxes and insurance.  The effective interest rate for these payments shall be    % per 

annum.  The payments shall commence on     , 20    and continue through 

    , 20     .  The Trustee shall make these payments payable to  

     and mailed to         

         .  The last four digits of the 

account number or the other unique identifier for these trial payments is   . 

6. The Court shall retain jurisdiction with respect to all matters arising from or 

related to the implementation of this Order, including but not limited to, interpretation and 

enforcement of the Final Agreement. 

*** END OF ORDER *** 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

MORTGAGE MODIFICATION MEDIATION 
PROGRAM. 

 

VERIFICATION OF 
QUALIFICATIONS TO ACT AS 
MEADIATOR IN THE MORTGAGE 
MODIFICATION MEDIATION 
PROGRAM 

I,       , hereby declare as follows: 

1. I am seeking to be included on the Register of Mediators maintained by the Clerk 

of the Court for purposes of the Mortgage Modification Mediation Program (the “MMM 

Program”).  I have personal knowledge of the following and could testify competently thereto if 

called upon to do so.    

2. In accordance with General Order 29, I verify that I am qualified to serve as a 

mediator for a period of three (3) years, after which I must reapply, based upon the following 

qualification (select one): 
 

       I am an active and licensed member of the State Bar of California and 
admitted to practice law in a state court or federal court within California 
for at least the past five (5) years; 

        I am a retired California state court or federal court judge; or 
        I am an active and licensed member of the State Bar of Florida and an 

approved member on the Register of Mediators with the Clerk of the Court 
for the United States Bankruptcy Court, District of Florida (all divisions) 
accepting MMM Assignments, and I will accept MMM Assignments for a 
period limited to one (1) year commencing June 1, 2015 and ending May 
31, 2016. 

 3. I have never been disbarred or suspended from practice before any court, 

department, bureau or commission of any state or the United States, and I have never received a 
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reprimand or been subject to other disciplinary action from any such court, department, bureau or 

commission, except as follows:          

             

             . 

 4. I have never been denied admission to the State Bar of California, except as 

follows:             

             

             . 

 5. I am a member in good standing of the following Bar Associations:   

             . 

 6. I agree to accept the current compensation rate established by the United States 

Bankruptcy Court for the Northern District of California. 

 7. I am familiar with and will comply with all notice and reporting requirements as 

implemented in General Order 29 through the MMM Procedures. 

 8. I will promptly disclose to the Court any bias or prejudice which may disqualify 

me as a mediator. 

 9. I will accept referrals for cases filed in the Northern District of California in the 

San Francisco, Oakland Divisions, Santa Rosa, and San Jose Divisions. 

 

I declare under penalty of perjury under the laws of the United States of America that the 

foregoing is true and correct. 

Executed at    ,     on this          day of , 20     . 

 

 
             
                      Signature 
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UNITED STATES BANKRUPTCY COURT 

NORTHERN DISTRICT OF CALIFORNIA 

 
In re 

   , 

  Debtor. 

Case No.  

Chapter 13 

FINAL REPORT OF MORTGAGE 
MODIFICATION MEDIATION PROGRAM 
MEDIATOR 

 

    , the Court-appointed Mortgage Modification Mediation 

Program (the “MMM Program”) mediator (the “Mediator”) in the above-captioned case, hereby 

reports as follows: 

       1. On     , the final MMM Conference was conducted 

and the parties: 
 

       Reached a trial loan modification agreement. 
       Reached a final loan modification agreement. 
        Failed to reach an agreement. 
       Other (specify):          

           
  

The following persons were in attendance at the MMM Conference: 
 

         Debtor:          
       Debtor’s Attorney:         
       Co-Debtor / Co-Borrower:        
       Debtor’s Attorney:         
       Lender’s Representative:        
       Other:           

  

       2. The final MMM Conference was scheduled for     , 

but the conference was not conducted for the following reason(s) (select all that apply): 
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       The parties settled prior to the conference. 
       The above-captioned case was dismissed. 
       The Debtor failed to attend. 
       The Debtor’s attorney failed to attend. 
       The Lender’s representative failed to attend. 
       The Lender’s attorney failed to attend. 
       Other:           

             
             . 

        3. The Debtor’s attorney fully performed all services required by the 

Mortgage Modification Program Procedures and participated in all MMM Conferences, and the 

failure of the parties to reach an agreement in this matter was no fault of the Debtor’s attorney. 

        4. The Mediator further reports:         

             

             

             

             

             

             . 

 
Dated:      Respectfully submitted, 

By:   
 

 



Honorable Virginia M. Kendall

United States District Court for the Northern District of 
Illinois

Virginia_kendall@ilnd.uscourts.gov

UNDERSTANDING HUMAN 
TRAFFICKING CASES 

A JUDGE’S PERSPECTIVE



THE SCOPE OF THE INTERNATIONAL 
PROBLEM

• 12.3 million victims of human trafficking world wide 
according to 2010 reports

• $32 billion in profits to the traffickers

• Frequently linked to organized crime – complex 
organizations with specific roles along the route

• Challenge of working internationally across borders to 
share information and evidence

• Big money:  money laundering; false identification, bribery

• Public corruption inherent in its success



TYPES OF TRAFFICKING

• Forced prostitution of foreign born women and children

• Forced agricultural labor (farm worker)

• Domestic servitude

• Domestic sex trafficking

• No need to cross international borders for trafficking

• Crime of control and coercion



• SMUGGLING

• Offense against the 
integrity of borders

• Business relationship 
consummated once alien 
has reached border

• Requires illegal border 
crossing

• TRAFFICKING

• Offense against a person

• Coerced or compelled 
labor or service

• Smuggling debt 

• Traffickers maintain 
control over their 
victims after the border 
is crossed

DIFFERENCE BETWEEN TRAFFICKING 
AND SMUGGLING



THE INTERNATIONAL COMMUNITY’S 
RESPONSE

• 1989 UN Convention on the Rights of the child

• 1996 Hague Convention on the Protection of Children

• 1998 Rome Statute of the International Criminal Court

• 1999 International Labor Organization Concerning the 
Prohibition of Child Labor

• 2000 United Nations Convention on Organized Crime

• 2000 TVPA – UN Protocol (revised and updated three 
times)



THE NUMBER OF PROSECUTIONS

• Only 3,000 prosecutions worldwide

• Cyprus TIP report for 2010 reported only 24 victims of 
sex trafficking and 17 victims of forced labor

• Low numbers of prosecutions due to:

• Lack of training, understanding, ability to locate the 
crime and identify victims

• Lack of focus on protecting a class of individuals who 
have little voice or recognition



Source: Department of State Trafficking in Persons Report, 2013



WHY?

• Victims do not self identify

• Victims fear law enforcement

• Corruption within the states

• Prosecution of the Victims for crimes

• Prosecution of the Victims for immigration offenses

• Fear of Deportation

• Fear of the reality of their situation:  loss of ability to control 
their lives

• SHAME



THE VICTIM INTERVIEW –CLUES TO 
TRAFFICKING

• not free to leave

• owes a debt to the person who is in control of her work and 
residence and care

• came from another country and is concerned about siblings 
abroad

• has no income and no ability to purchase anything for herself

• does not know exactly where she is – unable to identify places 
within the community

• is isolated from others within the community; resides in one 
location without access to outsiders and outside activity

• is fearful



TRAFFICKING = COERCION

• Victims kept in isolation with no ability to learn their 
surroundings or moved from location to location

• Victims owe a debt for the transportation to the country

• Victims do not hold their own money; all basic “needs” are 
provided by the trafficker

• Victims often have their passports held by the traffickers 
or worse by the police who act in conjunction with 
traffickers



COERCION

• Victims believe that the trafficker will harm them, 
or their families, or bring other siblings to the 
country to be trafficked

• Victims lose self confidence and shame of who 
they have become is overwhelming

• Victims feel that there is no way to escape –
traffickers have convinced them that they will be 
harmed or deported



COERCION

• Sexual abuse, battery, rape

• Isolation, neglect of basic needs

• Physical abuse

• Observing other victims being raped or abused 

• Psychological abuse: threats of harm to victims or family

• Controlling all aspects of daily life:   food, shelter, health care

• Threats of reporting their criminality to the authorities

• Debt bondage



NEED TO UNDERSTAND THE 
VICTIMIZATION

• Malleable victims often seeking “better life”

• Some leaving war torn area, poverty, natural disaster

• Some  duped into coming and do not understand they will 
be prostituted

• Others understand they will be prostituted but soon learn 
that they are no longer free to leave

• All become controlled and manipulated through a variety 
of psychological and physical means



COMMON MISUNDERSTANDINGS

• Victim chose this way of life

• Victim could seek help if she really wanted it

• Victim can return to her home country if she wants

• Victim is being paid and is working normal hours under 
normal conditions

• Victim cares for, admires, her pimp

• Victim is residing in healthy conditions



REALITY OF THE SITUATION

• Victim is housed in neglectful, often unsanitary, and 
unhealthy conditions

• Victim is not free to leave

• Trafficker enforces rules that result in sanctions if broken

• Sanctions include violence, sex, rape, and degradation

• Traffickers instill fear of law enforcement and deportation

• Traffickers hold on to passports and issue false 
identification documents



TRAFFICKER’S CONTROL LEADS TO 
PSYCHOLOGICAL TRAUMA

• Victim believes there is no way out of the situation

• Even if victim were to leave, despair over what she has 
become prevents her from seeking help from family

• Victim often has no identification documents to prove 
who she is 

• Victim is completely reliant on trafficker for food, shelter, 
knowledge of the outside world and medical care

• Victim is broken psychologically and incapable of 
asserting independence



SIGNIFICANCE OF TRAUMA:
INCONSISTENT STATEMENTS

• Psychological trauma:  

• efforts to avoid thoughts on the traumatic experience; 

• to avoid anything that reminds the victim of the 
traumatic experience; 

• inability to recall specific details or strange focus on 
one detail; 

• inability to remain focused on the discussion; 
exhaustion



SIGNIFICANCE OF COERCION:  
INCONSISTENT STATEMENTS

• Likelihood of 

• inconsistent statements 

• inconsistencies amongst victims due to different levels 
of psychological ability to address the victimization

• first statement being less detailed than later 
statements

• victim going through phases of refusing to cooperate 

• having to work long hours with victim more than 
other types of cases 



UNDERSTAND THE PROGRESSION OF 
INTERVIEWING

• Law enforcement interview differs from social worker 
interview

• Law enforcement seeks the who, what, when and how

• Law enforcement seeks immediate response from fearful 
interviewee

• Once victim is provided safe harbor, food, clothing, the 
interview will expand

• Once given the time and patience with the victim, the 
details will expand and victim may recant her earlier 
denial of harm



WHAT DOES A JUDGE WANT TO SEE?

• Credible testimony 

• Testimony supported by other evidence

• Testimony that does not sound forced, created, or cut 
from a mold

• Testimony that describes the elements of the crime

• Testimony that makes sense to her in light of her 
knowledge of the crime



HOW DO YOU KNOW THE TRUTH?  
CORROBORATION OF WITNESS

• Surveillance:  photos and videos of the comings and 
goings

• Bank records:  show the cash deposits on the days she 
said she paid him

• Phone records:  show the links to his control through the 
phone calls before and after the “work”

• Site photos:  show the barren rooms, locks on the doors, 
one dress in the closet, fence around the perimeter

• Immigration records:  show the entry into the country 
together



ADVANCED CORROBORATION

• Cooperator testimony of someone on the inside

• Recorded phone calls between the victim and the 
trafficker

• Chats, text messages, emails

• Undercover operation – entry into the world of the 
trafficker

• Undercover operation – money laundering opportunity

• GPS tracker on vehicle or phone



ADVANCED CORROBORATION

• Lack of payroll records, tax records, business records

• Tracing funds – (wire transfers, purchases of large ticket 
items  like cars)

• Rental records, and other real estate documents – who is 
on the lease?

• Who contacts the utilities to set up/change service

• ISP connection to location?

• Basic neighbor interviews 



OTHER CRIMES MAY BE INVOLVED

• Identification document fraud

• Tax evasion

• Kidnapping

• Wire fraud

• Computer luring

• Violent crimes:  rape, battery



RECOGNIZE THE UNIQUE VICTIMIZATION 
OF THE CRIME

• Fear, physical illness, lack of basic needs (food, shelter, 
clothing), potential criminal exposure – all work against 
the ability to present your case

• A victim needs to know and have access to services

• Physical health (medicine, IV testing, STD testing)

• Mental health (counseling, support, time)

• Shelter and Basics (food, safe haven, clothing)

• Communication about the next step



WORKING WITH NGO’S

• NGOs provide access to the services needed to stabilize 
the victim

• NGO’s can provide insights into the trafficker based on 
their experiences with the locale and/or the cultural 
group of victims

• NGO’s can provide leads to law enforcement based on 
their interaction with the victims

• NGO’s can provide the emotional and health support 
needed for the victim while law enforcement investigates



USE OF TASK FORCE APPROACH 

• Building partnerships with local and federal law 
enforcement, medical personnel, grass roots 
organizations, immigration organizations

• Tap into community networks  -- foreign language papers 
and ethnic community groups

• Identifying victims through non-traditional means:  
church groups, shelters, hospitals, food pantries,  building 
inspectors, utility companies



EDUCATE THE JUDGE

• Understand that trafficking is not easily understood

• Understand that victims do not even identify themselves 
as victims of trafficking

• How can a judge rule that a crime has been committed if 
she does not understand the crime?

USE  AN EXPERT



BENEFITS OF EXPERT TESTIMONY 

• Describes a crime that is not easily identifiable and occurs 
under our noses each day

• Explains the climate of fear that would cause a victim to 
have inconsistencies in her telling of her victimization

• Explains the level of trauma that coercion causes which 
often keeps a victim from escaping or reporting to the 
authorities

• Explains psychological coercion and fear

• Explains cultural and gender differences that can impact a 
victim’s credibility



QUALIFICATIONS OF AN EXPERT

• Can be someone with psychological or psychiatric 
expertise who has dealt with victims of trauma

• Can be someone with hands-on experience interviewing 
and dealing with victims of human trafficking

• Can be someone who has studied a particular culture and 
has interviewed victims from that particular culture

• Can be someone in law enforcement, medical field, mental 
health field, non-profit field, education



EXPERTS NOT ONLY EDUCATE; 
THEY CORROBORATE

• Experts can opine on evidence and why it is significant to 
coercion

• Experts can opine on behavior of the victims and why 
that behavior is consistent with coercion

• Experts can opine on the symptoms and injuries suffered 
by your victims and explain why they are common to 
human trafficking victims

• Experts offer a badge of credibility to your victims



UNDERSTANDING HUMAN 
TRAFFICKING  

A JUDGE’S PERSPECTIVE

Honorable Virginia M. Kendall
United States District Court -Northern District of IL

Virginia_kendall@ilnd.uscourts.gov
Co-author, Child Exploitation and Trafficking
Examining the Global Issues and U.S. Response



THE SCOPE OF THE PROBLEM
• 20  million victims of human trafficking world wide according 

to 2014 reports (44,000 identified victims)

• 100,000 United States Children sexually trafficked

• $32 billion in profits to the traffickers

• Frequently linked to organized crime – complex organizations 

with specific roles along the route

• Challenge of working internationally across borders to share 

information and evidence

• Big money:  money laundering; false identification, bribery

• Public corruption inherent in its success



TYPES OF TRAFFICKING
• Forced prostitution of both nationals and foreign born women 

and children

• Forced agricultural labor (farm worker)

• Domestic servitude

• Domestic sex trafficking

• No need to cross international borders for trafficking

• Crime of control and coercion



SMUGGLING

• Offense against the 

integrity of borders

• Business relationship 

consummated once alien 

has reached border

• Requires illegal border 

crossing

TRAFFICKING

• Offense against a person

• Coerced or compelled labor 

or service

• Smuggling debt 

• Traffickers maintain control 

over their victims after the 

border is crossed

DIFFERENCE BETWEEN 
TRAFFICKING AND SMUGGLING



THE NUMBER OF PROSECUTIONS
• Only 5,776 convictions worldwide

• Low numbers of prosecutions due to:

• Lack of training, understanding, ability to locate the crime and 

identify victims

• Lack of focus on protecting a class of individuals who have little 

voice or recognition

• Lack of prosecutors charging HT statutes – charging older  and often 

simpler charges

• Lack of coordinated local, state, federal task forces

• Difficulty in working with challenging victim class

• Difficulty in working with immigration and social services



IS THERE HUMAN TRAFFICKING IN 
THE UNITED STATES?



FROM OVER 9,000 CALLS IN THE 
PAST 5 YEARS TO THE NHTRC

• Sex trafficking 5932 (63.80%)

• Labor trafficking 2027 (21.80%)

• Sex and labor trafficking 234 (2.52%)

• Other / not specified 1105 (11.88%)



VICTIM DEMOGRAPHICS

• sex trafficking 52% (adults) 33% (minors)

• labor trafficking 70% (adults)  20% (minors)

• sex trafficking 5% (male) 85% (female)

• labor trafficking 40% (male)  27% (female)

• labor trafficking 20% (US citizens)  66% 

(foreign nationals)



States with the highest reports of 
human trafficking

1. California
2. Texas
3. Florida
4. New York
5. Illinois
6. District of Columbia
7. Virginia
8. Ohio
9. North Carolina
10. Georgia



Most significant form of trafficking 
in US = sex trafficking of females thru pimp



Over 40% of 
cases
referenced 
children
under 18.



• Pimps --
over 80%

• Use of romantic 
interest/grooming

• Socially through 
friends

• In public places
• 18% from on line
• Posing as a 

benefactor for 
lodging food, or job

WHO IS RECRUITING FOR ST AND HOW?



Where is the labor trafficking?
Domestic Work 27.13%
Labor, Other/Not Specified 16.82%
Restaurant/Food Service 10.85%
Peddling Ring 10.56%
Traveling Sales Crew 9.57%
Other Small Business 8.04%
Agriculture 4.54%
Construction 2.37%
Begging Ring 1.78%
Factory 1.33%
Health & Beauty Services 1.13%
Housekeeping/Cleaning Service 0.94%
Carnival 0.84%



Immense gap between numbers of victims 
and numbers of prosecutions/rescues

YEAR PROSECUTIONS CONVICTIONS
VICTIMS 

IDENTIFIED
NEW OR AMENDED 

LEGISLATION

2006 5,808 3,160 21

2007 5,682 (490) 3,427 (326) 28

2008 5,212 (312) 2,983 (104) 30,961 26

2009 5,606 (432) 4,166 (335) 49,105 33

2010 6,017 (607) 3,619 (237) 33,113 17

2011 7,909 (456) 3,969 (278) 42,291 
(15,205)

15

2012 7,705 (1,153) 4,746 (518) 46,570 
(17,368)

21

2013 9,460 (1,199) 5,776 (470) 44,758 
(10,603)

58



WHY?
• Victims do not self identify

• Victims fear law enforcement

• Corruption within the states

• Prosecution of the Victims for crimes

• Prosecution of the Victims for immigration offenses

• Fear of Deportation

• Fear of the reality of their situation:  loss of ability to control their 

lives

• Shame

• SOCIETY’S INABILITY TO SEE THE CRIME



TRAFFICKING = COERCION
• Victims kept in isolation with no ability to learn their 

surroundings or moved from location to location

• Victims owe a debt for the transportation to the country

• Victims do not hold their own money; all basic “needs” 

are provided by the trafficker

• Victims often have their passports held by the traffickers 

or worse by the police who act in conjunction with 

traffickers
• Victims often do not speak the language



COERCION

• Victims believe that the trafficker will harm them, or 

their families, or bring other siblings to the country to be 

trafficked

• Victims lose self confidence and shame of who they have 

become is overwhelming

• Victims feel that there is no way to escape – traffickers 

have convinced them that they will be harmed or 

deported



• Sexual abuse, battery, rape

• Isolation, neglect of basic needs

• Physical abuse

• Observing other victims being raped or abused 

• Psychological abuse: threats of harm to victims or family

• Controlling all aspects of daily life:   food, shelter, health care

• Threats of reporting their criminality to the authorities

• Debt bondage

COERCION



2000 2005 2008 20101999 2014

Exec. Order 13126
Forced child labor
in US contracts

CA Supply Chain Act
Corporate disclosure
of efforts to eliminate
HT in supply chains

TVPRA 2008
New crime: fraud 
in foreign labor 
recruiting

TVPA
First comp. fed 
HT law, codifies 
EO 13126

TVPRA 2005
Child & forced 
labor reports, 
prosecute 
overseas 
contractors

ULC Uniform Act Business
liability for state HT crime

TVPRA 2013
Strengthened programs 
to prevent US sale of 
products with HT in 
supply chains

Legislating Supply Chain Compliance:
A Timeline

2003

TVPRA 2003
US contracts 
overseas w/those 
engaging in HT

2012

Exec. Order 13627
FAR amended,
forced labor in
fed contracts

2013

Pending
Fed Supply
Chain Act,
State ULC



Increasing Awareness: The Upward Trend of Statistics



National HT Hotline Calls: 2007-2012

Source: NHTRC

2013 Calls:
5,214 Potential Trafficking Cases (929 Labor Trafficking) 

2,175 Potential Labor Exploitation Cases

National Glimpse
Number of Unique HT Cases Nationwide 9,298

Number of Calls of Labor Exploitation 4,167

% of Cases Involving Children 29%

% Sex Trafficking 64%

% Labor Trafficking 22%

% Other 15%



Economics 101: Demand
• Where there is a demand, there will be 
a supply

• Businesses/individuals that turn a
blind eye to minimize expense can
enable labor trafficking

Customer

• Customers enable commercial sex
& sex trafficking

Trafficker

Victim



Government Attempts to Motivate Corporate Action



Foreign Corrupt Practices Act
IMPACT ON BUSINESSES

• Develop compliance program 

• Conduct internal investigations

• Train officers and employees

• Adopt procedures to ensure compliance

• Maintain accurate books and records

• Publicly display awareness



FCPA PENALTIES
IMPACT ON BUSINESSES

• SEC: 51 enforcement actions 2010‐2014

• DOJ: 72 criminal actions 2010‐2014

• In 2013, DOJ and SEC collected in excess of $6.35 

million in civil and criminal penalties

• Of 10 DOJ enforcement actions in 2011, all but one 

equal criminal fines in excess of $3 million

• In 2012‐2013, only 3 paid less than $7 million in 

fines



US Dept. of Labor Reports
• 1999 Exec. Order 13126, Prohibition of Acquisition of Products 
Produced by Forced or Indentured Child Labor
▫ DOL to maintain list of products/countries of origin produced by
forced child labor

▫ Federal contractors supplying products on list must prove “good 
faith effort” to determine if products produced w/forced child 
labor

• 2000 Trafficking Victims ProtectionAct: Codified E.O. 13126
• 2003 & 2005 TVPRAs: Expanded DOL reporting to include
forced labor and child labor
• 2001 Forced Child Labor: 11 products from 2 countries
• 2013 Forced Child Labor: 35 products from 26 countries
• 2013 Forced OR Child Labor: 134 products from 74 countries
• 2014 Forced OR Child Labor: 136 products from 74 countries
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TVPA & TVPRAs:
Expanding Criminal Liability
• 2000, 2003, 2005, 2008
• 2000: Establish federal crime
• 2003: Terminate US contracts with overseas
contractors engaging in HT or forced labor
• 2005: Expand federal criminal prosecutions to
US contractors & government personnel
overseas
• 2008: Create new crime for fraud in foreign
worker recruiting



2010 California
Transparency in Supply Chains Act
• Require corporate disclosure of efforts to eliminate 
human trafficking from supply chains
▫ Inform consumer choices
▫ Create pressure for Company to eradicate
• Basics: Large businesses in CAmust disclose policies, 
if any, in place to address HT in supply chains

• Exclusive Remedy for Violations: StateAttorney 
General Action
▫ Injunctive relief to post the required disclosures
▫ But see . . . potential class action suits under CAstatutes



CA Supply Chains Act: Who?

• CA’s Franchise Tax Board provides list:
▫ Retail seller or manufacturer
▫ Over $100 million in “annual worldwide gross
receipts”

▫ Doing business in CA, as defined by CAtax code
• CAAG resisted disclosure of list (noncompliant 
companies a chance to redeem), but . . .
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CA Supply Chains Act: What?
• Disclosure: Whether and to what extent Company –
▫ Verifies supply chains to evaluate/address risks of HT
 Uses third party verification?

▫ Audits suppliers for compliance with Company standards
 Unannounced visits? Independent auditors?

▫ Requires supplier certification that materials comply with HT
laws of countries where they do business

▫ Maintains internal “accountability” procedures for employees
or contractors who fail to meet Company standards on HT

▫ Provides Company supply chain managers/employees with 
training on HT, emphasizing mitigation of supply chain risks



2012 E.O. 13627:
US Contract Debarment
• Strengthening Protections Against Trafficking In Persons In
Federal Contracts
• Amendment of Federal Acquisition Regulation to prohibit 
federal contractors, subcontractors & their employees from:
▫ Using misleading/fraudulent recruitment practices
▫ Charging employees recruitment fees
▫ Destroying, concealing, or withholding employee IDs
▫ Failing to pay return travel to US for employees sent on
foreign projects

▫ FARCouncil Discretion:Anything directly supporting or
promoting HT, forced labor, or procuring commercial sex

• Violations: Debarment from US contracts
• Agencies on tight timeline to revise



2013 Uniform Act on the Prevention 
of & Remedies for Human Trafficking
• 2010ABAProposal to Uniform Law Commission:
▫ Convene committee to draft uniform state law to 
prosecute trafficking

▫ Goal: Improve coordination & collaboration (prevent 
criminal forum shopping)

▫ Highly unusual to undertake uniform criminal act 
dealing with substantive law

• November 2013: Final Draft, with specific section 
on Business Entity Liability (2 Years of Drafting)
▫ Approved by ULC &ABAHouse of Delegates



UAPRHT Proscribes for Corporations:
• Knowingly engaging in forced labor or sexual servitude:
▫ Owner/manager employs forced labor directly in 
manufacturing/distribution facility

▫ Hotel runs prostitution operation for the benefit of its guests
• Employee/agent uses forced labor or sexual servitude for benefit of 
Company, Company finds out, and does not effectively act to stop it
▫ Subcontracts for discounted cleaning services at Company using 
a labor trafficking ring

▫ Forced/child labor used at factory operated by employee/agent
• Potential Penalties:
▫ Fines
▫ Disgorgement of Profits fromActivity
▫ Debarment from state/local government contracts



Why Corporations Should Care About the Uniform Act, State 
Legislation, and Mounting Public Scrutiny



UAPRHT Section 8:
Coming Soon to a State Near You



States With Existing
Criminal Business Entity Provisions

• Arkansas
• District of 
Columbia
• Georgia
• Hawaii
• Massachusetts
• Minnesota

• Mississippi
• Missouri
• Rhode Island
• South Carolina
• Tennessee
• Vermont
• Wisconsin

Total: 26 States With or Considering 
Criminal HT Business Entity Liability



HR4842:
On the Federal Radar
• Business Supply Chain Transparency on Trafficking and
Slavery Act of 2014
• Introduced in House 06/11/2014 (In Committee)
• SEC to require mandatory annual reports for certain covered
companies to include disclosures on:
▫ Whether the Company has taken measures to identify and
address

▫ Forced labor, slavery, human trafficking, and the worst 
forms of child labor

▫ Within supply chains
• “Top 100”: Sec. of Labor to publish annually a list of top
companies adhering to federal/international supply chain 
labor standards
• Tried in prior years, and failed, but . . .



ABA Resolution 102B
February 2014

Model policies for business enterprises 
to identify general areas where the risk 
of labor trafficking or child labor is 
more significant so they can prioritize 
those for appropriate action.

Momentum: Mounting Public Scrutiny

ATEST Coalition
March 2014

Demand CAAG enforce Supply ChainsAct, 
noted 102 corporations failed to comply



2000 2005 2008 20101999 2014

Exec. Order 13126
Forced child labor
in US contracts

CA Supply Chain Act
Corporate disclosure
of efforts to eliminate
HT in supply chains

TVPRA 2008
New crime: fraud 
in foreign labor 
recruiting

TVPA
First comp. fed 
HT law, codifies 
EO 13126

TVPRA 2005
Child & forced 
labor reports, 
prosecute 
overseas 
contractors

ULC Uniform Act Business
liability for state HT crime

TVPRA 2013
Strengthened programs 
to prevent US sale of 
products with HT in supply 
chains

Review the Timeline:
A Case for Building Momentum

2003

TVPRA 2003
US contracts 
overseas w/those 
engaging in HT

2012

Exec. Order 13627
FAR amended,
forced labor in
fed contracts

2013

Pending
Fed Supply
Chain Act,
State ULC
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I. Introduction 
The investigation of transnational criminal conduct, like the discovery process for  
transnational civil proceedings, often involves gathering evidence located in for-
eign countries. However, national sovereignty, international treaties, and interna-
tional law preclude U.S. law enforcement officials from simply flying to a foreign 
country to conduct searches, question suspects, obtain documents, and proceed 
with arresting individuals for trial in the United States. In the absence of a foreign 
country’s agreement to cooperate in a criminal investigation or civil litigation, 
U.S. prosecutors or civil litigation counsel have limited options. For this reason, 
transnational cooperation and collaboration is an integral component of contem-
porary justice systems.1  
 For criminal proceedings, there are two primary means of obtaining evidence: 
a Mutual Legal Assistance Treaty (MLAT) and a letter rogatory. For civil pro-
ceedings, there is only a letter rogatory. Evidence obtained from abroad through 
these tools may be presented as part of court proceedings, requiring U.S. judges to 
be familiar with the legal issues implicated by transnational requests for assis-
tance.2 In addition, judges should be aware that diplomacy, executive agreements, 
and information exchange through informal communications also play an im-
portant role in transnational criminal investigations and civil litigation.3 
 Requests for transnational assistance requiring judicial oversight most com-
monly involve activities necessary for proceeding with a criminal investigation or 
prosecution or a transnational civil proceeding, such as serving subpoenas, locat-
ing evidence and individuals, and taking testimony. The court’s role in reviewing 
these requests will vary depending upon the applicable treaties and foreign law.4  
                                                
 1. See generally Lita M. Grace, The United States and Canadian Border: An Attempt to 
Increase Bi-Lateral Cooperation for the Prevention of Transnational Crime, Colum. J. Int’l Aff. 
(2012), available at http://jia.sipa.columbia.edu/united-states-and-canadian-border (last visited 
Jan. 13, 2014) (“[M]ultiple federal law enforcement agencies have begun to observe a statistical 
increase in the committing of transnational crime. The United States understands that it will take 
cooperation with more than one country in order to deter transnational crime . . . .”). 
 2. This guide focuses on obtaining evidence and assistance in criminal matters. The Hague 
Convention on the Taking of Evidence Abroad in Civil or Commercial Matters [hereinafter the 
Hague Evidence Convention]—codified at 28 U.S.C. § 1781 under the auspices of the Hague 
Conference on Private International Law, and enforced since 1972—sets forth the procedures for 
obtaining evidence and assistance in civil cases by its over fifty signatory countries (including the 
United States).  
 3. See generally Virginia M. Kendall & T. Markus Funk, Child Exploitation and Trafficking: 
Examining the Global Challenges and U.S. Responses 231–34 (2012) (“Although formal MLATs, 
letters rogatory, and conventions may be the ‘public face’ of the world’s cooperative law 
enforcement community, a comparable amount of exchange of information occurs through tried-
and-tested informal [channels].”); Dan Webb et al., Corporate Internal Investigations § 13.08 
(2010) (noting the various informal channels of foreign-based evidence gathering in light of the 
“past two decades [of exploding] international trade and commerce”). 
 4. For example, 28 U.S.C. § 1782 expressly states that “a person may not be compelled to 
give his testimony or statement or to produce a document or other thing in violation of any 
applicable privilege,” which may include foreign privilege (see In re Commissioner’s Subpoenas, 
325 F.3d 1287, 1292 (11th Cir. 2003)).  
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 The MLAT is a treaty-based mechanism for seeking foreign law enforcement 
cooperation and assistance in support of an ongoing criminal investigation or pro-
ceeding.5 The MLAT process, and its benefits, are available only to government 
officials, typically prosecutors.6 MLATs do not apply to civil litigants or proceed-
ings. Supervising the execution of incoming MLATs—requests for assistance 
from foreign jurisdictions—requires direct federal district court oversight and in-
volvement.7 In contrast, the courts play no part in initiating or processing out-
going MLAT requests. That is the province of the executive branch. 
  Letters rogatory, in contrast, have a considerably broader reach than MLATs: 
they can be issued by U.S. federal and state courts as part of criminal, civil, and 
administrative proceedings, and they can be sent to U.S. federal and state courts 
by any foreign or international tribunal or “interested person.”8  
 Letters rogatory (also known as “letters of request” when presented by a non-
party “interested person”9) were first used to facilitate cooperation among the 
courts of the several states of the Union. Today, the letter rogatory process is used 
internationally and is codified at 28 U.S.C. §§ 178110 and 1782 (the “Judicial 
Assistance Statute”).11  
 Letters rogatory are available to prosecutors, defendants, and civil litigants 
once formal proceedings have commenced; they typically cannot issue during the 

                                                
 5. See generally U.S. Department of State, 7 Foreign Affairs Manual [hereinafter FAM] 
§ 962.1, www.state.gov/m/a/dir/regs/fam/ (“MLATs have become increasingly important. They 
seek to improve the effectiveness of judicial assistance and to regularize and facilitate its 
procedures.”). 
 6. See id. § 962.5. 
 7. However, state courts do not help in the processing of incoming MLAT requests. If 
evidence located abroad is needed as part of a prosecution in state courts, local prosecutors may 
enlist the MLAT process and work with the foreign judicial system. See Morgenthau v. Avion 
Res. Ltd., 49 A.D.3d 50, 59, 849 N.Y.S.2d 223, 230 (2007).  
 8. See 28 U.S.C. § 1782(a) (“The order may be made pursuant to a letter rogatory issued, or 
request made, by a foreign or international tribunal or upon the application of any interested 
person and may direct that the testimony or statement be given, or the document or other thing be 
produced, before a person appointed by the court.”).  
 9. See generally In re Letter of Request from Crown Prosecution Serv. of United Kingdom, 
870 F.2d 686, 687 (D.C. Cir. 1989) (involving a request by foreign government for information 
for use in underlying criminal investigation). 
 10. Title 28 U.S.C. § 1781(a) provides that the U.S. State Department is “empowered” to 
(1) use formal channels to transmit letters rogatory from foreign or international tribunals to the 
appropriate U.S. court, and receive and return them after execution; and (2) transmit letters 
rogatory from U.S. courts to the applicable foreign or international tribunal, officer, or agency, and 
receive and return them after execution. Notably, section 1781(b) also expressly states that U.S. 
courts or foreign or international tribunals may skip the middleman (to wit, the U.S. State 
Department) and send their requests directly to the foreign tribunal, officer, or agency. 
 11. Title 28 U.S.C. § 1782(a) allows any litigant involved in a “proceeding in a foreign or 
international tribunal” to apply to a U.S. court to obtain evidence for use in the non-U.S. civil or 
criminal proceeding. This avenue for obtaining evidence from inside the United States is, thus, 
unrestricted in terms of (1) the type of proceeding, and (2) the foreign countries from which such 
requests can issue, and, therefore, overlaps—and, indeed, exceeds—the subject matter of the 
Hague Evidence Convention. What is more, unlike the Hague Evidence Convention, section 1782 
does not require the foreign litigant to first request the discovery from the non-U.S. tribunal.  
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investigative stage of criminal proceedings.12 The process for letters rogatory is 
more time-consuming and unpredictable than that for MLATs. This is in large 
part because the enforcement of letters rogatory is a matter of comity between 
courts, rather than treaty-based.  
 For these reasons, prosecutors typically consider letters rogatory an option of 
last resort for accessing evidence abroad, to be exercised only when MLATs are 
not available. In contrast, because MLATs are never available to private parties, 
defense counsel and civil litigants must rely on letters rogatory to gather evidence 
located abroad. This disparity in access to evidence may result in delayed pro-
ceedings and cause the defense to raise access to justice issues.  
 Requests from abroad (“incoming requests”) for legal assistance are directed 
to a country’s designated “central authority,” usually the Department (or Minis-
try) of Justice. The central authority, in turn, transmits the MLAT or letter-
rogatory-related communication to the appropriate court or government entity. 
 When a federal prosecutor appears before a U.S. district court requesting 
assistance on behalf of a foreign state or provides notice that the U.S. government 
will seek assistance from a foreign state, the prosecutor acts at the direction of the 
U.S. Department of Justice’s Office of International Affairs (OIA). OIA is the 
United States’ central authority and de facto functional hub for all outgoing and 
incoming requests for transnational investigation and litigation assistance. Its 
attorneys process the paperwork for incoming and outgoing requests for assis-
tance, issue guidance, and draft the form motions used by federal prosecutors. If 
the court has questions or concerns about the request, the judge may address them 
directly to OIA, typically through the local United States Attorney’s Office. 
 This guide provides an overview of the statutory schemes and procedural mat-
ters that distinguish MLATs and letters rogatory, and it discusses legal issues that 
arise when the prosecution, the defense, or a civil litigant seeks to obtain evidence 
from abroad as part of a criminal or civil proceeding. Figure 1 is a chart that 
compares the two processes. The guide also discusses informal channels for 
information exchange in Part IV. 
  

                                                
 12. See In re Letter of Request from Crown Prosecution Serv. of United Kingdom, 870 F.2d 
at 692 (suggesting that letters rogatory are available unless there is a reliable indication that there 
is a likelihood that proceedings will be instituted within a reasonable time); see also 28 U.S.C. 
§ 1782(a) (providing that, with the exception of criminal investigations, the section only covers 
“testimony or statement or . . . documents or other things for use in a proceeding in a foreign or 
international tribunal . . . .”) (emphasis added). 
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Figure 1. Comparison of an MLAT and a Letter Rogatory 

Issue MLAT Letter Rogatory 

Nature of instrument? Bilateral cooperation treaty Issued by state and federal 
courts as a matter of comity 
(and with the expectation of 
reciprocity) 

Scope of use? The primary method of 
obtaining foreign evidence 
and other assistance 

Available to all parties in 
criminal and civil matters 

Nature of judicial 
involvement? 

U.S. district courts 
supervise issuance and 
execution only of incoming 
requests 

Federal and state judiciaries 
supervise issuance and 
execution of outgoing and 
incoming requests 

Available to criminal 
defendants? 

No (except pursuant to the 
first three MLATS the 
United States signed) 

Yes; in fact, is the primary 
formal means for defendants 
to obtain foreign evidence 

Available to civil litigants?  No Yes 

Available to prosecutors? Yes Yes 

Must a case have been 
filed for assistance to be 
available? 

No Yes 

Available pre-indictment 
(during investigative 
phase)? 

Yes No 

Efficient method of 
obtaining evidence? 

Relatively speaking, yes No, generally slow and 
cumbersome 

Processed through 
diplomatic channels? 

Always Almost always 
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II. Mutual Legal Assistance Treaties 

A. Overview 
MLATs are the principal vehicle through which law enforcement officials make 
transnational requests for assistance relating to evidence gathering and other law 
enforcement activities. They are available for use by law enforcement officials in-
volved in criminal investigations and proceedings (or in some civil matters where 
the case is related to a criminal matter).13 MLATs are legally binding negotiated 
commitments. Nonetheless, courts review specific requests for assistance and may 
deny them if they fail to comply with applicable domestic law or procedure.14  

1. Scope  
MLATs provide for mutual cooperation between nations in the investigation and 
prosecution of transnational crime, and they do so through explicitly enumerated 
categories of law enforcement assistance unique to each treaty.15 The types of as-
sistance MLATs usually provide for include the following: 

• serving judicial or other documents; 
• locating or identifying persons or things; 
• taking testimony;  
• examining objects and sites; 
• requesting searches and seizures;  
• obtaining documents or electronic evidence; 
• identifying, tracing, and freezing or confiscating proceeds or instrumentali-

ties of crime and/or other assets; 
• transferring persons in custody for testimonial purposes or to face charges, 

as in extradition cases; 
• freezing assets; and 

                                                
 13. See generally 7 FAM § 962.5, supra note 5. 
 14. See generally United States v. Rommy, 506 F.3d 108 (2d Cir. 2007) (holding that “when 
securing evidence without MLAT authorization, foreign government officials lacking diplomatic 
immunity must conduct themselves in accordance with applicable ‘domestic laws.’”); see also 
Kimberly Prost, Breaking Down the Barriers: International Cooperation in Combating Trans-
national Crime, http://www.oas.org/juridico/mla/en/can/en_can_prost.en.html (last visited Jan. 13, 
2014) (“For mutual assistance to succeed, the operative principle must be that requests will be 
executed in accordance with the law of the requested state and to the extent not prohibited by that 
law, will be provided in the manner sought by the requesting state. In other words, while 
authorities in a requested state must always meet the standards prescribed by domestic law, unless 
the rendering of assistance in the form sought would constitute a violation of that law, it should be 
provided.”). 
 15. See In re Commissioner’s Subpoenas, 325 F.3d 1287, 1291 (11th Cir. 2003) (“Despite the 
apparent versatility of 28 U.S.C. § 1782, law enforcement authorities found the statute to be an 
unattractive option in practice because it provided wide discretion in the district court to refuse the 
request and did not obligate other nations to return the favor that it grants. MLATs, on the other 
hand, have the desired quality of compulsion, as they contractually obligate the two countries to 
provide to each other evidence and other forms of assistance needed in criminal cases while 
streamlining and enhancing the effectiveness of the process for obtaining needed evidence.”). 
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• any other assistance permitted by the foreign law and specified in the 
applicable treaty.16 

Most MLATs also include a catchall provision authorizing the transfer of any evi-
dence not prohibited by the requested nation’s law.17  
 The United States has bilateral MLATs in force with every European Union 
member state, many of the Organization of American States member states, and 
many other countries around the world. An MLAT is negotiated by the U.S. De-
partment of Justice in cooperation with the U.S. Department of State. The Secre-
tary of State formally submits the proposed MLAT, typically together with a re-
port detailing the function and purposes of the MLAT’s key provisions,18 to the 
President of the United States for transmittal to the U.S. Senate. Following the 
advice and consent of the Senate, the President signs the treaty and directs the 
Secretary of State to take the actions necessary for the treaty to enter into force. 
Once signatory countries have complied with entry-into-force provisions, the 
MLAT becomes binding under international law.19 
 In February 2010, the United States and the European Union (through its fifty-
six member countries) entered into a historic MLAT. This multiparty MLAT 
seeks to enhance and modernize cross-border law enforcement and judicial 
cooperation. The terms of the E.U.–U.S. agreement include standard areas of 
assistance, such as identifying financial account information, finding and seizing 
evidence, and taking testimony. This MLAT also includes provisions addressing 
bank secrecy, joint criminal investigations, use of videoconferencing for taking 
testimony, and assistance to administrative agencies, such as the Securities and 
Exchange Commission and the Federal Trade Commission.20  

2. Procedure 
When a foreign country requests assistance pursuant to an MLAT, the U.S. court 
must determine whether (1) the terms of the MLAT prescribe practices or proce-
dures for the taking of testimony and production of evidence, (2) the Federal 
Rules of Procedure and Evidence apply, or (3) the MLAT requires some sort of a 
hybrid approach. It is also acceptable to follow specified practices and procedures 
of the requesting country—provided they are consistent with U.S. law, including 
the rules relating to privilege. MLATs executed in the United States must follow 
U.S. constitutional requirements, including the protection of Fourth Amendment21 

                                                
 16. See generally Hon. Virginia M. Kendall & T. Markus Funk, The Role of Mutual Legal 
Assistance Treaties in Obtaining Foreign Evidence, 40 A.B.A. Litig. J. 1, 1–3 (2014) (listing 
standard types of assistance). 
 17. David Luban et al., International and Transnational Criminal Law 376 (2009). 
 18. See, e.g., S. Exec. Doc. No. 109-14 (2006); S. Treaty Doc. No. 111-6 (2010).  
 19. See, e.g., S. Exec. Doc. No. 110-14 (2008); see also U.S. Gov’t Accountability Office, 
GAO-11-730, Tax Administration: IRS’s Information Exchanges with Other Countries Could Be 
Improved Through Better Performance Information (2011). 
 20. Luban et al., supra note 17, at 386. 
 21. U.S. Const. amend. IV (providing freedom from “unreasonable searches and seizures”). 
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and Fifth Amendment22 rights. That said, U.S. legal standards do not apply to the 
seizure of evidence overseas when the foreign country is conducting the inves-
tigation independently and seizes evidence later introduced in a U.S. court,23 nor 
does the Sixth Amendment right to counsel attach to civil depositions.24 

3. Contents  
To assist the U.S. court in reviewing an incoming MLAT request, the following 
information is usually included (or should be made available by the assistant U.S. 
attorney handling the matter): 

 Basic information 
• the name of the authority conducting the investigation, prosecution, or 

other proceeding to which the request relates; 
• a description of the subject matter and the nature of the investigation, 

prosecution, or proceeding, including the specific criminal offenses that re-
late to the matter; 

• a description of the evidence, information, or other assistance sought; and 
• a statement of the purpose for which the evidence, information, or other as-

sistance is sought. 
  

                                                
 22. Id. amend. V. Witnesses deposed in the United States or in a foreign country retain the 
Fifth Amendment privilege against self-incrimination, regardless of whether they are U.S. citizens 
or foreign nationals. See generally In re Terrorist Bombings of South Africa, 552 F.3d 177, 199 
(2d Cir. 2008) (“[R]egardless of the origin—i.e., domestic or foreign—of a statement, it cannot be 
admitted at trial in the United States if the statement was ‘compelled.’ Similarly, it does not matter 
whether the defendant is a U.S. citizen or a foreign national: ‘no person’ tried in the civilian courts 
of the United States can be compelled ‘to be a witness against himself.’”) (citation omitted). See 
also United States v. Jefferson, 594 F. Supp. 2d 655, 670 n.25 (E.D. Va. 2009); David Cole, Are 
Foreign Nationals Entitled to the Same Constitutional Rights As Citizens?, 25 Jefferson L. Rev. 
367, 388 (2003) (analyzing the issue and finding that U.S. and foreign citizens enjoy the same 
general privileges and protections under the U.S. Constitution). 
 23. United States v. Behety, 32 F.3d 503 (11th Cir. 1994) (holding that U.S. authorities’ 
presence during Guatemalan officials’ search of a U.S. vessel and action of tipping Guatemalan 
authorities that the vessel may contain cocaine insufficient to constitute “substantial participation,” 
which would have triggered the Fourth Amendment reasonableness standard for evaluating the 
search); In re Request for Assistance from Ministry of Legal Affairs of Trinidad & Tobago, 848 
F.2d 1151, 1156 n.12 (11th Cir. 1988) (abrogated on other grounds) (refusing to quash a subpoena 
the court issued pursuant to a request for legal assistance from a foreign government; the court 
“must decide whether the evidence would be discoverable in the foreign country before granting 
assistance”); United States v. Callaway, 446 F.2d 753 (3d Cir. 1971) (ruling that U.S. courts may 
exclude evidence gathered by foreign governments only (1) where there is joint action by both the 
U.S. and foreign governments, and (2) where solo actions by the foreign government “shock the 
conscience” of the U.S. court).  
 24. Civil depositions do not trigger the Sixth Amendment. See generally United States v. 
Hayes, 231 F.3d 663, 674 (9th Cir. 2000) (holding that the right to counsel had not attached, even 
after the government had sought to obtain material witness depositions for use at the defendant’s 
trial). 
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 Assistance-specific details 
• information concerning the identity and location of any person from whom 

evidence is sought; 
• information concerning the identity and location of a person to be served, 

that person’s relationship to the proceeding, and the manner in which ser-
vice is to be made; 

• information on the identity and whereabouts of a person to be located; 
• a precise description of the place or person to be searched and items to be 

seized; 
• a description of the manner in which any testimony or statement is to be 

taken and recorded; 
• a list of questions to be asked of a witness; and 
• a description of any particular procedure to be followed in executing the 

request. 
 An MLAT request containing this information provides the district court with 
a general basis for evaluating the request for assistance. If necessary, the court 
may ask the assigned prosecutor to provide additional information (typically 
through OIA).  

B. Statutory Scheme  
1. 28 U.S.C. § 1782 
Originally enacted in the mid-nineteenth century to encourage reciprocal assis-
tance with transnational litigation, the statute now codified at 28 U.S.C. § 1782 
permits federal courts to provide cross-border assistance via MLATs.25 It sets 
forth specific procedures courts and prosecutors must follow: 

a) The district court of the district in which a person resides or is found may order him to 
give his testimony or statement or to produce a document or other thing for use in a pro-
ceeding in a foreign or international tribunal, including criminal investigations conducted 
before formal accusation. . . . The order may prescribe the practice and procedure, which 
may be in whole or part the practice and procedure of the foreign country or the interna-
tional tribunal, for taking the testimony or statement or producing the document or other 
thing. To the extent that the order does not prescribe otherwise, the testimony or state-
ment shall be taken, and the document or other thing produced, in accordance with the 
Federal Rules of Civil Procedure.26 

 Section 1782 allows any “interested person” from any country who is in-
volved in a “proceeding in a foreign or international tribunal” to apply—whether 
through an MLAT or letter rogatory—to a U.S. court to obtain evidence for use in 
that non-U.S. civil or criminal proceeding. Section 1782 is broader than the 
Hague Evidence Convention and does not require the foreign litigant to first re-

                                                
 25. See, e.g., Intel Corp. v. Advanced Micro Devices, Inc., 542 U.S. 241, 247–49 (2004) 
(detailing the history of section 1782). 
 26. 28 U.S.C. § 1782(a). 
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quest the discovery from the non-U.S. tribunal.27 Section 1782 gives courts dis-
cretion as to “whether, and to what extent, to honor a request for assistance.”28 

2. 18 U.S.C. § 3512  
The Foreign Evidence Efficiency Act, codified at 18 U.S.C. § 3512, was enacted 
to help streamline the MLAT process, making it “easier for the United States to 
respond to requests by allowing them to be centralized and by putting the process 
for handling them within a clear statutory system.”29  
 The assistance contemplated by section 3512 includes, but is not limited to 

(A) a search warrant, as provided under Rule 41 of the Federal Rules of Criminal 
Procedure;30 

(B) a warrant or order for contents of stored wire or electronic communications or for 
records related thereto, as provided under section 2703 of this title; 

(C) an order for a pen register or trap and trace device, as provided under section 3123 of 
this title; or 

(D) an order requiring the appearance of a person for the purpose of providing testimony 
or a statement, or requiring the production of documents or other things, or both.31 

 To process the foreign request for assistance, the assistant U.S. attorney will 
review and approve the request, and then, pursuant to 18 U.S.C. § 3512, will file 
it with the U.S. district court 

(1) in the district where the person who may be required to appear resides or is located or 
in which the documents or things to be produced are located; 
(2) in cases in which the request seeks the appearance of persons or production of docu-
ments or things that may be located in multiple districts, in any one of the districts in 
which such a person, documents, or things may be located; or 
(3) in any case, the district in which a related Federal criminal investigation or prosecu-
tion is being conducted, or in the District of Columbia.32 

As it does under 28 U.S.C. § 1782, under 18 U.S.C. § 3512, the court has discre-
tion over whether to issue the requested order.33 

                                                
 27. See In re Premises Located at 840 140th Ave., NE, Bellevue, Wash., 634 F.3d 557, 571 
(9th Cir. 2011) (“We hold that requests for assistance via the U.S.–Russia MLAT utilize the 
procedural mechanisms of § 1782 without importing the substantive limitations of § 1782. In 
particular, the parties to the treaty intended that the district courts would not possess the normal 
‘broad discretion,’ conferred by § 1782, to deny requests for assistance.”). 
 28. See id. at 563. 
 29. 155 Cong. Rec. S6810 (daily ed. June 18, 2009) (statement of Sen. Whitehouse). 
 30. Note, however, that a district court’s authorization to issue search warrants under this 
section is subject to certain restrictions, namely, that the foreign offense for which the evidence is 
sought involves conduct that, if committed in the United States, would be considered an offense 
punishable by imprisonment for more than one year under federal or state law. 18 U.S.C. 
§ 3512(e) (2009). 
 31. 18 U.S.C. § 3512(a)(2) (2009). 
 32. Id. § 3512(a) & (c). 
 33. Id. § 3512(a)(1) (providing that “a Federal judge may issue such orders as may be 
necessary to execute a request from a foreign authority . . . .”) (emphasis added); § 3512(a)(2) 
(“Any order issued by a Federal judge pursuant to paragraph (1) may include the issuance of [non-
exhaustive list of orders].”) (emphasis added).  
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 The application to provide the requested assistance, like all such filings, may 
be submitted ex parte and under seal.34 Section 3512 also permits the appointment 
of an outside individual—sometimes referred to as a “commissioner”35—“to di-
rect the taking of testimony or statements or of the production of documents or 
other things, or both.”36 A commissioner may pursue requests in multiple judicial 
districts, eliminating the need for judges in different districts to appoint separate 
commissioners and otherwise duplicate their efforts.37 Section 3512 also permits 
judges to oversee and approve subpoenas and other orders (but not search war-
rants) outside of their district.  
 Under section 3512, federal judges continue to serve as gatekeepers for search 
warrants, wiretaps, and other methods of obtaining evidence, ensuring that the 
collection of requested foreign evidence meets the same standards as those re-
quired in U.S. cases (such as, for example, the probable cause standard, speci-
ficity in warrants, and protection of attorney–client, physician–patient, and other 
recognized privileges).38  

C. Judicial Review of Requests for Mutual Legal Assistance 
Although there is a presumption in favor of honoring MLAT requests,39 the dis-
trict court must still review the terms of each request, checking that they comply 
with the terms of the underlying treaty and comport with U.S. law.40 For example, 
in United Kingdom v. United States,41 appellants awaiting trial in England re-
quested disclosure of law enforcement documents they claimed were requested by 
                                                
 34. See generally Robert Timothy Reagan, Federal Judicial Center, Sealing Court Records 
and Proceedings: A Pocket Guide (2010) (noting the court’s wide discretion in whether to grant an 
ex parte motion to seal). 
 35. While the statute does not require the commissioner to be a lawyer or prosecutor, courts 
routinely appoint an assistant United States attorney to be the commissioner. See 18 U.S.C. 
§ 3512(b)(1) (“In response to an application for execution of a request from a foreign authority as 
described under subsection (a), a Federal judge may also issue an order appointing a person to 
direct the taking of testimony or statements or of the production of documents or other things, or 
both”) (emphasis added). See, e.g., United States v. Trustees of Boston College, 831 F. Supp. 2d 
435 (D. Mass. 2011) (appointing an assistant United States attorney as the commissioner); In re 
Request from United Kingdom Pursuant to Treaty, No. 11-2511, 685 F.3d 1 (1st Cir. 2012) 
(same).  
 36. 18 U.S.C. § 3512(b)(1), (2). 
 37. See id. § 3512(b)(2), (f). 
 38. See, e.g., 28 U.S.C. § 1782(a) (“A person may not be compelled to give his testimony or 
statement or to produce a document or other thing in violation of any legally applicable 
privilege.”). In re Request from United Kingdom Pursuant to Treaty Between Gov’t of U.S. & 
Gov’t of United Kingdom on Mut. Assistance in Criminal Matters in the Matter of Dolours Price, 
718 F.3d 13 (1st Cir. 2013) (conducting a relevancy analysis of subpoenaed materials). 
 39. In re Premises Located at 840 140th Ave. NE, Bellevue, Wash., 634 F.3d 557, 571 (9th 
Cir. 2011) (“When a request for assistance under the MLAT arrives before a district court . . . 
almost all the factors already would point to the conclusion that the district court should grant the 
request.”). 
 40. See Kendall & Funk, supra note 16, at 2 (discussing the role of district courts as gate-
keepers). 
 41. 238 F.3d 1312, 1315 (11th Cir. 2001), cert. denied sub nom. Raji v. United States, 122 S. 
Ct. 206 (2001). 
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British law enforcement officials pursuant to the U.S.–U.K. MLAT. The Eleventh 
Circuit denied the motion, finding that the underlying U.K. request for evidence 
did not conform to the specific protocol set forth in the treaty and, accordingly, no 
valid MLAT request had been made.42  
 U.S. courts will also consider constitutional challenges to a request for legal 
assistance. Although such cases are rare, “a district court may not enforce a sub-
poena that would offend a constitutional guarantee,” such as a subpoena that 
would result in an “egregious violation of human rights.”43 

D. Legal Issues 
While the majority of requests for assistance pursuant to an MLAT proceed un-
eventfully, courts sometimes are called upon to resolve related legal issues, such 
as dual criminality, defense access to evidence located abroad, delay, and statute 
of limitations.  

1. Dual Criminality  
Unlike extradition treaties enforced in U.S. courts, MLATs do not require dual 
criminality—that the offense for which the foreign state seeks assistance also con-
stitutes a crime in the requested state. The utilitarian reason for this deviation 
from the norm is to facilitate responsiveness. 
 MLATs, after all, are intended to improve law enforcement cooperation be-
tween countries, and the United States’ law enforcement objectives often depend 
upon timely assistance from treaty signatories. The United States has committed 
to responding to requests under MLATs even if the doctrine of dual criminality 
exists as part of the requesting country’s domestic law.44 This approach estab-
lishes a high standard of responsiveness, enabling the United States to “urge that 
foreign authorities respond to our requests for evidence with comparable speed.”45 
Most MLATs expressly state that the dual criminality principle does not apply.46 
 Some MLATS, however, are drafted to include limitations that are triggered if 
the requested assistance requires a court warrant or other compulsion and the 
underlying offense is not a crime in the requested country. In jurisdictions where 
domestic law requires dual criminality for international treaties, the MLAT is 
often drafted to include a nonexclusive list of covered offenses that allow for mu-
tual legal assistance. 

                                                
 42. Id. at 1317. 
 43. In re Premises, 634 F.3d at 572. 
 44. United States v. Trustees of Boston College, 831 F. Supp. 2d 435, 450 (D. Mass. 2011) 
(aff’d in part sub nom.); In re Request from United Kingdom Pursuant to Treaty, No. 11-2511, 
685 F.3d 1 (1st Cir. 2012). 
 45. In re Request from United Kingdom Pursuant to Treaty, No. 11-2511, 685 F.3d 1 (1st Cir. 
2012). 
 46. In re Commissioner’s Subpoenas, 325 F.3d 1287, 1299 (11th Cir. 2003). See also sources 
cited at supra note 3.  
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2. Defense Access to Evidence Located Abroad  
The MLAT process was created to facilitate international cooperation in the in-
vestigation and prosecution of criminal cases. Each treaty’s terms apply only to 
the contracting nations’ parties, and the benefits conferred are available only to 
the governmental officials of those nations.  
 The first three MLATs signed by the United States—those with Switzerland,47 
Turkey, and the Netherlands—include provisions granting defense counsel per-
mission to access evidence pursuant to an MLAT. Subsequent MLATs do not in-
clude comparable provisions.48  
 Thus, access to evidence through an MLAT is restricted to prosecutors, gov-
ernment agencies that investigate criminal conduct, and government agencies that 
are responsible for matters ancillary to criminal conduct, including civil forfeiture. 
In fact, the vast majority of MLATs signed by the United States explicitly exclude 
non-government access to U.S. processes.49 Criminal defendants, like civil liti-
gants, must use letters rogatory to secure evidence located abroad, a process that 
is less efficient and less reliable.50 
 Federal prosecutors increasingly rely on extraterritoriality provisions in fed-
eral law, such as those incorporated into the Foreign Corrupt Practices Act,51 to 
bring cases in which much of the physical evidence and most potential witnesses 
are located overseas. Because the MLAT process is only available to the prosecu-
tion, the defendant’s ability to collect and present evidence is limited. 

                                                
 47. In a case involving the MLAT between the United States and Switzerland, defense 
counsel requested the government’s assistance with securing witness testimony via the MLAT 
process. Agreeing with the defense argument that the proffered evidence was important to its case, 
the court ordered the Department of Justice to provide the requested assistance. United States v. 
Sindona, 636 F.2d 792 (2d Cir. 1980). The reasoning of this case is limited to MLATs that provide 
for defense access to evidence abroad, such as those with Switzerland, Turkey, and the 
Netherlands. All other MLATs include language explicitly restricting defense access. See also L. 
Song Richardson, Convicting the Innocent, 26 Berkeley J. Int’l L. 62, 84 (2008); United States v. 
Chitron Electronics Co., 668 F. Supp. 2d 298, 306 (D. Mass. 2009) (discussing U.S.–China 
MLAT).  
 48. United Kingdom v. United States, 238 F.3d 1312, 1317 (11th Cir. 2001), cert. denied sub 
nom. Raji v. United States, 122 S. Ct. 206 (2001). 
 49. See United States v. Duboc, 694 F.3d 1223, 1229 (11th Cir. 2012) (“[T]here is a 
presumption that international agreements do not create private rights or private causes of action in 
domestic courts, even when the agreement directly benefits private persons. This presumption and 
the plain terms of the MLAT show that Duboc, as a private party, may not use the MLAT as a 
defense to the forfeiture of the Thailand condos.”) (citing United States v. Valencia-Trujillo, 573 
F.3d 1171, 1180–81 (11th Cir. 2009)). 
 50. See generally United Kingdom, 238 F.3d at 1314 (explaining that there is no provision for 
private parties, such as individual criminal defendants in the English (or American) courts, to 
request the production of information).  
 51. 15 U.S.C. §§ 78dd-1, et seq. See generally T. Markus Funk & Bo Dul, Regrouping and 
Refocusing: 2013 FCPA Year-In-Review and Enforcement Trends for 2014, Bloomberg BNA Sec. 
Reg. & L. Rep., 46 SRLR 121 (Jan. 20, 2014). 
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 Commentators have noted that the lack of compulsion parity between prosecu-
tors and the defense in obtaining foreign evidence has due process implications.52 
Counsel for the defense may argue that a vital piece of exculpatory evidence is 
located overseas and the MLAT process is the only realistic way of obtaining it. 
Counsel may request that the government provide assistance with accessing this 
evidence through the MLAT process, and if the prosecution refuses, counsel may 
petition the court for relief.53 However, few, if any, courts have been receptive to 
such petitions in the absence of language in the MLAT that provides for defense 
access to evidence abroad. 
 In United States v. Mejia, the defendants were involved in a cross-border drug 
trafficking organization run out of Costa Rica. A grand jury in the District of 
Columbia indicted the Colombian nationals, charging them with conspiracy to 
distribute cocaine.54 Panamanian authorities arrested two of the defendants, turn-
ing the men over to the custody of the United States. During pretrial proceedings, 
the two defendants petitioned the trial court to require that the government pro-
duce tape recordings made during the Costa Rican trial of one of their alleged 
(non-testifying) coconspirators. The defendants conceded that the tapes were not 
within the U.S. government’s “possession, custody, or control” within the mean-
ing of Rule 16, but argued that the prosecution had “the power” to secure the trial 
tapes or transcripts from the Costa Rican government via the U.S.–Costa Rican 
MLAT.55 The trial court rejected the defendants’ request, ruling that the govern-
ment had no obligation to use its “best efforts” through the MLAT to obtain the 
tapes.56  

                                                
 52. See Daniel Huff, Witness for the Defense: The Compulsory Process Clause As a Limit on 
Extraterritorial Criminal Jurisdiction, 15 Tex. Rev. L. & Pol. 129, 160–61 (2010); Robert Neale 
Lyman, Compulsory Process in a Globalized Era: Defendant Access to Mutual Legal Assistance 
Treaties, 47 Va. J. Int’l L. 261, 273 (2006); Richardson, supra note 47, at 84–85; Ian R. Conner, 
Peoples Divided: The Application of United States Constitutional Protections in International 
Criminal Law Enforcement, 11 Wm. & Mary Bill Rts. J. 495, 503–04 (2002); Frank Tuerkheimer, 
Globalization of U.S. Law Enforcement: Does the Constitution Come Along?, 39 Hous. L. Rev. 
307, 357–73 (2002). See also United States v. Theresius Filippi, 918 F.2d 244, 247 (1st Cir. 1990) 
(implicating the Due Process Clause by not requesting Special Interest Parole from the INS).  
 53. If the Department of Justice refuses to use an MLAT to execute a Federal Rule of 
Criminal Procedure 15 court order authorizing a criminal defendant to take a deposition abroad 
(instead telling the defendant to seek enforcement of the order through a letter rogatory), the 
defendant may contend that the refusal violates the defendant’s rights under the Compulsory 
Process Clause of the Sixth Amendment. Defendants may also cite the International Covenant on 
Civil and Political Rights, to which the United States became a party in 1992. The Covenant 
provides, in part: “In the determination of any criminal charge against him, everyone shall be 
entitled to the following minimum guarantees in full equality . . . . To examine or have examined, 
the witnesses against him and to obtain the attendance and examination of witnesses on his behalf 
under the same conditions as witnesses against him.” International Covenant on Civil and Political 
Rights, Dec. 16, 1966, S. Treaty Doc. No. 95-20, 6 I.L.M. 368 (1967), 999 U.N.T.S. 171 (referring 
to art.14, sec. 3).  
 54. United States v. Mejia, 448 F.3d 436 (D.C. Cir. 2006). 
 55. Id. at 444. 
 56. Id. 
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 On appeal, the D.C. Circuit found that the government satisfied its sole 
obligation, compliance with Rule 16. The court did note that, pursuant to 28 
U.S.C. § 1781(b)(2), the defendants “could have asked the district court to issue 
letters rogatory to the Costa Rican court to obtain any tapes or transcripts that may 
have existed, [but did] not do so.”57 This language may leave open the argument 
that had the defendants first sought the requested evidence using the letter roga-
tory process, the outcome (or at least the analysis) might have been different.58 
 Courts have consistently held that MLATs create no private rights permitting 
an individual defendant to force the government to request evidence pursuant to 
an MLAT, even when the defendant invokes constitutional concerns.59 In United 
States v. Jefferson, Jefferson argued that the Sixth Amendment required the gov-
ernment to utilize the MLAT process to obtain depositions for the defense.60 The 
district court disagreed, stating that “it is clear that defendant is not entitled to 
make use of the MLAT and that this result does not violate defendant’s constitu-
tional right to compulsory process.”61  
 Likewise, the Eleventh Circuit rejected a challenge to a forfeiture order by a 
defendant who asserted that the government did not follow the provisions of the 
MLAT between Thailand and the United States.62 The court noted the “presump-
tion that international agreements do not create private rights” and held that the 
defendant, as a private party, could not use the MLAT as a defense to the forfei-
ture.63 The First Circuit similarly rejected an argument that an MLAT allowed for 
a private right of action, citing both the language of the U.S.–U.K. MLAT itself 
and the fact that other courts have “uniformly” ruled that no such private right 
exists under the language of similar MLATs.64  

3. Delay 
Obtaining evidence through the use of formal MLATs between nations can be 
time-consuming and may result in government requests for additional time. The 
main difficulties are the required level of legal formality and the availability of 
resources, such as staff and funding. In more complex cases, as well as those in-
volving technology, another potential cause of delay is the limited capacity of 

                                                
 57. Id. at 445. 
 58. See id. (citing United States v. Sensi, 879 F.2d 888, 899 (D.C. Cir. 1989)). But see 
Euromepa v. R. Esmerian, Inc., 51 F.3d 1095, 1098 (2d Cir. 1995) (declining to engraft a “quasi-
exhaustion requirement” into section 1782 that would force litigants to seek “information through 
the foreign or international tribunal” before requesting discovery from the district court); In re 
Veiga, 746 F. Supp. 2d 8, 24 (D.D.C. 2010) (same).  
 59. See, e.g., United States v. Jefferson, 594 F. Supp. 2d 655, 674 (E.D. Va. 2009). 
 60. Id. at 673. 
 61. Id. 
 62. United States v. Duboc, 694 F.3d 1223, 1229 (11th Cir. 2012), cert. denied, 133 S. Ct. 
1278, 185 L. Ed. 2d 214 (U.S. 2013), reh’g denied, 133 S. Ct. 2051, 185 L. Ed. 2d 908 (U.S. 
2013). 
 63. Id. at 1229–30. 
 64. In re Request from United Kingdom Pursuant to Treaty, No. 11-2511, 685 F.3d 1 (1st Cir. 
2012), cert. denied, 133 S. Ct. 1796, 185 L. Ed. 2d 856 (U.S. 2013). 
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some foreign law enforcement agencies to conduct the sophisticated forensic 
analysis needed to comply with an MLAT request.65  
 In other cases, the foreign country may simply have more limited experience 
with the evidence-gathering process. United States v. $93,110.00 in U.S. Cur-
rency,66 for example, involved an action for civil forfeiture with evidence located 
in Mexico. Although the case had been pending for almost three years, the U.S. 
government requested additional time to gather evidence, citing the “significant 
challenges” in obtaining formal discovery from Mexico despite numerous inquir-
ies. Noting the government’s due diligence, the court granted the request, but also 
stated that it would rely on its inherent authority to control the scheduling of pre-
trial proceedings and deny any future MLAT-based extension requests.67  
  Although district courts are involved in overseeing incoming MLAT requests, 
they have no direct oversight over requests sent from the United States to a for-
eign country. A court may sometimes become indirectly involved in an outgoing 
MLAT process, however, such as when delays in processing have an impact on 
the management of a domestic case or present speedy trial issues. If an MLAT 
request issued by the Department of Justice threatens to result in unacceptable de-
lays in or burdens on a court proceeding, the court may suggest that the govern-
ment either (1) forgo obtaining certain evidence, or (2) limit its request to essen-
tial evidence, thereby ensuring that requests are processed expeditiously. 

4. Statute of Limitations 
When the government seeks evidence from abroad prior to the return of an indict-
ment, it files an ex parte application with the court to toll the statute of limitations 
pursuant to 18 U.S.C. § 3292. The court must find by a preponderance of the evi-
dence that “it reasonably appears” the evidence is located in the foreign country,68 
and the tolling of the statute may not exceed three years.69 The suspension of the 
statute of limitations begins on the date that the MLAT request is made; it ends 
when the foreign government takes its final action on the request.70 Section 3292 

                                                
 65. See generally Kendall & Funk, supra note 3, at 215 (suggesting that, because of these 
challenges, it is often preferable to request that the foreign authorities “simply ship the entire 
seized hard drive to the United States”).  
 66. No. CV-08-1499-PHX-LOA, 2010 WL 2745065 (D. Ariz. July 12, 2010). 
 67. Id. 
 68. See United States v. Trainor, 376 F.3d 1325, 1336 (11th Cir. 2004) (“[T]he Government 
must present some evidence—something of evidentiary value—that it reasonably appears the 
requested evidence is in a foreign country.”). 
 69. See, e.g., United States v. Lyttle, 667 F.3d 220, 224 (2d Cir. 2012) (holding that section 
3292 “requires a district court to suspend the running of a statute of limitations upon an 
appropriate application showing: (1) that evidence of an offense being investigated by a grand jury 
is in a foreign country; and (2) that such evidence has been officially requested. According to the 
statute, the preponderance-of-the-evidence standard applies when determining whether the United 
States has made an official request. When deciding whether the evidence is in a foreign country, 
however, a lower standard applies: a court must find by a preponderance of the evidence . . . that it 
reasonably appears, or reasonably appeared at the time the request was made, that such evidence 
is, or was, in a foreign country.”). 
 70. 18 U.S.C. § 3292(b). 
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does not provide the defendant with a right to notice that the statute of limitations 
is being suspended or a hearing on the issue.71 
 In United States v. Lyttle, the court rejected the defendant’s claim that tolling 
the statute of limitations was improper, because the documents in question could 
have been obtained through the U.S. branch of a Hungarian bank via domestic 
subpoena duces tecum, rather than the more time-consuming MLAT process.72 
Looking at the “plain text” of section 3292, the court found no requirement that 
the foreign evidence be obtainable only through diplomatic channels in order for 
the statute of limitations to be tolled.73 
 Although section 3292 incorporates a low evidentiary threshold, the court 
must nevertheless scrutinize government requests to have the statute of limitations 
tolled. In United States v. Wilson,74 the defendant was indicted in 1998 for an in-
ternational money laundering conspiracy involving the Bahamas. The defendant 
filed a motion to dismiss, arguing that the prosecution was time-barred. Contest-
ing this motion, the government pointed to a 1994 court order suspending the lim-
itations period beginning in 1993, when OIA made an official request for Wil-
son’s financial records from a Nassau bank, pursuant to the U.S.–Bahamas MLAT. 
Wilson challenged the government’s assertion, arguing that the proffered copy of 
the letter of request and the government’s “representation” that the letter was sent 
were inadequate.75 The Fifth Circuit ruled that the evidence raised a factual issue 
concerning whether the government actually sent the discovery request to the 
Bahamas, and it remanded the case for an evidentiary hearing.76  
 On remand, the government failed to produce any documentary evidence that 
the letter of request was sent; nor did it offer testimony of individuals who issued 
or received the letter.77 The district court, nevertheless, again denied Wilson’s 
motion to dismiss. The court of appeals, in turn, for a second time reversed the 
district court’s decision, pointing to the absence of “consistent procedures or prac-
tices at OIA during the time in question,” and concluding that the district court 
improperly tolled the statute of limitations.78  

                                                
 71. See DeGeorge v. U.S. Dist. Court for Cent. Dist. Cal., 219 F.3d 930, 937 (9th Cir. 2000). 
See also United States v. Hoffecker, 530 F.3d 137, 168 (3d Cir. 2008) (“We find that there was 
nothing improper about the ex parte nature of the proceeding before the grand jury judge.”); 
United States v. Wilson, 249 F.3d 366, 371 (5th Cir. 2001) (“An application to toll the statute of 
limitations under § 3292 is a preindictment, ex parte proceeding.”), abrogated by Whitfield v. 
United States, 543 U.S. 209 (2005). 
 72. 667 F.3d at 224–25. 
 73. Id. at 225. 
 74. 249 F.3d 366 (5th Cir. 2001). See also United States v. Torres, 318 F.3d 1058, 1061 (11th 
Cir. 2003) (“Under § 3292, the government may apply, ex parte, for suspension of the statute of 
limitations when it seeks evidence located in a foreign country.”). 
 75. Wilson, 249 F.3d at 372.  
 76 Id. at 373. 
 77. The government introduced the testimony of a paralegal who did not work on the Wilson 
case but “claimed familiarity with the office policies and procedures in place in 1993 when OIA 
allegedly sent the MLAT request.” United States v. Wilson, 322 F.3d 353 (5th Cir. 2003). 
 78. Id. at 362. 
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III. Letters Rogatory 
Letters rogatory are formal requests for judicial assistance made by a court in one 
country to a court in another country.79 Once issued, they may be conveyed 
through diplomatic channels, or they may be sent directly from court to court.80 
Letters rogatory are often used to obtain evidence, such as compelled testimony, 
that may not be accessible to a foreign criminal or civil litigant without judicial 
authorization. They are used primarily by non-government litigants who do not 
have access to the MLAT process. “While it has been held that federal courts 
have inherent power to issue and respond to letters rogatory, such jurisdiction has 
largely been regulated by congressional legislation.”81 

A. Outgoing  
The letter rogatory process is less formal than pursuing evidence through an 
MLAT, but its execution can be more time-consuming. Outgoing letters roga-
tory—requests for assistance with obtaining evidence abroad, made by counsel 
through the U.S. court—are issued by the U.S. State Department pursuant to 28 
U.S.C. § 1781, and provided for under Federal Rules of Civil Procedure 28(b) and 
4(f)(2)(B). Section 1781(b), however, also allows for a district court (and, for that 
matter, a foreign court) to bypass the State Department and transmit the outgoing 
letter rogatory directly to the “foreign tribunal, officer, or agency.”82  
 In most cases, foreign courts honor requests issued pursuant to letters rogatory. 
However, international judicial assistance is discretionary, based upon principles 
of comity rather than treaty, and is also subject to legal procedures in the re-
quested country. Compliance with a letter rogatory request is left to the discretion 
of the court or tribunal in the “requested” jurisdiction (that is, the court or tribunal 
to which the letter rogatory is addressed). For example, if a request for compelled 

                                                
 79. The rules for enforcement of letters rogatory were promulgated as part of the Hague Con-
vention Relating to Civil Procedure, which was ratified by more than sixty countries, including the 
United States. See Hague Convention Relating to Civil Procedure, http://www.jus.uio.no/english/ 
services/library/treaties/11/11-02/civil-procedure.xml (last visited April 9, 2014). See also Eileen 
P. McCarthy, A Proposed Uniform Standard for U.S. Courts in Granting Requests for 
International Judicial Assistance, 15 Fordham Int’l L.J. 772, 778 (1991) (“Letters rogatory can be 
more effective than commissions because the executing courts have recourse to their own 
procedures to compel recalcitrant or reluctant witnesses to comply with their judicial decrees.”). 
 80. 28 U.S.C. § 1781. Letters rogatory and accompanying documents may be submitted to the 
Office of American Services, U.S. Department of State, SA-29 4th Floor, 2201 C Street N.W., 
Washington, DC 20520-0001. Phone: 1-888-407-4747. See generally U.S. Department of State, 
Preparation of Letters Rogatory, http://travel.state.gov/content/travel/english/legal-considerations/ 
judicial/obtaining-evidence/preparation-letters-rogatory.html (last visited April 10, 2014).  
 81. In re Letters Rogatory from the Justice Court, District of Montreal, Canada, 523 F.2d 562 
(6th Cir. 1975). 
 82. Title 28 U.S.C. § 1781(a) provides that the U.S. State Department is “empowered” to 
(1) use formal channels to transmit letters rogatory from foreign or international tribunals to the 
appropriate U.S. court and receive and return them after execution, and (2) transmit letters 
rogatory from U.S. courts to the applicable foreign or international tribunal, officer, or agency and 
receive and return them after execution.  

http://www.jus.uio.no/english/services/library/treaties/11/11-02/civil-procedure.xml
http://www.jus.uio.no/english/services/library/treaties/11/11-02/civil-procedure.xml
http://travel.state.gov/content/travel/english/legal-considerations/judicial/obtaining-evidence/preparation-letters-rogatory.html
http://travel.state.gov/content/travel/english/legal-considerations/judicial/obtaining-evidence/preparation-letters-rogatory.html
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testimony is granted by a foreign court, the taking of that testimony may not nec-
essarily follow procedures similar to those of the United States, such as through 
depositions.  
 Because the letter rogatory process is time-consuming and may involve 
unique issues of foreign procedural law, parties seeking evidence can arrange for 
local counsel in the foreign country to file the letter rogatory on their behalf, a 
strategy that may facilitate the process. The U.S. trial proceedings may be im-
pacted by delays flowing from the foregoing procedural and practical hurdles.83 

B. Incoming  
Incoming letters rogatory—requests for judicial assistance originating in a foreign 
or international tribunal—are also covered by 28 U.S.C. §§ 1781 and 1782. OIA 
receives incoming letters rogatory from foreign or international tribunals and 
transmits each request to the federal court in the district where the evidence is 
located or witness resides.84 After reviewing the request, the district court may 
order the taking of testimony or production of evidence for use in the foreign pro-
ceeding.85 The evidence is then provided to the requesting foreign party by OIA. 
 The U.S. court may “prescribe the practice and procedure, which may be in 
whole or part the practice and procedure of the foreign country or the interna-
tional tribunal, for taking the testimony or statement or producing the document 
or other thing.”86 Or, if nothing in the request prescribes otherwise, the court may 
follow the Federal Rules of Civil Procedure. Legal privileges are respected, and 
privileged testimony cannot be compelled. The process typically takes place ex 
parte, though a court has the authority to require notification of other parties in the 
foreign litigation prior to the issuance of an order.87  
 U.S. courts have considerable discretion when reviewing incoming letters 
rogatory from foreign courts.88 The U.S. Supreme Court’s decision in Intel Corp. 
v. Advanced Micro Devices, Inc.89 involved a request to a U.S. district court for 
the production of documents to be used in a proceeding before a European admin-
istrative tribunal. The Supreme Court clarified the parameters of U.S. court assis-

                                                
 83. The following statutory provisions also govern the issuance and processing of letters 
rogatory: the All Writs Act, 28 U.S.C. § 1651; 28 U.S.C. §§ 1781 and 1782 (describing the trans-
mittal of letters rogatory through the Department of State and through the district courts); 28 
U.S.C. § 1696 (providing for the use of letters rogatory for service of process pursuant to a request 
by a foreign tribunal); and 22 C.F.R. 92.66 (detailing the consular procedures for transmittal of 
letters rogatory). 
 84. 28 U.S.C. § 1782. 
 85. Id. 
 86. Id. 
 87. See, e.g., In re Merck & Co., 197 F.R.D. 267, 271 (M.D.N.C. 2000). 
 88. See Intel Corp. v. Advanced Micro Devices, Inc., 542 U.S. 241, 264 (2004) (“As earlier 
emphasized, a district court is not required to grant a § 1782(a) discovery application simply 
because it has the authority to do so.”); Four Pillars Enters. Co. v. Avery Dennison Corp., 308 
F.3d 1075, 1078 (9th Cir. 2002) (“Congress gave the federal district courts broad discretion to 
determine whether, and to what extent, to honor a request for assistance under 28 U.S.C. 
§ 1782.”).  
 89. 542 U.S. at 241. 
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tance to foreign tribunals pursuant to section 1782 and reiterated that district 
courts have broad discretion in allowing discovery that aids foreign proceedings. 
 When reviewing an application made under section 1782, a court should ex-
amine the nature of the foreign tribunal, the character of the proceedings, and the 
foreign government’s receptivity to U.S. judicial assistance. It should also con-
sider the following: 

• Is the person from whom discovery is sought a participant in the foreign 
proceeding? “‘[T]he need for § 1782(a) aid generally is not as apparent as it 
ordinarily is when evidence is sought from a nonparticipant.’”90  

• Does the request conceal “an attempt to circumvent foreign proof-gathering 
restrictions or other policies of a foreign country or the United States?”91  

• Is the request unduly intrusive or burdensome or made for the purpose of 
harassment?92 

The Intel decision also noted that in some cases a court may modify a discovery 
request to make it less burdensome.93  

C. Case Management 
In contrast to MLATs, letters rogatory are not treaty-based; there is no guarantee 
that the requested country or tribunal will act on a request for assistance, or if it 
acts, how it will act. When evaluating a defendant’s request for letters rogatory to 
secure evidence located abroad, courts consider the following factors:  

• Is the proffered evidence exculpatory? 
• Is it cumulative of evidence more readily available in the United States?  
• Was the request for evidence made in a timely manner?94  

If the evidence in question is necessary to ensure a fair trial, obtaining it will most 
likely warrant the delay inherent in the letter rogatory process.95 
 In United States v. Jefferson,96 for example, Jefferson made a pretrial motion 
to depose witnesses located in Nigeria, arguing that their testimony would be 
exculpatory.97 The witnesses would not consent to be deposed, and Jefferson 
sought an order requiring the government to invoke the MLAT between the 
United States and Nigeria, or, in the alternative, requested that the court issue a 
letter rogatory.98 The court found the proffered witness testimony to be material, 
                                                
 90. In re Clerici, 481 F.3d 1324, 1334 (11th Cir. 2007) (quoting Intel, 542 U.S. at 264–65).  
 91. Intel, 542 U.S. at 241. 
 92. See generally id. at 264–65; In re Request for Assistance from Ministry of Legal Affairs 
of Trinidad & Tobago, 848 F.2d 1151, 1156 (11th Cir. 1988). 
 93. Intel, 542 U.S. at 245 (“[I]ntrusive or burdensome requests may be rejected or trimmed.”). 
 94. United States v. Dearden, 546 F.2d 622, 625 (5th Cir. 1977); United States v. Rosen, 240 
F.R.D. 204, 213 (E.D. Va. 2007); United States v. Jefferson, 594 F. Supp. 2d 655, 673 (E.D. Va. 
2009).  
 95. See Progressive Minerals, LLC v. Rashid, No. 5:07-CV-108, 2009 WL 1789083, at *2 
(N.D. W. Va. June 23, 2009); Rosen, 240 F.R.D. at 213.  
 96. 594 F. Supp. 2d at 661.  
 97. Id.  
 98. Id. 
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noncumulative, and potentially exculpatory.99 The government argued that Jeffer-
son’s motion should be denied because he waited nearly a year after indictment 
before seeking the evidence and the trial would be delayed.  
 Noting that the MLAT process was not available to the defense, the court 
agreed to issue a letter rogatory. The court found that the material nature of the 
evidence requested excused the delay required to obtain it. The court issued a let-
ter rogatory to the appropriate Nigerian judicial authority, requesting that it ascer-
tain the witnesses’ willingness to waive their Fifth Amendment rights and answer 
questions fully in a later deposition—a compromise ruling tailored to the case.100  
 The letter rogatory process may take as long as a year, presenting courts with 
case management challenges. Although delays may be mitigated by transmitting a 
copy of the request through INTERPOL or some other more direct route, even in 
urgent cases, such requests often take at least a month to execute. To minimize 
unnecessary delay, the court may choose to review outgoing letters rogatory or 
inquire of counsel whether steps were taken to ensure as expeditious a response as 
possible.  

1. Preliminary Information 
Courts may consider the following issues when reviewing an outgoing letter 
rogatory: 

• Did the party requesting the assistance review the country-specific judicial 
assistance information on the Department of State website and U.S. state 
and federal law relating to the subject to determine whether the requested 
assistance can, in fact, be rendered? 

• Does the letter include unnecessary information that may confuse a court in 
the receiving foreign country? 

• Is the request for assistance sufficiently specific so as not to resemble a 
fishing expedition? 

• If the party making the request believes it is preferable for foreign courts to 
follow particular procedures, does the letter include specific instructions in 
this regard (for example, a verbatim transcript, witness testimony under 
oath, or permission for U.S. or foreign counsel to attend or participate in 
proceedings)? 

• Has the party requesting the letter consulted the country-specific infor-
mation for guidance about authentication procedures for the particular 
country (that is, are a judicial signature and seal sufficient)?  

  

                                                
 99. Id. at 667–73. 
 100. Id. at 675–76. 
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2. Essential Elements of a Letter Rogatory 
In addition, to facilitate the process, courts should ensure that the letter includes 
the following: 

• a statement that the request for international judicial assistance is being 
made in the interests of justice; 

• a brief synopsis of the case, including identification of the parties and the 
nature of the claim and relief sought, to enable the foreign court to under-
stand the issues involved; 

• the type of case (e.g., civil, criminal, or administrative); 
• the nature of the assistance required (e.g., compel testimony or production 

of evidence, serve process); 
• the name, address, and other identifiers, such as corporate title, of the per-

son abroad to be served or from whom evidence is to be compelled, and a 
description of any documents to be served; 

• a list of questions to be asked, where applicable (generally in the form of 
written interrogatories); 

• a statement from the requesting court expressing a willingness to provide 
similar reciprocal assistance to judicial authorities of the receiving state; 
and 

• a statement that the requesting court or counsel is willing to reimburse the 
judicial authorities of the receiving state for any costs incurred in executing 
the requesting court’s letter rogatory. 

 Figure 2 outlines the typical outgoing letter rogatory process, and the Appen-
dix presents a sample letter rogatory from the U.S. Department of Justice.  
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Figure 2. Submitting a Letter Rogatory for Execution by a Foreign Court 

 

DOS reviews the letter rogatory and, once approved, transmits it to 

the U.S. embassy in the applicable country

State of federal court (or counsel) transmits the letter rogatory to the  

U.S. Department of State (DOS)

U.S. embassy transmits the letter rogatory to the 

Ministry of Foreign Affairs

Ministry of Foreign Affairs transmits the letter rogatory to the  

Ministry of Justice

Ministry of Justice transmits the letter rogatory to the foreign court

Provided the request comports with foreign laws and regulations,  

the foreign court provides requested assistance

Result of the assistance is transmitted to DOS via the  

diplomatic channels
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IV. Information Exchange Through Informal Channels  
Although formal MLATs, letters rogatory, and other international conventions are 
the “public face” of transnational legal assistance, a significant amount of crimi-
nal investigation-related information is exchanged through informal channels: in-
vestigator to investigator, prosecutor to prosecutor, defense counsel to local coun-
terpart. Indeed, personal, cooperative law enforcement relationships can be so in-
formal and “off the grid” that law enforcement agencies, courts, and defendants 
may only learn of them by accident.  
 Responding to the challenges of transnational law enforcement, the FBI and 
other U.S. law enforcement agencies have aggressively sought to develop institu-
tional relationships with their foreign counterparts. Teams of U.S. law enforce-
ment officers regularly coordinate with each other and with their foreign counter-
parts in a task force approach, often working out of offices in U.S. embassies and 
missions around the world. This “bricks and mortar” outreach enables U.S. law 
enforcement officials to cultivate professional relationships and more readily ac-
cess other sources of information in the host countries. 
 The U.S. Departments of State, Treasury, and Justice institutionalize cross-
border cooperation through memoranda of understanding (MOU) structured to 
improve the handling and sharing of law enforcement information in foreign juris-
dictions. Although the benefits of this cooperation are significant, the process has 
limitations. Courts should be aware that information gathered in the informal 
manner described in this section may be incomplete and is not always tendered to 
prosecutors or, through the discovery process, provided to the defense.  

V. Conclusion 
Whether through MLATs, letters rogatory, or informal means, the process of ob-
taining evidence from abroad in criminal and civil cases can be time-consuming 
and frustrating to all parties involved, including the courts. Prepared with a basic 
understanding of how these transnational evidence-gathering tools operate, courts 
can plan for potential delays; evaluate the arguments made by the government, the 
defense, and civil litigants; and facilitate the evidence-gathering process in a man-
ner that promotes fairness and conserves resources. 
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Appendix  
U.S. DEPARTMENT OF JUSTICE  
SAMPLE LETTER ROGATORY 

NAME OF COURT IN SENDING STATE REQUESTING JUDICIAL 
ASSISTANCE 

NAME OF PLAINTIFF 

V. DOCKET NUMBER 

NAME OF DEFENDANT 

REQUEST FOR INTERNATIONAL JUDICIAL ASSISTANCE  
(LETTER ROGATORY) 

(Name of the requesting court) presents its compliments to the appropriate judi-
cial authority of (name of receiving state), and requests international judicial 
assistance to (obtain evidence/effect service of process) to be used in a (civil, 
criminal, administrative) proceeding before this court in the above captioned 
matter. A (trial/hearing) on this matter is scheduled at present for (date) in (city, 
state, country).  

This court requests the assistance described herein as necessary in the interests of 
justice. The assistance requested is that the appropriate judicial authority of (name 
of receiving state) (compel the appearance of the below named individuals to give 
evidence/produce documents) (effect service of process upon the below named 
individuals).  

(Names of witnesses/persons to be served) 

(Nationality of witnesses/persons to be served) 

(Addresses of witnesses/persons to be served) 

(Description of documents or other evidence to be produced) 

Facts 

 (The facts of the case pending before the requesting court should be stated briefly 
here, including a list of those laws of the sending state which govern the matter 
pending before the court in the receiving state.)  
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(Questions) 

(If the request is for evidence, the questions for the witnesses should be listed 
here.) 

(List any special rights of witnesses pursuant to the laws of the requesting state 
here.) 

(List any special methods or procedures to be followed.) 

(Include a request for notification of time and place for examination of wit-
nesses/documents before the court in the receiving state here.)  

Reciprocity 

(The requesting court should include a statement expressing a willingness to pro-
vide similar assistance to judicial authorities of the receiving state.)  

Reimbursement for costs 

(The requesting court should include a statement expressing a willingness to reim-
burse the judicial authorities of the receiving state for costs incurred in executing 
the requesting court’s letters rogatory.)  

 

Signature of requesting judge 

Typed name of requesting judge 

Name of requesting court 

City, State, Country 

 

Date 

(Seal of court) 
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Recommended Resources 

Internet sites 
INTERPOL: www.interpol.int/. 

U.S. Attorney’s Manual Section on Letters Rogatory: www.justice.gov/usao/ 
eousa/foia_reading_room/usam/title9/crm00275.htm. 

U.S. Department of Justice, Criminal Division contact information: www.justice. 
gov/criminal/about/contact.html.  

U.S. Department of Justice, Office of International Affairs homepage: www. 
justice.gov/criminal/about/oia.html.  

U.S. Department of Justice, Office of Justice Programs, National Institute of 
Justice, International Center homepage: www.nij.gov/international/.  

U.S. Department of Justice, Office of Overseas Prosecutorial Development, 
Assistance & Training Program homepage: www.justice.gov/criminal/opdat/. 

U.S. Department of State, Country-Specific Judicial Assistance Information: 
http://travel.state.gov/content/travel/english/legal-considerations/judicial/ 
country.html. 

U.S. Department of State, Preparation of Letters Rogatory: http://travel.state. 
gov/content/travel/english/legal-considerations/judicial/obtaining-evidence/ 
preparation-letters-rogatory.html. 

U.S. Department of State, Office of the Legal Adviser, A List of Treaties and 
Other International Agreements of the United States in Force: www.state. 
gov/www/global/legal_affairs/tifindex.html. 

Books 
Michael Abbell, Obtaining Evidence Abroad in Criminal Cases (2010). 

American Bar Association, Obtaining Discovery Abroad (2d ed. 2006). 

Gary B. Born & Peter B. Rutlege, International Civil Litigation in United States 
Courts (5th ed. 2011). 

Virginia M. Kendall & T. Markus Funk, Child Exploitation and Trafficking: 
Examining Global Challenges and U.S. Responses, ch. 11 (2012).  

David McClean, International Co-operation in Civil and Criminal Matters (2d ed. 
2002). 

www.justice.gov/usao/eousa/foia_reading_room/usam/title9/crm00275.htm
http://www.justice.gov/usao/eousa/foia_reading_room/usam/title9/crm00275.htm
www.justice.gov/criminal/about/contact.html
http://www.justice.gov/criminal/about/contact.html
http://travel.state.gov/content/travel/english/legal-considerations/judicial/obtaining-evidence/preparation-letters-rogatory.html
http://travel.state.gov/content/travel/english/legal-considerations/judicial/obtaining-evidence/preparation-letters-rogatory.html
www.state.gov/www/global/legal_affairs/tifindex.html
http://www.state.gov/www/global/legal_affairs/tifindex.html
http://travel.state.gov/content/travel/english/legal-considerations/judicial/country.html
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Breaking Down The California Transparency In Supply Chains Act

The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

Background

• Purpose of Act is to help consumers to “distinguish companies or the merits of their efforts to supply
products free from threat of slavery and trafficking”

• Exclusive remedy for violations of Act = Attorney General Action (but potential class actions under
California statutes also likely)

• California’s Franchise Tax Board provides annual list of retail sellers and manufacturers required to
comply with the Act 

Act does
not apply

Company have annual worldwide 
gross  receipts in excess of $100 million?

Company a manufacturer or retail seller?

Does the Company “Do Business” in California?

“Doing business” means Company:

• Is organized/domiciled in California;

• Has California sales exceed $500,000 or 25% of Company’s total sales;

• Owns real or tangible personal property in California exceeding $50,000
or 25% of Company’s total real or tangible property; or

• Distributed employee compensation in California exceeding $50,000 or
25% of Company’s total compensation

Supply Chain Due Diligence

To what extent does the Company:

• Verify its product supply chain to evaluate/address “risks of human
trafficking and slavery”?

• Conduct such verification using a third party?

• Audit suppliers to evaluate supplier compliance with Company’s
anti-trafficking and anti-slavery standards?

• Conduct such supplier audits unannounced and through independent
auditors?

• Require direct suppliers to certify that materials incorporated into
Company’s products comply with the slavery and human trafficking laws 
of the country or countries in which they do business?

• Maintain internal “accountability standards and procedures” for
employees or contractors who fail to meet Company standards?

• Provide Company employees and management having direct 
responsibility over the supply chain with training on human trafficking
and slavery, paying particular attention to mitigating supply chain risks?

Required Disclosures

• Company must disclose results of its supply chain verification/audit on
Company’s internet homepage

• Company must include a “conspicuous” and “easily understood” link to the
disclosure

• If Company does not operate a website, it must provide consumers with a
written disclosure within 30 days of receiving a consumer's written request 
for the disclosure 



Contractors and their subcontractors must agree to:
“Cooperate fully” with, and provide reasonable access to, 
agencies conducting investigations into, among other things, 
violations of this order
Self-report, among other things, “activities that … are 
inconsistent with the requirements of this order or any 
other applicable law or regulation

Potential Liability From Non-Compliance:
Criminal penalties under:

18 U.S.C. §1001 (False Statement)
18 U.S.C. §545 (Smuggling)
19 U.S.C. §1307 (Forced Labor Prohibitions)
31 U.S. C. §3729 (False Claims Act)
Debarment (48 C.F.R. 9.406-2)
Suspension

Deconstructing the Executive Order Against Trafficking in Persons in Federal Contracting

T. Markus Funk,
Point of Contact
Corporate Social Responsibility Practice
MFunk@perkinscoie.com

 

For more information about our Corporate Social Responsibility and Supply Chain Compliance capabilities,
please visit www.perkinscoie.com/corporate_social_responsibility_supply_chain_compliance
www.perkinscoie.com  Perkins Coie LLP

Some jurisdictions in which Perkins Coie LLP practices law may require that this communication be designated as Advertising Materials.

December 2012

Federal Contractor for Goods/Services
(size/nature of contract irrelevant)?

Contract for Services or Supplies (1) Exceed $500,000 and
 (2) to be performed outside U.S.?

Federal contractors, subcontractors, and their employees 
prohibited from engaging in human trafficking, 
as evidenced through:

Misleading/fraudulent recruitment practices
Charging recruitment fees
Destroying, concealing, confiscating, or otherwise denying 
employee access to his or her identity docs
Failing to pay return transportation costs

Executive Order Does Not Apply - But 18 
U.S.C. §545 (smuggling) and 19 U.S.C. §1307 

(forced labor prohibitions) might

The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

“Trafficking” is defined broadly to include (1) sex trafficking in 
which a commercial sex act is induced by force, fraud, or coercion, 
or in which the person induced to perform such act has not 
attained 18 years of age, and (2) the recruitment, harboring, 
transportation, provision, or obtaining of a person for labor 
or services, through the use of force, fraud, or coercion, for the 
purpose of subjection to involuntary servitude, peonage, 
debt bondage, or slavery

Note: The Federal Acquisitions Register will be amended in the 
Spring of 2013 to reflect the above objectives

Contractors and subcontractors must create and post on 
their company website a formal compliance plan including, 
as appropriate:

A recruitment and wage plan
Available disciplinary actions for employees that violate 
the policy 
Reciprocal expectations between company and supplier
A housing plan
Preventative procedures for subcontractors
Note: Each contractor and subcontractor must formally 
certify the absence of misconduct, and that, if misconduct 
was observed, that appropriate remediation and referral 
actions were taken



Foreign Corrupt Practices Act:
   
Did an employee or third party acting on company’s 
behalf give, offer,  or promise “anything of value” to 
another with the intent of creating or maintaining 
business?

The information contained herein is not, and should not be relied upon as, legal advice, and is not a substitute for qualified legal counsel.

Was the Act:

• Made by an issuer or a domestic concern making use of any means or
instrumentalities of interstate commerce?

• Made by a national or entity organized under the law of the U.S. but
operating outside of the U.S.?

• Made by another person (including foreign national or business) while
physically located in the U.S.

Did the person or entity act for the corrupt purpose of:

• Influencing an official act or decision of the foreign official?

• Inducing the foreign official to do or omit doing any act in violation of
his or her lawful duty?

• Securing an improper business advantage?

• Inducing the foreign official to use his influence with a foreign
government to affect or influence any government act or decision?

Was the act done with the intent to assist the company in obtaining, 
retaining, or directing business?

Criminal FCPA Liability:
Individual: 5 years imprisonment;

$250,000 fine
Company: $2 million fine per violation

5 years imprisonment;
$250,000 fine

Also:
• Disgorgement
• Reputational damage
• Loss of government contracts/

licenses/debarment

“Local Law Exception”

Was the payment, gift, offer, or promise of anything of value lawful under 
the written laws and regulations of the foreign official’s, political party’s, 
party official’s, or candidate’s country?

“Bona Fide Business Expenditure Exception”

Was the payment, gift, offer, or promise of anything of value a reasonable 
and bona fide business expenditure incurred by or on behalf of the covered 
party, and was the gift or payment directly related to the promotion, 
demonstration, or explanation of products or services or the execution or 
performance of a contract with a foreign government or agency thereof?

“Facilitating/Expediting Payments Exception”

Was the payment made to expedite or secure the performance of a routine 
governmental action (essentially a ministerial action)?

Examples: obtaining permits, licenses, or other official documents to do 
business in a foreign country; processing governmental papers; providing 
police protection, mail services, or scheduling inspections; and providing 
utilities services, cargo services, or protecting perishable commodities.
Note that this exemption has been construed extremely narrowly and 
that reliance on it is, therefore, not advised.

No Liability

WALKING THROUGH the FCPA and TRAVEL ACT’S ANTI-BRIBERY PROVISIONS

Exemptions and Affirmative Defenses

Was the recipient:

• A foreign official (defined as
an officer or employee of 
a public international 
organization, foreign 
government, or any 
department, agency or 
instrumentality thereof or 
any person acting in an 
official capacity for or on 
behalf of the foregoing)?

• A foreign political party or
party official?

• A candidate for foreign
political office?

• A person who the entity
knows will pass the payment, 
offer, promise, or authoriza-
tion on to any of the above?

Travel Act (18 U.S.C. § 1952):

Did the payment, gift, or offer of payment or
a gift:
1) Involve the use of a facility of foreign or

interstate commerce (such as email,
telephone, courier, personal travel); 

2) with intent to promote, manage, establish,
carry on, or distribute the proceeds of;

3) an activity that is a violation of state
commercial bribery laws?

“Commercial bribery is the giving or offering to 
give, directly or indirectly, anything of apparent 
present or prospective value to any private 
agent, employee, or fiduciary, without the 
knowledge and consent of the principal or 
employer, with the intent to influence such 
agent’s, employee’s, or fiduciary’s action in 
relation to the principal’s or employer’s affairs.”

T.  Markus Funk,
Litigation, White Collar Defense & Compliance Partner
mfunk@perkinscoie.com
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Dear Reader:

 

This is a vital and challenging time for all of us. The United States is engaged on 
countless active fronts on every continent across the globe—big, simultaneous 
confrontations and efforts. 

Among those challenges, and one absolutely inextricably linked to the broader 
effort to spread the rule of law and face the crisis of failed and failing states, 
we find perhaps no greater assault on basic freedom than the evil of human 
trafficking. Whether it comes in the form of a young girl trapped in a brothel, a 
woman enslaved as a domestic worker, a boy forced to sell himself on the street, 
or a man abused on a fishing boat, the victims of this crime have been robbed 
of the right to lead the lives they choose for themselves, and trafficking and its 
consequences have a spill-over effect that touches every element of a society.

The fight against modern slavery is deeply personal to me. When I was a prosecutor outside of Boston in the 
1970s, I worked to put criminals behind bars for rape and sexual assault. We were actually one of the very 
first jurisdictions in America to set up a witness protection program for victims.

My time as a prosecutor seared in me a simple lesson: Only when we start focusing on victims as survivors 
—not just as potential witnesses—can we provide them with a greater measure of justice, and help them find 
the courage to step forward.

Survivors know better than anyone the steps we need to take to identify those enslaved and bring to justice 
those responsible. When a Cambodian man is lured under false pretenses and subjected to forced labor far 
from home, he knows better than anyone how we mitigate that risk. When a young Nepalese woman is coerced 
into a sex industry, she knows better than anyone how to help law enforcement spot future victims of this 
crime. And when this woman cooperates in the conviction of her trafficker, she knows better than anyone 
what makes that process less traumatic and our efforts more effective. 

We each have a responsibility to make this horrific and all-too-common crime a lot less common. And our 
work with victims is the key that will open the door to real change—not just on behalf of the more than 
44,000 survivors who have been identified in the past year, but also for the more than 20 million victims of 
trafficking who have not. 

As Secretary of State, I’ve seen with my own two eyes countless individual acts of courage and commitment. 
I’ve seen how victims of this crime can become survivors and how survivors can become voices of conscience 
and conviction in the cause.

This year’s Trafficking in Persons Report offers a roadmap for the road ahead as we confront the scourge of 
trafficking. Whether a concerned citizen, a board member, a government official, or a survivor of trafficking, 
we each have a responsibility to spot human trafficking, engage our communities, and commit to take action.  
I invite you to help us turn the page. 

Onwards,

John F. Kerry
Secretary of State



Dear Reader:

This year’s theme—The Journey from Victim to Survivor—is very personal to me. 
It brings to mind many of the people I came to know and admire during the 
years I spent as a civil rights prosecutor.

I remember how frightened “Phuong” looked entering the empty courtroom 
a few days before the trial. To ease the trauma of testifying, she and her fellow 
survivors took turns sitting in the witness stand, the jury box, and even—
with the permission of the court—the judge’s chair. She sat at counsel’s table, 
questioning one of the agents as if she were the prosecutor. As the hour went 
by and she became comfortable in the courtroom, her nervousness turned to 
laughter and then to determination. A week later, leaving the stand after a long 
cross-examination, she remarked about the defendant: “He looks so small.” The 

balance of power had finally shifted. A decade later, he remains in federal prison and his victims are living 
their lives in America. I was honored to attend the 10th anniversary celebrating their liberation from the 
garment factory; we danced and sang and told stories and laughed with the children. Phuong and her friends 
were no longer victims, they were survivors.

Then there was “Katia.” Trying hard to be tough and strong, the former track star who had been held in 
servitude in a strip club finally began to open up after she saw a female agent handcuff her trafficker at the 
end of a court hearing. While he went to prison, she went to work, building a new life in the United States and 
choosing to engage occasionally in anti-trafficking advocacy on her own terms. She bravely testified before 
Congress, sharing her story so that others could be helped. When I keynoted a seminar in her new hometown, 
Katia and one of her fellow survivors insisted on introducing me. I looked up at the podium and saw that 
they were still strong, but no longer scared. Toughness, defensiveness, and wariness had been replaced by 
determination, resilience, and grace. We were still linked, not as a prosecutor and victim-witnesses, but as 
colleagues.

What trafficking victims endure is incomparable to what most of us confront in a lifetime and should put 
into context the small injustices and frustrations of our daily work and lives. The same can be said of their 
courage and strength, both during their exploitation and recovery. Of the tens of thousands of victims 
identified this year worldwide, some will become advocates, some will go on to achieve personal goals, and 
some will continue to need care.

This Report stands for the belief that all survivors should be able to feel their power and live their truth. 
Whether becoming a witness or an activist, an employer or employee, the journey from victim to survivor is 
one that no one should walk alone. Last year, we challenged governments to ensure trafficking victims have 
“the freedom to choose their own futures.” That future is now.

Sincerely,

Luis CdeBaca
Ambassador-at-Large to Monitor and  
Combat Trafficking in Persons
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As we work to dismantle trafficking networks and help survivors rebuild their 
lives, we must also address the underlying forces that push so many into 

bondage. We must develop economies that create legitimate jobs, build a 
global sense of justice that says no child should ever be exploited, and empower 

our daughters and sons with the same chances to pursue their dreams.

– President Barack Obama, 2013

“
” 



In the 14 years the United States has produced the Trafficking in Persons Report, the world has made 
tremendous progress in the fight against human trafficking. There is no government, however, that has 
done a perfect job responding to this crime. In the years ahead, it seems unlikely that any government 

will reach perfection. But should that day arrive when human trafficking disappears, one fact will remain 
certain: what has happened to the victims of modern slavery can never be undone. For those who have 
endured the exploitation of modern slavery, even the most effective justice system and the most innovative 
efforts to prevent future trafficking will not reverse the abuse and trauma that millions of trafficking victims 
have endured.

With the right support and services, however, victims can move beyond their suffering and forward with 
their lives. With the right legal structures and policies, they can see justice done. With the right opportunities, 
they can make choices about the lives they want and even use their experiences to help guide and strengthen 
efforts to fight this crime. This process is unique for each victim, and each must take steps based on his or 
her own strength, agency, and determination. 

Governments play a vital role in facilitating this process. While a government institution will never be able 
to reverse what has happened to someone abused in a situation of modern slavery, governments can aid an 
individual’s recovery by providing support to each victim on his or her journey toward becoming a survivor.

In addition to assessments of what almost every government in the world is doing to combat modern slavery, 
this year’s Trafficking in Persons Report takes a hard look at the journey from victim to survivor, making 
recommendations and highlighting effective practices that, if implemented, could ease the path forward 
for countless survivors around the world.

BUILDInG On a STROnG FOUnDaTIOn

For governments to properly assist victims, they 
must broadly and effectively implement a strong, 
modern, comprehensive anti-trafficking law. Such 
a law includes criminal provisions treating human 
trafficking as a serious offense with commensurately 
serious punishment for offenders and, just as 
important, victim protection measures that address 
needs such as immigration status, restitution, and 
immunity for offenses they were forced to commit 
during the course of the victimization.

Another early step, while seemingly obvious, is 
nevertheless one of the greatest challenges to anti-
trafficking efforts in general: finding the victims 
and getting them out of harm’s way. The strongest 
victim protection scheme is useless if victims remain trapped in exploitation. Governments cannot sit 
back and wait for victims to self-identify; rather, they must proactively seek victims out by investigating 
high-risk sectors, screening vulnerable populations, and training relevant government officials to recognize 
trafficking when they see it. It is vital that victims not be treated like criminals or be subjected to arrest or 
deportation for other offenses. 

The best approaches to victim identification are those that involve government partnerships with communities, 
non-governmental organizations (NGOs), and international organizations that can provide expertise on 
identifying trafficking victims and attending to their needs. For example, when police conduct raids of 
brothels, collaboration with NGOs can help police identify potential trafficking victims and refer them for 
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VICTIMS’ STORIES

The victims’ testimonies included in this Report are meant 
to be illustrative only and do not reflect all forms of 
trafficking that occur. These stories could take place 
anywhere in the world. They illustrate the many forms 
of trafficking and the wide variety of places in which they 
occur. Many of the victims’ names have been changed 
in this Report. Most uncaptioned photographs are not 
images of confirmed trafficking victims. Still, they illustrate 
the myriad forms of exploitation that comprise human 
trafficking and the variety of situations in which trafficking 
victims are found. 



protective services. Police can notify service providers 
that a raid is imminent, and the shelter can provide 
victims with immediate assistance.

Once victims are identified, government and civil 
society must ensure services are available to meet 
victims’ immediate needs: health care, a bed for the 
night, immediate protection for themselves and their 
family members, and counseling. These earliest stages 
of care are essential in easing victims out of crisis and 
setting the stage for sustained, long-term support. 

Earlier publications of the Trafficking in Persons Report 
deal with these issues in greater detail (specifically 
the 2012 and 2013 installments with respect to victim 
identification and protection), and provide a more 
comprehensive overview of what governments can do 
to take the first steps of a victim-centered approach. 
Everything that follows relates to establishing this 
framework successfully.

DIGnITy, SECURITy, anD RESPECT

Meeting the immediate needs of victims of human trafficking after their identification is critical. These 
individuals have often endured horrific physical, psychological, and/or sexual abuse at the hands of their 
traffickers and others. But victim services that focus on providing support only until individuals are physically 
well enough to be sent on their way—or put in line for deportation—are insufficient. Those who have been 
enslaved have endured more than physical harm. They have been robbed of their freedom, including the 
freedom to make choices about their own lives. Medical care and a few nights in a shelter do not make 
a victim whole again. Even as the physical wounds are salved and begin healing, a major element of the 
recovery process is helping victims regain their agency, their dignity, and the confidence to make choices 
about how to move forward with their lives.

President Barack Obama and His Holiness Pope Francis at the Vatican during their first meeting. The Pontiff’s 
position on modern slavery is clear: when any man, woman, or child is enslaved anywhere, it is a threat to peace, 
justice, and human dignity everywhere.2
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CaMbOdIa

Kieu’s family relied on their local pond for their 
livelihood. When her father became ill, the nets they 
used fell into disrepair. Mending them would cost the 
equivalent of approximately $200 they did not have. 
Her parents turned to a loan shark whose exorbitant 
interest rates quickly ballooned their debt to the 
equivalent of approximately $9,000. “Virgin selling” 
was a common practice in their community, and Kieu’s 
mother, after acquiring a “certificate of virginity” from 
the hospital, sold her to a man at a hotel. Kieu was 12 
years old. Upon hearing that she was to be sold again, 
Kieu fled, making her way to a safe house where she 
could recover. Kieu is now self-sufficient and hopes 
to start her own business.

I exhort the international 
community to adopt an 

even more unanimous and 
effective strategy against 

human trafficking, so that in 
every part of the world,  

men and women may no 
longer be used as a means 

to an end. 
– Pope Francis, 2013

“

”



HuMAN TRAFFICKING DEFINED

The TVPA defines “severe forms of trafficking in persons” as:

 ❖     sex trafficking in which a commercial sex act is induced by force, fraud, or coercion, or in which the 
person induced to perform such an act has not attained 18 years of age; or

 ❖     the recruitment, harboring, transportation, provision, or obtaining of a person for labor or services, 
through the use of force, fraud, or coercion for the purpose of subjection to involuntary servitude, 
peonage, debt bondage, or slavery. 

A victim need not be physically transported from one location to another in order for the crime to fall 
within these definitions.

A girl sells tomatoes streetside in Benin. Vidomegon is a tradition ostensibly to offer children educational and vocational 
opportunities by sending them to wealthy homes, but instead is often used to exploit children in forced labor.
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THE VuLNERABILITy OF LGBT INDIVIDuALS TO  
HuMAN TRAFFICKING

Lesbian, gay, bisexual, and transgender (LGBT) persons around the world often experience discrimination 
and elevated threats of violence because of their sexual orientation or gender identity. In 2013, the 
International Lesbian, Gay, Bisexual, Transgender, and Intersex Association (ILGA) reported that nearly 

80 countries had laws that criminalize people on the basis of sexual orientation or gender identity. LGBT 
persons face elevated threats of violence and discrimination in employment, healthcare, and educational 
opportunities. Some family members have ostracized LGBT relatives from their homes. The cumulative 
effects of homophobia and discrimination make LGBT persons particularly vulnerable to traffickers who 
prey on the desperation of those who wish to escape social alienation and maltreatment. 

Governments and NGOs have made progress in identifying LGBT trafficking victims and highlighting the 
vulnerability of LGBT persons to crimes such as human trafficking. For example, in 2013, NGOs working 
on LGBT issues in Argentina identified traffickers who promised transgender women job opportunities in 
Europe, but instead confiscated their passports and forced them into prostitution. Police in the Philippines 
have identified LGBT trafficking victims during anti-trafficking operations. Civil society in South Africa 
has identified instances of traffickers coercing LGBT children to remain in prostitution under threat of 
disclosing their sexual orientation or gender identity to their families. As part of the 2013-2017 Federal 
Strategic Action Plan on Services for Victims of Trafficking in the United States, U.S. agencies have committed 
to gathering information on the needs of LGBT victims of human trafficking. NGOs in the United States 
estimate LGBT homeless youth comprise 20 to 40 percent of the homeless youth population; these youth 
are at particularly high risk of being forced into prostitution. 

Biases and discrimination severely complicate proper identification of, and provision of care to, LGBT 
victims of human trafficking. Law enforcement officials and service providers should partner with LGBT 
organizations to enhance victim identification efforts and adapt assistance services to meet the unique 
needs of LGBT victims. LGBT victims of human trafficking should also be included in the dialogue on 
these issues as well as on helping victims become survivors.
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Countries in the TIP Report that are NOT States 
Parties to the Protocol to Prevent, Suppress and 
Punish Trafficking In Persons, Especially Women 

and Children, Supplementing the united Nations 
Convention Against Transnational Organized Crime



Those working with victims must respect their choices and freedom, including the right to refuse services. 
This respect must guide all efforts to provide support. If victims want to walk away as soon as they have 
escaped modern slavery, that decision should be in their control. What governments can control, however, 
is the range of services and support available to victims so that they have a menu of options from which 
to choose. 

One of the most important needs of recently-liberated trafficking victims is a place to stay that is safe, yet 
that also respects their freedom and autonomy. 

As the work of the anti-trafficking movement has shown, not all “shelters” are worthy of the title. In recent 
years, victims of trafficking around the world have broken free from their exploitation only to find themselves 
locked in so-called shelters that more closely resemble detention centers than havens of support and safety. 
In some places, governments succeed in identifying trafficking victims and then place them into large 
populations of refugees and asylum seekers, where services are not tailored to their specific needs. Trafficked 
persons housed in mixed-use shelters may also face stigma from other residents for their participation in 
prostitution or crimes they were forced to commit during their servitude.

Such environments fail to support a victim’s sense of independence and agency. Worse still, confinement 
and isolation—which were likely part of their exploitation—have the potential to re-traumatize. 

 Ideally, a shelter is a place where a trafficked person is free to stay, leave, and return again if he or she feels 
the need. To be sure, such facilities need to be safe and secure. Certain procedures and policies can be put 
in place to guarantee security, such as restrictions on who is allowed to enter a facility or even know the 
address. Of course, additional structures and restrictions are necessary for child victims. An effective shelter 
promotes, rather than hinders, a victim’s freedom of movement. And where independent living is in the best 
interest of the trafficked person, the use of the shelter as more of a drop-in center may be most appropriate.
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Two Chinese laborers, ages 23  
and 22, are working in the Ibaraki 
prefecture, north of Tokyo, 
through the Japanese 
government’s Technical Intern 
Training Program. Although the 
program was intended to develop 
technical expertise for the 
participants, many work as 
low-skilled laborers, exposed to 
harsh conditions and vulnerable  
to forced labor. 



Ideally, shelters work closely with other service 
providers to support the trafficked person well 
beyond the physical and psychological care that 
may be required initially. Individuals who do not 
speak the local language may need interpretation 
services or access to language classes. Migrant victims 
may need assistance obtaining immigration status 
from authorities. Victims who are playing a role in 
the prosecution of their abuser or who are seeking 
restitution require legal services (see next page for 
additional details on access to justice for victims). 

As trafficked persons become more independent, they 
often need support in finding housing, job training, 
education, and employment. Best practices are to not 
place conditions on access to such support by requiring 
victims to participate in a criminal investigation, or to 

live in a particular shelter, or to follow a prescribed course for recovery. Assistance options are most effective 
if they are flexible and adaptive, reflecting the difficulty in predicting what a victim may need as he or she 
takes steps toward becoming a survivor. In any case, well-designed, long-term assistance does not involve 
telling a victim what he or she must do with his or her life, but rather entails providing the help requested 
to help each individual reach personal goals.

Even though governments are responsible for making sure assistance for victims is available, government 
agencies themselves are often not the best direct providers of care. Here is where the importance of strong 
partnerships becomes clear. In many countries around the world, NGOs, international organizations, and 
civil society groups are already providing quality assistance to victims. Many of these efforts are underfunded, 
and many do not have nearly the capacity to deal with the full magnitude of the problem in their regions. 
But when government works with civil society to amplify resources and expertise, survivors stand to benefit 
from enhanced services and protections.

UnITEd STaTES 

When teenager Melissa ran away from home, she was 
quickly found by a man who promised her help, but 
was actually a pimp who intended to sexually exploit 
her. He used psychological manipulation and coercion 
to hold her in prostitution, and advertised her using 
online sites. Refusal to do what he said was met by 
beatings and threats. Despite her fear of being found 
and killed if she ran, Melissa one day managed to 
escape from a hotel room where he was keeping her. 
A patron at another hotel nearby helped her reach 
the police, who arrested her trafficker. 
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Additionally, government collaboration with private-sector partners can help open up job opportunities to 
survivors. Some companies have already adopted anti-trafficking policies and practices to crack down on 
trafficking in supply chains and to train employees to identify trafficking when they see it. Another approach 
companies can take is to offer survivors employment programs and a more promising path forward.

ACCESS TO JUSTICE 

A government’s obligation to confront modern slavery is tied to the fact that trafficking in persons is first 
and foremost a crime, and only governments can prosecute suspects and incarcerate criminals. Similarly, 
only governments can confer immigration benefits or mandate restitution to victims of a crime. In the same 
way a government guarantees the rights of its citizens, a government has a responsibility to uphold the rule 
of law by punishing those who run afoul of it.

In cases of human trafficking, the government’s pursuit of justice has effects that reach beyond maintaining 
the sanctity of law. For those who have endured the brutality of modern slavery, seeing their abusers brought 
to justice can have an enormous positive impact on their recovery process. In addition to broader benefits 
of removing a criminal from the streets, victims’ knowledge that those who enslaved them can no longer 
do them or others harm can play a major role in helping overcome their trauma. 

We need people to know this is going on, and we need trained people in our 
congregations, Federations, and agencies at all levels, to identify signs of 

trafficking. . . . Most of us were not aware that this was impacting our own 
communities, but the issue is serious and widespread. Human trafficking is not only 

happening to foreign nationals. It’s happening to kids in our own communities.

– Susan K. Stern, chair of the Jewish Federations of  
North America National Campaign, 2013

“
” 
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Survivors and staff of the Coalition to Abolish Slavery & Trafficking (CAST) receive the Presidential Award for 
Extraordinary Efforts to Combat Trafficking in Persons from U.S. Secretary of State John F. Kerry and Ambassador-at-
Large to Monitor and Combat Trafficking in Persons Luis CdeBaca at the annual meeting of the President’s Interagency 
Task Force to Combat Trafficking in Persons at the White House on April 8, 2014.
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THE uSE OF FORCED CRIMINALITy: VICTIMS HIDDEN 
BEHIND A CRIME

methods used by human traffickers continue to evolve, as does the understanding of this crime 
among law enforcement and anti-trafficking activists. One distinct, yet often under-identified, 
characteristic of human trafficking is forced criminality. Traffickers may force adults and children 

to commit crimes in the course of their victimization, including theft, illicit drug production and transport, 
prostitution, terrorism, and murder. For example, in Mexico, organized criminal groups have coerced 
children and migrants to work as assassins and in the production, transportation, and sale of drugs. In 
November 2013, police arrested six adult Roma accused of forcing their children to commit burglaries in 
Paris and its suburbs. The victims were reportedly physically beaten for failure to deliver a daily quota of 
stolen goods. In Afghanistan, insurgent groups force older Afghan children to serve as suicide bombers. 
Non-state militant groups in Pakistan force children—some as young as 9 years old—to serve as suicide 
bombers in both Pakistan and Afghanistan. Children and men, primarily from Vietnam and China, have 
been forced to work on cannabis farms in the United Kingdom and Denmark through the use of verbal 
and physical threats and intimidation. 

Victims of trafficking should not be held liable for their involvement in unlawful activities that are a direct 
consequence of their victimization. Trafficked individuals who are forced to commit a crime are commonly 
mistaken for criminals—rather than being identified as victims—and therefore treated as such by law 
enforcement and judicial officials. Many victims of trafficking remain undetected among those who have 
committed crimes because of a lack of proper victim identification and screening. One example in the United 
States involves victims of human trafficking who are forced to commit commercial sex acts, and are then 
prosecuted by state or local officials for prostitution or prostitution-related activity. Many states, including 
New York State, have passed laws to allow trafficking victims to overturn or vacate these convictions where 
criminal activity was committed as part of the trafficking situation. In 2009, three Vietnamese children 
were arrested for working on cannabis farms in the United Kingdom, convicted for drug offenses, and 
sentenced to imprisonment. An appellate court, however, overturned the convictions in 2013, holding 
that the children were victims of trafficking. This case reflects a growing awareness that victims of human 
trafficking involved in forced criminality should be shielded from prosecution. It also demonstrates the 
difficulties that law enforcement and judicial officials face when combating crimes and enforcing the law. 

It is important that governments develop and implement policies to identify trafficking victims who 
are forced to participate in criminal activity in the course of their victimization, and provide them with 
appropriate protective services. In addition to general awareness training on human trafficking, training 
law enforcement and judicial officials about the principles of non-punishment and non-prosecution of 
victims is key to increasing the likelihood that individuals will be properly identified by the authorities, 
and thereby secure access to justice and protection.

At a Department of State “TechCamp” 
workshop in Mexico, over 80 
participants discussed best practices 
for integrating technology in the fight 
against human trafficking. 
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When she was only 11 years old, “Guddi” was recruited by a woman from her village to work as a domestic 
servant. When she arrived in the city, however, she was taken to a brothel in the red light district and forced  
into prostitution. She has been trapped in debt bondage by her trafficker ever since.



Thus, the “prosecution” component of the “3P” paradigm of prosecution, protection, and prevention cannot 
be fully separated from the “protection” element, as the prosecution of traffickers can be very significant in 
the long-term protection of victims.

Around the world, many promising practices have emerged in recent years that are improving the way 
governments prosecute trafficking in persons cases. Specialized courts, extensive training for judges, 
prosecutors, and law enforcement, and procedures to expedite trafficking cases through judicial systems 
are making a difference in securing more trafficking convictions, putting more abusers behind bars, and 
providing a sense of justice to more victims. 

Of course, victims themselves often play an integral role in the successful prosecution of trafficking cases 
as witnesses or assisting with investigations in other ways. Victims are often hesitant to cooperate with 
authorities. Some may not even acknowledge or realize that they are victims of a crime, or because of 
dependency or “trauma bonding” may still harbor 
affection for their abusers or have conflicted feelings 
about criminal charges. It is not unusual for a victim 
to choose not to cooperate with authorities, testify in 
open court, or confront his or her trafficker. A victim-
centered approach to prosecutions, however, has proven 
effective in bringing more victims along as participants 
in the investigation and prosecution of their traffickers.

The most successful legal and judicial systems employ 
“victim-witness coordinators” to work directly with 
individuals and their advocates to help them navigate 
the criminal justice system. Ideally, these coordinators 
bring expertise in dealing directly with victims and 
experience in ascertaining their needs and willingness 
to collaborate with law enforcement. When victims 
choose to participate in prosecution efforts, properly 

ROManIa – England

Ioana and her boyfriend had been dating for a year 
when they decided to move to England together. He 
arranged everything for the move, including housing, 
and Ioana left her job and family in Romania with 
excitement for a better life. When she arrived in 
Manchester, everything changed. Her “boyfriend” 
and a friend created a profile for Ioana on an adult 
website and began advertising her for sex, arranging 
clients, and taking all of her earnings. She was afraid 
to try to escape, because he had become violent. Now 
safe, Ioana speaks out about her experience: “I don’t 
want this to happen to any other girls again.”
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Eastern European women wait 
for customers in a Tel Aviv 
brothel. Women from Ukraine, 
Russia, Moldova, Uzbekistan, 
China, Ghana, and to a lesser 
extent South America, are 
vulnerable to sex trafficking  
in Israel.



trained victim-witness coordinators can counsel them on what role they will play and help them prepare 
for depositions or court appearances. Throughout the recovery process, it is ideal for victims to have access 
to their own legal counsel as well. 

Victims need assistance and so do law enforcement officials. Experts from civil society can provide training 
and assistance to law enforcement agencies working with trafficking victims. These partnerships help to 
create cooperative relationships between law enforcement and service providers. A trusting relationship 
benefits prosecution efforts and trafficking victims alike. Law enforcement officials who work regularly 
with victim service providers and advocates gain a better understanding of the needs and situations of 
trafficking victims. Advocates and attorneys who know and trust their law enforcement counterparts are 
better equipped to provide guidance and support to victims as they decide to come forward and assist with 
prosecutions without fear that the victims under their care will be mistreated.

Justice is not just limited to seeing a trafficker put behind bars. Ideally, in addition to jail time, an anti-
trafficking law includes provisions that impose on traffickers an obligation to provide restitution for the loss 
that resulted from their victim’s enslavement and damages for any injuries. In the United States, restitution 
to trafficking victims is mandatory in criminal cases. Effective and early seizure of a trafficker’s assets can 
sometimes help ensure that restitution is not just ordered, but in fact paid. Of course, there will be times when 
a trafficker will not be able to pay what is owed to the victim. In such cases, a government can take steps to 
ensure that the burden of the loss and injury does not fall solely on the victim. Crime victim compensation 
programs can be established to help remedy at least some of the loss.

Having survived trafficking at the age of 12, I knew, from my own experience, 
that each time victims were stopped by police or treated like criminals, they 

were pushed closer to their trafficker.

– Carissa Phelps, founder and CEO of Runaway Girl, FPC, 2013

“
” 

A young child brings tea to customers in Nepal, as two school children wait for the bus behind him. Poverty and 
lack of schooling increase the vulnerability of millions of children worldwide to forced labor and debt bondage.
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Any support offered to victims of trafficking needs to be given in a way that restores 
a sense of control for the victims over their own lives. . . . When support is provided 

in a way that does not respect the will of the victims, or is even provided against 
their will, this may result in further trauma and a continuation of their victimization.

– Annette Lyth, Regional project manager of the Greater Mekong Sub-region of Southeast Asia for the  
UN Interagency Project on Human Trafficking (UNIAP), 2013

“
” 



MARGINALIzED COMMuNITIES: ROMANI VICTIMS 
OF TRAFFICKING

Romani—also known as Roma, Roms, or Romane—are one of the largest minority groups in Europe 
and are highly vulnerable to human trafficking. Ethnic Romani men, women, and particularly 
children are subjected to sex trafficking and forced labor—including forced begging, forced criminality, 

involuntary domestic servitude, and servile marriages—throughout Europe, including in Western Europe, 
Central Europe, and the Balkans. This exploitation occurs both internally, especially in countries with 
large native Romani populations, and transnationally. The Organization for Security and Cooperation in 
Europe (OSCE) Ministerial Council issued a decision in December 2013 that called on participating States 
to take measures to address Romani victims of human trafficking. 

Like other marginalized groups across the world, Romani are particularly vulnerable to trafficking due to 
poverty, multi-generational social exclusion, and discrimination—including lack of access to a variety of 
social services, education, and employment. For instance, because of poor access to credit and employment 
opportunities, Romani often resort to using informal moneylenders that charge exorbitant interest rates, 
contributing to high levels of debt, which heighten trafficking vulnerability. Furthermore, recorded cases 
also exist of exploiters fraudulently claiming social benefits from Romani trafficking victims, depriving 
victims of this assistance.

In general, European governments do not adequately address the issue of identifying and protecting Romani 
trafficking victims. Victim protection services and prevention campaigns are often not accessible to the 
Romani community, as they are at times denied services based on their ethnicity or are located in isolated 
areas where services are not available. Law enforcement and other officials are typically not trained in or 
sensitized to trafficking issues in the Romani community. At times, combating trafficking has been used 
as a pretext to promote discriminatory policies against Romani, such as forced evictions and arbitrary 
arrests and detention.

Many Romani victims are hesitant to seek assistance from the police because they distrust authorities 
due to historic discrimination and a fear of unjust prosecution. In some instances, police have penalized 
Romani victims for committing illegal acts as a result of being trafficked, such as being forced to engage 
in petty theft. Furthermore, in those countries in which governments rely on victims to self-identify, this 
mistrust can result in disproportionately small numbers of Romani victims identified, which can contribute 
to continued exploitation of victims. The lack of formal victim identification may also lead to an absence 
of protection services, which in turn can result in increased vulnerability to re-trafficking.

Some policy recommendations to address the needs of Romani victims of  
human trafficking include: 

 ➤  Governments should include full and effective participation of Romani communities and 
organizations in anti-trafficking bodies, including anti-trafficking law enforcement and victim 
identification groups.

 ➤  Trafficking prevention campaigns and efforts should be targeted to Romani communities, particularly 
those that are segregated and socially excluded. 

 ➤  Governments should improve access to prevention and protection services, such as public awareness 
campaigns for communities and law enforcement, and adequate shelters, legal and social services, 
and vocational assistance.

 ➤  Law enforcement should not impose criminal liability on trafficking victims, including Romani, 
for crimes they were forced to commit. 

 ➤ Anti-trafficking policies should explicitly recognize the Romani as a vulnerable group. 
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HuMAN TRAFFICKING AND MAJOR SPORTING EVENTS

major sporting events—such as the Olympics, World Cup, and Super Bowl—provide both an 
opportunity to raise awareness about human trafficking as well as a challenge to identify trafficking 
victims and prosecute traffickers who take advantage of these events. Successful anti-trafficking 

efforts must be comprehensive and sustainable, addressing both labor and sex trafficking conditions before, 
during, and after such events. 

Prior to the Event: Major sporting events often entail massive capital improvement and infrastructure 
projects, creating a huge demand for cost-effective labor and materials. Governments and civil society 
can take steps to prevent this significant increase in construction from being accompanied by an increase 
in forced labor. Governments should ensure labor laws meet international standards, regulate labor 
recruitment agencies, and frequently inspect construction sites for violations of labor laws. To prepare for 
the 2012 Olympics in London, the London Councils, a government association in the United Kingdom, 
commissioned a report on the potential impact of the Olympics on human trafficking. Governments in 
countries hosting major sporting events may wish to consider similar analyses to identify potential gaps in 
human trafficking responses. These strategies will be particularly important in countries planning to host 
future Olympics (Brazil in 2016, South Korea in 2018, and Japan in 2020) and World Cup tournaments 
(Russia in 2018 and Qatar in 2022). 

Game Day: Increased commerce, tourism, and media attention accompany major sporting events. 
Unfortunately, there is a lack of hard data on the prevalence of human trafficking—including sex trafficking 
—associated with these events. Governments and civil society—including the airline and hospitality 
sectors—can collaborate to combat trafficking by launching media campaigns, training law enforcement 
officials and event volunteers, and establishing partnerships to recognize indicators of human trafficking 
and to identify victims. Additional data collection of human trafficking surrounding major sporting events 
will inform future anti-trafficking efforts. 

after the Event Concludes: Modern slavery is a 365-day-a-year crime that requires a 365-day-a-year 
response. Traffickers do not cease operations once a sporting event concludes, and stadiums and surrounding 
areas can remain popular destinations for travel and tourism. The lasting effect of anti-trafficking efforts 
associated with major sporting events can be even more important than the impact of those efforts during 
the event itself. This ripple effect can take the form of enhanced partnerships between law enforcement 
officials, service providers, and the tourism industry, or simply sports fans sustaining the anti-trafficking 
efforts that they learned about during the event.2
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The End It Movement launched a campaign at the 2013 NCAA Final Four basketball tournament in Atlanta, Georgia 
to bring awareness to the reality of sex trafficking in the United States. Young actresses portrayed victims of sex 
trafficking.
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The 2009 Trafficking in Persons 
Report highlighted the story of 
Shyima Hall, an Egyptian girl 
who was sold by her parents 
at the age of eight to a wealthy 
Egyptian couple. When the 
family subsequently moved 
to California, they smuggled 
her into the United States on 
a temporary visa and put her 
to work up to 20 hours a day 
in their large suburban home. 
They confiscated her passport 
and regularly verbally and 
physically assaulted her; Shyima 
suffered for four years before 
a neighbor filed an anonymous 
complaint with the state child 
welfare agency, leading to her 
rescue. Since that time, she has taken remarkable steps to rebuild her life and to bring awareness to the reality of 
trafficking around the world. She has gone to college and in 2011 became a United States citizen. Shyima recently 
released a memoir that tells the story of her childhood, harrowing slavery, and undeniable resilience. She now 
calls her life “heaven,” and dreams of becoming a police officer or immigration agent to help other victims of 
trafficking. 

On the day I was rescued, I knew three words in English: “hi,” “dolphin,” and 
“stepsister.” I now believe my captors intentionally kept anything from me that 

might teach me the language, because knowledge of English could have given me 
more power. Something captors do well is keep their slaves powerless.

– Shyima Hall

“
” 
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PROMISING PRACTICES IN THE ERADICATION  
OF TRAFFICKING IN PERSONS

Innovation and technology are essential in the fight against human trafficking. The private sector, anti-
trafficking advocates, law enforcement officials, academics, and governments are working together 
to develop innovative solutions to address the complexities involved in both fighting this crime and 

supporting victims as they strive to restore their lives. Examples of these promising practices include: 

MOBILE TECHNOLOGIES IN uGANDA: 
In partnership with the Government of Norway, International Organization for Migration (IOM) caseworkers 
in the field are using mobile technologies in Uganda to collect information about the protection needs of 
trafficked children. The data, which caseworkers capture using smart phones and then send to a central 
database for storage, aggregation, and analysis, identifies trends in the trafficking of children from rural 
to urban areas. IOM uses these trends and patterns to guide the project’s anti-trafficking strategy. The web 
application of the database displays live charts that show anonymous and disaggregated data in a visual 
format for public viewing.

“TECHCAMPS” IN PHNOM PENH AND TLAxCALA:
Department of State “TechCamps” bring local and regional civil society organizations together with 
technologists to develop solutions to challenges faced in particular communities. In September 2013, 
the U.S. Embassy in Cambodia hosted the first-ever “TechCamp” focused on using technology to address 
challenges in combating modern slavery in Southeast Asia. Challenges ranged from providing hotline 
information to labor migrants to reducing social stigma for sex trafficking survivors. The McCain Institute 
for International Leadership provided seed funding for two local projects after the Phnom Penh event. 
The U.S. Embassy in Mexico also hosted a “TechCamp” in Tlaxcala, a state facing significant challenges 
in combating sex trafficking. “TechCamp” Mexico focused on developing low-cost, easily-implemented 
solutions, including interactive soap operas to increase public awareness about trafficking and data scraping 
to map high-risk areas. 

TECHNOLOGy TO IDENTIFy AND SERVE VICTIMS: 
The White House Forum to Combat Human Trafficking in 2013 brought stakeholders together with survivors 
to highlight technology that is being used to help identify victims, connect them to services, and bring 
traffickers to justice. The forum featured new technology being used by the National Human Trafficking 
Resource Center (NHTRC) hotline, including the development of a system for individuals to connect 
discreetly with NHTRC through text messages in addition to a toll-free hotline. Additionally, Polaris Project, 
working with Google, software companies, and other NGOs, launched a Global Human Trafficking Hotline 
Network project to help create a more coordinated global response for victims of trafficking. 

IDENTIFyING IRREGuLAR FINANCIAL TRANSACTIONS: 
Collaboration between the Manhattan District Attorney’s Office, the Thomson Reuters Foundation, 
and financial institutions and foundations is helping corporations to identify potential cases of human 
trafficking by looking for irregularities and red flags in financial transactions. American Express, Bank of 
America, Barclays, Citigroup, the Human Trafficking Pro Bono Legal Center, JPMorgan Chase & Co., TD 
Bank, Theodore S. Greenberg, Polaris Project, Wells Fargo, and Western Union participated in the effort. 
The U.S. Financial Crimes Enforcement Network (FinCEN), in dialogue with other U.S. agencies, private 
industry, NGOs, academia, and law enforcement, launched a similar initiative to identify financial red 
flags and provide guidance to financial institutions on how to detect and properly report suspected human 
trafficking. FinCEN’s goal is to supplement and aid law enforcement investigations by supporting the effective 
detection and reporting of human trafficking financing through Suspicious Activity Reports. Through these 
efforts, financial institutions are developing the ability to identify suspicious financial activity that may 
help identify human traffickers.  



CLEaRInG THE Way

Working together with a wide range of partners, 
governments can set up a system of protection and 
support services that help victims along every step of 
their journey, from the moment they are identified 
as trafficking victims, to the delivery of care for their 
immediate injuries, to the transition support and long-
term services. Partnerships help these efforts succeed.

Governments alone have authority over certain 
regulatory, structural, and environmental factors. 
For example, a shelter may be equipped to provide 
continuing, long-term support for victims. But if a 
country’s trafficking law mandates that individuals 
can obtain services only for a limited period of time or 
that services are wholly contingent upon cooperation 
with authorities, victims may not receive essential 
long-term care. Even when training, education, and job 
placement programs may be available, immigration 
laws can prohibit a migrant victim from working 
legally and taking those next steps forward. Conversely, 
citizen victims risk exclusion if victim-care structures 
are designed only for foreign victims. 

IndIa

Still a teenager, Aanya dropped out of school with the 
hope of finding work to help her family. Leaving her 
home in a region rife with poverty, Aanya arrived in 
the capital and felt lucky to find work in an upscale 
neighborhood through a domestic worker placement 
agency. Rather than a good job, Aanya ended up 
enslaved in a home, locked in, and abused by her 
employer. For months she endured violent beatings and 
isolation. Terrified, she worked without pay, forbidden 
from interacting with—or even calling—anyone she 
knew. With the help of police and anti-trafficking 
activists, Aanya escaped, and her case has gone to 
court. Back home with her family and re-enrolled in 
school, Aanya is receiving follow-up care.
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A New York based non-profit serving women in South and Southeast Asia, the Nomi Network, aims to create economic 
opportunities for survivors and women and girls at risk of human trafficking. The women and girls pictured here are from 
the first class of graduates from a new training program.



All over the world, however, laws and regulations hinder NGOs and well-intentioned government officials 
from providing the services that victims need. These obstacles may be unintentional, such as existing laws 
designed to deal with other issues that inadvertently affect a government’s attempt to confront trafficking. 
They may reflect attitudes toward particular groups—such as immigrants, people in prostitution, persons 
with disabilities, or LGBT individuals—that fail to recognize that modern slavery occurs among all groups, 
including the stigmatized or marginalized. Governments should do whatever is necessary to make sure no 
law, policy, or regulation prevents a trafficker from being prosecuted, or a victim from being identified and 
becoming a survivor.

THE SURVIVOR’S VOICE: GUIDInG THE Way FORWaRD

The approaches and practices that this Report recommends are not a panacea for the challenge of modern 
slavery, nor do they offer a perfect solution for what trafficked persons need. The search for those answers 
is what continues to drive the fight against modern slavery forward. 

In this fight, survivors play a vital role in finding better solutions. Those who have made the journey from 
victim to survivor have done so in ways as unique as each individual and his or her own experience. 

More than a few survivors have chosen to refocus their talents, their passions, and their experiences back 
into the struggle against modern slavery.

Survivors run shelters, advocate before legislatures, train law enforcement officials, and meet with presidents 
and prime ministers to push for a more robust response to this crime. No one can explain the barbarity of 
modern slavery as well as someone who has endured it, and no one can better evaluate what works and what 
does not as governments and partners come to the aid of those still in bondage. It has been inspiring to see 
survivors seemingly set apart by the differences of their cases find the commonality of their experiences 
and forge a new understanding of a crime that they best comprehend.

In addition to helping victims on their journeys to become survivors, governments can also benefit from 
opening the door to them as experts, colleagues, policymakers, and advocates.
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A young girl waits for 
clients on the side of the 
road in Bangkok, Thailand. 
Many women and girls 
from within Thailand 
and from neighboring 
countries are victims of 
sex trafficking, often to 
meet the demand of sex 
tourists from countries in 
the region and elsewhere. 



MAKING THE PROBLEM WORSE: OFF-DuTy LAW 
ENFORCEMENT OFFICERS PROVIDING SECuRITy IN 
HIGH-RISK ESTABLISHMENTS

At times, trafficking offenders employ off-duty law enforcement officers to provide nighttime security 
in clubs, bars, or other establishments that are at high risk of being a venue for trafficking. This 
practice likely inhibits the willingness of law enforcement authorities to investigate allegations of 

human trafficking. Off-duty officers on the payroll of an establishment engaging in human trafficking 
may be less likely to report or investigate a potential trafficking situation at that locale. In addition, their 
law enforcement colleagues who do not work in the establishment may feel pressure to look the other 
way, rather than risk compromising their fellow officers. The practice of off-duty law enforcement officers 
working other security jobs may also have a negative impact on the community’s perception of the role 
of law enforcement. Most significantly, potential trafficking victims are not likely to turn to these law 
enforcement officers for help or trust a police officer who works in, and potentially enables, an environment 
where exploitation is occurring. 

Governments can help by discouraging law enforcement officials from providing security in their off-duty 
hours to such establishments. Governments can also conduct sensitization training for law enforcement 
that includes a human trafficking component and by prosecuting officials found to be complicit in human 
trafficking. Further, governments can develop codes of conduct for officials that outline clear conflicts of 
interest in regard to off-duty employment and encourage trafficking victim identification and referral.

25
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This is one of the oldest brothels in the 
red light district of Mumabi, India. On 
each floor, enforcers guard the rooms. 
Women from Bangladesh, Nepal, and 
India are subjected to sex trafficking in 
Mumbai’s commercial sex trade.



The stories of those survivors—the stories of all 
survivors—are living, breathing reminders of why 
governments must live up to their responsibility to 
combat this serious crime in all its forms. If a survivor-
turned-advocate had been misidentified and treated as 
a criminal, perhaps today she would not be working 
for the freedom of more who are enslaved. If a survivor 
who was reunited with his family was instead deported 
back to the country where he was originally exploited, 
perhaps today he would not be working to give his 
children a bright future. If survivors who were treated 
with respect and understanding were instead viewed 
as pariahs and forced out on the streets, perhaps today 
they would once again be victims. 

This Report has in the past noted the legacy of Frederick 
Douglass. A hero of the abolitionist movement, 
Douglass effected change not only through his 
compelling accounts of life as an enslaved child servant 
and farmworker, but also through his activism and 
advocacy. Fittingly, it was this survivor of slavery 
who became one of the United States’ first African-
American ambassadors and advocated for women’s 
rights. He also accurately predicted that slavery could 
reappear if governments left vulnerable migrants 
unprotected.

PERU

Oscar’s cousin worked in a bar in the gold mining 
region of Peru and told him stories of being paid in 
chunks of gold. Oscar, 16 at the time, left home in 
hopes of finding similar work. Upon arrival, the mine 
owner told him that he had to work 90 days to repay 
the fee his cousin received for recruiting him, and 
because the owner controlled the river traffic, there 
were no options for escape. Oscar then realized he 
had been sold into slavery. Oscar contracted malaria 
but was refused medical attention and left to die in 
a hut; the other workers cared for him and fed him 
out of their own meager rations. Too weak to work 
in the mines, he was forced to work in the kitchens. 
After the 90 days were completed, Oscar packed his 
bags to leave, but the boss told him he was not free 
because he was only credited for working 30 days. 
Oscar was not credited with 90 days’ work until he 
worked for eight months. Upon his return from the 
Amazon, Oscar was hospitalized for yellow fever. To 
repay the doctors, he had to borrow money from his 
family; Oscar believed the only way to repay that debt 
was to return to work in the jungle.

Two women wait for customers in 
a street-side brothel. Millions of 
Indian women, men, and children are 
subjected to sex trafficking.
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REACTIVATING TRAuMA IN SEx TRAFFICKING 
TESTIMONy

Sex trafficking victims face a long road to recovery, and testifying against their exploiters can often 
hinder that process. While witness testimony can be an effective and necessary form of evidence for 
a criminal trial, the primary trauma experienced by a victim during the trafficking situation may be 

reactivated when recounting the exploitation or confronting the exploiter face-to-face. In many cases, the 
victim-witness has been threatened by the trafficker directly warning against reporting to law enforcement, 
or the witness’s family members have been threatened or intimidated as a way to prevent cooperation in 
an investigation or prosecution. In addition, a victim may fear possible prosecution for unlawful activities 
committed as part of the victimization such as prostitution, drug use, and illegal immigration. This fear is 
compounded in some cases in which victims experienced previous instances of being treated as criminals, 
whether arrested, detained, charged, or even prosecuted. The defense may also cite the victim’s engagement 
in criminal activity or criminal record as evidence of his or her lack of credibility. In fact, sometimes victims 
are not ideal witnesses. If the victim had a close relationship with the trafficker (also known as trauma 
bonding), has a deep-rooted distrust of law enforcement, or fears retaliation, a victim may be a reluctant 
or ineffective witness. 

The need for resources for victims throughout, and even after, the investigation and prosecution is critical, 
especially because some human trafficking trials last several years. During this time, victims often 
face financial difficulties—including lack of housing and employment—and continued emotional and 
psychological stress, including Post-Traumatic Stress Disorder in many cases, resulting from the trafficking 
situation, that require long-term medical and mental health care. 

To prevent or reduce the chance of reactivating primary trauma, experts encourage government officials to 
incorporate a victim-centered approach and provide support to victim-witnesses when investigating and 
prosecuting trafficking offenses. Specialized courts to hear human trafficking cases and the designation of 
specific prosecutors who have significant experience in handling these cases have led to a greater number of 
prosecutions while minimizing victim re-traumatization. Collaboration between law enforcement officials 
and NGOs that provide comprehensive victim assistance, including legal and case management services, 
has also proven to be a necessary component in successful prosecutions. The Government of Canada, for 
example, has fostered partnerships with NGOs through the Victims Fund, resulting in additional support for 
victims, such as projects that raise awareness and provide services and assistance. Law enforcement officials 
in many countries would benefit from sharing best practices to ensure that victims are not re-traumatized 
and traffickers are prosecuted in accordance with due process. Best practices include:

 ➤ Interviewing victims in a comfortable, non-group setting with a legal advocate present where possible.

 ➤  Providing the option, where legally possible, to pre-record statements for use as evidence to avoid 
the need for repeated accounts of abuse. 

 ➤ Adopting evidentiary rules to preclude introduction of prior sexual history. 

 ➤  Providing support—such as victim advocates, free legal counsel, and change in immigration 
status—that is not conditional on live trial testimony. 
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 Sadly, for every inspiring story of a survivor who 
has moved past his or her exploitation, there will be 
too many untold stories of victims unidentified, re-
traumatized, jailed, or worse. For the global struggle 
against modern slavery to succeed, there must be more 
stories of men and women finishing their journey. 

The journey to becoming a survivor will become a 
reality for more victims only if many others walk on 
that path alongside them, whether law enforcement 
officials, advocates, ministers, or lawmakers. When 
the burden is shared and when the course points 
toward a common goal, more lives will be restored, 
and slowly, exploitation and enslavement will give 
way to justice, opportunity, and freedom.

Human trafficking is, quite simply, the exploitation of human beings for profit. It is 
a scourge that is not defeated by barriers of wealth and influence—trafficking is an 

immense problem for developed and developing nations alike.

– Anne T. Gallagher, Officer of the Order of Australia,  
former Advisor on Trafficking to the United Nations High Commissioner for Human Rights, 2013

“
” 

PhIlIPPInES –  
SaUdI aRabIa

Marie left her home for a job as a domestic worker in 
Saudi Arabia—the opportunity for a fair wage and a 
safe workplace made the sacrifice of leaving her family 
and her life in the Philippines seem worth it. In reality, 
Marie spent her time in Saudi Arabia being sold from 
employer to employer—11 in all. In the last home where 
she worked, she was beaten severely. After her stay 
in the hospital, she was sent home to the Philippines. 
She has never been paid for her months of work. 
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PakISTan – UnITEd 
aRab EMIRaTES

Mariam and her 16-year-old daughter Fatima were 
promised jobs at a beauty salon in the United Arab 
Emirates. On their flight from Pakistan, a friendly man 
gave Mariam his number just in case she needed any 
help while there. Mariam and Fatima were picked 
up at the airport by an acquaintance of the person 
who paid for their flights and promised them jobs. 
She took their passports. Then, instead of going to a 
salon, the mother and daughter were made to engage 
in prostitution to pay for their plane tickets. Mariam 
had to see her daughter cry every time a client left her 
room. When she could, Mariam called the man from 
her flight and confided in him; he encouraged her to 
contact the police. They convinced their captor that 
they needed to go to the market, but instead found a 
taxi and went to the police. During the investigation, 
the police uncovered other victims, also lured with 
promises of jobs in a beauty salon. 

When I had sex with him, I felt empty inside. I hurt and I felt very weak. It was very 
difficult. I thought about why I was doing this and why my mom did this to me.

– “Jorani,” human trafficking survivor  
whose mother sold her into prostitution, Cambodia, 2013

“ ” 
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DEFINITIONS AND METHODOLOGy

WHaT IS TRaFFICKInG In PERSOnS?

“Trafficking in persons” and “human trafficking” have been used as umbrella terms for the act of recruiting, 
harboring, transporting, providing, or obtaining a person for compelled labor or commercial sex acts through 
the use of force, fraud, or coercion. The Trafficking Victims Protection Act (TVPA) of 2000 (Pub.  L.  106-386), 
as amended, and the Protocol to Prevent, Suppress and Punish Trafficking in Persons, Especially Women 
and Children, supplementing the United Nations Convention against Transnational Organized Crime (the 
Palermo Protocol), describe this compelled service using a number of different terms, including involuntary 
servitude, slavery or practices similar to slavery, debt bondage, and forced labor.

Human trafficking can include, but does not require, movement. People may be considered trafficking 
victims regardless of whether they were born into a state of servitude, were transported to the exploitative 
situation, previously consented to work for a trafficker, or participated in a crime as a direct result of being 
trafficked. At the heart of this phenomenon is the traffickers’ goal of exploiting and enslaving their victims 
and the myriad coercive and deceptive practices they use to do so.

THE FaCE OF MODERn SLaVERy

sex Trafficking
When an adult engages in a commercial sex act, such as prostitution, as the result of force, threats of force, fraud, 
coercion or any combination of such means, that person is a victim of trafficking. Under such circumstances, 
perpetrators involved in recruiting, harboring, enticing, transporting, providing, obtaining, or maintaining 
a person for that purpose are guilty of sex trafficking 
of an adult. Sex trafficking also may occur within 
debt bondage, as individuals are forced to continue 
in prostitution through the use of unlawful “debt,” 
purportedly incurred through their transportation, 
recruitment, or even their crude “sale”—which 
exploiters insist they must pay off before they can be 
free. An adult’s consent to participate in prostitution 
is not legally determinative: if one is thereafter held 
in service through psychological manipulation or 
physical force, he or she is a trafficking victim and 
should receive benefits outlined in the Palermo 
Protocol and applicable domestic laws.

child sex Trafficking
When a child (under 18 years of age) is recruited, 
enticed, harbored, transported, provided, obtained, or 
maintained to perform a commercial sex act, proving 
force, fraud, or coercion is not necessary for the offense 
to be characterized as human trafficking. There are no 
exceptions to this rule: no cultural or socioeconomic 
rationalizations alter the fact that children who are 
prostituted are trafficking victims. 
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MEDIA BEST PRACTICES

Ask most people where their information about human trafficking comes from, and the answer is often 
“I heard about it on the news.” Unsurprisingly, the media play an enormous role shaping perceptions 
and guiding the public conversation about this crime. How the media reports on human trafficking 

is just as important as what is being reported, and the overall impact of these stories is reflected in the way 
the public, politicians, law enforcement, and even other media outlets understand the issue. 

In recent years, a number of reports about trafficking have relied on misinformation and outdated statistics, 
blamed or exploited victims, and conflated terminology. Instead of shining a brighter light on this problem, 
such reports add confusion to a crime that is already underreported and often misunderstood by the public. 
As the issue of human trafficking begins to enter the public consciousness, members of the media have a 
responsibility to report thoroughly and responsibly, and to protect those who have already been victimized. 

a few promising practices can keep journalists on the right track: 

 ➤  Language matters. Is there a difference between survivor and victim? Prostitution and sex 
trafficking? Human smuggling and human trafficking? The conflation of terms, as well as the failure 
to use the correct definition to describe human trafficking, can confuse and mislead audiences. 
Human trafficking is a complex crime that many communities are still trying to understand, and 
using outdated terms or incorrect definitions only weakens understanding of the issue. Become 
familiar with the trafficking definitions of international law, found in the Palermo Protocol to the United 
Nations Transnational Organized Crime Convention, as well as other related terms that are commonly used.

 ➤  Dangers of re-victimization. Photos or names of human trafficking victims should not be 
published without their consent, and journalists should not speak with a minor without a victim 
specialist, parent, or guardian present. Human trafficking cases often involve complex safety 
concerns that could be exacerbated by a published story, or if a victim or survivor has not fully 
healed, a published story may reactivate trauma or shame years later. Ensure that, before a victim of 
human trafficking agrees to share his or her story, he or she understands that once the story is published, it 
will be available to the public at large. 

 ➤  Survivor stories. Although interviewing survivors may be the key to understanding human trafficking, 
there are optimal ways to approach survivors and learn about their experiences. Reporters should 
invest time engaging service providers and NGOs that work with survivors to learn and understand 
the best possible approaches. Be flexible, do not make demands, and do not expect the survivor to tell 
you his or her story in one sitting. Spend time with survivors, get to know them as people, and follow up 
even after the story is complete. 

 ➤  Half the story. When media report on only one type of human trafficking, the public is left with 
only part of the story. Human trafficking includes sex trafficking, child sex trafficking, forced labor, 
bonded labor, involuntary domestic servitude, and debt bondage. Strengthen the public’s understanding 
of human trafficking and the full scope of the crime.

 ➤  numbers game. Reporters often lead with numbers, but reliable statistics related to human 
trafficking are difficult to find. Human trafficking is a clandestine crime and few victims and survivors 
come forward for fear of retaliation, shame, or lack of understanding of what is happening to them. 
Numbers are not always the story. Pursue individual stories of survival, new government initiatives, or 
innovative research efforts until better data are available.

 ➤  Human trafficking happens. Simply reporting that human trafficking occurs is not a story. 
Human trafficking happens in every country in the world. Go deeper and find out who are the most 
vulnerable to victimization, what kind of help is offered for survivors, and what your community is doing 
to eradicate this problem.

 ➤  advocacy journalism. Human trafficking is a popular topic for journalists hoping to make a 
social impact. Journalists may befriend survivors, earn their trust, and in some cases help remove 
them from a harmful situation. This is typically not appropriate. Everyone should do their part 
to help eradicate this crime, but victim assistance should be handled by accredited organizations. 
“Rescuing” a victim is not a means to a story. Instead, connect a victim to a reputable service provider 
to ensure they are safe and their needs are met. 
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Above: Police work to reunite families with 39 children who were rescued in a raid on an embroidery factory. 
Such raids can be traumatic for human trafficking victims, as their abusers have often filled them with fear of 
authorities through psychological manipulation.

Below: A group of boys wait to be processed after a police raid on garment factories in New Delhi, India.  
Anti-Trafficking Police and NGOs helped remove 26 children from the factories, but it is feared that many  
more were not rescued.



HuMAN TRAFFICKING AND THE DEMAND  
FOR ORGANS 

more than 114,000 organ transplants are reportedly performed every year around the world. These 
operations satisfy less than an estimated 10 percent of the global need for organs such as kidneys, 
livers, hearts, lungs, and pancreases. One third of these operations include kidneys and livers 

from living donors. The shortage of human organs, coupled with the desperation experienced by patients 
in need of transplants, has created an illicit market for organs. 

Governments, the medical community, and international organizations, such as the World Health 
Organization, are addressing the illicit sale and purchase of organs through the adoption of regulations, 
laws, codes of conduct, awareness campaigns, and mechanisms to improve traceability of organs, as well as 
to protect the health and safety of all participants. Many countries have also criminalized the buying and 
selling of human organs. Unscrupulous individuals seeking to profit from this shortage, however, prey on 
disadvantaged persons, frequently adult male laborers from less-developed countries. These living donors 
are often paid a fraction of what they were promised, are not able to return to work due to poor health 
outcomes resulting from their surgeries, and have little hope of being compensated for their damages. 
This practice is exploitative and unethical, and often illegal under local law. Sometimes it also involves 
trafficking in persons for the purpose of organ removal. 

BuT whaT makes an Illegal oRgan TRade  
also a human TRaffIckIng cRIme? 

The sale and purchase of organs themselves, while a crime in many countries, does not per se constitute 
human trafficking. The crime of trafficking in persons requires the recruitment, transport, or harboring of 
a person for organ removal through coercive means, including the “abuse of a position of vulnerability.” 
Cases in which organs are donated from deceased donors who have died of natural causes do not involve 
human trafficking.

Some advocates have taken the position that when economically disadvantaged donors enter into agreements 
for organ removal in exchange for money, they invariably become trafficking victims because there is “an 
abuse of a position of vulnerability.” Abuse of a position of vulnerability is one of the “means” under the 
Palermo Protocol definition of trafficking in persons. Thus, if a person who is in a position of vulnerability 
is recruited by another who abuses that position by falsely promising payment and health care benefits 
in exchange for a kidney, the recruiter may well have engaged in trafficking in persons for the purpose of 
organ removal. The UN’s Office on Drugs and Crime (UNODC) states in its Guidance Note on “abuse of a 
position of vulnerability” as a means of trafficking in persons that the abuse of vulnerability occurs when 
“an individual’s personal, situational, or circumstantial vulnerability is intentionally used or otherwise 
taken advantage of such that the person believes that submitting to the will of the abuser is the only real 
and acceptable option available to him or her, and that belief is reasonable in light of the victim’s situation.” 
Thus, poverty alone—without abuse of that vulnerability in a manner to make a victim’s submission to 
exploitation the “only real and acceptable option”—is not enough to support a trafficking case, whether 
the exploitation is sexual exploitation, forced labor, or the removal of organs. 
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The use of children in the commercial sex trade is prohibited both under U.S. law and by statute in most 
countries around the world. Sex trafficking has devastating consequences for minors, including long-lasting 
physical and psychological trauma, disease (including HIV/AIDS), drug addiction, unwanted pregnancy, 
malnutrition, social ostracism, and even death.

forced labor
Forced labor, sometimes also referred to as labor trafficking, encompasses the range of activities—recruiting, 
harboring, transporting, providing, or obtaining—involved when a person uses force or physical threats, 
psychological coercion, abuse of the legal process, deception, or other coercive means to compel someone to 
work. Once a person’s labor is exploited by such means, the person’s prior consent to work for an employer 
is legally irrelevant: the employer is a trafficker and the employee is a trafficking victim. Migrants are 
particularly vulnerable to this form of human trafficking, but individuals also may be forced into labor 
in their own countries. Female victims of forced or bonded labor, especially women and girls in domestic 
servitude, are often sexually exploited as well.

Bonded labor or Debt Bondage
One form of coercion is the use of a bond or debt. U.S. law prohibits the use of a debt or other threats of 
financial harm as a form of coercion and the Palermo Protocol requires states to criminalize threats and 
other forms of coercion for the purpose of forced labor or services or practices similar to slavery or servitude. 
Some workers inherit debt; for example, in South Asia it is estimated that there are millions of trafficking 
victims working to pay off their ancestors’ debts. Others fall victim to traffickers or recruiters who unlawfully 
exploit an initial debt assumed as a term of employment.

Debts taken on by migrant laborers in their countries of origin, often with the support of labor agencies and 
employers in the destination country, can also contribute to a situation of debt bondage. Such circumstances 
may occur in the context of employment-based temporary work programs in which a worker’s legal status 
in the destination country is tied to the employer and workers fear seeking redress.
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Young Chinese children 
work side by side with 
their parents in hazardous 
conditions in a leather 
factory. In recent years, 
reports have indicated a 
connection between luxury 
goods, counterfeiting, and 
forced labor.



involuntary Domestic servitude
 Involuntary domestic servitude is a form of human 
trafficking found in unique circumstances—work in a 
private residence—that create unique vulnerabilities 
for victims. It is a crime where domestic workers are 
not free to leave their employment and are often 
abused and underpaid. Many domestic workers 
do not receive the basic benefits and protections 
commonly extended to other groups of workers—
things as simple as a day off. Moreover, their ability 
to move freely is often limited, and employment 
in private homes increases their vulnerability and 
isolation. Authorities cannot inspect homes as easily 
as formal workplaces, and in many cases do not have 
the mandate or capacity to do so. Domestic workers, 
especially women, confront various forms of abuse, 
harassment, and exploitation, including sexual and 
gender-based violence. These issues, taken together, 
may be symptoms of a situation of domestic servitude.

forced child labor
Although children may legally engage in certain forms of work, children can also be found in situations 
of forced labor. A child can be a victim of human trafficking regardless of the location of that exploitation. 
Some indicators of possible forced labor of a child include situations in which the child appears to be in the 
custody of a non-family member who requires the child to perform work that financially benefits someone 
outside the child’s family and does not offer the child the option of leaving. When the victim of forced labor 
is a child, the crime is still one of trafficking. Anti-trafficking responses should supplement, not replace, 
traditional actions against child labor, such as remediation and education. When children are compelled 
to work, their abusers should not be able to escape criminal punishment by taking weaker administrative 
responses to child labor practices.

Unlawful recruitment and Use of child soldiers
Child soldiering is a manifestation of human trafficking when it involves the unlawful recruitment or use of 
children—through force, fraud, or coercion—by armed forces as combatants or other forms of labor. Some 
child soldiers are also sexually exploited by members of armed groups. Perpetrators may be government 
armed forces, paramilitary organizations, or rebel groups. Many children are forcibly abducted to be used 
as combatants. Others are unlawfully made to work as porters, cooks, guards, servants, messengers, or spies. 
Young girls can be forced to marry or have sex with male combatants. Both male and female child soldiers 
are often sexually abused and are at high risk of contracting sexually transmitted diseases.
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bURMa – ThaIland

Trusting his recruiters, Myo believed he was leaving 
his home in Burma to work in a pineapple factory in 
Thailand. Yet, when he arrived, he was sold to a boat 
captain for the equivalent of approximately $430. He 
was held on the boat for 10 months, forced to work, 
and beaten regularly. On the rare occasion that the 
boat docked at port, the officers bribed local police to 
allow them to keep the fishermen on the boat rather 
than risking them escaping if they were allowed to 
set foot on shore. Myo was finally able to escape and 
sought refuge in a temple. He continues to struggle 
with deafness, having had his head and ear smashed 
into a block of ice on the fishing boat.

I worked for him for a few months, cleaning and cooking, but he never 
paid me. . . . When I demanded my overdue money, he said I would 
have to have sex with him, then he would give me the money, but I 

refused so he beat me. After this I was too scared to ask for my money, 
so I did whatever he asked.

“Christine,” human trafficking survivor who migrated from  
Zimbabwe to South Africa looking for work, 2014

“
” 
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VICTIMS’ CONSENT

A common perception of a trafficking victim is of a woman kidnapped, made to cross a border, forced 
into sexual slavery, and physically beaten. The reality of human trafficking is frequently much more   
subtle. Vulnerable individuals may be aware of, and initially agree to, poor working conditions or 

the basic duties of the job that underlies their exploitation. Victims may sign contracts and thereby initially 
agree to work for a certain employer, but later find that they were deceived and cannot leave the job because 
of threats against their families or overwhelming debts owed to the recruitment agency that arranged the 
employment.

On the issue of victims’ consent to exploitation, the Palermo Protocol is clear: if any coercive means have been 
used, a victim’s consent “shall be irrelevant.” This means that a man who has signed a contract to work in a 
factory, but who is later forced to work through threats or physical abuse, is a trafficking victim regardless of 
his agreement to work in that factory. Similarly, a woman who has voluntarily traveled to a country knowing 
that she would engage in prostitution is also a trafficking victim if, subsequently, her exploiters use any 
form of coercion to require her to engage in prostitution for their benefit. If a state’s laws conform to the 
Palermo Protocol requirements, a trafficker would not be able to successfully defend a trafficking charge by 
presenting evidence that a victim previously engaged in prostitution, knew the purpose of travel, or in any 
other way consented or agreed to work for someone who subsequently used coercion to exploit the victim. 

With regard to children, the Palermo Protocol provides that proof of coercive means is not relevant. Thus, 
a child is considered to be a victim of human trafficking simply if she or he is subjected to forced labor or 
prostitution by a third party, regardless of whether any form of coercion was used at any stage in the process.

Even if the legal concept of consent is clear, its 
application is more complex in practice, especially 
when the victim is an adult. Many countries 
struggle with uniform application of this 
provision. In some countries, courts have thrown 
out trafficking cases when prosecutors have been 
unable to prove that the victims were coerced at 
the outset of recruitment. For example, in one 
European country, a judge rejected trafficking 
charges in a case where a mentally disabled man 
was forced to pick berries. Despite clear use of 
force to compel labor—the victim was dragged 
back to the labor camp with a noose around his 
neck—the court held that lack of proof of coercion 
from the very beginning of recruitment nullified 
the trafficking. In other countries, defense 
attorneys have made arguments that victims’ 
prior prostitution proves that they had not been 
forced to engage in prostitution. More subtly, 
consent may influence whether prosecutors 
bring trafficking cases at all. Cases without the 
“paradigmatic victim” may prove more difficult 
to win because there is a risk that the judge or 
jury will view the victim as a criminal rather than 
a victim. To be successful, these cases require 
both strong legal presentations and compelling 
evidence in addition to victim testimony. Efforts 
to further address the challenging issue of consent 
would not only help ensure that victims’ rights 
are protected, but would also align prosecutions with the Palermo Protocol requirements. Such efforts might 
include the explicit incorporation of the Palermo Protocol provision on consent into domestic criminal law 
and the training of investigators and prosecutors. It is helpful to clarify for fact finders—whether they are 
judges or juries—that consent cannot be a valid defense to the charge of trafficking and to educate them on 
the various forms that apparent consent may take (e.g., contracts, failure to leave a situation of exploitation, 
or victims who do not self-identify as victims). Similarly, investigators can learn that investigations do not 
need to stop just because a victim had expressed a form of consent. 

Construction in preparation for the 2022 FIFA World Cup 
has already begun, and reports of abuse have received 
global attention. Initial consent of a construction worker to 
accept a tough job in a harsh environment does not waive 
his or her right to work free from abuse. When an employer 
or labor recruiter deceives workers about the terms of 
employment, withholds their passports, holds them in 
brutal conditions, and exploits their labor, the workers are 
victims of trafficking.



VuLNERABILITy OF INDIGENOuS PERSONS TO 
HuMAN TRAFFICKING

The United Nations estimates there are more than 370 million indigenous people worldwide. At times, 
they are described as aboriginal: members of a tribe, or members of a specific group. While there is no 
internationally accepted definition of “indigenous,” the United Nations Permanent Forum on Indigenous 

Issues identifies several key factors to facilitate international understanding of the term:

 ➤ Self-identification of indigenous peoples at an individual and community level;

 ➤ Historical continuity with pre-colonial and/or pre-settler societies;

 ➤ Strong link to territories and surrounding natural resources;

 ➤ Distinct social, economic, or political systems;

 ➤ Distinct language, culture, and beliefs;

 ➤ Membership in non-dominant groups of society; and/or 

 ➤  Resolve to maintain and reproduce their ancestral environments and  
system as distinctive peoples and communities.

Worldwide, indigenous persons are often economically and politically marginalized and are disproportionately 
affected by environmental degradation and armed conflict. They may lack citizenship and access to basic 
services, sometimes including education. These factors make indigenous peoples particularly vulnerable to 
both sex trafficking and forced labor. For example, children from hill tribes in northern Thailand seeking 
employment opportunities have been found in commercial sexual exploitation, including sex trafficking, 
in bars in major cities within the country. In North America, government officials and NGOs alike have 
identified aboriginal Canadian and American Indian women and girls as particularly vulnerable to sex 
trafficking. In Latin America, members of indigenous communities are often more vulnerable to both sex and 
labor trafficking than other segments of local society; in both Peru and Colombia, they have been forcibly 
recruited by illegal armed groups. In remote areas of the Democratic Republic of the Congo, members of 
Batwa, or pygmy groups, are subjected to conditions of forced labor in agriculture, mining, mechanics, and 
domestic service. San women and boys in Namibia are exploited in domestic servitude and forced cattle 
herding, while San girls are vulnerable to sex trafficking. 

Combating the trafficking of indigenous persons requires prosecution, protection, and prevention efforts 
that are culturally-sensitive and collaborative—efforts that also empower indigenous groups to identify 
and respond to forced labor and sex trafficking within their communities. For example, the government 
of the Canadian province of British Columbia and NGOs have partnered with aboriginal communities to 
strengthen their collective capacity to effectively work with trafficking victims by incorporating community 
traditions and rituals into victim protection efforts, such as use of the medicine wheel—a diverse indigenous 
tradition with spiritual and healing purposes.

Below: Ashaninka Indian girls go about daily life in the world’s top coca-growing valley. The Ashaninka are the 
largest indigenous group in the Amazon region of Peru, and some have been kidnapped or forcibly recruited to 
serve as combatants in the illicit narcotics trade by the terrorist group Sendero Luminoso.
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METHODOLOGy

The U.S. Department of State prepared this Report 
using information from U.S. embassies, government 
officials, non-governmental and international 
organizations, published reports, news articles, 
academic studies, research trips to every region of the 
world, and information submitted to tipreport@state.
gov. This email address provides a means by which 
organizations and individuals can share information 
with the Department of State on government progress 
in addressing trafficking. 

U.S. diplomatic posts and domestic agencies reported 
on the trafficking situation and governmental action 
to fight trafficking based on thorough research that 
included meetings with a wide variety of government 
officials, local and international NGO representatives, 
officials of international organizations, journalists, 
academics, and survivors. U.S. missions overseas are 
dedicated to covering human trafficking issues. The 
2014 TIP Report covers government efforts undertaken 
from April 1, 2013 through March 31, 2014.

PhIlIPPInES – 
aUSTRalIa

With dreams of successful boxing careers, Czar and 
three of his friends fell prey to three Australians who 
helped them procure temporary sports visas and paid 
for their travel from the Philippines to Sydney. Upon 
arriving in Australia, the men were already in debt to 
their captors, who confiscated their passports and 
forced them into unpaid domestic labor as “houseboys.” 
Rather than making their way in the boxing industry, 
they were forced to live in an uninsulated garage 
with mere table scraps for meals. After three months, 
Czar finally entered a boxing match, and won the 
equivalent of approximately $3,500, but the money 
was taken by his captor. Shortly thereafter, Czar ran 
away and escaped. One of his friends also escaped, 
and went to the police. An investigation was opened 
into their captors on counts of exploitation and human 
trafficking.

Featured in the 2013 TIP Report, survivor and advocate Withelma “T” Ortiz Walker Pettigrew has become an 
outspoken advocate raising awareness about sex trafficking in the United States. This year, she was named one  
of TIME Magazine’s “100 Most Influential People.”
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Many children, like myself, come from various traumas previously to entering 

into foster care, and many times, are further exposed to trauma throughout their 
experience in the foster care system. Although there are many people who uplift the 

system for its successes, there are many elements within the experience of foster care 
that make youth more susceptible to being victimized. Youth within the system are 

more vulnerable to becoming sexually exploited because youth accept and normalize 
the experience of being used as an object of financial gain by people who are 

supposed to care for us, we experience various people who control our lives, and we 
lack the opportunity to gain meaningful relationships and attachments.

– Withelma “T” Ortiz Walker Pettigrew

“

” 



CHILD SOLDIERS

The Child Soldiers Prevention Act of 2008 (CSPA) was signed into law on December 23, 2008 (Title IV 
of Pub. L. 110-457), and took effect on June 21, 2009. The CSPA requires publication in the annual 
TIP Report of a list of foreign governments identified during the previous year as having governmental 

armed forces or government-supported armed groups that recruit and use child soldiers, as defined in the 
Act. These determinations cover the reporting period beginning April 1, 2013 and ending March 31, 2014.

For the purpose of the CSPA, and generally consistent with the provisions of the Optional Protocol to 
the Convention on the Rights of the Child on the involvement of children in armed conflict, the term 
“child soldier” means:

(i)  any person under 18 years of age who takes a direct part in hostilities as a member of governmental 
armed forces;

(ii)  any person under 18 years of age who has been compulsorily recruited into governmental armed 
forces;

(iii)  any person under 15 years of age who has been voluntarily recruited into governmental armed 
forces; or

(iv)  any person under 18 years of age who has been recruited or used in hostilities by armed forces 
distinct from the armed forces of a state.

The term “child soldier” includes any person described in clauses (ii), (iii), or (iv) who is serving in any 
capacity, including in a support role such as a “cook, porter, messenger, medic, guard, or sex slave.”

Governments identified on the list are subject to restrictions, in the following fiscal year, on certain security 
assistance and commercial licensing of military equipment. The CSPA, as amended, prohibits assistance to 

Four boys, as young as 12 and 14 years old, fight for a rebel group in northern Mali. International 
observers report that extremist rebel groups have kidnapped, recruited, and paid for large numbers of 
child soldiers in the country. Children in conflict zones are especially vulnerable to being sold to armed 
groups, and are often forced to participate in armed conflict. 
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governments that are identified in the list under the following authorities: International Military Education 
and Training, Foreign Military Financing, Excess Defense Articles, and Peacekeeping Operations, with 
exceptions for some programs undertaken pursuant to the Peacekeeping Operations authority. The CSPA also 
prohibits the issuance of licenses for direct commercial sales of military equipment to such governments. 
Beginning October 1, 2014 and effective throughout Fiscal Year 2015, these restrictions will apply to the 
listed countries, absent a presidential national interest waiver, applicable exception, or reinstatement of 
assistance pursuant to the terms of the CSPA. The determination to include a government in the CSPA 
list is informed by a range of sources, including first-hand observation by U.S. government personnel and 
research and credible reporting from various United Nations entities, international organizations, local and 
international NGOs, and international media outlets.

The 2014 CSPA List includes governments in the following countries:

1. Burma
2. Central African Republic
3. Democratic Republic of the Congo
4. Rwanda
5. Somalia
6. South Sudan
7. Sudan
8. Syria
9. Yemen

SPECIAL COuRT OF SIERRA LEONE: ACCOuNTABILITy AT THE HIGHEST LEVEL FOR  
CHILD SOLDIERING OFFENSES

The Special Court for Sierra Leone (SCSL) was established in 2002 by agreement between the Government 
of the Republic of Sierra Leone and the United Nations to try those most responsible for crimes against 
humanity, war crimes, and other serious violations of international humanitarian law, including conscripting 
or recruiting children under the age of 15 years, committed in the civil war. Since its inception, the Special 
Court has handed down several important decisions in cases involving allegations related to the conscripting 
or enlisting of children under the age of 15 years into armed forces or armed groups. During Sierra Leone’s 
civil war, all parties to the conflict recruited and used child soldiers. Children were forced to fight, commit 
atrocities, and were often sexually abused. Former Liberian President Charles Taylor was convicted by the 
SCSL on 11 counts of crimes against humanity and war crimes for his role in supporting armed groups, 
including the Revolutionary United Front, in the planning and commission of crimes committed during 
the conflict. In a landmark 2004 decision, the Court held that individual criminal responsibility for the 
crime of recruiting children under the age of 15 years had crystallized as customary international law 
prior to November 1996. In June 2007, the Court delivered the first judgment of an international or mixed 
tribunal convicting persons of conscripting or enlisting children under the age of 15 years into armed forces 
or using them to participate actively in hostilities. 

In 2013, the Special Court reached another milestone by upholding the conviction of former Liberian 
President Charles Taylor. The judgment marked the first time a former head of state had been convicted 
in an international or hybrid court of violations of international law. Taylor was convicted, among other 
charges, of aiding and abetting sexual slavery and conscription of child soldiers. After more than a decade 
of working toward accountability for crimes against humanity and war crimes committed in Sierra Leone, 
the SCSL transitioned on December 31, 2013, to a successor mechanism, the Residual Special Court for 
Sierra Leone, which will continue to provide a variety of ongoing functions, including witness protection 
services and management of convicted detainees. Its work stands for the proposition that the international 
community can achieve justice and accountability for crimes committed, even by proxy, against the most 
vulnerable—children in armed conflict.
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TIER PLACEmENT

The Department places each country in the 2014 TIP 
Report onto one of four tiers, as mandated by the 
TVPA. This placement is based more on the extent of 
government action to combat trafficking than on the size 
of the country’s problem. The analyses are based on the 
extent of governments’ efforts to reach compliance with 
the TVPA’s minimum standards for the elimination of 
human trafficking (see page 425), which are generally 
consistent with the Palermo Protocol.

While Tier 1 is the highest ranking, it does not mean 
that a country has no human trafficking problem or 
that it is doing enough to address the problem. Rather, 
a Tier 1 ranking indicates that a government has 
acknowledged the existence of human trafficking, has 
made efforts to address the problem, and meets the 
TVPA’s minimum standards. Each year, governments 
need to demonstrate appreciable progress in combating 
trafficking to maintain a Tier 1 ranking. Indeed, Tier 
1 represents a responsibility rather than a reprieve. 
A country is never finished with the job of fighting 
trafficking.

Tier rankings and narratives in the 2014 TIP Report reflect an assessment of the following:

 »  enactment of laws prohibiting severe forms of trafficking in persons, as defined by the TVPA, and 
provision of criminal punishments for trafficking offenses;

 »  criminal penalties prescribed for human trafficking offenses with a maximum of at least four years’ 
deprivation of liberty, or a more severe penalty;

 »  implementation of human trafficking laws through vigorous prosecution of the prevalent forms of 
trafficking in the country and sentencing of offenders;

 »  proactive victim identification measures with systematic procedures to guide law enforcement and 
other government-supported front-line responders in the process of victim identification;

 »  government funding and partnerships with NGOs to provide victims with access to primary health 
care, counseling, and shelter, allowing them to recount their trafficking experiences to trained 
social counselors and law enforcement in an environment of minimal pressure;

 »  victim protection efforts that include access to services and shelter without detention and with 
legal alternatives to removal to countries in which victims would face retribution or hardship;

 »  the extent to which a government ensures victims are provided with legal and other assistance and 
that, consistent with domestic law, proceedings are not prejudicial to victims’ rights, dignity, or 
psychological well-being; 

 »  the extent to which a government ensures the safe, humane, and to the extent possible, voluntary 
repatriation and reintegration of victims; and

 »  governmental measures to prevent human trafficking, including efforts to curb practices identified 
as contributing factors to human trafficking, such as employers’ confiscation of foreign workers’ 
passports and allowing labor recruiters to charge prospective migrants excessive fees. 

Tier rankings and narratives are NOT affected by the following:

 »  efforts, however laudable, undertaken exclusively by non-governmental actors in the country; 

 »  general public awareness events—government-sponsored or otherwise—lacking concrete ties to the 
prosecution of traffickers, protection of victims, or prevention of trafficking; and 

 »  broad-based law enforcement or developmental initiatives.

MExICO –  
UnITEd STaTES

Flor Molina was a hard worker and a good seamstress, 
working two jobs in Mexico to support her three 
young children. When her sewing teacher told her 
about a sewing job in the United States, she thought 
it was a good opportunity. Once they arrived at the 
border, the woman who arranged their travel took 
Flor’s identification documents and clothes, “for 
safekeeping.” She and her teacher were taken to a 
sewing factory and immediately began working. Beaten 
and prohibited from leaving the factory, Flor began 
her days at 4:00 in the morning; she not only worked 
as a seamstress, but had to clean the factory after 
the other workers went home. After 40 days, she was 
allowed to leave to attend church, where she was able 
to get help. With the help of a local NGO, Flor was able 
to break free. Now, she is a leader in a U.S. national 
survivors’ caucus, and advocates for victims’ rights 
and supply chain transparency. 
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This entire village is in debt to the land 
owner. I took a loan of Rs 10,000 ($181) for 
medical treatment. Our wage is so small, 

we can never repay the loans.

– “Amit,” male, age 33, 2014

“
” 
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The 35-year-old woman above is in debt to her employer for the equivalent of approximately $2,500 and must 
work in his brick factory to pay the debt. The 27-year-old woman below owes her employer the equivalent of 
approximately $3,000. Both of these Pakistani women are trapped in debt bondage. Unscrupulous recruiters 
exploit a vulnerability—sometimes caused by natural disaster or sickness—trapping their victims in debt bondage 
for years to repay the initial loan.
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a GUIDE TO THE TIERS

Tier 1
Countries whose governments fully comply with the TVPA’s minimum standards for the elimination  
of trafficking. 

Tier 2
Countries whose governments do not fully comply with the TVPA’s minimum standards but are making 
significant efforts to bring themselves into compliance with those standards.

Tier 2 Watch list
Countries whose governments do not fully comply with the TVPA’s minimum standards, but are making 
significant efforts to bring themselves into compliance with those standards, and for which:

a)   the absolute number of victims of severe forms of trafficking is very significant or is significantly 
increasing; 

b)   there is a failure to provide evidence of increasing efforts to combat severe forms of trafficking in 
persons from the previous year, including increased investigations, prosecution, and convictions of 
trafficking crimes, increased assistance to victims, and decreasing evidence of complicity in severe 
forms of trafficking by government officials; or

c)   the determination that a country is making significant efforts to bring itself into compliance with 
minimum standards was based on commitments by the country to take additional steps over the 
next year.

Tier 3
Countries whose governments do not fully comply with the TVPA’s minimum standards and are not making 
significant efforts to do so. 

The TVPA lists additional factors to determine whether a country should be on Tier 2 (or Tier 2 Watch List) 
versus Tier 3. First is the extent to which the country is a country of origin, transit, or destination for severe 
forms of trafficking. Second is the extent to which the country’s government does not comply with the TVPA’s 
minimum standards and, in particular, the extent to which officials or government employees have been 
complicit in severe forms of trafficking. And the third factor is the reasonable measures that the government 
would need to undertake to be in compliance with the minimum standards in light of the government’s 
resources and capabilities to address and eliminate severe forms of trafficking in persons. 

A 2008 amendment to the TVPA provides that any 
country that has been ranked Tier 2 Watch List for two 
consecutive years and that would otherwise be ranked 
Tier 2 Watch List for the next year will instead be ranked 
Tier 3 in that third year. This automatic downgrade 
provision came into effect for the first time in the 2013 
Report. The Secretary of State is authorized to waive 
the automatic downgrade based on credible evidence 
that a waiver is justified because the government has 
a written plan that, if implemented, would constitute 
making significant efforts to comply with the TVPA’s 
minimum standards for the elimination of trafficking 
and is devoting sufficient resources to implement the 
plan. The Secretary can only issue this waiver for two 
consecutive years. After the third year, a country must 
either go up to Tier 2 or down to Tier 3. Governments 
subject to the automatic downgrade provision are 
noted as such in the country narratives.

IndIa

Ajay was only 15 when he was abducted from a city 
playground one evening and sold to a rich sugarcane 
farmer, far from home. Upon waking the next morning—
and until he was able to escape about a year later—Ajay 
endured back-breaking work cleaning livestock pens 
and processing sugarcane. He was forced to work with 
little food and less sleep, even after he lost a finger 
while cutting cane. Escape seemed inconceivable to 
him and the other children on the farm, until one day 
his owner sent Ajay to run an errand. Ajay seized the 
chance to escape and began the long journey home 
to his family. His family celebrated his return—a year 
after he was abducted—and while they asked the police 
to investigate what happened to Ajay, many children 
continue to be held in forced labor on sugarcane farms 
and elsewhere.
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PEnaLTIES FOR TIER 3 COUnTRIES

Pursuant to the TVPA, governments of countries 
on Tier 3 may be subject to certain restrictions on 
bilateral assistance, whereby the U.S. government 
may withhold or withdraw non-humanitarian, non-
trade-related foreign assistance. In addition, certain 
countries on Tier 3 may not receive funding for 
government employees’ participation in educational 
and cultural exchange programs. Consistent with 
the TVPA, governments subject to restrictions would 
also face U.S. opposition to assistance (except for 
humanitarian, trade-related, and certain development-
related assistance) from international financial 
institutions, such as the International Monetary Fund 
and the World Bank. 

Imposed restrictions will take effect upon the 
beginning of the U.S. government’s next Fiscal Year—

October 1, 2014—however, all or part of the TVPA’s restrictions can be waived if the President determines 
that the provision of such assistance to the government would promote the purposes of the statute or is 
otherwise in the United States’ national interest. The TVPA also provides for a waiver of restrictions if 
necessary to avoid significant adverse effects on vulnerable populations, including women and children.

No tier ranking is permanent. Every country, including the United States, can do more. All countries must 
maintain and increase efforts to combat trafficking. 

Whether it comes in the form of a young girl trapped in a brothel, a woman 
enslaved as a domestic worker, a boy forced to sell himself on the street, or a man 
abused on a fishing boat, the victims of this crime have been robbed of the right to 

lead the lives they choose for themselves.

– Secretary of State John F. Kerry, 2014

VIETnaM

Needing to support their families, teenagers Dung and 
Chien dropped out of school and went to work as gold 
miners. The boys were forced to work underground 
around the clock, under constant surveillance, and 
controlled by threats. They were told they would not 
get paid until they had worked for six months. Racked 
with untreated malaria and malnourished, Dung and 
Chien organized an escape attempt with some of the 
other boys being held in the mines, only to be caught 
and beaten by the foreman. They were able to finally 
escape with the help of local villagers, who fed them 
as they hid from the bosses in the jungle. With the help 
of a local child support center, the boys are looking 
forward to being reunited with their families. 

“
” 
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State troopers in New Jersey receive assignments for the security posts for the 2014 Super Bowl. New 
Jersey officials trained law enforcement, airport employees, and hospitality personnel about how to identify 
victims of sex trafficking before the event.



GLOBAL LAW ENFORCEMENT DATA 

The Trafficking Victims Protection Reauthorization Act (TVPRA) of 2003 added to the original law a new 
requirement that foreign governments provide the Department of State with data on trafficking investigations, 
prosecutions, convictions, and sentences in order to be considered in full compliance with the TVPA’s 
minimum standards for the elimination of trafficking (Tier 1). The 2004 TIP Report collected this data for 
the first time. The 2007 TIP Report showed for the first time a breakout of the number of total prosecutions 
and convictions that related to labor trafficking, placed in parentheses.

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2006 5,808 3,160 21

2007 5,682 (490) 3,427 (326) 28

2008 5,212 (312) 2,983 (104) 30,961 26

2009 5,606 (432) 4,166 (335) 49,105 33

2010 6,017 (607) 3,619 (237) 33,113 17

2011 7,909 (456) 3,969 (278) 42,291 (15,205) 15

2012 7,705 (1,153) 4,746 (518) 46,570 (17,368) 21

2013 9,460 (1,199) 5,776 (470) 44,758 (10,603) 58
The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses are those of labor 
trafficking prosecutions, convictions, and victims identified.
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An education session for 
farmworkers on their rights under 
the Fair Food Program takes 
place during the workday on a 
Florida farm. The Coalition of 
Immokalee Workers’ Fair Food 
Program has brought together 
tens of thousands of workers, 
26 agribusinesses, and 12 retail 
food corporations to prevent 
forced labor and worker abuses—
including sexual violence—in 
Florida’s tomato industry. 



As director of the Manav Sansadhan Evam Mahila 
Vikas Sansthan (MSEMVS), Bhanuja Sharan Lal leads 
more than 75 frontline anti-trafficking workers in 
northern India. MSEMVS has enabled communities to 
progressively dismantle entrenched systems of modern 
slavery at brick kilns, farms, and quarries. They have 
transformed hundreds of communities into no-go 
zones for traffickers, making modern slavery virtually 
nonexistent in more than 130 villages. 

Led by Mr. Lal, MSEMVS helps trafficking victims 
establish Community Vigilance Committees, a 
process through which groups of survivors achieve 
freedom by exercising collective power through 
district-level networks and pressuring police to 
enforce anti-trafficking laws. MSEMVS assists in 
freeing approximately 65 men, women, and children 
every month, and provides survivors with follow-up 
reintegration support. MSEMVS has also launched and 
manages a shelter that provides rights-based assistance 
and recovery to sex trafficking survivors. 

Additionally, Mr. Lal has focused intensely on 
eradicating child labor. Currently, 14 village-based 
schools enable more than 500 child trafficking 
survivors to catch up on their education, so they can 
successfully enter public schools within three years. 
These schools, which open and close as necessary, 
enable large numbers of children to come out of slavery 
and receive an education. 

Gilbert Munda is the coordinator of the Action Center 
for Youth and Vulnerable Children (CAJED), and as 
a former orphan himself and father of 12 children, 
Mr. Munda’s tremendous compassion drives his 
effective leadership. CAJED is an NGO created in 
1992 in the Democratic Republic of Congo to provide 
temporary care and full support for vulnerable children, 
specifically those formerly associated with armed 
groups, before reunifying them with their families. 
Under Mr. Munda’s leadership, CAJED has been a 
UNICEF partner since 2004, and operates a shelter, 
which provides children with psychosocial support, 
recreation activities, non-formal education, and family 
reunification assistance. 

In 2011, CAJED formed a consortium with other 
disarmament, demobilization, and reintegration-
focused NGOs in North Kivu, and, through this 
extensive network, CAJED has assisted over 9,000 
children who have been demobilized from armed 
groups. Mr. Munda engages directly with MONUSCO 
and UN teams of first responders in the release of 
children. Together with his team, Mr. Munda has 
risked his life to help free these children, but, in a 
country torn by conflict, the efforts of Mr. Munda put 
these children on the path to healing and help bring 
peace to the DRC.
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2014 TIP REPORT HEROES
Each year, the Department of State honors individuals around the world who have devoted their lives to the 
fight against human trafficking. These individuals are NGO workers, lawmakers, police officers, and concerned 
citizens who are committed to ending modern slavery. They are recognized for their tireless efforts—despite 
resistance, opposition, and threats to their lives—to protect victims, punish offenders, and raise awareness of 
ongoing criminal practices in their countries and abroad. 

GILBERT MUnDa
democratic Republic  
of the congo (dRc)

BhANUJA ShARAN LAL
India



Myeongjin Ko is a tireless activist who directs the 
Dasihamkke Center for sex trafficking victims in South 
Korea. The Center conducts outreach and counseling for 
victims of sex trafficking, and assists them with legal 
and medical services. In response to the increasing 
number of runaway teenagers falling into prostitution 
and sex trafficking, Ms. Ko established a special division 
at the Center that offers services for juvenile victims 24 
hours a day, 365 days a year. Since its establishment in 
2013, the juvenile care division has provided counseling 
for approximately 10,000 individual cases in person, 
over the phone, and online.

In addition to her work on the ground, Ms. Ko has 
published several manuals in multiple languages on 
helping and providing services to sex trafficking victims, 
and has distributed them to Korean embassies and 
consulates in the United States, Japan, and Australia, 
three primary destinations for Korean sex trafficking 
victims. 

Ms. Ko also directs Eco-Gender, an advocacy network 
of Korean anti-trafficking organizations, and has led 
several civic groups with that network to raise public 
awareness. The Ministry of Justice named Ms. Ko a 
Guardian of Female and Children Victim’s Rights in 
2013.

Elisabeth Sioufi, director of the Beirut Bar Association’s 
Institute for Human Rights, relentlessly advocates for 
and raises awareness about victims of human trafficking. 
She was a key leader in advocating the passage of 
Lebanon’s first anti-trafficking law in 2012, and she 
continues to make trafficking a top priority for the 
Lebanese government. Ms. Sioufi is an active member 
of various national steering committees working to 
protect local and foreign domestic workers, combat 
human trafficking, prevent torture, and promote child 
protection, and is the Secretary of the Human Rights 
Commission of the International Union of Lawyers.

Ms. Sioufi played an instrumental role in drafting the 
National Strategy to Combat Trafficking in Persons in 
Lebanon and the National Action Plan for Combating 
Trafficking in Persons, both of which were finalized 
in 2013 and await cabinet approval. She regularly 
holds training sessions on human trafficking for law 
enforcement, army, and community police personnel, 
as well as reporters to improve coverage of human 
trafficking stories in Lebanon. 

Ms. Sioufi also led the effort to create a government 
manual that defined human trafficking and outlined 
ways to combat it, and held a roundtable with 
government representatives and NGOs to agree upon 
a set of indicators for identifying victims of trafficking. 
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ELISABETh SIOUFI
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Tek Narayan Kunwar, Lalitpur District Judge, has 
been at the forefront of efforts in Nepal to counter 
human trafficking by fully implementing the Human 
Trafficking and Transportation Control Act, while 
championing the rights of victims. Judge Kunwar’s 
victim-centered approach has provided a much needed 
ray of hope in the ongoing legal struggle against 
trafficking. During his previous tenure in District 
Court Makwanpur, he pioneered a “Fast Track Court 
System” to decrease the length of time survivors must 
wait to appear. Judge Kunwar also allows survivors to 
choose a court date (previously, they would receive little 
notice), and ensures that hearings proceed continually 
until a case is decided.

Judge Kunwar also takes a victim-centered approach 
to sentencing. In May 2013, recognizing the need for 
immediate compensation, he took the unprecedented 
step of ordering the government of Nepal to pay the 
equivalent of approximately $3,000 to a trafficking 
survivor. He also established new jurisprudence to 
impose appropriately severe penalties for this egregious 
crime.

The Judicial Council of Nepal, a national government 
agency, named Judge Kunwar the Best Performing Judge 
of 2013 for his aggressive approach to combating human 
trafficking. He has published extensively on human 
rights and international law, judicial independence, 
and gender equality and law.

Beatrice Jedy-Agba was appointed Executive Secretary 
of Nigeria’s National Agency for the Prohibition of 
Trafficking in Persons and other Related Matters 
(NAPTIP) in 2011. NAPTIP is responsible for enhancing 
the effectiveness of law enforcement, preventing root 
causes, and providing victim protection. The Agency 
has nine shelters across the country, and has assisted 
in providing assistance and rehabilitation to thousands 
of survivors.

Mrs. Jedy-Agba is transforming the Nigerian national 
landscape with respect to combating trafficking. 
Under her leadership, NAPTIP has become a model 
throughout Africa for coordination of government 
anti-trafficking efforts. Her work has resulted in 
the incorporation of human trafficking issues into 
national development discourse and planning. She 
has improved NAPTIP’s relationships with critical 
partners in Nigeria’s anti-trafficking response, such as 
local and international NGOs and foreign governments. 
Not focused solely on the South/North trafficking 
routes, she has made significant efforts to return and 
reintegrate Nigerian survivors of human trafficking 
from several West African countries, and has led 
collaboration to address the trade in the region. Mrs. 
Jedy-Agba also has initiated human trafficking public 
awareness campaigns to increase understanding and 
mobilize the general public. 
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TEK naRayan KUnWaR
nepal

BEaTRICE jEDy-aGBa
nigeria



Survivor Jhinna Pinchi was the first trafficking victim in 
Peru to face her traffickers in court. Since her escape in 
2009, she has taken extraordinary risks. She has faced 
threats of death and violence, surmounted repeated 
social and legal obstacles, and challenged the status 
quo. 

In 2007, Ms. Pinchi was trafficked from her home in 
the Peruvian Amazon and exploited in the commercial 
sex trade at a strip club in northern Peru. For over two 
years, she was denied her basic rights. She was drugged, 
attacked, and exploited. Finally, she escaped and began 
her long struggle for justice. 

Ms. Pinchi encountered countless hurdles in bringing 
her traffickers to court, including the suspicious 
deaths of two key witnesses. It took four years, but 
she never gave up. In December 2013, a Peruvian 
court convicted three of her abusers for trafficking 
in persons, and sentenced two of them to 15 and 12 
years’ imprisonment, respectively. The lead defendant 
remains at large. 

Ms. Pinchi has become a sought-after speaker and 
advocate, and her remarkable story has been developed 
into a documentary to raise awareness about human 
trafficking. 

Monica Boseff is the executive director of the Open 
Door Foundation (Usa Deschisa) and driving force 
behind an emergency aftercare shelter specifically 
designed for female victims of human trafficking in 
Bucharest, Romania. In a country where government 
funding for survivor aftercare is limited, opening 
a shelter is a monumental undertaking. Yet, after 
surveying other organizations and speaking to 
government officials to properly understand the need, 
Ms. Boseff launched the emergency shelter, Open 
Door, in April 2013. The shelter provides residents with 
medical, psychological, and social support, helping 
them heal physically, mentally, and emotionally. As 
part of the recovery process, Ms. Boseff also designed 
and implemented a job skills training component 
to the program in coordination with the Starbucks 
Corporation, who agreed to hire Open Door graduates.

Whether in her capacity as the shelter supervisor, 
or working relentlessly to identify and secure new 
financial and in-kind assistance to keep the shelter 
open and running, Ms. Boseff is a tireless advocate for 
increasing resources to combat trafficking and assist 
survivors. What Ms. Boseff has been able to accomplish 
in a very short time is testament to her strong will, 
faith, and passion for helping survivors.
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JhINNA PINChI 
Peru

mONICA BOSEFF
Romania



As the first-ever Director of the Government of Trinidad 
and Tobago’s Counter-Trafficking Unit at the Ministry 
of National Security, Charmaine Gandhi-Andrews 
fundamentally changed the way the government 
responds to the problem of human trafficking. Ms. 
Gandhi-Andrews was for several years a leading and 
outspoken advocate for trafficking in persons legislation, 
which the government ultimately implemented 
in January 2013. Largely due to her tireless efforts, 
Trinidad and Tobago has an infrastructure in place 
to recognize, identify, and support victims. In her 
first year she led over 20 investigations into suspected 
trafficking cases, resulting in charges filed against 12 
alleged traffickers—including government officials—
and uncovered a dangerous network of criminal gangs 
facilitating human trafficking in the Caribbean region.

In 2013, the Counter-Trafficking Unit hosted over 20 
presentations and workshops designed to educate 
law enforcement, non-governmental organizations, 
the legal community, and students about human 
trafficking. This outreach broke down barriers by 
connecting and sensitizing resource providers, who 
have since opened their doors and wallets to support 
trafficking victims. In a short few years, Ms. Gandhi-
Andrews, now the Deputy Chief Immigration Officer, 
has become the public face of anti-trafficking efforts 
in Trinidad and Tobago, shaping a national dialogue 
that embraces proactive efforts to combat trafficking 
in persons.

Van Ngoc Ta is the Chief Lawyer at Blue Dragon, an 
Australian charity based in Vietnam that has been 
involved in helping children and young adults secure 
their freedom from human trafficking since 2005. 
To date, Mr. Van has personally assisted over 300 
trafficking victims of forced labor in Vietnam and sex 
trafficking in China. His approach involves undercover 
operations to locate victims, and his team works with 
Vietnamese authorities to arrange and conduct a plan 
to facilitate victims’ release.

With years of experience under his belt, Mr. Van has 
developed a comprehensive approach to assisting 
trafficking victims, including locating victims, 
providing services, assisting them in making formal 
statements to police, supporting their reintegration 
into their communities, and representing them in 
court against their traffickers. Mr. Van’s tireless efforts 
have earned him the trust of police and government 
officials, who often invite him to assist them in their 
anti-trafficking efforts. 

In addition to direct services, Mr. Van has had a great 
impact on communities in Vietnam where he conducts 
awareness campaigns and meets with leaders and 
families to educate them on prevention. Truly making a 
difference both at the individual level and on a national 
scale, Mr. Van is influencing the way Vietnam thinks 
and acts about trafficking. 
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CHaRMaInE GanDHI-anDREWS
Trinidad and Tobago

VAN NGOC TA
Vietnam



74-year-old Father Hermann Klein-
Hitpass works with women and girls in 
prostitution in Namibia, some of whom 
are victims of sex trafficking. Father 
Klein-Hitpass started a daycare shelter, 
and helps those in his program with 
food and clothing.
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Irene Fernandez, malaysia

In early 2014, the anti-trafficking community suffered 
the enormous loss of Irene Fernandez, the co-founder 
and director of Tenaganita, a legal and advocacy 
organization committed to defending the rights of 
migrant workers, refugees, and trafficking victims in 
Malaysia. Fernandez fought tirelessly to expose and 
correct injustices faced by vulnerable groups in the 
country, persevering in the face of threats and pressure. 
Her trailblazing efforts provided migrant worker 
trafficking victims with much needed legal assistance 
and advocacy. For this valuable work, Fernandez was 
recognized as a TIP Report Hero in the 2006 Trafficking 
in Persons Report.

IN MEMORIAM

Photo courtesy of Malaysiakini



THE INTERSECTION BETWEEN ENVIRONMENTAL 
DEGRADATION AND HuMAN TRAFFICKING

Certain industries face particularly high environmental risks, including agriculture, fishing and 
aquaculture, logging, and mining. Workers in these sectors also face risks; the use of forced labor 
has been documented along the supply chains of many commercial sectors. Exploitation of both 

people and natural resources appears even more likely when the yield is obtained or produced in illegal, 
unregulated, or environmentally harmful ways and in areas where monitoring and legal enforcement are 
weak. 

AGrICulTurE (CrOPS ANd lIvESTOCk)

Unsustainable agricultural practices around the world are a major cause of environmental degradation. The 
manner in which land is used can either protect or destroy biodiversity, water resources, and soil. Some 
governments and corporations are working to ensure that the agricultural sector becomes increasingly more 
productive, and also that this productivity is achieved in an environmentally sustainable way. Alongside 
the movement to protect the environment from harm, governments must also protect agricultural workers 
from exploitation. 

Agriculture is considered by the ILO to be one of the most 
hazardous employment sectors. Particular risks to workers 
include exposure to harsh chemicals and diseases, work in 
extreme weather conditions, and operation of dangerous 
machinery without proper training. Moreover, many 
agricultural workers are vulnerable to human trafficking due 
to their exclusion from coverage by local labor laws, pressure 
on growers to reduce costs, insufficient internal monitoring 
and audits of labor policies, and lack of government oversight. 

As documented in this Report over the years, adults and 
children are compelled to work in various agricultural sectors 
around the globe. 

For example:

 ➤  Throughout Africa, children and adults are forced to work 
on farms and plantations harvesting cotton, tea, coffee, 
cocoa, fruits, vegetables, rubber, rice, tobacco, and sugar. 
There are documented examples of children forced to 
herd cattle in Lesotho, Mozambique, and Namibia, and 
camels in Chad. 
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 ➤  In Europe, men from Brazil, Bulgaria, China, and India are subjected to forced labor on horticulture 
sites and fruit farms in Belgium. Men and women are exploited in the agricultural sectors in Croatia, 
Georgia, the Netherlands, Spain, and the United Kingdom.

 ➤  In Latin America, adults and children are forced to harvest tomatoes in Mexico, gather fruits and 
grains in Argentina, and herd livestock in Brazil. 

 ➤  In the Middle East, traffickers exploit foreign migrant men in the agricultural sectors of Israel and 
Jordan. Traffickers reportedly force Syrian refugees, including children, to harvest fruits and vegetables 
on farms in Lebanon. 

 ➤  In the United States, victims of labor trafficking have been found among the nation’s migrant and 
seasonal farmworkers, including adults and children who harvest crops and raise animals.

FISHING AND AquACuLTuRE

The 2012 Trafficking in Persons Report highlighted forced labor on fishing vessels occurring concurrently with 
illegal, unreported, and unregulated fishing, which threatens food security and the preservation of marine 
resources. Vessels involved in other environmental crimes, such as poaching, may also trap their crews in 
forced labor. Testimonies from survivors of forced labor on fishing vessels have revealed that many of the 
vessels on which they suffered exploitation used banned fishing gear, fished in prohibited areas, failed to 
report or misreported catches, operated with fake licenses, and docked in unauthorized ports—all illegal 
fishing practices that contribute to resource depletion and species endangerment. Without proper regulation, 
monitoring, and enforcement of laws governing both fishing practices and working conditions, criminals 
will continue to threaten the environmental sustainability of oceans and exploit workers with impunity. 

In recent years, a growing body of evidence has documented forced labor on inland, coastal, and deep 
sea fishing vessels, as well as in shrimp farming and seafood processing. This evidence has prompted the 
international advocacy community to increase pressure on governments and private sector stakeholders to 
address the exploitation of men, women, and children who work in the commercial fishing and aquaculture 
sector. 

Reports of maritime forced labor include:

 ➤  In Europe, Belize-flagged fishing vessels operating in the Barents Sea north of Norway have used 
forced labor, as have vessels employing Ukrainian men in the Sea of Okhotsk. 

 ➤  In the Caribbean, foreign-flagged fishing vessels have used forced labor in the waters of Jamaica and 
Trinidad and Tobago. 

 ➤  Along the coastline of sub-Saharan Africa, forced labor has become more apparent on European and 
Asian fishing vessels seeking to catch fish in poorly regulated waters. Traffickers have exploited victims 
in the territorial waters of Mauritius, South Africa, and Senegal, as well as aboard small lake-based 
boats in Ghana and Kenya. 
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 ➤  In Asia, men from Cambodia, Burma, the Philippines, Indonesia, Vietnam, China, India, and 
Bangladesh are subjected to forced labor on foreign-flagged (largely Taiwanese, Korean, and Hong 
Kong) vessels operating in territorial waters of countries in Southeast Asia, the Pacific region, and 
New Zealand. 

LOGGING

One out of five people in the world relies directly 
upon forests for food, income, building materials, and 
medicine. Yet laws to protect forests are often weak 
and poorly monitored. Illegal logging has led to forest 
degradation, deforestation, corruption at the highest 
levels in governments, and human rights abuses 
against entire communities, including indigenous 
populations. Human trafficking is included in this 
list of abuses. While some governments and civil 
society organizations have voiced strong opposition 
to illegal logging and made pledges to protect this 
valuable resource, the international community 
has given comparably little attention to the workers 
cutting down the trees, transporting the logs, or 
working in the intermediate processing centers. At 
the same time, the serious problem of workers in 
logging camps sexually exploiting trafficking victims 
has garnered insufficient attention. 

There is a dearth of documented information on working conditions of loggers and the way the logging 
industry increases the risk of human trafficking in nearby communities. 

Recent reports of trafficking in this sector include: 

 ➤  In Asia, victims have been subjected to labor trafficking in the logging industry. For example, Solomon 
Islands authorities reported a Malaysian logging company subjected Malaysians to trafficking-related 
abuse in 2012. Burmese military-linked logging operations have used villagers for forced labor. North 
Koreans are forced to work in the Russian logging industry under bilateral agreements. Migrant workers 
in logging camps in Pacific Island nations have forced children into marriage and the sex trade.

 ➤ In Brazil, privately owned logging companies have subjected Brazilian men to forced labor.

 ➤ The Government of Belarus has imposed forced labor on Belarusian nationals in its logging industry.

MINING

Mining—particularly artisanal and small-scale 
mining—often has a negative impact on the 
environment, including through deforestation and 
pollution due to widespread use of mercury. The 
United Nations Environment Programme estimates 
that the mining sector is responsible for 37 percent of 
global mercury emissions, which harm ecosystems 
and have serious health impacts on humans and 
animals. In addition to degrading the environment, 
mining often occurs in remote or rural areas with 
limited government presence, leaving individuals 
in mining communities in Latin America, Africa, 
and Asia more vulnerable to forced labor and sex 
trafficking. 
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Examples of human trafficking related to the 
mining industry include:

 ➤  In the eastern Democratic Republic of the 
Congo, a significant number of Congolese 
men and boys working as artisanal miners are 
exploited in debt bondage by businesspeople 
and supply dealers from whom they acquire 
cash advances, tools, food, and other provisions 
at inflated prices and to whom they must sell 
mined minerals at prices below the market 
value. The miners are forced to continue 
working to pay off constantly accumulating 
debts that are virtually impossible to repay. 

 ➤  In Angola, some Congolese migrants seeking 
employment in diamond-mining districts 
are exploited in forced labor in the mines or 
forced prostitution in mining communities. 

 ➤  A gold rush in southeastern Senegal has 
created serious health and environmental challenges for affected communities due to the use of 
mercury and cyanide in mining operations. The rapid influx of workers has also contributed to the 
forced labor and sex trafficking of children and women in mining areas.

 ➤  In Guyana, traffickers are attracted to the country’s interior gold mining communities where there 
is limited government presence. Here, they exploit Guyanese girls in the sex trade in mining camps.  

 ➤  In Peru, forced labor in the gold mining industry remains a particular problem. In 2013, a report 
titled, Risk Analysis of Indicators of Forced Labor and Human Trafficking in Illegal Gold Mining in Peru, 
catalogued the result of interviews with nearly 100 mine workers and individuals involved in related 
industries (such as cooks, mechanics, and people in prostitution). It traces how gold tainted by human 
trafficking ends up in products available in the global marketplace, from watches to smart phones.

NExT STEPS

Governments, private industry, and civil society have an opportunity to push for greater environmental 
protections in tandem with greater protections for workers, including those victimized by human trafficking. 
Additional research is needed to further study the relationship between environmental degradation and 
human trafficking in these and other industries. It is also essential to strengthen partnerships to better 
understand this intersection and tackle both forms of exploitation, individually and together.
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TH
E TIER

S
THE TIERS

TIER 1
Countries whose governments fully comply with the 
Trafficking Victims Protection Act’s (TVPA) minimum 
standards.

TIER 2
Countries whose governments do not fully comply 
with the TVPA’s minimum standards, but are making 
significant efforts to bring themselves into compliance 
with those standards.

TIER 2 WaTCH LIST
Countries whose governments do not fully comply 
with the TVPA’s minimum standards, but are making 
significant efforts to bring themselves into compliance 
with those standards AND: 

a)  The absolute number of victims of severe 
forms of trafficking is very significant or is 
significantly increasing; 

b)  There is a failure to provide evidence of 
increasing efforts to combat severe forms of 
trafficking in persons from the previous year; or 

c)  The determination that a country is making 
significant efforts to bring itself into 
compliance with minimum standards was 
based on commitments by the country to take 
additional future steps over the next year.

TIER 3
Countries whose governments do not fully comply 
with the minimum standards and are not making 
significant efforts to do so.
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TIER PLACEMENTS

* auto downgrade from Tier 2 watch list

ArmeniA 
AustrAliA
AustriA 
Belgium
CAnAdA
Chile
CzeCh repuBliC 
denmArk 

FinlAnd 
FrAnCe 
germAny 
iCelAnd
irelAnd 
isrAel
itAly 
koreA, south 

luxemBourg
mACedoniA
netherlAnds
new zeAlAnd
niCArAguA
norwAy
polAnd
slovAk repuBliC

sloveniA
spAin
sweden
switzerlAnd
tAiwAn 
united kingdom
united stAtes oF AmeriCA

TIER 1

AFghAnistAn
AlBAniA
ArgentinA
AruBA
AzerBAijAn
the BAhAmAs
BAnglAdesh
BArBAdos
Benin
BhutAn
BrAzil
Brunei
BulgAriA
BurkinA FAso
CABo verde
CAmeroon
ChAd
ColomBiA
Congo, repuBliC oF 
CostA riCA
Cote d’ivoire
CroAtiA
CurACAo

dominiCAn repuBliC
eCuAdor
egypt
el sAlvAdor
estoniA
ethiopiA
Fiji
gABon
georgiA
ghAnA
greeCe
guAtemAlA
hondurAs
hong kong
hungAry
indiA
indonesiA
irAq
jApAn
jordAn
kAzAkhstAn
kiriBAti
kosovo

kyrgyz repuBliC
lAtviA
liBeriA
lithuAniA
mACAu
mAldives
mAlAwi
mAltA
mAuritius
mexiCo
miCronesiA
moldovA
mongoliA
montenegro
mozAmBique
nepAl
niger
nigeriA
omAn
pAlAu
pArAguAy
peru
philippines

portugAl
romAniA
st. luCiA
st. mAArten
senegAl
serBiA
seyChelles
sierrA leone
singApore
south AFriCA
swAzilAnd
tAjikistAn
trinidAd & toBAgo
togo
tongA
turkey
ugAndA
united ArAB emirAtes
vietnAm
zAmBiA

TIER 2

AngolA
AntiguA & BArBudA
BAhrAin
BelArus
Belize
BoliviA
BosniA & herzegovinA
BotswAnA
BurmA
Burundi
CAmBodiA

ChinA (prC)
Comoros
Cyprus
djiBouti
guineA
guyAnA
hAiti
jAmAiCA
kenyA
lAos
leBAnon

lesotho
mAdAgAsCAr
mAli
mArshAll islAnds
moroCCo
nAmiBiA
pAkistAn
pAnAmA
qAtAr
rwAndA
st. vinCent & the grenAdines

solomon islAnds
south sudAn
sri lAnkA
sudAn
surinAme
tAnzAniA
timor-leste
tunisiA
turkmenistAn
ukrAine
uruguAy

TIER 2 WaTCH LIST

AlgeriA
CentrAl AFriCAn repuBliC
Congo, demoCrAtiC rep. oF
CuBA
equAtoriAl guineA
eritreA
the gAmBiA

guineA-BissAu
irAn
koreA, north
kuwAit
liByA
mAlAysiA*
mAuritAniA

pApuA new guineA
russiA
sAudi ArABiA
syriA
thAilAnd*
uzBekistAn
yemen

venezuelA*
zimBABwe

TIER 3

somAliA

SPECIAL CASE
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BURKINA 
FASO

CENTRAL
AFRICAN 
REPUBLIC

BENIN

BOTSWANA

REP.
OF

CONGO

NAMIBIA

SWAZILAND

LESOTHO

R U S S I A
RUSSIA

FINLAND

GREENLAND

ICELAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

KENYA

ETHIOPIA

SUDAN

MALI

NIGERIA

SOMALIA

CHAD

SOUTH AFRICA

TANZANIA

MADAGASCARMOZAMBIQUE

ZAMBIA

GABON
UGANDA

MALAWI

BURUNDI

RWANDA

TOGO

GHANA
LIBERIA

SIERRA LEONE

GUINEA

CAMEROON

ZIMBABWE

EQUATORIAL GUINEA

DJIBOUTI

SENEGAL

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

NEW CALEDONIA

FIJI

ERITREA

COMOROS

SEYCHELLES

NIGER

ANGOLA

DEMOCRATIC 
REPUBLIC

OF THE 
CONGO

COTE
D’IVOIRE

THE GAMBIA

MAURITIUS

GUINEA-BISSAU

MAURITANIA
CABO VERDE

SOUTH 
SUDAN

TIER PLACEmENTS

Tier 1

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 123 (28) 63 (26) 5

2008 109 (18) 90 (20) 7,799 10

2009 325 (47) 117 (30) 10,861 8

2010 272 (168) 163 (113) 9,626 5

2011 340 (45) 217 (113) 8,900 (5,098) 2

2012 493 (273) 252 (177) 10,043 (6,544) 4

2013 572 (245) 341 (192) 10,096 (2,250) 7

Tier 2 Tier 2 Watch List Tier 3 Special Case

AFRICA
Boundary representation is not authoritative.
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FINLAND

AUSTRIA

SPAIN

SWEDEN

NORWAY

GERMANY

FRANCE

PORTUGAL

HUNGARY

ROMANIA

TURKEY

DENMARK

POLAND

CYPRUS

BELGIUM

IRELAND

SERBIA

ALBANIA

LITHUANIA

LATVIA

ESTONIA

CROATIA

SLOVENIA

MACEDONIA

GREENLAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

ARMENIA

GEORGIA

KYRGYZSTAN

KAMPUCHEA
VIETNAM

MALAYSIA

PAPUANEW GUINEA

BRUNEI

SINGAPORE

PHILIPPINES

TAIWAN

I N D O N E S I A

JAPAN

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

NEW CALEDONIA

FIJI

MONTENEGRO

CZECH
REPUBLICLUX.

NETHERLANDS

SWITZERLAND

UNITED 
KINGDOM

BELARUS

BOS.& 
HER.

ITALY

KOSOVO BULGARIA

GREECE

SLOVAKIA

MALTA

ICELAND

MOLDOVA

R U S S I A

UKRAINE

AZERBAIJAN

R U S S I A
RUSSIA

FINLAND

AUSTRIA

ITALY

SPAIN

SWEDEN

NORWAY

GERMANY

FRANCE

PORTUGAL

HUNGARY
ROMANIA

BULGARIA

TURKEY

DENMARK

POLAND
BYELARUS

UKRAINE
CZECH

SLOVAKIA

GREECE

CYPRUS

NETH.

BELGIUM

IRELAND

SERBIA

ALBANIA

MOLDOVA

LITHUANIA

LATVIA

ESTONIA

LUX.

MONTENEGRO

BOSNIA
CROATIA

SLOVENIA
SWITZ.

MACEDONIA

GREENLAND

ICELAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

KENYA

ETHIOPIA

ERITREA

SUDAN

EGYPT

NIGER
MAURITANIA MALI

NIGERIA
SOMALIA

NAMIBIA

LIBYA

CHAD

SOUTH AFRICA

TANZANIA

ZAIRE

ANGOLA

ALGERIA

MADAGASCAR
MOZAMBIQUEBOTSWANA

ZAMBIA

GABON

CENTRAL AFRICANREPUBLIC

TUNISIA

MOROCCO

UGANDA

SWAZILAND

LESOTHO

MALAWI

BURUNDI

RWANDA

TOGO
BENINGHANA

IVOR COAST

LIBERIA

SIERRA LEONE

GUINEA
BURKINA

GAMBIA

CAMEROON

SAO TOME & PRINCIPE

ZIMBABWE

CONGO

EQUATORIAL GUINEA

WESTERNSAHARA

DJIBOUTI

SENEGAL

GUINEA BISSAU

Canary Islands JORDAN

ISRAEL

LEBANON

ARMENIA
AZERBAIJAN

GEORGIA

KUWAIT

QATAR

U. A. E.

YEMEN

SYRIA

IRAQ IRAN

OMAN
SAUDI ARABIA

RUSSIA

TURKMENISTAN

VIETNAM

MALAYSIA
BRUNEI

PHILIPPINES

I N D O N E S I A

JAPAN

MONGOLIA

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

U. K.

PAPUA NEW GUINEA

FIJI

Taiwan
Hong Kong

CAMBODIA

BURMA

SOLOMON ISLANDS

CHINA

Macau

SINGAPORE

THAILAND

LAOS

TIMOR-LESTE

PALAU
FEDERATED STATES 

OF MICRONESIA MARSHALL ISLANDS

TONGA

KIRIBATI

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

EAST ASIA 
& PACIFIC

TIER PLACEmENTS

Tier 1 Tier 2 Tier 2 Watch List Tier 3

yEaR PROSECUTIONS CONVICTIONS VICTImS 
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 1,047 (7) 651 (7) 4

2008 1,083 (106) 643 (35) 3,374 2

2009 357 (113) 256 (72) 5,238 3

2010 427 (53) 177 (9) 2,597 0

2011 2,127 (55) 978 (55) 8,454 (3,140) 4

2012 1,682 (115) 1,251 (103) 8,521 (1,804) 4

2013 2,460 (188) 1,271 (39) 7,886 (1,077) 3

Tier 3 (auto downgrade)

Boundary representation is not authoritative.
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RUSSIA

FINLAND

AUSTRIA

SPAIN

SWEDEN

NORWAY

GERMANY

FRANCE

PORTUGAL

HUNGARY

ROMANIA

TURKEY

DENMARK

POLAND

CYPRUS

BELGIUM

IRELAND

SERBIA

ALBANIA

LITHUANIA

LATVIA

ESTONIA

CROATIA

SLOVENIA

MACEDONIA

GREENLAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

ARMENIA

GEORGIA

KYRGYZSTAN

KAMPUCHEA
VIETNAM

MALAYSIA

PAPUANEW GUINEA

BRUNEI

SINGAPORE

PHILIPPINES

TAIWAN

I N D O N E S I A

JAPAN

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

NEW CALEDONIA

FIJI

MONTENEGRO

CZECH
REPUBLICLUX.

NETHERLANDS

SWITZERLAND

UNITED 
KINGDOM

BELARUS

BOS.& 
HER.

ITALY

KOSOVO BULGARIA

GREECE

SLOVAKIA

MALTA

ICELAND

MOLDOVA

R U S S I A

UKRAINE

AZERBAIJAN

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

EuROPE

*  as part of the kingdom of the netherlands, 
aruba, curacao and st. maarten are covered 
by the state department’s Bureau  
of european affairs.

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 2,820 (111) 1,941 (80) 7

2008 2,808 (83) 1,721 (16) 8,981 1

2009 2,208 (160) 1,733 (149) 14,650 14

2010 2,803 (47) 1,850 (38) 8,548 4

2011 3,188 (298) 1,601 (81) 10,185 (1,796) 2

2012 3,161 (361) 1,818 (112) 11,905 (2,306) 3

2013 3,223 (275) 2,684 (127) 10,374 (1,863) 35

TIER PLACEmENTS

Tier 1 Tier 2 Tier 2 Watch List Tier 3

ARuBA*
CuRACAO*
ST. MAArTEN*

Aruba

Curaçao

St. Maarten

Boundary representation is not authoritative.
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RUSSIA

GREENLAND

ICELAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

EGYPT
LIBYA

TUNISIA

MOROCCO
JORDAN

ISRAEL
LEBANON

KUWAIT

QATAR

YEMEN

SYRIA

IRAQ IRAN

OMAN

SAUDI ARABIA

CHINA

MYANMAR

THAILAND

KAMPUCHEA

BHUTAN

VIETNAM

LAOSBANGLADESH

MALAYSIA

PAPUANEW GUINEA

BRUNEI

SINGAPORE

PHILIPPINES

TAIWAN

I N D O N E S I A

JAPAN

MONGOLIA

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

NEW CALEDONIA

FIJI

ALGERIA
BAHRAIN

U A E

NEAR EAST

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

TIER PLACEmENTS

Tier 1 Tier 2 Tier 2 Watch List Tier 3

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 415 (181) 361 (179) 1

2008 120 (56) 26 (2) 688 6

2009 80 (9) 57 (8) 1,011 6

2010 323 (63) 68 (10) 1,304 1

2011 209 (17) 60 (5) 1,831 (1,132) 2

2012 249 (29) 149 (15) 4,047 (1,063) 1

2013 119 (25) 60 (4) 1,460 (172) 4

Boundary representation is not authoritative.
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RUSSIA
FINLAND

AUSTRIA

ITALY

SPAIN

SWEDEN

NORWAY

GERMANY

FRANCE

PORTUGAL

HUNGARY
ROMANIA

BULGARIA

DENMARK

POLAND

CZECH
SLOVAKIA

GREECE

NETH.

BELGIUM

IRELAND

SERBIA

ALBANIA

LITHUANIA

LATVIA

ESTONIA

LUX.

MONTENEGRO

BOSNIA
CROATIA

SLOVENIA
SWITZ.

MACEDONIA

GREENLAND

ICELAND

U. S. A.

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA

EL SALVADOR
GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

DOM. REP.

ARGENTINA

BOLIVIA

COLOMBIA

VENEZUELA

PERU

BRAZIL

FRENCH GUIANA
SURINAME

GUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

FALKLAND ISLANDS

SOUTH GEORGIA ISLAND

NIGER
MAURITANIA MALI

NIGERIA

NAMIBIA

SOUTH AFRICA

ANGOLA

ALGERIA

BOTSWANA

ZAMBIA

GABON

TUNISIA

MOROCCO

SWAZILAND

LESOTHO

TOGO
BENINGHANA

IVOR COAST

LIBERIA

SIERRA LEONE

GUINEA
BURKINA

GAMBIA

CAMEROON

SAO TOME & PRINCIPE
CONGO

EQUATORIAL GUINEA

WESTERNSAHARA

SENEGAL

GUINEA BISSAU

Canary Islands
PAKISTAN NEPAL

SRI LANKA

BANGLADESH

PAPUANEW GUINEA

JAPAN

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

U. K.

NEW CALEDONIA

FIJI

KYRGYZ 
REPUBLIC

KAZAKHSTAN

INDIA

MALDIVES

BHUTAN

UZBEKISTAN

TAJIKISTAN

AFGHANISTAN

TURKMENISTAN

C
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u
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y

 M
A

P
S

SOuTH & 
CENTRAL ASIA

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 824 (162) 298 (33) 4

2008 644 (7) 342 (7) 3,510 2

2009 1,989 (56) 1,450 (10) 8,325 1

2010 1,460 (196) 1,068 (11) 4,357 1

2011 974 (24) 829 (11) 3,907 (1,089) 2

2012 1,043 (6) 874 (4) 4,415 (2,150) 1

2013 1,904 (259) 974 (58) 7,124 (1,290) 5

TIER PLACEmENTS

Tier 1 Tier 2 Tier 2 Watch List Tier 3

Boundary representation is not authoritative.
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R U S S I A
RUSSIA

FINLAND

AUSTRIA

ITALY

SPAIN

SWEDEN

NORWAY

GERMANY

FRANCE

PORTUGAL

HUNGARY
ROMANIA

BULGARIA

TURKEY

DENMARK

POLAND
BYELARUS

UKRAINE
CZECH

SLOVAKIA

GREECE

CYPRUS

NETH.

BELGIUM

IRELAND

SERBIA

ALBANIA

MOLDOVA

LITHUANIA

LATVIA

ESTONIA

LUX.

MONTENEGRO

BOSNIA
CROATIA

SLOVENIA
SWITZ.

MACEDONIA

GREENLAND

ICELAND

CANADA

MEXICO
THE BAHAMAS

CUBA

PANAMA
EL SALVADOR

GUATEMALA

BELIZE
HONDURAS

NICARAGUA

COSTA RICA

JAMAICA
HAITI

ARGENTINA

BOLIVIA

COLOMBIA

PERU

BRAZIL

SURINAMEGUYANA

CHILE

ECUADOR

PARAGUAY

URUGUAY

KENYA

ETHIOPIA

ERITREA

SUDAN

EGYPT

NIGER
MAURITANIA MALI

NIGERIA
SOMALIA

NAMIBIA

LIBYA

CHAD

SOUTH AFRICA

TANZANIA

ZAIRE

ANGOLA

ALGERIA

MADAGASCAR
MOZAMBIQUEBOTSWANA

ZAMBIA

GABON

CENTRAL AFRICANREPUBLIC

TUNISIA

MOROCCO

UGANDA

SWAZILAND

LESOTHO

MALAWI

BURUNDI

RWANDA

TOGO
BENINGHANA

IVOR COAST

LIBERIA

SIERRA LEONE

GUINEA
BURKINA

GAMBIA

CAMEROON

SAO TOME & PRINCIPE

ZIMBABWE

CONGO

EQUATORIAL GUINEA

WESTERNSAHARA

DJIBOUTI

SENEGAL

GUINEA BISSAU

Canary Islands JORDAN

ISRAEL

LEBANON

ARMENIA
AZERBAIJAN

GEORGIA
KYRGYZSTAN

TAJIKISTAN

KUWAIT

QATAR

U. A. E.

YEMEN

SYRIA

IRAQ IRAN

OMAN
SAUDI ARABIA

RUSSIA

AFGHANISTAN

PAKISTAN

INDIA

CHINA

KAZAKHSTAN

TURKMENISTAN

UZBEKISTAN

MYANMAR

THAILAND

KAMPUCHEA

NEPAL
BHUTAN

VIETNAM

SRI LANKA

LAOSBANGLADESH

MALAYSIA

PAPUANEW GUINEA

BRUNEI

SINGAPORE

PHILIPPINES

TAIWAN

I N D O N E S I A

JAPAN

MONGOLIA

SOUTH KOREA

NORTH KOREA

AUSTRALIA

NEW ZEALAND

U. K.

NEW CALEDONIA

FIJI

BARBADOS

UNITED STATES

UNITED STATES

DOMINICAN
REPUBLIC

ANTIGUA AND BARBUDA

TRINIDAD
AND TOBAGO

ST. VINCENT AND GRENADINES

ST. LUCIA

VENEZUELA

Puerto 
Rico

WESTERN 
HEMISPHERE

The above statistics are estimates only, given the lack of uniformity in national reporting structures. The numbers in parentheses 
are those of labor trafficking prosecutions, convictions, and victims identified.

TIER PLACEmENTS

Tier 1 Tier 2 Tier 2 Watch List Tier 3

yEaR PROSECUTIONS CONVICTIONS VICTImS  
IDEnTIFIED

nEW OR aMEnDED  
LEGISLATION

2007 426 (1) 113 (1) 7

2008 448 (42) 161 (24) 6,609 5

2009 647 (47) 553 (66) 9,020 1

2010 732 (80) 293 (65) 6,681 6

2011 624 (17) 279 (14) 9,014 (2,490) 3

2012 1,077 (369) 402 (107) 7,639 (3,501) 8

2013 1,182 (207) 446 (50) 7,818 (3,951) 4

Tier 3 (auto downgrade)

Boundary representation is not authoritative.



Two young boys carry logs. The logging industry 
in many countries is poorly regulated and 
monitored, leaving children and adults vulnerable 
to both forced labor and sexual exploitation.
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COUNTRY X (Tier 2 Watch List)
Country X is a transit and destination country for men 
and women subjected to forced labor and, to a much lesser 
extent, forced prostitution. Men and women from South and 
Southeast Asia, East Africa, and the Middle East voluntarily 
travel to Country X as laborers and domestic servants, but 
some subsequently face conditions indicative of involuntary 
servitude. These conditions include threats of serious harm, 
including threats of legal action and deportation; withholding 
of pay; restrictions on freedom of movement, including the 
confiscation of passports and travel documents and physical, 
mental, and sexual abuse. In some cases, arriving migrant 
workers have found that the terms of employment in Country 
X are wholly different from those they agreed to in their home 
countries. Individuals employed as domestic servants are 
particularly vulnerable to trafficking since they are not covered 
under the provisions of the labor law. Country X is also a 
destination for women who migrate and become involved in 
prostitution, but the extent to which these women are subjected 
to forced prostitution is unknown.

The Government of Country X does not fully comply with 
the minimum standards for the elimination of trafficking; 
however, it is making significant efforts to do so. Although 
the government has not yet enacted necessary anti-trafficking 
legislation, during the reporting period it reaffirmed its 
commitment to this goal over the next year. Despite these 
efforts, the government did not show evidence of overall 
progress in prosecuting and punishing trafficking offenders 
and identifying victims of trafficking; therefore, Country X 
is placed on Tier 2 Watch List.  

Recommendations foR countRy X: 
Enact the draft comprehensive anti-trafficking legislation; 
significantly increase efforts to investigate and prosecute 
trafficking offenses, and convict and punish trafficking 
offenders; institute and consistently apply formal procedures 
to identify victims of trafficking among vulnerable groups, such 
as those arrested for immigration violations or prostitution; 
and collect, disaggregate, analyze and disseminate counter-
trafficking law enforcement data.

PRosecution
The Government of Country X made minimal efforts to 
investigate and prosecute trafficking offenses during the 
reporting period. Country X does not prohibit all acts of 
trafficking, but it criminalizes slavery under Section 321 and 
forced labor under Section 322 of its criminal law. The prescribed 
penalty for forced labor – up to six months’ imprisonment – is 
not sufficiently stringent. Article 297 prohibits forced or coerced 
prostitution, and the prostitution of a child below age 15 even 
if there was no compulsion or redress; the prescribed penalty 
is up to 15 years’ imprisonment, which is commensurate with 
penalties prescribed for other serious crimes, such as rape. 
Draft revisions to the penal code have not yet been enacted. 
An unconfirmed report indicates that four traffickers were 
charged with fraudulently issuing visas to workers who they 
then exploited. Two were reportedly deported, and two were 
reportedly convicted. The government did not confirm nor 
deny the existence of this case. The government did not report 
any investigations, prosecutions, convictions, or sentences for 
trafficking complicity of public officials.

PRotection
Country X made minimal progress in protecting victims of 
trafficking during the reporting period.  Although health 
care facilities reportedly refer suspected abuse cases to the 
government anti-trafficking shelter for investigation, the 
government continues to lack a systematic procedure for law 
enforcement to identify victims of trafficking among vulnerable 
populations, such as foreign workers awaiting deportation and 
women arrested for prostitution; as a result, victims may be 
punished and automatically deported without being identified 
as victims or offered protection. The government reported 
that the MOI has a process by which it refers victims to the 
trafficking shelter; however, this process is underutilized in 
practice. The trafficking shelter assisted 24 individuals during 
the reporting period and provided them with a wide range of 
services, including full medical treatment and legal and job 
assistance. Country X commonly fines and detains potential 
trafficking victims for unlawful acts committed as a direct result 
of being trafficked, such as immigration violations and running 
away from their sponsors, without determining whether the 
individuals are victims of trafficking.  

Country X sometimes offers temporary relief from deportation 
so that victims can testify as witnesses against their employers. 
However, victims were generally not permitted to leave 
the country if there is a pending case. The government 
did not routinely encourage victims to assist in trafficking 
investigations or consistently offer victims alternatives to 
removal to countries where they may face retribution or 
hardship.

PRevention
Country X made modest progress in preventing trafficking 
in persons during the reporting period. In March, Country X 
hosted a two-day regional workshop meant to establish dialog 
between scholars, government officials, and stakeholders; to 
discuss regional and international efforts to combat TIP; and 
how to help victims.  While the government made no apparent 
effort to amend provisions of Country X‘s sponsorship law 
– enacted in March 2009 – to help prevent the forced labor 
of migrant workers, the government did start to enforce 
other parts of the law to the benefit of migrant workers. One 
provision in the sponsorship law continues to require foreign 
workers to request exit permits from their sponsors in order 
to leave Country X. Although this may increase migrant 
workers’ vulnerability to forced labor, the law created a new 
process through which a laborer who was not granted an exit 
permit due to a sponsor’s refusal or other circumstances can 
seek one by other means. The government has a national 
plan of action to address trafficking in persons, but did not 
publicly disseminate the plan or take steps to implement it 
during the reporting period. The government did not take any 
public awareness campaigns aimed at reducing the demand 
for commercial sex acts in Country X, but the government 
undertook public awareness campaigns, but the government 
convicted two of its nationals for soliciting children for sex in 
other countries and sentenced them to 10 years’ imprisonment.
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The country’s tier ranking is 
based on the government’s 

efforts against trafficking 
as measured by the TVPA 

minimum standards.

Profile of 
human 

trafficking 
in recent 

years.

Guidance 
on how the 
government 

can improve its 
performance 
and obtain 
a better tier 

ranking. 

Synopsis of 
government 

efforts.

Summary 
of the 

government’s 
legal structure 

and law 
enforcement 

efforts against 
human 

trafficking. 

Summary of the 
government’s 

efforts to ensure 
that trafficking 

victims are 
identified 

and provided 
adequate 
protection.

Summary of the 
government’s 

efforts to 
prevent human 

trafficking. 

 
TVPA Minimum 
Standard 4(11) – 

whether the government 
shows evidence of overall 

increasing efforts. 

 
TVPA Minimum 
Standards 1-3 – 

whether the government 
prohibits all forms of 

trafficking and prescribes 
adequate criminal 

punishments. 

 
TVPA Minimum 

Standard 4(1) – whether the 
government vigorously investigates 
and prosecutes trafficking offenses 

and convicts and punishes trafficking 
offenders and provides data on 

these actions. 

 
TVPA Minimum 
Standard 4(12) – 

whether the government 
has made efforts to reduce the 

demand for commercial sex acts, 
and, if applicable, participation 
in international sex tourism by 

its nationals. 

This page shows a sample country narrative. The Prosecution, Protection, and Prevention sections of each 
country narrative describe how a government has or has not addressed the relevant TVPa minimum 
standards (see page 425), during the reporting period. This truncated narrative gives a few examples.

 
TVPA Minimum 
Standard 4(2) – 

whether the government 
adequately protects victims 
of trafficking by identifying 

them and ensuring they have 
access to necessary 
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TVPA Minimum 

Standard 4(7) – whether 
the government has made 

adequate efforts to address 
the involvement in or facilitation 

of human trafficking by 
government employees. 
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whether the government 
is making adequate efforts 

to prevent human 
trafficking.
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Myths & Misconceptions
To effectively combat human trafficking, each of us needs to have a clear "lens" that helps
us understand what human trafficking is. When this lens is clouded or biased by
misconceptions about the definition of trafficking, our ability to respond to the crime is
reduced. It is important to learn how to identify and break down commonly-held myths
and misconceptions regarding human trafficking and the type of trafficking networks that
exist in the United States.

Myth 1: Trafficked persons can only be foreign nationals or are only
immigrants from other countries.
Reality: The federal definition of human trafficking includes both U.S. citizens and
foreign nationals. Both are protected under the federal trafficking statutes and have been
since the TVPA of 2000. Human trafficking within the United States affects victims who
are U.S. citizens, lawful permanent residents, visa holders, and undocumented workers.

Myth 2: Human trafficking is essentially a crime that must involve
some form of travel, transportation, or movement across state or
national borders.
Reality: Trafficking does not require transportation. Although transportation may be
involved as a control mechanism to keep victims in unfamiliar places, it is not a required
element of the trafficking definition. Human trafficking is not synonymous with forced
migration or smuggling, which involve border crossing. 

Myth 3: Human trafficking is another term for human smuggling.
Reality: Smuggling is a crime against a country’s borders: human trafficking is a
crime against a person. Each are distinct federal crimes in the United States. While
smuggling requires illegal border crossing, human trafficking involves commercial sex acts
or labor or services that are induced through force, fraud, or coercion, regardless of
whether or not transportation occurs.

Myth 4: There must be elements of physical restraint, physical force,
or physical bondage when identifying a human trafficking situation.
Reality: Trafficking does not require physical restraint, bodily harm, or physical
force. Psychological means of control, such as threats, fraud, or abuse of the legal
process, are sufficient elements of the crime. Unlike the previous federal involuntary
servitude statutes (U.S.C. 1584), the new federal crimes created by the Trafficking Victims
Protection Act (TVPA) of 2000 were intended to address “subtler” forms of coercion and
to broaden previous standards that only considered bodily harm. 

Myth 5: Victims of human trafficking will immediately ask for help or
assistance and will self-identify as a victim of a crime.
Reality: Victims of human trafficking often do not immediately seek help or self-
identify as victims of a crime due to a variety of factors, including lack of trust, self-
blame, or specific instructions by the traffickers regarding how to behave when talking to
law enforcement or social services. It is important to avoid making a snap judgment about
who is or who is not a trafficking victim based on first encounters. Trust often takes time
to develop. Continued trust-building and patient interviewing is often required to get to the
whole story and uncover the full experience of what a victim has gone through.

Myth 6: Human trafficking victims always come from situations of
poverty or from small rural villages.



Reality: Although poverty can be a factor in human trafficking because it is often an
indicator of vulnerability, poverty alone is not a single causal factor or universal
indicator of a human trafficking victim. Trafficking victims can come from a range of
income levels, and many may come from families with higher socioeconomic status.

Myth 7: Sex trafficking is the only form of human trafficking.
Reality: The federal definition of human trafficking encompasses both sex trafficking and
labor trafficking , and the crime can affect men and women, children and adults.

Myth 8: Human trafficking only occurs in illegal underground
industries.
Reality: Trafficking can occur in legal and legitimate business settings as well as
underground markets. Human trafficking has been reported in business markets such as
restaurants, hotels, and manufacturing plants, as well as underground markets such as
commercial sex in residential brothels and street based commercial sex.

Myth 9: If the trafficked person consented to be in their initial
situation or was informed about what type of labor they would be
doing or that commercial sex would be involved, then it cannot be
human trafficking or against their will because they “knew better.”
Reality: Initial consent to commercial sex or a labor setting prior to acts of force, fraud, or
coercion (or if the victim is a minor in a sex trafficking situation) is not relevant to the
crime, nor is payment.

Myth 10: Foreign national trafficking victims are always
undocumented immigrants or here in this country illegally.
Reality: Not all foreign national victims are undocumented. Foreign national trafficked
persons can be in the United States through either legal or illegal means. Although some
foreign national victims are undocumented, a significant percentage may have legitimate
visas for various purposes.

Operated by 

This website was made possible through Grant Number 90ZV0102 from the Anti-Trafficking in Persons Division, Office of Refugee
Resettlement, U.S. Department of Health and Human Services. Its contents are solely the responsibility of the authors and do not
necessarily represent the official views of the Anti-Trafficking in Persons Division, the Office of Refugee Resettlement, or HHS.





 

In Memoriam
All photographs in this report are credited to U. Roberto (“Robin”) Romano, who passed away on 
November 1, 2013.  Robin traveled the world to document the human face of child labor through 
photographs, films, and interviews. 

From coffee and cocoa plantations in Africa to factories in Asia, he made it his life’s work to raise 
awareness about the exploitation of children and call for action to address this abuse.

Cover photo: Brick kiln, West Bengal, India
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Introduction

Who picked the cotton for the shirt on your 
back? Who cut the cane for the sugar in 
your coffee? Who fired the kiln to make the 

bricks in your fireplace? 

The List contained in these pages originates from a 
simple conviction: none of  the products we consume on 
a daily basis should be made by an adult who is forced 
to produce them or a child under conditions that violate 
international law.

This sixth edition of  the U.S. Department of  Labor’s 
(DOL) List of  Goods Produced by Child Labor or Forced 
Labor, mandated by the Trafficking Victims Protection 
Reauthorization Act (TVPRA) of  2005 (TVPRA 
List), shows we still have a long way to go toward 
reaching that goal. It tallies 136 goods produced by 
forced labor or child labor in violation of  international 
standards, or both, in 74 countries across the world. 
However, it also illustrates that the combination of  
strong international labor standards and improved 
data collection and reporting put us all in a position to 
combat forced labor and child labor more effectively.

This edition of  the TVPRA List comes at an historic 
moment in the global fight against forced labor. In 
June 2014, the International Labor Organization’s 
(ILO) International Labor Conference adopted a 
Protocol and Recommendation to address gaps in the 
implementation of  the ILO’s Forced Labor Convention, 
1930 (C. 29). These new instruments aim to advance 
prevention, protection and compensation measures 
to effectively achieve the elimination of  forced labor.1 
They will be critical tools to guide and bolster the 
efforts of  governments, businesses, and civil society as 
they seek to provide protection and remedies to the 
estimated 21 million people in forced labor around 
the world; to prevent more people from falling victim 
to this crime; and to target the criminals who earn an 
estimated $150 billion per year in illegal profits through 
the use of  forced labor.2  

The ILO’s fundamental conventions on child labor, 
the Minimum Age Convention, 1973 (C. 138) and 
the Worst Forms of  Child Labor Convention, 1999 
(C. 182), have played a key role in building an 
international, multi-sectoral movement against child 
labor, with common goals and complementary efforts. 
The cumulative effect of  these efforts is clear in the 
ILO’s most recent global estimates on working children 
which demonstrate a significant decline in child labor 
from 215 million in 2008 to 168 million in 2012. 
Among the 168 million child laborers in 2012, 85 
million were engaged in hazardous work.3  

The TVPRA of  2005 requires DOL’s Bureau of  
International Labor Affairs (ILAB) to “develop and 
make available to the public a list of  goods from 
countries that [ILAB] has reason to believe are 
produced by forced labor or child labor in violation 
of  international standards.”  ILAB published its initial 
TVPRA List on September 10, 2009.  The TVPRA 
of  2013 requires submission of  the TVPRA List to 
Congress not later than December 1, 2014, and every 
two years thereafter.4 Consistent with its TVPRA of  
2005 mandate,5  ILAB maintains the TVPRA List 
primarily to raise public awareness about forced labor 
and child labor around the world and to promote 
efforts to combat them; it is not intended to be punitive, 
but rather to serve as a catalyst for more strategic and 
focused coordination and collaboration among those 
working to address these problems. 

Publication of  the TVPRA List has resulted in 
new opportunities for ILAB to engage with foreign 
governments to combat forced labor and child 
labor. It can also serve to complement existing U.S. 
Government engagement. For example, the U.S. 
Government is already involved in productive high-
level discussions with the Government of  Malaysia to 
address forced labor- and child labor-related concerns. 
For companies, the TVPRA List has become an 
effective resource in carrying out risk assessment and 
due diligence on labor rights in their supply chains. 
For civil society groups, it has been a useful tool for 
advocating on behalf  of  working children and victims 
of  forced labor.
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TVPRA List
The 2014 update to the TVPRA List includes 136 
goods, 74 countries and 353 line items. A line item is 
a combination of  a good and country. This edition of  
the TVPRA List adds 2 new goods, alcoholic beverages 
and meat, and 1 new country, Yemen. Overall, this 
update adds 11 new line items to the TVPRA List. It 
also adds a “child labor” designation to one good that 
was already on the TVPRA List in the “forced labor” 
category: palm oil from Malaysia. Given the current 
state of  research on child labor and forced labor, the 
TVPRA List – while as comprehensive as possible – 
includes only those goods for which ILAB is able to 
document that there is reason to believe that child or 
forced labor is used in their production. It is likely that 
many more goods are produced through these forms of  
labor abuse. Figure 1 shows various breakdowns of  the 
TVPRA List by country and sector.

Additions in 2014
The chart below identifies the goods and countries added to the TVPRA list in 2014.

COUNTRY GOOD CATEGORY

Bangladesh garments child labor
Cambodia alcoholic beverages child labor
Cambodia meat child labor
Cambodia textiles child labor
Cambodia timber child labor
India cotton child labor
India sugarcane child labor
Kenya fish child labor
Madagascar vanilla child labor
Malaysia electronics forced labor
Malaysia palm oil child labor
Yemen fish child labor
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U.S. Department of Labor’s

LIST OF GOODS PRODUCED BY CHILD LABOR OR FORCED LABOR

By Country
KEY
FORCED LABOR  CHILD LABOR BOTH                            * good added in 2014, child labor      † good added in 2014, forced labor

Country List of Goods

Afghanistan BRICKS • CARPETS • COAL • POPPIES

Angola DIAMONDS

Argentina  BLUEBERRIES • BRICKS • COTTON • GARLIC • GARMENTS • GRAPES • OLIVES • STRAWBERRIES • 

TOBACCO • TOMATOES • YERBA MATE

Azerbaijan COTTON

Bangladesh BIDIS • BRICKS • DRIED FISH • FOOTWEAR • STEEL FURNITURE • GARMENTS* • GLASS • LEATHER •   

JUTE TEXTILES • MATCHES • POULTRY • SALT • SHRIMP • SOAP • TEXTILES

Belize BANANAS • CITRUS FRUITS • SUGAR CANE

Benin COTTON • CRUSHED GRANITE

Bolivia BRAZIL NUTS/CHESTNUTS • BRICKS • CATTLE • CORN • GOLD • PEANUTS • SILVER •    

SUGARCANE • TIN • ZINC

Brazil  BEEF • BRICKS • CASHEWS • CATTLE • CERAMICS • CHARCOAL • COTTON • FOOTWEAR • GARMENTS • 

MANIOC/CASSAVA • PINEAPPLES • RICE • SISAL • SUGARCANE • TIMBER • TOBACCO

Burkina Faso COTTON • GOLD

Burma  BAMBOO • BEANS • BRICKS • JADE • PALM THATCH • PHYSIC NUTS/CASTOR BEANS • RICE • 

RUBBER • RUBIES • SESAME •  SHRIMP • SUGARCANE • SUNFLOWERS • TEAK

Cambodia ALCOHOLIC BEVERAGES* • BRICKS • CASSAVA • FISH • MEAT* • RUBBER • SALT • SHRIMP • 

TEXTILES* • TIMBER* • TOBACCO

Cameroon COCOA

Central  African Rep. DIAMONDS

Chad CATTLE

China  ARTIFICIAL FLOWERS • BRICKS • CHRISTMAS DECORATIONS • COAL • COTTON • ELECTRONICS • 

FIREWORKS • FOOTWEAR • GARMENTS • NAILS • TEXTILES • TOYS

Colombia  CLAY BRICKS • COAL • COCA • COFFEE • EMERALDS • GOLD • PORNOGRAPHY • SUGARCANE

Cote d’Ivoire COCOA • COFFEE

Congo, Dem. Rep. CASSITERITE • COLTAN • COPPER • DIAMONDS • HETEROGENITE • GOLD • WOLFRAMITE

Dominican Republic BAKED GOODS • COFFEE • RICE • SUGARCANE • TOMATOES

Ecuador BANANAS • BRICKS • FLOWERS • GOLD

Egypt COTTON • LIMESTONE

El Salvador COFFEE • FIREWORKS • SHELLFISH • SUGARCANE

Ethiopia CATTLE • GOLD • HAND-WOVEN TEXTILES

Ghana COCOA • FISH • GOLD • TILAPIA

Guatemala BROCCOLI • COFFEE • CORN • FIREWORKS • GRAVEL • SUGARCANE

Guinea CASHEWS • COCOA • COFFEE • DIAMONDS • GOLD

Honduras COFFEE • LOBSTERS • MELONS

India  BIDIS • BRASSWARE • BRICKS • CARPETS • COTTON* • EMBELLISHED TEXTILES • FIREWORKS • 

FOOTWEAR • GARMENTS • GEMS • GLASS BANGLES • HYBRID COTTONSEED• INCENSE • LEATHER 

GOODS/ACCESSORIES • LOCKS • MATCHES • RICE • SILK FABRIC • SILK • THREAD • SOCCER BALLS •  

STONES • SUGARCANE* • THREAD/YARN

Indonesia FISH • GOLD • PALM OIL • RUBBER • SANDALS • TOBACCO

Iran CARPETS

Jordan GARMENTS

Kazakhstan COTTON

Country List of Goods

Kenya COFFEE • FISH* • MIRAA • RICE • SISAL • SUGARCANE • TEA • TOBACCO

Kyrgyz Republic COTTON • TOBACCO

Lebanon TOBACCO

Lesotho CATTLE

Liberia DIAMONDS • RUBBER

Madagascar SAPPHIRES • STONES • VANILLA*

Malawi TEA • TOBACCO

Malaysia ELECTRONICS† • GARMENTS • PALM OIL*

Mali COTTON • GOLD • RICE

Mauritania CATTLE • GOATS

Mexico  CHILE PEPPERS • COFFEE • CUCUMBERS • EGGPLANTS • GREEN BEANS • MELONS • ONIONS •   

PORNOGRAPHY • SUGARCANE • TOBACCO • TOMATOES

Mongolia COAL • FLUORSPAR • GOLD

Mozambique TOBACCO

Namibia CATTLE

Nepal BRICKS • CARPETS • EMBELLISHED TEXTILES • STONES

Nicaragua BANANAS • COFFEE • GOLD • GRAVEL • PUMICE STONE • SHELLFISH • TOBACCO

Niger  CATTLE • GOLD • GYPSUM • SALT • TRONA

Nigeria COCOA • GRANITE • GRAVEL • MANIOC/CASSAVA • SAND

North Korea  BRICKS • CEMENT • COAL • GOLD • IRON • TEXTILES • TIMBER

Pakistan BRICKS • CARPETS • COAL • COTTON • GLASS BANGLES • LEATHER • SUGARCANE •    

SURGICAL INSTRUMENTS • WHEAT

Panama COFFEE • MELONS • SUGARCANE

Paraguay BRICKS • CATTLE • COTTON • LIMESTONE • PORNOGRAPHY • SUGARCANE

Peru  BRAZIL NUTS/CHESTNUTS • BRICKS • COCA • FIREWORKS • FISH • GOLD • TIMBER

Philippines BANANAS • COCONUTS • CORN • FASHION ACCESSORIES • FISH • GOLD • HOGS • PORNOGRAPHY •   

PYROTECHNICS • RICE • RUBBER • SUGARCANE • TOBACCO

Russia PORNOGRAPHY

Rwanda TEA

Senegal GOLD

Sierra Leone COCOA • COFFEE • DIAMONDS • GRANITE • PALM OIL

South Sudan CATTLE

Suriname GOLD

Tajikistan COTTON

Tanzania CLOVES • COFFEE • GOLD • NILE PERCH •  SISAL • TANZANITE • TEA • TOBACCO

Thailand FISH • GARMENTS • PORNOGRAPHY • SHRIMP • SUGARCANE

Turkey CITRUS FRUITS • COTTON • CUMIN • FURNITURE • HAZELNUTS • PEANUTS • PULSES • SUGAR BEETS

Turkmenistan COTTON

Uganda  BRICKS • CATTLE • CHARCOAL • COFFEE • FISH • RICE • SUGARCANE • TEA • TOBACCO • VANILLA

Ukraine  COAL • PORNOGRAPHY

Uzbekistan COTTON

Vietnam BRICKS • GARMENTS

Yemen FISH*

Zambia CATTLE • COTTON • GEMS • STONES • TOBACCO
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Figure 1.

The List in Numbers

Number of Goods Produced Globally by Child Labor and Forced Labor by Production Sector

Goods with Most Child Labor and Forced Labor 
Listings by Number of Countries and Sector

Goods with Most Forced Labor 
Listings by Number of 
Countries and Sector
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List of Goods Produced by Child Labor or Forced Labor by Sector

bamboo • bananas • beans • blueberries • brazil nuts/chestnuts • broccoli • 

cashews • cattle • charcoal • chile peppers • citrus fruits • cloves • coca • 

cocoa • coconuts • coffee • corn • cotton • cucumbers • cumin • 

eggplants • fish • flowers • garlic • goats • grapes • green beans • 

hazelnuts • hogs • hybrid cottonseed • lobsters • manioc/cassava • 

melons • miraa • nile perch • olives • onions • palm oil • palm thatch • 

peanuts • physic nuts/castor beans • pineapples • poppies • poultry • 

pulses • rice • rubber • sesame • shellfish • shrimp • sisal • strawberries • 

sugar beets • sugarcane • sunflowers • tea • teak • tilapia • timber • 

tobacco • tomatoes • vanilla • wheat • yerba mate

alcoholic beverages • artificial flowers • baked goods • beef •   

bidis • brassware • bricks • carpets • cement • ceramics • 

christmas decorations • clay bricks • dried fish • electronics • 

embellished textiles • fashion accessories • fireworks • footwear • 

furniture • garments • glass • glass bangles • hand-woven textiles • 

incense • jute textiles • leather • leather goods/accessories • locks • 

matches • meat • nails • pyrotechnics • sandals • silk fabric • 

silk thread • soap • soccer balls • steel furniture • surgical instruments • 

textiles • thread/yarn • toys

cassiterite • coal • coltan • copper • crushed granite • diamonds • 

emeralds • fluorspar •  gems • gold • granite • gravel • gypsum • 

heterogenite • iron • jade • limestone • pumice stone • rubies •  

salt • sand • sapphires • silver • stones • tanzanite • tin • trona • 

wolframite • zinc

Manufacturing

Mining/Quarrying

Other

Agriculture/Forestry/Fishing

pornography
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Country-Level Efforts to Combat 
Child Labor and Forced Labor in the 
Production of Goods

Foreign governments, industry groups, individual 
companies, and other stakeholders frequently 
inquire about the process for removing a good 

from the TVPRA List. According to ILAB’s Procedural 
Guidelines,6 ILAB must have reason to believe that a 
problem of  child or forced labor is significantly reduced 
if  not eliminated from the production of  the particular 
good in the country in question for it to be removed.  
ILAB researches potential removals on an ongoing basis.  

In 2013, ILAB removed three goods from the 
TVPRA List: tobacco from Kazakhstan (forced 
labor and child labor), charcoal from Namibia 
(child labor), and diamonds from Zimbabwe (child 
labor). The Kazakhstan case is discussed below.  The 
situation of  each item removed from the TVPRA 
List was unique, but typically, some combination of  
government, private sector, and civil society action, 
in some cases coupled with macro-level changes in a 
particular industry, are critical in bringing about the 
changes needed to “significantly reduce or eliminate” 
the problem.  Under international standards, the 
primary responsibility for eliminating child and 
forced labor falls to governments. In fulfilling this 
responsibility, governments must enact laws on child 
labor and forced labor consistent with international 
labor standards and effectively enforce those laws. 
They must also provide basic social services, such as 
education, as well as social protections for individuals 
and households. And they must enact policies that 
promote the development of  decent work for adults 
and stable livelihoods for entire families, so that 

parents do not choose work over education for their 
children. But companies and industry groups, as well 
as other civil society actors, also have key roles to 
play.  Companies should implement social compliance 
systems to ensure they are not directly or indirectly 
causing or contributing to labor abuses in their 
supply chains. Where safe and accessible channels 
are available, workers can lodge complaints about 
labor abuses to be investigated by the government, 
companies, or monitors. Workers’ organizations can 
bargain collectively to improve working conditions and 
can participate directly in monitoring and remediation 
processes. Civil society groups can engage with both 
governments and companies in a variety of  ways, from 
advocating for government policies, to implementing 
government-funded programs, to helping companies 
identify areas of  child and forced labor risk and 
providing rehabilitative services to former child 
laborers and survivors of  forced labor.

The following pages highlight a few examples of  
leadership and good practice across all sectors to combat 
child labor or forced labor in the production of  several 
of  the goods on the TVPRA List.  The eradication of  
child labor or forced labor in a sector is a process that 
can take many years, even decades.  While in most cases 
these efforts have not yet achieved “significant reduction 
or elimination,” and therefore the goods remain on the 
TVPRA List, these examples demonstrate what can be 
achieved through both individual and collective efforts.  
It is ILAB’s hope that the TVPRA List will continue to 
encourage such actions.
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No to Nicotine
Effective Business Action to Eliminate 
Forced Labor and Child Labor in 
Tobacco Production in Kazakhstan

In 2009, ILAB placed tobacco from Kazakhstan on 
the TVPRA List based on sources dating from 2003-
2008. These sources indicated that children—both 
Kazakh children and children of  migrant families—
worked in a variety of  tobacco-related activities, 
including performing strenuous, labor-intensive tasks. 
The sources also indicated that adult migrant laborers 
faced passport confiscation, coercive recruitment, 
induced indebtedness, and other forced labor-related 
practices. That same year, Philip Morris Kazakhstan 
(PMK), the sole buyer of  tobacco in Kazakhstan, 
began to implement its Agricultural Labor Practices 
program, developed in consultation with the non-
governmental organization (NGO) Verité and the 
International Labor Organization. The program 
includes comprehensive monitoring of  labor practices 
on all tobacco farms in Kazakhstan, including child 
labor and forced labor. Along with this monitoring, 
PMK and its local NGO partners educate agricultural 
workers and families about their rights, available 
grievance mechanisms, and alternatives to child 
labor; and the Government of  Kazakhstan carries 
out enforcement actions in areas where child labor is 
suspected. Concurrent with these efforts, the size of  the 
tobacco sector declined steeply. In 2011, ILAB began 
to receive reports that child and forced labor were no 
longer present in the country's relatively few remaining 
tobacco farms.

Following up on these reports, ILAB carried out 
research in 2012 and 2013 to understand current labor 
conditions in the sector, analyze efforts on the part of  
various stakeholders to combat child labor and forced 
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labor, and determine whether child labor and/or forced 
labor remained significant problems in the sector. ILAB 
carried out a qualitative assessment that included a desk 
review, field research to Kazakhstan for key informant 
interviews, and follow-up interviews with other key 
informants. In all, 6 documents were analyzed and 17 
interviews were conducted.

Informants confirmed that the size of  the industry had 
decreased from over 300 farms in 2010 to 74 farms 
in 2013. With the reduction in the number of  farms 
and land used for tobacco production, the use of  
migrant labor had also declined. During the 2012 peak 
season, only 140 migrants worked on tobacco farms 
in Kazakhstan. Informants—including government 
officials and NGO representatives- confirmed that the 
PMK monitoring system is comprehensive and credible, 
and that NGO efforts are highly effective in educating 
agricultural workers about their rights, available 
grievance mechanisms, and educational opportunities 
as alternatives to child labor. Since its inception in 
2009, the comprehensive monitoring system had not 
identified any cases of  forced labor, and informants 
confirmed that previous forced labor-related practices 
had been abolished. A minority of  ILAB's informants 
stated that child labor may still occur in rare cases, but 
fewer than 200 children (native Kazakh and migrant) 
currently live on tobacco farms, and the comprehensive 
monitoring system in place in the sector identified only 
one child working in 2012.

ILAB concluded that child labor in Kazakhstan's 
tobacco sector has been significantly reduced. In 
addition, there had been no evidence of  forced labor in 
Kazakhstan's tobacco sector in recent years, and ILAB's 
research suggested the practice has been virtually 
eliminated. If  a case of  child labor or forced labor were 
found in the sector, there are mechanisms in place to 
address the situation in an appropriate manner. As a 
result, ILAB removed tobacco from Kazakhstan from 
the TVPRA List in 2013. •
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Positive Buzz
Public-Private Partnerships to 
Eliminate Child Labor in Nicaragua’s 
Coffee Fields

The Government of  Nicaragua (GON), civil society 
organizations, and the private sector have worked 
together for several years to combat child labor in 
coffee production. The Ministries of  Labor, Health, 
Education, and more recently, the Ministry of  
Welfare, have formed a partnership with civil society 
organizations and coffee producers called Educational 
Bridges (Puentes Educativos) to keep children from 
working in coffee fields during the harvest seasons.  
Through this partnership, coffee producers in 
the departments of  Jinotega and Matagalpa built 
schools and provide ongoing funding for children’s 
education and meals. The GON accredited these 
schools and provides support for teachers.  The GON 
has also passed regulations that prohibit children 
from working in the harvest and supports the Coffee 
Harvest Plan, a policy that promotes a comprehensive 
approach to eliminating child labor in coffee 
production in Jinotega.  

The partnership expanded in 2012 and 2013, with 
additional coffee producers pledging to eliminate child 
labor from their plantations and making commitments 
to provide decent salaries and working conditions for 
adult employees. For his leadership in this program, 
one of  these coffee producers, Mr. Isidro León-York, 
was awarded DOL’s 2013 Iqbal Masih Award for the 
Elimination of  Child Labor. Mr. León-York, the first 
recipient of  this award from the private sector, has 
eliminated child labor from his own coffee farm, which 
employs over 760 workers. He used a portion of  his 
farm’s profits to fund a school for the children of  workers 
and has helped provide workers and their families with 
decent wages, food, and health care.7 Mr. León-York and 
other producers have fostered partnerships with coffee 
roasters, exporters, and international actors in the value 
chain to further advocate for a reduction in child labor 
and promote children’s access to education across the 
Nicaraguan coffee sector. •
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Taking Steps Forward
Child Labor in Cocoa Production 
in Cote d’Ivoire

In 2013, the Government of  Côte d’Ivoire (GCI) 
made important strides in efforts to reduce child labor, 
particularly in the cocoa sector. Under the direction of  
the First Lady of  Côte d’Ivoire, the GCI committed 
over $10 million to implement the National Action 
Plan Against Trafficking, Exploitation and Child Labor 
(NAP). The GCI also continued to participate in three 
DOL-funded regional projects, totaling $22.9 million, 
to reduce the worst forms of  child labor in cocoa-
growing regions of  both Côte d’Ivoire and Ghana. The 
government has an approval and coordination process 
for proposed child labor projects in order to ensure 
the projects are strategically coordinated and meet 
the objectives outlined under the NAP. The process 
involves approval and coordination committees, 
consisting of  government officials, international 
organizations, and civil society representatives.

The GCI also has established a child labor monitoring 
system (CLMS) in 19 cocoa-growing communities. 

The CLMS uses regional, departmental, and 
community-based committees to monitor for child labor, 
identify children in or at risk of  becoming involved in 
child labor, and connect them to appropriate services.  
The committees are comprised of  governmental, non-
governmental, and international organizations.  The 
GCI plans to expand its CLMS to all cocoa-growing 
communities in the future. Information gathered 
through the CLMS will provide a more comprehensive 
picture of  child labor in these communities. The 
GCI has also increased funding for child labor law 
enforcement, hired new inspectors and trained them on 
child labor issues, and tried cases of  child trafficking.

Under the coordination of  the government and in 
alignment with the NAP, the International Chocolate and 
Cocoa Industry (Industry) funds and implements projects 
to combat child labor in the cocoa sector. In particular, 
Industry has provided $10 million in funding for projects 
in Côte d’Ivoire and Ghana as part of  their commitment 
under the Declaration of  Joint Action to Support Implementation 
of  the Harkin-Engel Protocol, signed by the U.S. Secretary 
of  Labor, the Governments of  Côte d’Ivoire and Ghana, 
and Industry in 2010. Industry’s funding matches the 
amount pledged by DOL under this Declaration. •  
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Quarries are No Place for Kids 
Child Labor in Benin’s Granite 
Industry

In 2013, the Government of  Benin (GOB), supported 
by the DOL-funded Economic Community of  West 
African States II (ECOWAS II) project, made progress 
in eliminating child labor in the granite sector. 
Since the beginning of  the ECOWAS II program in 
2011, more than 1,700 children working in granite 
have received educational services, and over 1,100 
households have received livelihoods support.  The 
GOB, together with the project, implemented a pilot 
CLMS in several granite quarry communities within 
five zones. The CLMS operates through local child 
protection committees, enabling a community-based 
response to the worst forms of  child labor. In addition, 
the GOB’s Director General of  Mines established two 
“children’s spaces” in Parakou, a granite-mining area 
of  the country. These spaces are designed to protect 
children less than 6 years who previously accompanied 
their mothers in the quarries from illness or injury in 
the workplace and increase their mothers’ productivity. 
Furthermore, in their Annual Work Plan 2014, the 
Directorate General of  Labor made an initial provision 
of  $34,000 to fund small activities related to the 
CLMS, demonstrating the GOB’s commitment to 
ensuring the sustainability of  the program’s goals.

Private sector actors and civil society in Benin, both 
independently and together with the GOB, are also 
working to combat the phenomenon. The GOB and 
Beninese Workers Associations signed a bipartite 
declaration to increase efforts and collaboration to 
reduce child labor. The joint declaration encourages 
the GOB to strengthen the public procurement 
systems so that public funds are not used to buy goods 
and services made with child labor. In addition, the 
Ministry of  Labor and the Ministry of  Mines signed a 
commitment charter with artisanal mining associations 
to eliminate child labor in mines and quarries. The 
charter calls on artisanal miners to prohibit children 
under 18 years from working in mines and quarries, 
identify cases of  child labor in mines and quarries, 
remove and rehabilitate children working in mines and 
quarries, and sensitize parents to the dangers children 
face while working in mines and quarries. •
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Safe Waters
Public-Private Action in the Thai 
Shrimp and Seafood Processing 
Industry

When ILAB placed shrimp from Thailand on the 
TVPRA List in 2009, the Thai government and 
international buyers of  Thai shrimp products put 
substantial pressure on the industry to improve its 
practices.  The resulting Good Labor Practices program 
(GLP), developed by the ILO in cooperation with 
the Thai Ministry of  Labor’s Department of  Labor 
Protection and Welfare (DLPW), the Department of  
Fisheries (DoF) and the Thai Frozen Foods Association 
(TFFA), supports the improvement of  industry-wide 
labor standards through self-regulation with the goal 
of  giving enterprises a competitive edge in export 
markets.  More specifically, it promotes training and 
good practices for the prevention and elimination of  
forced and child labor and the general improvement 
of  workplace conditions at all points in the shrimp and 
seafood processing supply chain.
     
The GLP Guidelines for Primary Processing Workplaces in 
the Shrimp and Seafood Industry of  Thailand was developed 
by the key stakeholders and signed and launched by 
the Thai Minister of  Labor in 2013. These Guidelines 
provide information for supply chain enterprises on 
developing human resource management, worker 
support and occupational safety and health (OSH) 
management systems that help them identify the flaws 
in policies and procedures that enable hazardous child 
labor, as defined under the Labor Protection Act, B.E. 
2541, and forced labor to occur. 

The TFFA and the ILO work together to use the 
Guidelines to raise awareness, consult, and train businesses 
in the industry.  Awareness campaigns aim to dispel 
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misconceptions about child and forced labor and 
highlight employers’ obligations, children’s rights, and 
hazardous child labor, and provide concrete, practical 
resources for employers from each industry in the 
supply chain to recognize risks and take concrete steps 
to prevent them.  Direct consultations with enterprises 
provide insight into companies’ operations and how 
and where hazardous child labor occurs in the industry 
supply chain.The consultation process provides a 
non-threatening and constructive forum for dialogue.  
These consultations with stakeholders throughout the 
supply chain encourage employers to take ownership 
of  eliminating forced and child labor through providing 
tools, such as OSH manuals and checklists, and to 
empower enterprises to conduct their own internal 
evaluations and create a platform for dialogue to discuss 
industry concerns, capacity and strategies.  Training 
programs are designed to directly address key areas 
identified during consultations.  Training is provided 
through industry associations, NGOs and workshops 
to both formal and informal enterprises to build 
understanding and awareness of  GLP and internalize 
and effectively implement the GLP principles and 
standards.GLP training programs include community 
engagement and outreach in order to account for the 
living and working situations of  the workers and their 
families.This area of  work is coordinated with local 
government and NGOs active in the area and ensures 
that GLP training programs are informed by local 
context and workers priorities.  Some of  the specific 
worker priorities that have been incorporated into 
GLP trainings include the integration of  complaints 
mechanisms, encouraging workplaces to provide daycare 
facilities, providing OSH training, and supporting 
flexible education for children of  legal working age. 

In today’s global supply chains, ensuring compliance 
with labor standards is a complex undertaking, and a 
variety of  actors have important roles to play.  First and 
foremost, governments must pass strong laws and enforce 
them effectively.  During 2013, the Thai DLPW Labor 
Inspectorate targeted workplace inspections to include 
enterprises at highest risk of  violating laws on child 
labor, forced labor and migrant employment, including 
in the shrimp, fishing and seafood processing industries. 
It is critical that the Government of  Thailand provide a 
sufficient number of  inspectors, including interpreters 
to facilitate communication with migrant workers, to 
adequately enforce labor laws.  It also must improve 
mechanisms for labor complaints, and apply penalties 
to violators of  labor laws that adhere to the penalties 
prescribed by law and will deter future violations.

Nothing can substitute for the critical role of  
governments and workers’ organizations in ensuring 
compliance with labor standards, but in places where 
these mechanisms are not fully developed, private sector 
compliance initiatives fill an important gap. The GLP 
provides shrimp and seafood processing companies 
the opportunity to demonstrate how improving labor 
practices and standards throughout the supply chain, 
combined with human resource and other social service 
initiatives,  gives enterprises a competitive edge in 
export markets.  The Thai Government is exploring 
opportunities to apply the GLP to other export 
industries in Thailand, such as sugar and garments. •
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Stitching Together
Collaborative Efforts to Combat 
Forced Labor in Brazil’s Garment 
Sector

In 2012, DOL placed garments from Brazil on the 
TVPRA List based on sources dating from 2006-
2012.  These sources indicated that adults - mostly 
immigrants from Bolivia, Peru and Paraguay, but also 
some Brazilian nationals - worked under forced labor 
conditions in a variety of  labor-intensive, garment 
production-related activities.  The sources also 
indicated that adult migrant laborers faced retention 
of  identity documents, physical confinement, 
withholding of  wages, degrading living conditions, 
forced overtime, threat of  dismissal, and other 
practices that are indicators of  forced labor.  These 
forced labor practices in the production of  garments 
were taking place in small workshops across the 
metropolitan region of  São Paulo. 

In September 2013, representatives from the 
Associação Brasileira da Indústria Têxtil e de Confecção 
(ABIT), the Brazil Industries Coalition (BIC), and 
the Brazilian Trade and Investment Promotion 
Agency (ApexBrasil) contacted DOL to discuss the 
possibility of  removal of  garments from the TVPRA 
List.  To consider such removal, DOL has engaged 
with ABIT, BIC, and ApexBrasil to implement a 
Joint Action Plan.  Through the Joint Action Plan, 
the participants sought to better understand the 
current prevalence and nature of  forced labor in 
the garment sector; analyze efforts on the part of  
various government, industry, and civil society actors 
to combat forced labor in the sector; and determine 
whether forced labor remains a problem.

As part of  this process, DOL received and analyzed 
various materials on Brazilian government efforts to 
combat forced labor, including a report with data on 
labor inspections in garment production provided by 
Brazil’s Ministry of  Labor and Employment (MTE).  
Key government efforts include:

•  A robust legal framework on forced labor.
•  MTE inspections for forced labor in the garment 

sector.
•  The Lista Suja (Dirty List), a listing of  employers 

found exploiting workers under slave-like 
conditions; listed companies are banned from 
acquiring credit from state-owned banks.

•  The Second National Plan to Eradicate Slave 
Labor, which establishes the policy framework to 
address forced labor. 

•  The National Commission on the Eradication of  
Slave Labor (CONATRAE), which is responsible 
for implementing the Second National Plan to 
Eradicate Slave Labor, with participation of  
representatives from the executive, legislative, 
and judicial branches and representatives of  civil 
society.  

•  The Parliamentary Investigation Commission on 
Slave Labor, which investigates slavery or slave-
like labor in rural and urban activities throughout 
Brazil.

•  Assistance to victims of  forced labor such as 
unemployment benefits, social services, and 
permanent visa status for foreign victims of  forced 
labor.

In addition to these government efforts, DOL also 
sought to better understand the efforts of  industry 
and civil society groups.  ABIT is a member of  the 
National Pact for the Eradication of  Slave Labor, 
a multi-stakeholder initiative that seeks to improve 
working conditions in sectors where forced labor has 
been found.  Brazilian private sector organizations 
have established supply chain social compliance 
programs, including ABIT’s Selo Qual program and 
the Brazilian Association of  Textile Retail’s ABVTEX 
program.  ABIT, BIC, and other private sector 
groups also engage in various forms of  consultation 
with communities affected by forced labor.  Civil 
society efforts to combat forced labor in the sector 
are also robust.  NGOs participate with government 
agencies on committees such as the CONTRAE, to 
discuss and help to develop policies and activities to 
address immigration, forced labor, and trafficking 
in persons.  Some NGOs monitor the forced labor 
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inspections made by the government; some NGOs 
periodically visit sewing shops to conduct technical 
evaluations of  occupational safety and health issues 
and disseminate information to employers and 
employees about safety, legal procedures regarding 
company regularization, employee registration, 
and other topics.  Many NGOs offer legal advice to 
immigrants, especially in cases of  labor problems. 

While government, private sector, and civil society 
efforts in the sector had been robust, information 
was still needed on the current prevalence of  forced 
labor in the sector.  To this end, ApexBrasil funded 
a research study carried out by University of  São 
Paulo between March and May 2014, which provided 
a historical and legal analysis of  Brazil’s garment 
sector, with a focus on the formal sector.  This report 
was presented to DOL representatives in Washington, 
D.C. by the chief  investigator on June 17, 2014.  The 
study did not include any information about the 
prevalence of  forced labor in the sector.

Simultaneously, DOL carried out a qualitative 
assessment that included a desk review of  current 
academic research on the subject, monitored credible 

media outlets in Brazil and Bolivia, and interviewed 
key informants from civil society and academic 
institutions.  In all, DOL analyzed 21 documents 
and conducted five key informant interviews.  
These new sources indicate that that forced labor 
in garment production continues to persist in the 
metropolitan region of  São Paulo and surrounding 
areas.  New forced labor victims continue to be 
identified, some working in unregistered businesses 
and some working “under the table” in registered 
businesses. DOL’s interviews confirmed that the 
government has increased the number of  inspections 
in the formal sector, but not necessarily in the 
informal sector.  DOL remains committed to 
continuing to engage in the Joint Action Plan 
process with ABIT, BIC, ApexBrasil, and other 
interested parties in order to continue to expand 
our shared understanding of  forced labor in the 
garment sector.  More data is needed on the extent 
of  the problem in both registered and unregistered 
businesses.  In addition, it is critical that the GOB 
continue its efforts to formalize garment workers, 
and step up efforts to identify forced laborers in all 
types of  workplaces and enforce laws enacted to 
protect them. •
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Research Methodology

Research Focus

The research methodology used to compile the 
TVPRA List is based on ILAB’s Procedural Guidelines. 
For this edition, ILAB reviewed new information on 
goods from 150 countries and territories. See below for 
a link to the list of  these countries and territories. ILAB 
continues to carry out research for future editions of  the 
TVPRA List.

Population Covered

In researching child labor, ILAB focused on children 
under the age of  18 years. For forced labor, the research 
covered workers of  all ages. The population included 
persons in foreign countries only, as directed by statute. 
Populations within the United States were not included 
in this study.

Nature of Employment

Where ILAB research indicated situations of  
exploitative working conditions, these situations were 
reviewed to determine whether they constituted 
“child labor” or “forced labor” under international 
labor standards. ILAB’s complete definitions of  child 
labor and forced labor can be found in its Procedural 
Guidelines.

“Child labor’’ under international standards means all 
work performed by a person below the age of  15. It also 
includes all work performed by a person below the age of  
18 in the following practices: (A) All forms of  slavery or 
practices similar to slavery, such as the sale or trafficking 
of  children, debt bondage and serfdom, or forced or 
compulsory labor, including forced or compulsory 
recruitment of  children for use in armed conflict; (B) 
the use, procuring or offering of  a child for prostitution, 
for the production of  pornography or for pornographic 
purposes; (C) the use, procuring or offering of  a child 
for illicit activities in particular for the production and 
trafficking of  drugs; and (D) work which, by its nature or 
the circumstances in which it is carried out, is likely to 
harm the health, safety or morals of  children.8   

The definitions used in developing the TVPRA List 
are based on standards adopted by the ILO. The ILO 
has adopted two conventions relating to child labor, 
the Minimum Age Convention, 1973 (C. 138) and 
the Worst Forms of  Child Labor Convention, 1999 
(C. 182). The ILO has also adopted two conventions 
relating to forced labor, the Forced Labor Convention, 
1930 (C. 29) and the Abolition of  Forced Labor 
Convention, 1957 (C. 105). 

“Forced labor’’ under international standards 
means all work or service which is exacted from 
any person under the menace of  any penalty for its 
nonperformance and for which the worker does not 
offer himself  voluntarily, and includes indentured 
labor. ‘‘Forced labor’’ includes work provided or 
obtained by force, fraud or coercion, including: (1) 
by threats of  serious harm to, or physical restraint 
against any person; (2) by means of  any scheme, 
plan or pattern intended to cause the person to 
believe that, if  the person did not perform such 
labor or services, that person or another person 
would suffer serious harm or physical restraint; or 
(3) by means of  the abuse or threatened abuse of  
law or the legal process.9   

Evidence of  child labor and forced labor was 
considered separately to determine whether – for 
each good on the TVPRA List – there should be a 
finding that child labor, forced labor, or both were 
used in the production of  the good in violation of  
international standards. Some goods are listed as 
produced with both child labor and forced labor, 
but this does not necessarily mean that the goods 
were produced with forced child labor.

Sector of Employment

The TVPRA List comprises goods from the 
agricultural, manufacturing, and mining/quarrying 
sectors, as well as pornography. ILAB’s research did 
not include the service sector, which was beyond the 
scope of  the legislated mandate.
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Type of Employment

Research covered all economic activity for adults and 
children in the production of  goods, including formal 
and informal sector production and goods produced 
for personal and family consumption.10 Examples of  
informal sector activity include day labor hired without 
contract; small-scale farming and fishing; artisanal 
mining and quarrying; and manufacturing work 
performed in home-based workshops. 

The TVPRA List includes many goods for which ILAB 
has evidence of  child labor or forced labor only in 
informal sector production.  These include garments 
from Bangladesh, gold from Suriname, and tobacco 
from Tanzania. 

Some illicit goods are also included in the TVPRA 
List; this is not intended to condone or legitimize the 
production or consumption of  these goods.

Stage of Production

Goods are placed on the TVPRA List at the stage 
of  production at which ILAB determined that there 
was reason to believe that child labor or forced labor 
was involved. For example, if  there was reason to 
believe that child labor or forced labor was used in 
the extraction, harvesting, assembly or production 
of  raw materials or component articles and these 
materials or articles are subsequently used as inputs 
in the manufacture or processing of  final goods under 
non-violative conditions, only the raw materials or 
component articles are included on the TVPRA List 
and only for those countries where they were extracted, 
harvested, assembled or produced. If  child labor 
or forced labor was used in both the production or 
extraction of  raw materials or component articles and 
the manufacture or processing of  final goods, the raw 
materials or component articles and the final goods are 
included on the TVPRA List for those countries where 
the violative conditions were found. In placing items 
on the TVPRA List, ILAB names the most specific 
good possible given the available evidence.  Therefore, 
ILAB may identify child labor or forced labor in the 

production of  a general category of  good from one 
country (e.g., stones from Nepal), while it may have 
evidence of  labor exploitation in the production of  a 
more precise good from another country (e.g., limestone 
from Egypt). However, ILAB does not place broad 
sectors on the TVPRA List. For example, though 
there is evidence of  child labor in agriculture in nearly 
every country in the world, ILAB would not include 
“agricultural goods” on the TVPRA List. However, 
when there is credible evidence of  child labor or forced 
labor in a particular agricultural good, that specific 
good would be included on the TVPRA List.

Market for Goods

Most economically active children are involved 
in the production of  goods or services for local 
consumption,11  rather than for international trade. 
Data is limited on the consumption patterns of  goods 
made with forced labor. In conducting research, 
ILAB did not distinguish between goods produced 
for domestic consumption and for export, due to 
data limitations and because this was not part of  the 
mandate of  the TVPRA.
  
Data Sources and Analysis

Sources and Collection of Data

To ensure a transparent process, ILAB did not use 
any information in developing the TVPRA List that 
is unavailable to the public, such as government-
classified information. ILAB utilized a wide variety 
of  publicly-available primary and secondary sources 
to conduct the research. Primary sources include 
original quantitative and qualitative research studies 
and other data or evidence gathered first-hand, while 
secondary sources are those that cite, comment on or 
build upon primary sources. ILAB’s primary sources 
included surveys carried out by foreign governments in 
conjunction with the ILO; site visits and data gathered 
by ILAB staff and other U.S. Government personnel; 
and quantitative and qualitative studies carried out 
by a variety of  governmental and nongovernmental 
entities, including academic institutions. Where 
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available, ILAB relied on statistically representative 
studies in which participants are chosen through 
random sampling. This type of  research produces 
reliable estimates of  the number of  individuals in child 
labor or forced labor working in particular activities in 
a given sector or geographic area. Because these studies 
provide empirical, quantitative evidence about both the 
nature and prevalence of  the problem, ILAB sometimes 
based a determination to add a good to the TVPRA List 
on a single, representative survey when it was confident 
in the rigor of  the methodology and execution. 

ILAB’s secondary sources included information 
reported by U.S. Government agencies, foreign 
governments and civil society organizations, including 
reporting from U.S. Government-funded technical 
assistance projects. The Department of  State and U.S. 
embassies and consulates abroad provided important 
information by gathering data from local contacts, 
conducting site visits and reviewing local media sources. 
ILAB issued a notice in the Federal Register requesting 
information from the public on child labor and forced 
labor in the production of  goods globally and reached 
out to the embassies of  all countries researched (see 
Appendix A) requesting this information, as well. ILAB 
monitored reports from international institutions, non-
governmental organizations, academic journals and 
media sources on an ongoing basis. 

Data Analysis

The TVPRA mandates DOL to publish a list of  goods 
that ILAB has “reason to believe” are produced using 
forced or child labor in violation of  international 
standards. ILAB implemented this “reason to believe” 
standard by establishing five factors to be considered 
in evaluating information. These five factors were 
included in ILAB’s Procedural Guidelines. 

1.  Nature of  information. Whether the information 
about child labor or forced labor gathered from 
research, public submissions, hearing testimony or 
other sources is relevant, probative and meets the 
definitions of  child labor or forced labor.

2.  Date of  information. Whether the information about 
child labor or forced labor is no more than 7 years 
old at the time of  receipt. More current information 
will generally be given priority, and information 
older than 7 years will generally not be considered.12 

3.  Source of  information. Whether the information, either 
from primary or secondary sources, is from a source 
whose methodology, prior publications, degree 
of  familiarity and experience with international 
labor standards and/or reputation for accuracy 
and objectivity warrants a determination that it is 
relevant and probative.

4.  Extent of  corroboration. The extent to which the 
information about the use of  child labor or forced 
labor in the production of  a good(s) is corroborated 
by other sources.

5.  Significant incidence of  child labor or forced labor. Whether 
the information about the use of  child labor or 
forced labor in the production of  a good(s) warrants 
a determination that the incidence of  such practices 
is significant in the country in question. Information 
that relates only to a single company or facility or 
that indicates an isolated incident of  child labor 
or forced labor will not ordinarily weigh in favor 
of  a finding that a good is produced in violation 
of  international standards. Information that 
demonstrates a significant incidence of  child labor 
or forced labor in the production of  a particular 
good, although not necessarily representing a 
practice in the industry as a whole, will ordinarily 
weigh in favor of  a finding that a good is produced 
in violation of  international standards.

For each good that was reviewed, ILAB evaluated 
each data source against each of  the five criteria. 
ILAB researchers applied the criteria consistently 
across goods and countries so that ultimate findings of  
“reason to believe” are consistent worldwide. 

When ILAB found reason to believe that child labor or 
forced labor was used in the production of  a particular 
good, prior to adding that good to the TVPRA List 
ILAB also considered evidence of  government, 
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industry or third party initiatives to combat the 
problem. This included evidence about ongoing 
initiatives brought to our attention through public 
submissions. If  ILAB determined that the problem of  
child labor or forced labor persisted despite existing 
efforts to address the issue, the good was still added to 
the TVPRA List.

Limitations

Data Availability

A wide range of  challenges contributes to the continued 
scarcity of  information on international child labor and 
forced labor.

Countries Not Appearing on the  
TVPRA List

A country’s absence from the TVPRA List does not 
necessarily indicate that child labor and/or forced labor are 
not occurring in the production of  goods in that country. 
Data can be unavailable for various reasons, including 
both research and policy considerations. Forced laborers 
often work in isolated locations, such as rural areas, or 
clandestine settings, such as workshops hidden in large 
cities. Research survey methodologies on such hard-to-
reach populations, especially for individuals in forced labor, 
are still in developmental stages and continue to be piloted 
and refined in order to capture the appropriate constructs. 
While research on child labor is more advanced, and has 
gone beyond population estimates, data on the specific 
types of  work in which children are involved beyond 
aggregated industry data is still not collected in a universal 
manner. For example, national child labor surveys often 
produce estimates of  the number of  children working 
in agriculture, but statistics are often not available on the 
specific agricultural goods children are producing. Policy 
decisions that affect the availability of  data on child labor 
or forced labor include government failure to allocate 
sufficient financial resources or hesitancy to collect and 
make publicly available data on such sensitive issues. 
The existence of  child labor and forced labor also often 
involves violations of  laws and regulations, including 
serious criminal violations in some cases. Information may 

be intentionally suppressed to protect powerful interests, 
in the face of  which the victims of  these egregious labor 
practices may be too vulnerable or politically weak to 
assert their rights or even communicate their situations. 
Among the 150 countries and territories researched for this 
edition of  the TVPRA List, there were several for which 
ILAB could not find adequate information to determine 
that any goods should be placed on the TVPRA List 
because very little recent research has been done. This 
was the case, for example, in Algeria, Gabon, Guyana, 
Jamaica, Maldives, Morocco, South Africa, Swaziland, 
Togo, Tunisia, and Venezuela.

Countries with Data Gaps on the  
TVPRA List

ILAB’s TVPRA List includes goods from some 
countries known to restrict data collection on forced 
labor and child labor or to suppress information 
dissemination. Examples include Burma, China, Iran, 
North Korea, and Uzbekistan. If  ILAB was able to 
find even limited sources, despite data availability 
constraints, indicating significant incidence of  forced 
labor or child labor in the production of  a particular 
good, and these sources were judged credible and 
timely, ILAB determined that there was “reason to 
believe” that child labor or forced labor was occurring 
with respect to that good.

Countries with Disproportionate 
Representation on the TVPRA List

Some countries with relatively large numbers of  goods 
on the TVPRA List may not have the most serious 
problems of  child labor or forced labor. Often, these 
are countries that have more openly acknowledged 
the problems, have better research and have allowed 
information on these issues to be disseminated. 
Such countries include Argentina, Bolivia, Brazil, 
Colombia, Ecuador, El Salvador, India, Kenya, Mexico, 
Philippines, Tanzania, Turkey, Uganda, and Zambia. 
The number of  goods on the TVPRA List from any 
particular country should not be interpreted as a direct 
indicator that these countries have the most extensive 
problems of  child labor or forced labor.
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Generalizability of Findings

The TVPRA List is comprised of  goods and countries 
that ILAB found to have a significant incidence of  child 
labor and/or forced labor. However, it is important to 
understand that a listing of  any particular good and 
country cannot be generalized to all production of  
that good in the country. In a given country there may 
be firms that produce the good in compliance with 
the law and international standards, and others that 
employ child labor and forced labor. The TVPRA List 
does not name specific companies using child labor or 
forced labor. It would be immensely difficult for ILAB 
to attempt to track the identity of  every company 
producing a good using child labor or forced labor. In 
addition, it is ILAB’s experience that child labor and 
forced labor frequently occur in small local enterprises, 
for which company names, if  they are available, have 
little relevance. ILAB is also aware that it is often a 
simple matter to change or conceal the name of  a 
company. Consequently, ILAB has concluded that 
seeking to track and name individual companies would 
be of  limited value to the primary purpose of  the 
TVPRA List, which is to promote ameliorative efforts 
at the country level.
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Procedural Guidelines for the Development and 
Maintenance of the List of Goods From Countries 
Produced by Child Labor or Forced Labor



73374 Federal Register / Vol. 72, No. 247 / Thursday, December 27, 2007 / Notices 

Type of Review: Extension of a 
currently approved collection of 
information. 

Agency: Office of the Solicitor. 
Title: Equal Access to Justice Act. 
OMB Number: 1225–0013. 
Affected Public: Individuals or 

household; Business or other for-profit; 
Not-for-profit institutions; Federal 
Government; State, Local or Tribal 
Government. 

Number of Respondents: Varies by 
year; usually less than 10. 

Frequency: On occasion. 
Total Responses: See Number of 

Respondents. 
Average Time per Response: 5 hours. 
Estimated Total Burden Hours: 50 

hours. 
Total annualized capital/startup 

costs: $0. 
Total Annualized costs (operation 

and maintenance): $0. 
Comments submitted in response to 

this notice will be summarized and may 
be included in the request for OMB 
approval of the final information 
collection request. The comments will 
become a matter of public record. 

Signed this 19th day of December, 2007. 
William W. Thompson, II, 
Associate Solicitor for Management and 
Administrative Legal Services. 
[FR Doc. E7–25120 Filed 12–26–07; 8:45 am] 
BILLING CODE 4510–23–P 

DEPARTMENT OF LABOR 

Office of the Secretary 

Notice of Procedural Guidelines for the 
Development and Maintenance of the 
List of Goods From Countries 
Produced by Child Labor or Forced 
Labor; Request for Information 

AGENCY: Bureau of International Labor 
Affairs, Department of Labor. 
ACTION: Notice of procedural guidelines 
for the development and maintenance of 
a list of goods from countries produced 
by child labor or forced labor in 
violation of international standards; 
Request for information. 

SUMMARY: This notice sets forth final 
procedural guidelines (‘‘Guidelines’’) for 
the development and maintenance of a 
list of goods from countries that the 
Bureau of International Labor Affairs 
(‘‘ILAB’’) has reason to believe are 
produced by child labor or forced labor 
in violation of international standards 
(‘‘List’’). The Guidelines establish the 
process for public submission of 
information, and the evaluation and 
reporting process to be used by the U.S. 
Department of Labor’s (‘‘DOL’’) Office of 

Child Labor, Forced Labor, and Human 
Trafficking (‘‘Office’’) in maintaining 
and updating the List. DOL is required 
to develop and make available to the 
public the List pursuant to the 
Trafficking Victims Protection 
Reauthorization Act of 2005. This notice 
also requests information on the use of 
child labor and/or forced labor in the 
production of goods internationally, as 
well as information on government, 
industry, or third-party actions and 
initiatives to address these problems. 
This information will be used by DOL 
as appropriate in developing the initial 
List. 
DATES: This document is effective 
immediately upon publication of this 
notice. Information submitted in 
response to this notice must be received 
by the Office no later than March 26, 
2008. Information received after that 
date may not be taken into 
consideration in developing DOL’s 
initial List, but such information will be 
considered by the Office as the List is 
maintained and updated in the future. 
TO SUBMIT INFORMATION, OR FOR FURTHER 
INFORMATION, CONTACT: Director, Office 
of Child Labor, Forced Labor, and 
Human Trafficking, Bureau of 
International Labor Affairs, U.S. 
Department of Labor at (202) 693–4843 
(this is not a toll-free number). 
Information may be submitted by the 
following methods: 

• Facsimile (fax): ILAB/Office of 
Child Labor, Forced Labor, and Human 
Trafficking at 202–693–4830. 

• Mail, Express Delivery, Hand 
Delivery, and Messenger Service: Charita 
Castro or Rachel Rigby at U.S. 
Department of Labor, ILAB/Office of 
Child Labor, Forced Labor, and Human 
Trafficking, 200 Constitution Ave., NW., 
Room S–5317, Washington, DC 20210. 

• E-mail: ilab-tvpra@dol.gov. 
SUPPLEMENTARY INFORMATION: Section 
105(b)(1) of the Trafficking Victims 
Protection Reauthorization Act of 2005 
(‘‘TVPRA of 2005’’), Public Law 109– 
164 (2006), directed the Secretary of 
Labor, acting through the Bureau of 
International Labor Affairs, to ‘‘carry out 
additional activities to monitor and 
combat forced labor and child labor in 
foreign countries.’’ Section 105(b)(2) of 
the TVPRA, 22 U.S.C. 7112(b)(2), listed 
these activities as: 

(A) Monitor the use of forced labor 
and child labor in violation of 
international standards; 

(B) Provide information regarding 
trafficking in persons for the purpose of 
forced labor to the Office to Monitor and 
Combat Trafficking of the Department of 
State for inclusion in [the] trafficking in 
persons report required by section 

110(b) of the Trafficking Victims 
Protection Act of 2000 (22 U.S.C. 
7107(b)); 

(C) Develop and make available to the 
public a list of goods from countries that 
the Bureau of International Labor Affairs 
has reason to believe are produced by 
forced labor or child labor in violation 
of international standards; 

(D) Work with persons who are 
involved in the production of goods on 
the list described in subparagraph (C) to 
create a standard set of practices that 
will reduce the likelihood that such 
persons will produce goods using the 
labor described in such subparagraph; 
and 

(E) Consult with other departments 
and agencies of the United States 
Government to reduce forced and child 
labor internationally and ensure that 
products made by forced labor and child 
labor in violation of international 
standards are not imported into the 
United States. 

The Office carries out the DOL 
mandates in the TVPRA. These 
Guidelines provide the framework for 
ILAB’s implementation of the TVPRA 
mandate, and establish procedures for 
the submission and review of 
information and the process for 
developing and maintaining the List. In 
addition to the Office’s efforts under the 
TVPRA, the Office conducts and 
publishes research on child labor and 
forced labor worldwide. The Office 
consults such sources as DOL’s Findings 
on the Worst Forms of Child Labor; the 
Department of State’s annual Country 
Reports on Human Rights Practices and 
Trafficking in Persons Reports; reports 
by governmental, non-governmental, 
and international organizations; and 
reports by academic and research 
institutions and other sources. 

In addition to reviewing information 
submitted by the public in response to 
this Notice, the Office will also conduct 
a public hearing to gather information to 
assist in the development of the List. 
The Office will evaluate all information 
received according to the processes 
outlined in these Guidelines. Goods that 
meet the criteria outlined in these 
Guidelines will be placed on an initial 
List, published in the Federal Register 
and on the DOL Web site. DOL intends 
to maintain and update the List over 
time, through its own research, 
interagency consultations, and 
additional public submissions of 
information. Procedures for the ongoing 
maintenance of the List, and key terms 
used in these Guidelines, are described 
in detail below. 
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Public Comments 

On October 1, 2007, ILAB published 
a Federal Register notice of proposed 
procedural guidelines, requesting public 
comments on the proposed guidelines 
(72 FR 55808 (Oct. 1, 2007)). The notice 
provided a 30-day period for submitting 
written comments, which closed on Oct. 
31, 2007. Written comments were 
received from nine parties. Several of 
the comments strongly supported the 
Department’s efforts to combat child 
labor and forced labor. All of the 
comments were given careful 
consideration and where appropriate, 
changes were made to the Guidelines. 
The comments and any revisions to the 
proposed Guidelines are explained in 
detail below. 

A. Comments Concerning the Office’s 
Evaluation of Information 

Several commenters questioned the 
Department’s decision to consider 
information up to seven years old. One 
commenter asserted that even one-year- 
old information should be considered 
too dated to be relevant. The 
Department appreciates the importance 
of using up-to-date information. It is 
also the Office’s experience that the use 
of child labor and forced labor in a 
country or in the production of a 
particular good typically persists for 
several years, particularly when no 
meaningful action is taken to combat it. 
Information about such activities is 
often actively concealed. Information 
that is several years old therefore can 
provide useful context for more current 
information. The Office will consider 
the date of all available information, 
and, as stated in the proposed 
Guidelines, ‘‘more current information 
will generally be given priority.’’ 

One commenter questioned how the 
Office would treat information on 
government efforts to combat the use of 
child labor and forced labor, stating that 
where a government undertakes 
voluntary efforts to regulate the 
production of goods and/or prosecutes 
incidents of child labor or forced labor, 
such government initiatives should not 
result in designating a particular good 
on the List. In response, the Office 
affirms the important role of 
government law enforcement, as well as 
other government, private sector, and 
third-party voluntary actions and 
initiatives to combat child labor and 
forced labor such as company and 
industry codes of conduct. However, the 
Office notes that some voluntary 
actions, as with some enforcement 
actions, are more effective than others. 
For example, some prosecutions may 
result in minimal or suspended 

sentences for the responsible parties, 
and some voluntary actions by 
government, industry, or third parties, 
may be ineffective in combating the 
violative labor practices at issue. 
Accordingly, in determining whether to 
include a good and country on the List, 
the Office will consider particularly 
relevant and probative any available 
evidence of government, industry, and 
third-party actions and initiatives that 
are effective in significantly reducing if 
not eliminating child labor and forced 
labor. 

Two commenters questioned why the 
Office would not consider confidential 
information in a submission, with one 
commenter stating that a submitter 
should have the option of providing 
information containing confidential 
information to the Office while also 
providing a redacted version for public 
release. In response, the Office has 
clarified its handling of submissions 
containing confidential, personal, or 
classified information. In the interest of 
maintaining a transparent process, the 
Office will not accept classified 
information in developing the List. The 
Office may request that any such 
information brought to its attention be 
declassified. The Office will accept 
submissions containing confidential or 
personal information, but pursuant to 
applicable laws and regulations may 
redact such submissions before making 
them publicly available. 

B. Comments Concerning the List of 
Goods and Countries 

Several commenters questioned why 
the List includes raw materials and/or 
components directly produced using 
child labor and forced labor, but not 
final goods made in part (indirectly 
produced) with such materials or 
components. Another commenter 
suggested that any final good produced 
indirectly with child labor or forced 
labor at any point in its production 
chain should be placed on the List, and 
that the List should specify where in the 
production chain the child labor or 
forced labor occurred. While the Office 
appreciates the importance of tracking 
raw materials or components produced 
in violation of international child labor 
or forced labor standards through the 
production chain, the difficulty of 
accurately conducting such tracking 
places it beyond the scope of these 
Guidelines. Ideally, the Office would 
have access to public information that 
would permit the comprehensive 
tracking of raw materials and 
component parts in the global supply 
chain, but the Office is unaware of any 
such publicly available information. 
Moreover, the Office is aware that many 

goods used as raw materials or 
components in the production of other 
goods may be sourced from multiple 
locations within a country or even from 
several different countries. 
Consequently, it would likely be 
extremely difficult to develop reliable 
information on the final destination or 
use of every good produced with child 
labor or forced labor. Inasmuch as the 
primary purpose of the List is to 
promote efforts at the country level to 
combat child labor and forced labor, 
that purpose is best served by 
identifying goods directly produced 
with child labor and forced labor. The 
Office observes that nothing in these 
Guidelines would prevent a member of 
the public from tracking the final 
destination or use of any good on the 
List. 

Several commenters requested that 
the List name individual companies 
using child labor or forced labor, with 
two commenters suggesting that this 
practice would protect entities that do 
not use child labor or forced labor in 
their supply chains, or that might 
otherwise unknowingly trade in such 
goods. One commenter suggested that, 
in addition to listing goods and 
countries, the Office name industries 
using such goods. Another commenter 
suggested that the Office distinguish 
among individual factories within a 
country on the List, to ensure that goods 
not produced with child labor or forced 
labor are not subject to the same 
treatment as goods that are so produced. 
Another commenter suggested that the 
Department hold individual violators 
publicly accountable. 

The TVPRA mandated a List of goods 
and countries, not company or industry 
names. It would be immensely difficult 
for the Office to attempt to track the 
identity of every company and industry 
using a good produced with child labor 
or forced labor. In addition, it is the 
Office’s experience that child labor and 
forced labor frequently occur in small 
local enterprises, for which company 
names, if they are available, have little 
relevance. The Office is also aware that 
it is often a simple matter to change or 
conceal the name of a company. 
Consequently, the Office has concluded 
that seeking to track and name 
individual companies would be of 
limited value to the primary purpose of 
the List, which is to promote 
ameliorative efforts at the country level. 
Moreover, holding individual violators 
accountable would exceed the mandate 
of the TVPRA of 2005. However, the 
TVPRA of 2005 requires that the 
Department work with persons who are 
involved in the production of goods on 
the List to create a standard set of 
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practices to reduce the likelihood that 
such persons will produce goods using 
such labor. The Department intends to 
work with such persons once the initial 
List is developed. 

C. Comments Concerning the 
Development and Maintenance of the 
List 

One commenter suggested that the 
List be updated at regular intervals, and 
at least annually. Another commenter 
noted that the proposed Guidelines do 
not set a limit on how long a good may 
remain on the List, or a time period 
within which DOL must review the 
designation of a particular good. The 
Office anticipates that the addition, 
maintenance, or removal of an item on 
the List will be driven largely by the 
availability of accurate information. The 
Office will conduct its own research on 
goods produced with child labor and 
forced labor, and anticipates that 
additional information used to develop 
and maintain the List will be provided 
by the public. Consequently, the Office 
considers it a more efficient use of 
resources to re-examine goods on the 
List as pertinent information becomes 
available, rather than adhering to a fixed 
review schedule. 

One commenter suggested that the 
Office provide a fixed time period 
within which it will decide whether to 
accept a submission of information. The 
Office has revised section B.3 of the 
Guidelines to remove the possibility 
that a submission of information will 
not be accepted. All submissions of 
information (with the exception of those 
containing classified information) will 
be accepted and evaluated for their 
relevance and probative value. 

One commenter suggested that the 
Guidelines provide that the Office make 
a final determination whether to place 
a good on the List within a specific 
timeframe, such as within 120 days of 
receiving the submission. Although the 
Office intends to expedite its evaluation 
of any information submitted in 
response to this notice, it cannot 
guarantee that the Office’s evaluation of 
a particular submission will be 
completed within a set timeframe. Some 
submissions may require further 
investigation by the Office, and other 
submissions may result in responsive 
submissions by other parties. Setting a 
fixed deadline may result in the 
inclusion or exclusion of a good on the 
List without the most comprehensive 
review possible. 

One commenter suggested that before 
an entry is removed from the List, the 
Office should publish a notice in the 
Federal Register announcing its 
intention to consider removal of the 

entry and giving interested parties an 
opportunity to comment. The Office 
does not intend to provide advance 
notice before an item is added to or 
removed from the List; however, if 
information is submitted that tends to 
support a change to the List, that 
information will be publicly available 
on the Office’s Web site and will 
provide notice to the public that the 
status of a particular good is under 
review. Moreover, the Office retains the 
discretion to request additional 
information from time to time 
concerning a particular good; such a 
request will also provide notice to the 
public that the status of a good is under 
active consideration. 

One commenter suggested that the 
Office ensure that any information 
indicating a possible violation of U.S. 
law is referred to an appropriate law 
enforcement agency. The Department 
has well-established procedures for the 
referral of information indicating a 
possible violation of U.S. laws to 
appropriate law enforcement agencies, 
and these procedures will be followed 
throughout the development and 
maintenance of the List. 

D. Comments Concerning Definitions 
and Terms 

Two commenters were concerned 
about the definitions of child labor and 
forced labor in the proposed Guidelines, 
questioning why they did not expressly 
reference International Labor 
Organization (ILO) conventions 
addressing child labor and forced labor. 
The commenters questioned why there 
were apparent differences between the 
definitions of terms in the proposed 
Guidelines and the corresponding 
definitions in the relevant ILO 
conventions. The Office has carefully 
considered these comments. 
Consequently, the definitions used in 
the final Guidelines have been revised 
to clarify that the Office will apply 
international standards. 

Four commenters questioned the use 
of the terms ‘‘significant incidence’’ and 
‘‘isolated incident’’ in the proposed 
Guidelines. One commenter raised an 
apparent inconsistency between the 
terms ‘‘significant,’’ ‘‘prevalent,’’ and 
‘‘pattern of practice,’’ in the proposed 
Guidelines’ description of the amount of 
evidence that would weigh in favor of 
a finding that a particular good is 
produced in violation of international 
standards. Another commenter stated 
that the terms ‘‘significant’’ and 
‘‘prevalent’’ provide inadequate 
guidance, because they do not address 
the percentage of workplaces in a 
country producing a particular good in 
violation of international standards, or 

whether a good produced in one 
location represents a large or small 
share of a country’s total exports of the 
good. One commenter recommended 
that the terms ‘‘significant’’ and 
‘‘prevalent’’ be replaced with 
‘‘recurring.’’ Another commenter 
recommended that a more precise 
guideline be developed with respect to 
how much child labor or forced labor 
warrants the placement of a good on the 
List. One final commenter on this issue 
suggested that a good be removed from 
the List only if the use of child labor or 
forced labor is ‘‘insignificant,’’ stating 
that that term is more precise than the 
terms used in the proposed Guidelines. 

It is neither possible nor useful to 
precisely quantify the amount or 
percentage of child labor or forced labor 
that will be considered ‘‘significant,’’ 
since what is considered ‘‘significant’’ 
will vary with a number of other factors. 
For that reason, the Guidelines provide 
that a ‘‘significant incidence’’ of child 
labor or forced labor occurring in the 
production of a particular good is only 
one among several factors that would be 
weighed before a good is added to, or 
removed from, the List. Other factors 
include whether the situation described 
meets the definitions of child labor or 
forced labor; the probative value of the 
evidence submitted; the date and 
source(s) of the information; and the 
extent to which the information is 
corroborated. The Guidelines also make 
clear that the Office will consider any 
available evidence of government, 
industry, and third-party actions and 
initiatives that are effective in 
significantly reducing if not eliminating 
child labor and forced labor. However, 
in response to these comments, the 
Office has decided to clarify the nature 
of the information sought by deleting 
the use of the term ‘‘prevalent.’’ The 
Office will also change the phrase, 
‘‘pattern of practice,’’ to ‘‘pattern or 
practice.’’ The suggested terms 
‘‘recurring’’ or ‘‘insignificant’’ provide 
no additional precision. 

Two commenters requested that the 
goods on the List be identified as 
specifically as possible, to avoid 
confusion with similar goods that have 
not been produced using child labor or 
forced labor in violation of international 
standards. Some commenters suggested 
that the List use product codes 
developed for the Harmonized Tariff 
Schedule (HTS), reasoning that the use 
of such codes would both provide more 
specificity and improve interagency 
consultation. The Office intends to 
identify all goods on the List as 
specifically as possible, depending on 
available information. However, parties 
submitting information on a particular 
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good may not have the necessary 
expertise to properly utilize the product 
codes developed for the HTS. 

Another commenter suggested that 
the Office specifically include 
agricultural commodities in the 
definition of ‘‘goods.’’ The Office 
considers that the term ‘‘goods’’ 
includes agricultural products and the 
definition of ‘‘produced’’ in the 
Guidelines expressly covers goods that 
are harvested or farmed. 

Final Procedural Guidelines 

A. Sources of Information and Factors 
Considered in the Development and 
Maintenance of the List 

The Office will make use of all 
relevant information, whether gathered 
through research, public submissions of 
information, a public hearing, 
interagency consultations, or other 
means, in developing the List. In the 
interest of maintaining a transparent 
process, the Office will not accept 
classified information in developing the 
List. The Office may request that any 
such information brought to its attention 
be declassified. If submissions contain 
confidential or personal information, 
the Office may redact such information 
in accordance with applicable laws and 
regulations before making the 
submission available to the public. 

In evaluating information, the Office 
will consider and weigh several factors, 
including: 

1. Nature of information. Whether the 
information about child labor or forced 
labor gathered from research, public 
submissions, hearing testimony, or other 
sources is relevant and probative, and 
meets the definitions of child labor or 
forced labor. 

2. Date of information. Whether the 
information about child labor or forced 
labor in the production of the good(s) is 
no more than 7 years old at the time of 
receipt. More current information will 
generally be given priority, and 
information older than 7 years will 
generally not be considered. 

3. Source of information. Whether the 
information, either from primary or 
secondary sources, is from a source 
whose methodology, prior publications, 
degree of familiarity and experience 
with international labor standards, and/ 
or reputation for accuracy and 
objectivity, warrants a determination 
that it is relevant and probative. 

4. Extent of corroboration. The extent 
to which the information about the use 
of child labor or forced labor in the 
production of a good(s) is corroborated 
by other sources. 

5. Significant incidence of child labor 
or forced labor. Whether the 

information about the use of child labor 
or forced labor in the production of a 
good(s) warrants a determination that 
the incidence of such practices is 
significant in the country in question. 
Information that relates only to a single 
company or facility; or that indicates an 
isolated incident of child labor or forced 
labor, will ordinarily not weigh in favor 
of a finding that a good is produced in 
violation of international standards. 
Information that demonstrates a 
significant incidence of child labor or 
forced labor in the production of a 
particular good(s), although not 
necessarily representing a pattern or 
practice in the industry as a whole, will 
ordinarily weigh in favor of a finding 
that a good is produced in violation of 
international standards. 

In determining which goods and 
countries are to be placed on the List, 
the Office will, as appropriate, take into 
consideration the stages in the chain of 
a good’s production. Whether a good is 
placed on the List may depend on 
which stage of production used child 
labor or forced labor. For example, if 
child labor or forced labor was only 
used in the extraction, harvesting, 
assembly, or production of raw 
materials or component articles, and 
these materials or articles are 
subsequently used under non-violative 
conditions in the manufacture or 
processing of a final good, only the raw 
materials/component articles and the 
country/ies where they were extracted, 
harvested, assembled, or produced, as 
appropriate, may be placed on the List. 
If child labor or forced labor was used 
in both the production or extraction of 
raw materials/component articles and 
the manufacture or processing of a final 
good, then both the raw materials/ 
component articles and the final good, 
and the country/ies in which such labor 
was used, may be placed on the List. 
This is to ensure a direct 
correspondence between the goods and 
countries which appear on the List, and 
the use of child labor or forced labor. 

Information on government, industry, 
or third-party actions and initiatives to 
combat child labor or forced labor will 
be taken into consideration, although 
they are not necessarily sufficient in and 
of themselves to prevent a good and 
country from being listed. In evaluating 
such information, the Office will 
consider particularly relevant and 
probative any evidence of government, 
industry, and third-party actions and 
initiatives that are effective in 
significantly reducing if not eliminating 
child labor and forced labor. 

Goods and countries (‘‘entries’’) that 
meet the criteria outlined in these 
procedural Guidelines will be placed on 

an initial List, to be published in the 
Federal Register and on the DOL Web 
site. This initial List will continue to be 
updated as additional information 
becomes available. Before publication of 
the initial List or subsequent versions of 
the List, the Office will inform the 
relevant foreign governments of their 
presence on the List and request their 
responses. The Office will review these 
responses and make a determination as 
to their relevance. The List, along with 
a listing of the sources used to identify 
the goods and countries on it, will be 
published in the Federal Register and 
on the DOL Web site. The List will 
represent DOL’s conclusions based on 
all relevant information available at the 
time of publication. 

For each entry, the List will indicate 
whether the good is made using child 
labor, forced labor, or both. As the List 
continues to be maintained and 
updated, the List will also indicate the 
date when each entry was included. The 
List will not include any company or 
individual names. DOL’s postings on its 
website of source material used in 
identifying goods and countries on the 
List will be redacted to remove 
company or individual names, and 
other confidential material, pursuant to 
applicable laws and regulations. 

B. Procedures for the Maintenance of 
the List 

1. Following publication of the initial 
List, the Office will periodically review 
and update the List, as appropriate. The 
Office conducts ongoing research and 
monitoring of child labor and forced 
labor, and if relevant information is 
obtained through such research, the 
Office may add an entry to, or remove 
an entry from the List using the process 
described in section A of the 
Guidelines. The Office may also update 
the List on the basis of public 
information submissions, as detailed 
below. 

2. Any party may at any time file an 
information submission with the Office 
regarding the addition or removal of an 
entry from the List. Submitters should 
take note of the criteria and instructions 
in the ‘‘Information Requested on Child 
Labor and Forced Labor’’ section of this 
notice, as well as the criteria listed in 
Section A of the Guidelines. 

3. The Office will review any 
submission of information to determine 
whether it provides relevant and 
probative information. 

4. The Office may consider a 
submission less reliable if it determines 
that: the submission does not clearly 
indicate the source(s) of the information 
presented; the submission does not 
identify the party filing the submission 
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or is not signed and dated; the 
submission does not provide relevant or 
probative information; or, the 
information is not within the scope of 
the TVPRA and/or does not address 
child labor or forced labor as defined 
herein. All submissions received will be 
made available to the public on the DOL 
Web site, consistent with applicable 
laws or regulations. 

5. In evaluating a submission, the 
Office will conduct further examination 
of available information relating to the 
good and country, as necessary, to assist 
the Office in making a determination 
concerning the addition or removal of 
the good from the List. The Office will 
undertake consultations with relevant 
U.S. government agencies and foreign 
governments, and may hold a public 
hearing for the purpose of receiving 
relevant information from interested 
persons. 

6. In order for an entry to be removed 
from the List, any person filing 
information regarding the entry must 
provide information that demonstrates 
that there is no significant incidence of 
child labor or forced labor in the 
production of the particular good in the 
country in question. In evaluating 
information on government, industry, or 
third-party actions and initiatives to 
combat child labor or forced labor, the 
Office will consider particularly 
relevant and probative any available 
evidence of government, industry, and 
third-party actions that are effective in 
significantly reducing if not eliminating 
child labor and forced labor. 

7. Where the Office has made a 
determination concerning the addition, 
maintenance, or removal of the entry 
from the List, and where otherwise 
appropriate, the Office will publish an 
updated List in the Federal Register and 
on the DOL Web site. 

C. Key Terms Used in the Guidelines 
‘‘Child Labor’’—‘‘Child labor’’ under 

international standards means all work 
performed by a person below the age of 
15. It also includes all work performed 
by a person below the age of 18 in the 
following practices: (A) All forms of 
slavery or practices similar to slavery, 
such as the sale or trafficking of 
children, debt bondage and serfdom, or 
forced or compulsory labor, including 
forced or compulsory recruitment of 
children for use in armed conflict; (B) 
the use, procuring, or offering of a child 
for prostitution, for the production of 
pornography or for pornographic 
purposes; (C) the use, procuring, or 
offering of a child for illicit activities in 
particular for the production and 
trafficking of drugs; and (D) work 
which, by its nature or the 

circumstances in which it is carried out, 
is likely to harm the health, safety, or 
morals of children. The work referred to 
in subparagraph (D) is determined by 
the laws, regulations, or competent 
authority of the country involved, after 
consultation with the organizations of 
employers and workers concerned, and 
taking into consideration relevant 
international standards. This definition 
will not apply to work specifically 
authorized by national laws, including 
work done by children in schools for 
general, vocational or technical 
education or in other training 
institutions, where such work is carried 
out in accordance with international 
standards under conditions prescribed 
by the competent authority, and does 
not prejudice children’s attendance in 
school or their capacity to benefit from 
the instruction received. 

‘‘Countries’’—‘‘Countries’’ means any 
foreign country or territory, including 
any overseas dependent territory or 
possession of a foreign country, or the 
Trust Territory of the Pacific Islands. 

‘‘Forced Labor’’—‘‘Forced labor’’ 
under international standards means all 
work or service which is exacted from 
any person under the menace of any 
penalty for its nonperformance and for 
which the worker does not offer himself 
voluntarily, and includes indentured 
labor. ‘‘Forced labor’’ includes work 
provided or obtained by force, fraud, or 
coercion, including: (1) By threats of 
serious harm to, or physical restraint 
against any person; (2) by means of any 
scheme, plan, or pattern intended to 
cause the person to believe that, if the 
person did not perform such labor or 
services, that person or another person 
would suffer serious harm or physical 
restraint; or (3) by means of the abuse 
or threatened abuse of law or the legal 
process. For purposes of this definition, 
forced labor does not include work 
specifically authorized by national laws 
where such work is carried out in 
accordance with conditions prescribed 
by the competent authority, including: 
any work or service required by 
compulsory military service laws for 
work of a purely military character; 
work or service which forms part of the 
normal civic obligations of the citizens 
of a fully self-governing country; work 
or service exacted from any person as a 
consequence of a conviction in a court 
of law, provided that the said work or 
service is carried out under the 
supervision and control of a public 
authority and that the said person is not 
hired to or placed at the disposal of 
private individuals, companies or 
associations; work or service required in 
cases of emergency, such as in the event 
of war or of a calamity or threatened 

calamity, fire, flood, famine, earthquake, 
violent epidemic or epizootic diseases, 
invasion by animal, insect or vegetable 
pests, and in general any circumstance 
that would endanger the existence or 
the well-being of the whole or part of 
the population; and minor communal 
services of a kind which, being 
performed by the members of the 
community in the direct interest of the 
said community, can therefore be 
considered as normal civic obligations 
incumbent upon the members of the 
community, provided that the members 
of the community or their direct 
representatives have the right to be 
consulted in regard to the need for such 
services. 

‘‘Goods’’—‘‘Goods’’ means goods, 
wares, articles, materials, items, 
supplies, and merchandise. 

‘‘Indentured Labor’’—‘‘Indentured 
labor’’ means all labor undertaken 
pursuant to a contract entered into by an 
employee the enforcement of which can 
be accompanied by process or penalties. 

‘‘International Standards’’— 
‘‘International standards’’ means 
generally accepted international 
standards relating to forced labor and 
child labor, such as international 
conventions and treaties. These 
Guidelines employ definitions of ‘‘child 
labor’’ and ‘‘forced labor’’ derived from 
international standards. 

‘‘Produced’’—‘‘Produced’’ means 
mined, extracted, harvested, farmed, 
produced, created, and manufactured. 

Information Requested on Child Labor 
and Forced Labor 

DOL requests current information 
about the nature and extent of child 
labor and forced labor in the production 
of goods internationally, as well as 
information on government, industry, or 
third-party actions and initiatives to 
address these problems. Information 
submitted may include studies, reports, 
statistics, news articles, electronic 
media, or other sources. Submitters 
should take into consideration the 
‘‘Sources of Information and Factors 
Considered in the Development and 
Maintenance of the List’’ (Section A of 
the Procedural Guidelines), as well as 
the definitions of child labor and forced 
labor contained in section C of the 
Guidelines. 

Information tending to establish the 
presence or absence of a significant 
incidence of child labor or forced labor 
in the production of a particular good in 
a country will be considered the most 
relevant and probative. Governments 
that have ratified International Labor 
Organization (‘‘ILO’’) Convention 138 
(Minimum Age), Convention 182 (Worst 
Forms of Child Labor), Convention 29 
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(Forced Labor) and/or Convention 105 
(Abolition of Forced Labor) may wish to 
submit relevant copies of their 
responses to any Observations or Direct 
Requests by the ILO’s Committee of 
Experts on the Application of 
Conventions and Recommendations. 

Where applicable, information 
submissions should indicate their 
source or sources, and copies of the 
source material should be provided. If 
primary sources are utilized, such as 
research studies, interviews, direct 
observations, or other sources of 
quantitative or qualitative data, details 
on the research or data-gathering 
methodology should be provided. 

Information should be submitted to 
the addresses and within the time 
period set forth above. Submissions 
made via fax, mail, express delivery, 
hand delivery, or messenger service 
should clearly identify the person filing 
the submission and should be signed 
and dated. Submissions made via mail, 
express delivery, hand delivery, or 
messenger service should include an 
original and three copies of all materials 
and attachments. If possible, submitters 
should also provide copies of such 
materials and attachments on a 
computer disc. Note that security- 
related screening may result in 
significant delays in receiving 
comments and other written materials 
by regular mail. 

Classified information will not be 
accepted. The Office may request that 
classified information brought to its 
attention be declassified. Submissions 
containing confidential or personal 
information may be redacted by the 
Office before being made available to 
the public, in accordance with 
applicable laws and regulations. All 
submissions will be made available to 
the public on the DOL Web site, as 
appropriate. The Office will not respond 
directly to submissions or return any 
submissions to the submitter, but the 
Office may communicate with the 
submitter regarding any matters relating 
to the submission. 

Announcement of Public Hearing 
DOL intends to hold a public hearing 

in 2008 to gather further information to 
assist in the development of the List. 
DOL expects to issue a Federal Register 
Notice announcing the hearing at least 
30 days prior to the hearing date. The 
scope of the hearing will focus on the 
collection of information on child labor 
and forced labor in the production of 
goods internationally, and information 
on government, industry, or third-party 
actions and initiatives to combat child 
labor and forced labor. Information 
tending to demonstrate the presence or 

absence of a significant incidence of 
child labor or forced labor in the 
production of a particular good in a 
country will be considered the most 
relevant and probative. 

Signed at Washington, DC, this 20th day of 
December, 2007. 
Charlotte M. Ponticelli, 
Deputy Undersecretary for International 
Affairs. 
[FR Doc. E7–25036 Filed 12–26–07; 8:45 am] 
BILLING CODE 4510–28–P 

DEPARTMENT OF LABOR 

Bureau of Labor Statistics 

Proposed Collection; Comment 
Request 

ACTION: Notice. 

SUMMARY: The Department of Labor, as 
part of its continuing effort to reduce 
paperwork and respondent burden, 
conducts a pre-clearance consultation 
program to provide the general public 
and Federal agencies with an 
opportunity to comment on proposed 
and/or continuing collections of 
information in accordance with the 
Paperwork Reduction Act of 1995 
(PRA95) [44 U.S.C. 3506(c) (2)(A)]. This 
program helps to ensure that requested 
data can be provided in the desired 
format, reporting burden (time and 
financial resources) is minimized, 
collection instruments are clearly 
understood, and the impact of collection 
requirements on respondents can be 
properly assessed. Currently, the Bureau 
of Labor Statistics (BLS) is soliciting 
comments concerning the proposed 
revision of the ‘‘Current Population 
Survey (CPS).’’ A copy of the proposed 
information collection request (ICR) can 
be obtained by contacting the individual 
listed below in the ADDRESSES section of 
this notice. 
DATES: Written comments must be 
submitted to the office listed in the 
Addresses section below on or before 
February 25, 2008. 
ADDRESSES: Send comments to Amy A. 
Hobby, BLS Clearance Officer, Division 
of Management Systems, Bureau of 
Labor Statistics, Room 4080, 2 
Massachusetts Avenue, NE., 
Washington, DC 20212, 202–691–7628. 
(This is not a toll-free number.) 
FOR FURTHER INFORMATION CONTACT: 
Amy A. Hobby, BLS Clearance Officer, 
202–691–7628. (See ADDRESSES section.) 
SUPPLEMENTARY INFORMATION: 

I. Background 
The CPS has been the principal 

source of the official Government 

statistics on employment and 
unemployment for over 60 years. The 
labor force information gathered 
through the survey is of paramount 
importance in keeping track of the 
economic health of the Nation. The 
survey is the only source of monthly 
data on total employment and 
unemployment, with the Employment 
Situation report containing data from 
this survey being a Primary Federal 
Economic Indicator (PFEI). Moreover, 
the survey also yields data on the basic 
status and characteristics of persons not 
in the labor force. The CPS data are used 
monthly, in conjunction with data from 
other sources, to analyze the extent to 
which, and with what success, the 
various components of the American 
population are participating in the 
economic life of the Nation. 

The labor force data gathered through 
the CPS are provided to users in the 
greatest detail possible, in conjunction 
with the demographic information 
obtained in the survey. In brief, the 
labor force data can be broken down by 
sex, age, race and ethnic origin, marital 
status, family composition, educational 
level, and other characteristics. 
Beginning in 2009, a breakdown by 
disability status will also be possible. 
Through such breakdowns, one can 
focus on the employment situation of 
specific population groups as well as on 
general trends in employment and 
unemployment. Information of this type 
can be obtained only through 
demographically oriented surveys such 
as the CPS. 

The basic CPS data also are used as 
an important platform on which to base 
the data derived from the various 
supplemental questions that are 
administered in conjunction with the 
survey. By coupling the basic data from 
the monthly survey with the special 
data from the supplements, one can get 
valuable insights on the behavior of 
American workers and on the social and 
economic health of their families. 

There is wide interest in the monthly 
CPS data among Government 
policymakers, legislators, economists, 
the media, and the general public. 
While the data from the CPS are used in 
conjunction with data from other 
surveys in assessing the economic 
health of the Nation, they are unique in 
various ways. Specifically, they are the 
basis for much of the monthly 
Employment Situation report, a PFEI. 
They provide a monthly, nationally 
representative measure of total 
employment, including farm work, self- 
employment and unpaid family work; 
other surveys are generally restricted to 
the nonagricultural wage and salary 
sector, or provide less timely 
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For more information or to contact us, please visit DOL’s Web site at: 
http://www.dol.gov/ilab/reports/child-labor/list-of-goods 

or email us at: ocft@dol.gov

http://www.dol.gov/ilab/reports/child-labor/list-of-goods
mailto:mail%20to:%20ocft%40dol.gov?subject=Request%20for%20information
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Competency to Decide on Treatment
and Research: MacArthur

and Beyond

ELYN R. SAKS*
STEPHEN H. BEHNKE**

Every competent adult has the right to informed consent. These words
carry with them the weight of a rich, yet troubled, history. They state a
maxim of late 20th century bioethics, a maxim that was borne, in part, of
horrific abuses during a holocaust without parallel in human history.
While today the concept of a right to informed consent is firmly
ensconced in the culture of United States medicine, much work remains
to be done to pour content into key elements of this right: How can it be
determined when an adult's consent is "competent"? When is consent
truly "informed"? And what exactly constitutes "consent"?

This article will discuss the competency of psychiatric patients in the
contexts of treatment and research. Our hope is to identify areas where
further normative discussion about instruments designed to assess
competence-the MacArthur instruments being the premier example-
will be fruitful. We first argue that any instrument designed to aid in
assessing competency to consent to treatment necessarily implicates
normative considerations, that is, entails identifying and balancing
values. We then review the MacArthur instruments to explore their
normative underpinnings. Next, we examine how the MacArthur
investigators have balanced three values-autonomy, paternalism, and

* Orrin B. Evans Professor of Law, Psychiatry and the Behavioral Sciences,
University of Southern California Law Center.

** Faculty Fellow in Ethics, Program in Ethics & the Professions, Harvard
University. Dr. Behnke has recently been appointed Director, Program in the Practice
of Scientific Integrity, Division of Medical Ethics, Harvard Medical School.

The authors wish to thank Professors Thomas Lyon and Alexander Meiklejohn for
their helpful comments on an earlier draft of this paper.



nondiscrimination against the mentally ill-and suggest different ways
of balancing these values against one another when doing so seems
appropriate. Finally, we ask what additional normative considerations
arise in the context of psychiatric research.

I. NORMATIVE JUDGMENTS IN CREATING INSTRUMENTS DESIGNED TO
AID IN ASSESSING COMPETENCY

Adopting an instrument to aid in assessing competency requires
careful normative analysis.1 A critical issue is how to strike the balance
between autonomy and paternalism. While bioethicists have moved
beyond this dichotomy in many areas, the tension between autonomy
and paternalism remains central to the assessment of competency.
Indeed, standards for competency are the lines drawn between those who
may exercise autonomous choices and those on behalf of whom-over
whom-decisions will be made.

Striking the balance between autonomy and paternalism by holding
that competent patients alone have the right to exercise autonomous
choices is of little help. Such a tautological statement merely restates
the problem: competent patients are free to make choices, while
incompetent patients are not and must allow others to make choices on
their behalf. One challenge in defining competency is therefore to show
where autonomy ends and paternalism begins. Perhaps the most subtle
and even important part of defining competency requires that we decide
how much latitude to give the decision maker in selecting a method of
decision making. Are intuitive methods adequate? Must all alternatives
be compared and contrasted? How much scope will the decision maker
have to select a particular version of the truth, even if that version is
idiosyncratic and unpopular?

To begin our search for a definition of competency, we attempt to
identify all the values at play. First, we want to protect the vulnerable
who are unable to make decisions for themselves. We call this value

1. Since the writing of this article, the MacArthur researchers, Thomas Grisso
and Paul Appelbaum, have published a book that bears on this critique. THOMAS GRisso
& PAUL S. APPELBAUM, ASSESSING COMPETENCE TO CONSENT TO TREATMENT (1998)
[hereinafter ASSESSING COMPETENCE]. In this book, the researchers lay out the kind of
normative analysis that an individual must undertake in using the instrument they have
designed to assess competency in a treatment setting. See infra note 5. Grisso and
Appelbaum point out that a competency judgment must balance autonomy and
paternalism, and that the balance may change depending upon the consequences of
deciding one way or the other. This paper attempts to contribute to the discussion over
the values at stake in assessing competency.



[Vol. 10: 103, 1999] MacArthur and Beyond
THE JOURNAL OF CONTEMPORARY LEGAL ISSUES

"paternalism." Paternalism requires that we ask what abilities are
essential for making decisions, so that we can determine when those
abilities are lacking. Second, we want to protect the right to make
choices, even when those choices are unconventional and stray from
commonly held beliefs, views, and desires. We call this value
"autonomy." Finally, we must be mindful what mental health
professionals-particularly psychoanalysts, have discovered-namely,
that irrationality permeates decision making. As examples, people
commonly misunderstand statistics, overvalue vivid memories, and form
distorted beliefs about their doctors.2 Our knowledge of the pervasive
irrationality that governs decision making-indeed, that governs all
human activities-serves as reason for extreme caution. We must be
careful not to label as incompetent individuals with a mental illness who
suffer no more irrationality in the relevant regard than many, if not most,
other people. Not to heed this caution is to risk stigmatizing the
mentally ill. Here is our third value, "nondiscrimination."

Our definition of competency must be founded upon a clear
conception of how autonomy, paternalism, and nondiscrimination work
together and are weighed against one another. Clarity about what values
are at play and how those values work together is the watch word.
Concretely, we must first justify which abilities competency requires and
what level of these abilities must be present. Thus, the researcher must
ask: are these abilities, with this level of performance, really necessary,
and if so, why? Conversely, might an ability be desirable, but
inessential, much as speaking a foreign language with a good accent is
not essential to basic communication? Deeming a particular skill helpful
is also not necessarily definitive to making a decision. Other questions
arise: Will requiring this skill for competency tread too greatly on
autonomy? And if the absence or impairment of a skill is widespread,
do we risk discrimination by requiring this skill only of the mentally ill?
In short, defining competency is a thoroughly normative endeavor.3

2. See, e.g., SIGMUND FREUD, PSYCHOPATHOLOGY OF EVERYDAY LIFE (1901); JAY

KATz, THE SILENT WORLD OF DOCTOR AND PATIENT (1984); Daniel Kahneman, New
Challenges to the Rationality Assumption, 150 J. INSTITUTIONAL & THEORETICAL ECON.
18 (1994); Donald A. Redelmeier et al., Understanding Patients' Decisions: Cognitive
and Emotional Perspectives, 270 JAMA 72 (1993); Amos Tversky & Daniel Kahneman,
Rational Choice and the Framing of Decisions, 59 J. BUS. S251 (1986).

3. We do not mean to suggest that choosing a competency standard is completely
normative, just that it is in large part normative. Choosing such a standard also depends
on empirical findings-such as what impairments lead to substandard decisions, what



II. THE MACARTHUR INSTRUMENTS

The premier work on competency to make treatment and research
decisions has been produced by the MacArthur network on law and
mental health.4 The work of the MacArthur researchers, in particular
Paul Appelbaum and Thomas Grisso, has been impressive indeed. The
MacArthur researchers have developed three research instruments and
one instrument designed for use in direct care settings. The instruments
have achieved high reliability, can be administered with relative ease,
and have been studied in interesting and informative ways.5  The

abilities people actually use when they are deciding, and how psychiatric impairments
can affect the ability to make a decision.

4. The literature contains studies of only a few other treatment
capacity/competency instruments. See, e.g., C. Dennis Barton, Jr. et al., Clinicians'
Judgment of Capacity of Nursing Home Patients to Give Informed Consent, 47
PSYCHIATRIC SERVICES 956 (1996) (using Hopkins Competency Assessment Test
[HCAT]); Jeffrey S. Janofsky et al., The Hopkins Competency Assessment Test: A Brief
Method for Evaluating Patients' Capacity to Give Informed Consent, 43 HosP. &
COMMUNITY PSYCHIATRY 132 (1992) (utilizing the HCAT); Gary N. Sales, Assessing
Competency, 43 HOSP. & COMMUNITY PSYCHIATRY 646 (1992) (discussing article on
HCAT); Michael Lavin, Assessing Competency, 43 HosP. & COMMUNITY PSYCHIATRY
646-47 (1992) (discussing same); Jay Englehart, Assessing Competency, 43 HOSP. &
COMMUNITY PSYCHIATRY 647 (1992) (discussing same); Graham Bean et al., The
Assessment of Competence to Make a Treatment Decision: An Empirical Approach, 41
CAN. J. PSYCHIATRY 85 (1996) (evaluating the Competency Interview Schedule [CIS]);
Graham Bean et al., The Psychometric Properties of the Competency Interview Schedule,
39 CAN. J. PSYCHIATRY 368 (1994) (evaluating CIS); Daniel C. Marson et al., Cognitive
Models That Predict Physician Judgments of Capacity to Consent in Mild Alzheimer's
Disease, 45 J. AM. GERIATRICS SoC'Y 458 (1997) (testing of Alzheimer patients based
on vignette procedure intended to identify incompetency based on Roth, Meisel, and
Lidz' discussion of different standards in Tests of Competency to Consent to Treatment,
134 AM. J. PSYCHIATRY 279 (1977)); Daniel C. Marson et al., Neuropsychologic
Predictors of Competency in Alzheimer's Disease Using a Rational Reasons Legal
Standard, 52 ARCHIVES OF NEUROLOGY 955 (1995) (using same instrument); Daniel C.
Marson et al., Toward a Neurologic Model of Competency: Cognitive Predictors of
Capacity to Consent in Alzheimer's Disease Using Three Different Legal Standards, 46
NEUROLOGY 666 (1996) (using same instrument); Daniel C. Marson et al., Determining
the Competency of Alzheimer Patients to Consent to Treatment and Research, 8
ALZHEIMER DISEASE & ASSOCIATED DISORDERS 5 (Supp. 1994) (discussing the same
instrument); Atsuko Tomoda et al., Validity and Reliability of Structured Interview for
Competency Incompetency Assessment Testing and Ranking Inventory, 53 J. CLINICAL
PSYCHOL. 443 (1997) (evaluating Structured Interview for Competency and
Incompetency Assessment Testing and Ranking Inventory [SICIATRI]). The
MacArthur instruments appear to be the most carefully constructed, best studied, and
most discussed instruments in the literature.

5. The MacArthur researchers have written a number of articles describing the
development of the three MacArthur research instruments and the treatment competence
instrument (the MacCAT-T), as well as their application to patient populations and
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MacArthur instruments will undoubtedly be the "gold-standard" for
assessing competency for many years to come.

The three MacArthur research instruments are: (1) the Understanding
Treatment Disclosures instrument (UTD), which measures
understanding; 6 (2) the Perceptions of Disorder instrument (POD),

matched controls. See, e.g., Paul S. Appelbaum & Thomas Grisso, The MacArthur
Treatment Competence Study. I: Mental Illness and Competence to Consent to
Treatment, 19 LAW & HUM. BEHAV. 105 (1995); Thomas Grisso et al., The MacArthur
Treatment Competence Study. II: Measures of Abilities Related to Competence to
Consent to Treatment, 19 LAW & HUM. BEHAV. 127 (1995) [hereinafter MacArthur I];
Thomas Grisso & Paul S. Appelbaum, The MacArthur Treatment Competence Study. III:
Abilities of Patients to Consent to Psychiatric and Medical Treatments, 19 LAW AND
HUM. BEHAV. 149 (1995); Thomas Grisso & Paul S. Appelbaum, Comparison of
Standards for Assessing Patients' Capacities to Make Treatment Decisions, 152 AM. J.
PSYCHIATRY 1033 (1995); Jessica Wilen Berg et al., Constructing Competence:
Formulating Standards of Legal Competence to Make Medical Decisions, 48 RUTGERS
L. REv. 345 (1996) [hereinafter Constructing Competence]; Paul S. Appelbaum &
Thomas Grisso, Capacities of Hospitalized, Medically Ill Patients to Consent to
Treatment, 38 PSYCHOSOMATICS 119 (1997) [hereinafter Hospitalized]. They have also
recently published a book on the MacCAT-T. See ASSESSING COMPETENCE, supra note
1. They have an article in press on the application of their instruments to the research
context. See Jessica Wilen Berg & Paul S. Appelbaum, Subjects' Capacity to Consent to
Neurobiological Research, in ETHICAL ISSUES IN PSYCHIATRIC RESEARCH: A RESEARCH
MANUAL ON HUMAN SUBJECTS PROTECTION (Harold Alan Pincus et al. eds., forthcoming
2000) [hereinafter Subjects' Capacity]. Finally, considerable literature discusses the
MacArthur instruments, most notably the articles in volume 2 of PSYCHOLOGY, PUBLIC
POLICY, AND LAW EXPLORING A SPECIAL THEME: A CRITICAL EXAMINATION Of THE
MACARTHUR TREATMENT COMPETENCE STUDY: METHODOLOGICAL ISSUES, LEGAL
IMPLICATIONS, AND FtrrURE DIRECTIONS. See 2 PSYCHOL. PUB. POL'Y & L. (1996).

6. The best way to understand the MacArthur instruments is to look at their
manuals. For the UTD, see THOMAS GRISSO & PAUL S. APPELBAUM, MANUAL FOR
UNDERSTANDING TREATMENT DISCLOSURES (1992) (unpublished manual available from
authors). The UTD measures the subject's understanding of treatment disclosures about
the illness he or she suffers from and its treatment. Form disclosures were devised for
schizophrenia, depression, and ischemic heart disease (angina). Each disclosure, using
language understandable at the junior high level, consists of five simple paragraphs
briefly describing the illness and its treatment.

The first paragraph focuses on the illness itself, as well as on two common symptoms
of the illness ("Schizophrenia is a mental disorder. People with schizophrenia often have
unpleasant experiences, called symptoms. For example, they ... may hear voices talking
about what they are doing, even when there are no other people around."). Id. at 24.
The second paragraph discusses treatment, how it is administered, and what is required
of the patient for treatment to be effective ("Fortunately, schizophrenia can be treated
with medicine.... But if patients stop taking this medicine, their symptoms may come
back."). Id. The third examines the potential benefits of the treatment ("The medicines
used to treat schizophrenia help many patients to think more clearly. They often stop the



which measures one's appreciation of disclosures about illness and
treatment as they apply to one's own situation;7 and (3) the Thinking

frightening voices that some patients with schizophrenia hear."). Id. The fourth
paragraph notes the potential side-effects of the treatment ("[T]he medicine might make
patients restless or cause their muscles to tighten up."). Id. The fifth paragraph
considers alternatives, benefits of the alternatives, and potential problems with the
alternatives ("There is also psychotherapy [to help treat schizophrenia].... This talking
therapy may help patients better understand themselves and their feelings. But
psychotherapy alone does not usually help with schizophrenia by itself.... [it] is most
helpful when the patient is also taking medicine."). Id.

The UTD is administered in three forms. First, the patient is read the entire disclosure
and asked to paraphrase what has been said (with questions prompting him if need be).
Second, the patient is then read each element of the disclosure format again and asked,
after each element, whether a statement read is "the same as or different from" what has
been said.

Patients receive points depending on how much they have remembered and
(presumably) understood. For example, if two symptoms of schizophrenia have been
disclosed, a patient will receive a full score on that issue if he or she repeats or
paraphrases those two symptoms. The patient will also receive a maximum score (but no
additional points) if he or she includes those two but adds others that were not disclosed
to him or her. The patient will receive no credit if he or she remembers none of the
symptoms or if he or she brings up other symptoms--even if they are bona fide
symptoms of schizophrenia-that he or she did not hear in the disclosure and he or she
fails to name disclosed items.

7. The POD measures people's appreciation of their illness and its treatment.
The POD requires that one apply general information to one's own situation. There are
two subtests, the Non-Acknowledgment of Disorder (NOD) subtest and the Non-
Acknowledgment of Treatment Potential (NOT) subtest. The NOD measures the
patient's failure to acknowledge his or her diagnosis, the severity of his or her condition,
or the symptoms he or she has been demonstrating. "Objective" measures of these three
are provided by the diagnosis given in the patient's medical chart, the severity of his or
her symptoms as measured by the Brief Psychiatric Rating Scale, and the symptoms
recently reported in his or her medical chart.

The NOT measures patients' failure to acknowledge the potential value of treatment
for their illnesses even when successful treatment is likely. It focuses on the extent to
which patients believe (1) any treatment might be of benefit to them, (2) medication
specifically might benefit them, and (3) the course of improvement is likely to be
lessened absent treatment. If patients fail to acknowledge the potential benefits of
treatment, they are provided a hypothetical premise that logically nullifies their
reasoning (e.g., "imagine that a doctor tells you that there is a medication that has been
shown in research to help 90% of people with your problem, even people who had not
gotten better with any other medication). Non-acknowledgment is scored only if the
patient fails to acknowledge the potential benefits of treatment under the hypothetical
condition. The NOT does not assess whether patients would agree to the medication--
just whether they believe it might be of possible benefit.

There are three additional elements of the POD that have been included for
exploratory reasons only. These items assess patients' acknowledgment of potential
side-effects of medication generally, their perceptions of the beneficence of the hospital
staff, and their perceptions of their own need for hospitalization.
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Rationally About Treatment instrument (TRAT), which measures one's
reasoning skills as one decides about a hypothetical treatment dilemma
based on one's own condition. 8 A subset of the TRAT measures one's

See Paul S. Appelbaum & Thomas Grisso, Manual for Perceptions of Disorder (POD)
(1992) (unpublished manual available from authors).

8. The TRAT measures patients' ability to think rationally about treatment. The
instrument gives a vignette including information about a disorder, various treatment
alternatives, and their probable risks and benefits. It then asks the subject to recommend
one of the treatments to a friend with the relevant illness and to describe the reasons for
the selection. The patient's reasoning is scored for various cognitive activities that are
considered important to making a decision. A second set of procedures examines more
formal cognitive functions relevant to decision making.

The cognitive functions identified are Seeking Information (tendency to seek
information beyond what is provided), Consequential Thinking (consideration of
consequences of treatment alternatives), Comparative Thinking (simultaneous processing
of information about two treatment alternatives, such that they are considered in relation
to each other), Complex Thinking (attention to the full range of treatment alternatives),
and Generating Consequences (generation of potential real-life consequences of the
liabilities described in the informed consent disclosure, such as how a side-effect of
medication might affect job performance). The TRAT measures three additional
cognitive functions independent of the vignette: Weighting Consequences (tendency for
consistent application of preferences), Transitive Thinking (assessment of relative
quantitative relationships between several alternatives based on paired comparisons), and
Probabilistic Thinking (ability to distinguish correctly the relative values of percentage
probabilities). The abilities measured by the TRAT were derived from discussions in the
literature on essential reasoning abilities.

The vignette abilities are scored by presenting the vignette to the patient, asking him or
her if he or she needs further information, and asking him or her to choose one of the
alternatives and give him or her reasons for doing so. The patient is then asked for
further reasons, as well as for his or her least preferred choice and his or her reasons for
his or her preferred choice. Scoring occurs by seeing how many of the kinds of
cognitive operations identified earlier occur, For instance, did the patient compare risks
and benefits of the alternatives with each other? The three further abilities (weighting
consequences, transitive thinking, and probabilistic thinking) are scored by presenting
the patient with a series of questions that tap into those abilities. For instance, to test
Probabilistic Thinking the patient is told that some event has a 90% probability of
occurring and is then asked if he or she thinks it likely to occur.

Finally, the TRAT has a question that measures the patient's ability to Express a
Choice. A full score is received if the patient unambiguously chooses an option, and
partial credit is received if the patient initially chooses two or no alternatives, but then
chooses one alternative during a "repeat" inquiry.

Early indications are that two of the cognitive operations-Weighting Consequences
and Seeking Information-are frequent outliers, and when factor analyses are performed
with these subscales removed, they produce two very consistent factors; Consequential,
Comparative, and Complex Thinking on the one hand, Transitive and Probabilistic
Thinking together with Generating Consequences on the other. See THOMAS GRISSO &



ability to express a choice. Appelbaum and Grisso have designed these
instruments to comport with standards of legal competency found in
case law and statutes9 and are careful to distinguish between capacity
and competency. "Capacity" refers to abilities relevant to performing a
task, while "competency" is a legal judgment that one has sufficient
abilities to perform the task. Appelbaum and Grisso have designed their
instruments to measure capacities."0 A subject is "impaired" when he or
she scores two standard deviations below the mean of those studied.1'

The MacArthur researchers have recently designed a treatment
capacity instrument to be used for actual evaluations rather than for
research purposes (the MacArthur Competence Assessment Tool-
Treatment, or MacCAT-T) 2 The MacCAT-T incorporates many of the
questions found in the research instruments, yet is more efficient to
administer and is tailored to the individual's particular situation. The
investigators are careful to say that MacCAT-T scores do not determine
competency. 3 Clinical judgment is required to make a definitive
finding. The authors suggest that the MCAT-T be used in conjunction
with a clinical evaluation that takes into account such things as
contextual variables.

The results of the MacArthur research are intriguing. The most
important is that a significant proportion of patients and nonpatients in
all categories scored in the non-impaired range, although the
schizophrenic patients did the least well. "Impaired" was defined as two
standard deviations below the mean for the aggregate of everyone
studied, patients and nonpatients alike. Given this definition,

PAUL S. APPELBAUM, MANUAL FOR THINKING RATIONALLY ABOUT TREATMENT (1993)
(unpublished manual available from authors).

9. See, e.g., Constructing Competence, supra note 5, at 363; Hospitalized, supra
note 5, at 121; MacArthurI, supra note 5, at 108.

10. See, e.g., ASSESSING COMPETENCE, supra note 1, at 11.
11. See, e.g., Constructing Competence, supra note 5, at 373. This paper uses the

terms "competency," "capacity," and "impaired" in the same way as do Berg,
Appelbaum, and Grisso.

12. THOMAS GRisso & PAUL S. APPELBAUM MACARTHUR COMPETENCE TOOL-
TREATMENT (McCAT-T) (1995) (unpublished manual available from authors). The
MacCAT-T is a streamlined version of the MacArthur research instruments which
aggregates all three research instruments (the UTD, POD, and TRAT). The evaluator is
required to personalize the questions to the patient's particular situation. There is a
greater effort than in the research instruments to try to determine the bases for the
patient's answers, counting as impaired only answers based on considerations that appear
grossly to distort reality. The researchers do not offer standardized means of
determining what constitutes impairment. Rather, according to the MCAT-T the
evaluator uses clinical judgment in determining which responses are impaired.

13. See, e.g., id.
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approximately 25% of the schizophrenic patients scored in the impaired
range on each of the three principal instruments, and approximately 50%
scored as impaired when the scores on the different instruments were
aggregated. (This means, of course, that 50% of the schizophrenic
patients scored in the nonimpaired range when the scores were
aggregated.)

14

The second important finding of the study was that the three different
instruments seemed to be picking out different patients. While scores on
the UTD and the TRAT correlated well, scores on the POD did not
correlate with scores on either the UTD or TRAT. The researchers
conclude that because the research instruments pick out different groups
of people as impaired, all should be incorporated in the MacCAT-T,

In terms of setting an actual standard for competency, the researchers
consider two alternatives. The first is to use a fixed level of performance
as a basis for a finding of competency-such as understanding,
appreciating, and reasoning about 75% of the information provided. The
second way of setting a standard is to vary the level of ability required
based upon the net balance of expected benefits and risks of the patient's
choice compared to the alternatives (i.e., more capacity is required for
decisions when the risks are greater). The researchers suggest that they
prefer the latter. 15

III. CHALLENGES TO THE MACARTHUR RESEARCH

The MacArthur instruments are based upon normative choices. A
challenge to the MacArthur studies is to explain and justify these choices
in a more detailed manner than has been done to date. Consider the

14. The researchers noted that their study likely understated the rate of
impairment, because the most disturbed patients were not deemed suitable for
participation. Yet, this point is not entirely clear. The study looked only at recently
hospitalized patients who were likely to be in the throes of the most acute phase of their
illness. Later in their hospital stay their capacities may have improved. And a study
evaluating schizophrenics in different settings, such as day hospitals, community mental
health centers, and group homes, might well have found a higher percentage of
schizophrenic patients scoring in the nonimpaired range. These patients, of course, also
have to make treatment decisions. Insofar as schizophrenia is a chronic illness, studying
schizophrenics' decision making abilities should include schizophrenic patients in a
variety of settings, across a variety of times. In short, many patients--even those with
the most severe psychiatric disorder-may be capable of making their own decisions.

15. See infra note 16.



following three areas that merit further normative discussions. First, the
MacArthur researchers pick out certain capacities for their instruments
to measure and label specific levels of these capacities "impaired."
Clearly, the researchers have deemed the chosen capacities relevant to
competency and have determined that a certain level of the capacities-
or their absence-is significant and should be considered in assessing
competency. Next, the MacArthur researchers suggest that we should
adopt a variable competency standard so that choices with a higher
potential cost would require a higher level of competency. 16 Finally, the
MacArthur researchers point out that the three main research instruments
seem to be picking out different populations of patients, so that a
treatment capacity instrument (the MacCAT-T) should aggregate the
three measures. This judgment presupposes that all the skills measured
by the three instruments are important to competency-a claim that
merits further attention. 1 7

Below we examine the MacArthur instruments in more detail. We
first identify the abilities identified as essential to competency and then
examine the extent to which the specific instruments protect all the
values implicated in defining competency.

IV. EVALUATING SPECFIC RESEARCH INSTRUMENTS

The MacArthur research instruments are designed to measure
capacities relevant to the assessment of competency. The capacities
measured by the instruments are: 1) pure comprehension of relevant
information (the UTD);t8 the ability to assess evidence and form
appropriate beliefs about that information (the POD);19 the ability to

16. See, e.g., Constructing Competence, supra note 5, at 385-87; ASSESSING
COMPETENCE, supra note 1, at 127-48.

17. See, e.g., Constructing Competence, supra note 5, at 380-81. The authors
suggest that there are empirical grounds to aggregate the standards because they pick out
different groups. Aggregating the standards also raise a normative consideration,
however, given that the standards pick out different groups. The normative
consideration speaks to whether we think the capacities judged are important to
competency.

18. By "pure comprehension" we mean grasping the meaning of what is said
without necessarily believing what one has grasped. See Elyn R. Saks, Competency to
Refuse Treatment, 69 N.C. L. REV. 945, 952-56 (1991).

19. The MacArthur's UTD and POD incorporate more than merely the distinction
between pure understanding and formation of beliefs. This distinction, however,
between pure understanding and formation of beliefs, is an important aspect of the
distinction drawn between what the UTD and POD measure. Elyn R. Saks & M. Litt,
Competency to Decide on Treatment and Research: The MacArthur Capacity
Instruments, in 2 NAT'L BIOETHICS ADVISORY COMM'N, RESEARCH INVOLVING PERSONS
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reason with that information (the TRAT); and the ability to evidence a
choice (subset of the TRAT). All of these abilities can be normatively
justified as necessary for competent decision making.

Pure comprehension or understanding of relevant information is
essential to competence. Imagine being asked to make an important
decision, the implications of which are described in a foreign language.
One is simply not in a position to decide. Pure understanding, then, is a
clear prerequisite for competency. z

Pure understanding, while necessary, is not sufficient. The ability to
assess evidence and form appropriate beliefs is also necessary.
MacArthur's inclusion of this ability in its capacity instruments makes
eminent sense. Because making a decision in one's best interests
requires assessing how those interests are likely to be affected, the
patient must be able to form adequate beliefs in order to be a competent
decision maker.21

In addition to pure understanding and the ability to assess evidence
and form appropriate beliefs, one also must be able to reason with some
degree of intactness. Reasoning allows one to put together the relevant
information one has purely understood and, having assessed, has formed
beliefs about. Consider the following. A person desires x and wants to
obtain x. She believes that y is the way to get x and knows that not

WITH MENTAL DISORDERS THAT MAY AFFECT DECISIONMAKING CAPACITY 59 (1999).
20. Consider as well the following thought experiment. John, a captive, is forced,

on pain of death, to decide between two contraptions. One of the contraptions will
torture him and the other will grant his every wish. John cannot tell from looking at the
contraptions what they will do, and he cannot understand his captors' explanation of
them because they speak a foreign language that he does not understand. It seems
plausible to say that John is incompetent to decide between the two contraptions-with
one reservation. We may want to reserve the term "incompetent" for people who are not
simply ignorant. Although well-known philosophers have justified paternalism in the
face of ignorance (recall, e.g., John Stuart Mill's example of stopping a person from
crossing an unsafe bridge in JOHN STUART MILL, ON LIBERTY 97-98 (Alburey Castell ed.
1947)), the law may prefer to reserve the term "incompetent" for those who lack
abilities, perhaps as a function of their mental illness, rather than those who simply lack
knowledge. Whatever we decide in the real world, surely most people would want, in
our example above, to be disabled from deciding for themselves, and to have benign and
knowledgeable others decide for them.

21. Decisions are based on desires and beliefs: One desires x, and believes that y is
the way to get x, and thus one decides to do y. A deficiency in one's beliefs may
therefore severely affect one's decision making capacity. One forms beliefs as a result
of assessments of the evidence, so that the skill tapped here is the ability to assess
evidence. This skill is clearly needed in some degree or another for competency.



doing y will guarantee not getting x. If she then concludes not to do y
on the basis of deficient reasoning, her choice not to do y is not a
competent choice. The MacArthur instruments rightly contain a
measure of reasoning.

Finally, should making known (i.e., conveying to another) one's
choice be considered a necessary skill for making a competent choice?
It could reasonably be argued that making a choice known is not
necessary to make a competent choice.22 Nevertheless, assessing
competency requires the communication of a choice that can then be
assessed. Thus, the subtest in the MacArthur instruments measuring the
ability to communicate a choice is justified.

The MacArthur instruments identify and assess abilities necessary and
helpful in making decisions: understanding relevant information;
assessing the evidence and forming appropriate beliefs about it;
reasoning about the evidence with a degree of intactness; and
communicating a choice. As such, the MacArthur Instruments are
clearly sensitive to ensuring that vulnerable patients have the skills
required to make important choices. In a word, the instruments
safeguard the value of paternalism. How do the instruments factor in the
values of autonomy and nondiscrimination?

A. The UTD and TRAT

The UTD is an impressive instrument. It spells out items of
information that patients ought to understand, explains the information
with a simple vocabulary, and tests understanding of the information in
several different ways in order to allow patients full scope to
demonstrate what they have learned. We would like to raise the
question of whether the manner in which the UTD assesses pure
understanding requires too high a price in the way of autonomy.

Consider that the UTD does,not give credit for information patients
give about their disease over and above what is recited in the UTD.
Thus, a patient receives no points if she mentions real symptoms that
were not part of the disclosure. The UTD's treatment of extra-disclosure
information makes sense up to a point. It is important to assess whether
the patient is able to listen and understand what he or she has been told.

22. Consider, for example, a man who is paralyzed and unable to communicate.
He may very well decide after careful consideration that he would like some procedure
done. Suppose that by any (other) measure we could formulate he would be deemed
competent. Does his inability to say what he wants make him incompetent? Not
necessarily, insofar as we distinguish between making and communicating a choice. Of
course, one can only assess a choice if that choice has been communicated.
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Absent this ability, a patient cannot assimilate (and eventually assess)
information relevant to his or her decision. On the other hand, respect
for unconventionality-and so autonomy-might counsel allowing the
patient completely to diverge from what has just been read, provided the
patient recites true information about the relevant illness. Patients may
get just as good information-or better information for their situation-
from other sources. Perhaps they should be entitled to choose what
information is important to them about their illness, as long as they
understand that information. Indeed, given the patient's unique
symptomatology, he or she may have better information relevant to his
or her particular decision than that which the researcher has provided.
What may be most salient about schizophrenia to the patient, for
instance, may not be the voices mentioned in the disclosure, but the
disorganization of his or her thinking process. That is what the patient
recites as a symptom of schizophrenia. By slight alterations in the UTD,
we might be able both to protect the vulnerable and to further promote
their antonomy.

The TRAT does an impressive job in identifying and testing reasoning
abilities necessary for competency. Just as with the UTD, however, a
question can be raised concerning whether the TRAT requires too high a
price in terms of protecting other values. The TRAT runs this risk in
two ways: First, it may sometimes require abilities that do not really add
to the individual patient's decision making process, and second, it may
underestimate how often the cognitive processes deemed essential for
competency are actually occurring.

Assessing the ability to reason is essential to assessing competency.
Yet, how much reasoning ability should be required? It is unclear that
pure or pristine reasoning plays an essential role in all effective decision
making. Intuitive and idiosyncratic processes may actually improve
decision making in certain instances (consider cases in which people
dream of solutions to difficult mathematical problems, or police officers
who solve a case on a "hunch"). Perhaps more important, even
generally effective decision makers who indisputably have the ability to
form accurate beliefs misuse statistics, misunderstand probabilities, and
accord undue weight to vivid examples. They may also be profoundly
affected by irrational and unconscious factors. Unless we are willing to
declare most people incompetent, declaring only the mentally ill who
lack reasoning skills incompetent risks unjustifiably discriminating
against individuals on the basis of mental illness.

While the TRAT does seem to require the presence of only basic



abilities (e.g., in testing the understanding of probabilities, it requires
only the understanding of a grossly obvious inference), it must also
attempt to justify giving better scores for showing more abilities. A
particular decision, for instance, may involve only two alternatives. In
such a case, the relevance, say, of transitive thinking or complex versus
comparative thinking may not be pertinent. More important, a patient
might not engage in many of these cognitive functions because, for her,
one consideration is decisive. As an example, she may so disvalue a risk
of one of the alternatives that thinking consequentially is all she needs to
do to choose between two alternatives. Thus, the patient's autonomy
may be undervalued.

Another challenge to the TRAT is its requirement that one evidence
(indicate the presence of) all of these other functions-functions that
may be occurring at an implicit level. For instance, a woman who says
"I want x and not y because I am terribly frightened of the significant
seizure risk carried by y-my father died in a car accident as a result of a
seizure when I was three" will often have gauged that x does not carry
such a seizure risk (or anything equally aversive to the patient). She
may well have done so and may simply not say the words "and I have
compared x to y and x does not have any such abhorrent consequences
to me." In this case, she would not receive full credit on the TRAT.
Perhaps instead of simply asking for reasons, the patient, once having
given a reason, should be asked directly if she compared y to x and, if
so, what in the comparison led to her choice. By possibly overlooking
the patient's acceptable reasons for her choice, the TRAT may
unnecessarily tread upon her autonomy.

B. The POD

The POD taps the ability to assess evidence. As a consequence, it
examines the quality of the patient's beliefs. Deciding what beliefs a
patient must have to be deemed competent is a precarious endeavor
indeed.

Accurate beliefs about the world are essential to competency, because
decisions take effect in the world. Yet consider the following points.
First, more often than we like to think, whether a belief is true is an open
question. Very few beliefs are indisputable. As a consequence,
requiring particular beliefs may not further our interest in protecting the
vulnerable; if the belief we require is wrong, the patient is in no better
position to decide. Freedom includes freedom to decide what is true no
less than what is good. If we require particular beliefs, we prevent the
patient from pursuing the truth according to his or her own lights. While
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limits should be placed on what a patient can believe, too stringent limits
severely curtail patients' freedom to be unconventional in their pursuit of
truth. Moreover, many people have distorted beliefs that form the bases
for their decisions. We risk discriminating against the mentally ill if we
hold schizophrenics not competent on the basis of beliefs held by other,
presumptively competent decision makers. Thus, too strictly assessing
beliefs may infringe upon autonomy and nondiscrimination without
offering clear protection to the vulnerable. How does the POD balance
these three values?

The POD appears to require that patients believe what their doctors
believe about their illness and treatment. A lower score is given on the
POD for a patient who denies that he or she is ill, disagrees with the
diagnosis given by his or her treater, or is more pessimistic about his or
her prognosis than the treater. A subset of the POD, the NOD (Non-
Acknowledgment of Disorder) measures appreciation of one's illness.
The patient receives a full score if he or she accepts the diagnosis the
doctor has provided, judges the illness as severe as a particular measure
of symptom severity does, and accepts the symptoms reported in the
chart. A second subset of the POD, the NOT (Non-Acknowledgment of
Treatment Potential), measures acknowledgment of treatment potential.
The NOT requires one to accept a good prognosis when treatment and
medication exist for the condition, and a worse prognosis without
treatment.23

Two challenges can be raised to the NOD. First, a doctor may be
wrong about a patient's diagnosis. The reliability and validity of
psychiatric diagnoses are often in doubt. Doctors often disagree about
diagnoses, and sometimes disagree about the category of illness (e.g.
psychotic disorder vs. mood disorder vs. personality disorder) and about
whether a patient even has a significant illness. Put another way, the
NOD is limited by the reliability and validity of psychiatric diagnosis.
While the patient may be quite willing to believe an earlier doctor's
diagnosis or even that he or she is seriously ill, the patient is counted as
impaired by the NOD if he or she disagrees with this particular
diagnosis.

24

23, If the patient has reasonable grounds to disagree with the doctor's judgment, a
hypothesis nullifying his or her premise is presented, and he or she is again asked his or
her beliefs. ("Imagine that a doctor tells you there is a medication that has been shown
in research to help 90% of people with your problem, even people who had not gotten
better with any other medication.").

24. The patient is told what diagnosis he or she has been given and then is asked



Second, the NOD asks whether the patient rates his or her symptoms
as severe as the Brief Psychiatric Rating Scale (BPRS) does. A
deviation from the BPRS counts against the patient. Yet, a response that
diverges from the BPRS is not necessarily a profound distortion of
reality. Moreover, the NOD is limited to the extent that the severity
ratings of the BPRS are not highly reliable or valid.25

A challenge to the NOT is that doctors may simply be wrong about
one's particular likelihood of benefiting from treatment and
deteriorating without treatment. For instance, some patients may
become demoralized and depressed at the need to take medication.
Some of these patients may give up, stop trying to get better, just as
some patients may regress in hospitals and never want to leave. It may
be clear how patients on average do with and without a particular
treatment-but averages don't speak to this particular patient, who may
be right that he will be in the 10% that do not respond to a treatment.26

Because no one can predict the future with complete confidence, it may
be problematic to require patients to form beliefs about a particular
outcome they will experience in the future. Asking patients to
understand what happens generally makes sense; asking them to believe
that the general rule will apply to them is a more complicated affair.27

whether he or she agrees with this diagnosis. If the patient strongly or probably
disagrees with the diagnosis, he or she receives a "zero" (as opposed to a "one" or
"two") on that item. The POD asks not only whether your doctor thinks you have this
illness, but whether you think you have this illness as well. Because there are six parts
of the POD (three for denial of illness and three for disagreement about prognosis with
and without treatment), denial of illness alone would probably not render one
incompetent, although it might render one "impaired."

25. The third measure of the NOD seems less of a challenge to the value of
autonomy. It asks whether patients acknowledge the presence of symptoms mentioned
in their chart. Many of these symptoms will be grossly demonstrable. If a patient denies
that he or she has just been frenetically pacing, or hasn't slept in days, he or she is
severely distorting reality. Some symptoms, on the other hand, involve more
interpretation. Is the patient agitated? Maybe not for him or her. Still other symptoms
essentially duplicate the illness question, such as whether the patient is experiencing
hallucinations or delusions (as opposed to asking whether the patient is seeing or hearing
things that are not really there, or believing things that others don't believe).
Alternatives should be considered to framing the question in terms of whether the patient
is experiencing "delusions" or "hallucinations."

26. In the MacCAT-T, the MacArthur researchers allow a patient to get a full score
if he or she says he or she expects to be in the bottom 10% because previous treatments
have failed for him or her. But the patient may also have his or her own reasons-
perhaps even superstitious ones-for thinking that treatment will fail now and he or she
will be in the bottom 10%. Once again, he or she may be right-many people are simply
pessimistic about treatment. Or, the patient may be reacting defensively to guard against
the possibility of future disappointments, a recognized and sometimes effective strategy.

27. To look at this in another way, the NOT may actually measure optimism and
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How might these challenges to the POD be met? Beliefs one could
require for competency cover a range. At the far end is the view
incorporated in the POD, which provides full credit when the patient
believes what the doctor believes. At the other end of the range is the
view that patients can believe virtually anything, except, perhaps, things
impossible by their very nature. Within these extremes other standards
are possible. Perhaps competency should be premised on believing what
most doctors would believe about an illness and treatment. Or perhaps
competency should be premised on believing what most people would
believe. Or upon what most reasonable people believe. Or perhaps we
should dispense with norms altogether and attempt to characterize a
competency standard in a way that does not refer to majorities.

We suggest a standard for competency that finds a middle ground
between an "impossible belief' standard, on the one hand,and a "believe
what your doctor believes" standard, on the other. As we see it, a
standard of competency should not turn on whatever a doctor believes
about an illness and its symptoms, treatment, and prognosis.
Conversely, beliefs that grossly distort reality, that are based on little or
no evidence, or that are indisputably false or patently delusional should,
in our opinion, render one incompetent.

The standard we propose is a "patently false delusional belief'
standard. Patently false beliefs are beliefs that are grossly improbable,
for any one of several reasons. First, patently false delusional beliefs
may violate the laws of nature. An example would be that thoughts can
kill. Second, a patently false delusional belief may also be a belief that
does not violate the laws of nature, but one that is practically impossible;
that is, a belief so improbable that we feel confident in saying it is false
without additional evidence. An example would be that one is able to
calculate as fast as a supercomputer. Finally, a patently false delusional
belief may be a belief that represents a gross distortion of obvious facts;
that is, a belief that flies in the face of empirical happenings obvious to
everyone. An example would be that a large spaceship lies in the middle
of New York's Central Park. Patently false delusional beliefs are beliefs
that are grossly improbable in one of these three ways. Religious and
cultural beliefs are exempted from the definition of patently false beliefs,
as are beliefs commonly held in a society or culture even if they appear
odd or idiosyncratic to people outside the society or culture.

pessimism. Many people are unduly optimistic or pessimistic about many things. The
NOT may require patients to manifest a trait-optimism-that many people may lack.



We would like to propose further normative discussion about the POD
in another regard by suggesting that mere denial of mental illness should
not necessarily count against one in a competency assessment. 28 This
claim-that denial of a mental illness does not always count against
competency---can be made without denying either the reality of mental
illness or the severe suffering it causes. One can also hold this view and
continue to subscribe to the medical model.29 Consider the following
seven reasons a patient might deny his or her illness.

First, a person denying he or she is mentally ill may simply not be
willing to admit to something that is stigmatizing and carries negative
consequences in our society. Attempting to avoid the negative
consequences of a diagnosis may be a rational strategy as a way to move
on in one's life.

Second, a person denying his or her illness may be acting on the basis
of an understandable defense. Denial of difficult things is quite
common. Denial can be a way to protect one from the narcissistic injury
of having a mental illness.

Third, denial can be adaptive. Evidence suggests that people with
serious physical illnesses live longer if they deny the seriousness of their
illness.3" A person denying he or she is mentally ill might draw on
resources he or she would be too discouraged to use if the person
admitted the illness.

Fourth, diagnoses of mental illness are generally less certain than
many diagnoses of physical illnesses. Unlike physical illnesses, where
there often are definitive findings that unequivocally establish the
diagnosis, there are no physical tests for any nonorganic mental illness.
This point is epistemological, not ontological. To say that we cannot
definitively prove someone has soft tissue damage is not to deny that
there is such an illness as soft tissue damage or that soft tissue damage
can cause considerable pain and disability. The two issues are different.
We can hold to the medical model, retain our belief in the reality of
mental illness, and still claim that denial of mental illness ought not
automatically to count against competency.

Fifth, many members of society are skeptical about mental illness-or
at least about whether particular behavior patterns or symptom

28. See Saks, supra note 18, at 988-92 (discussing denial of mental illness). Since
that publication, Saks' views on denial have changed somewhat.

29. In this context, the "medical model" is the model according to which mental
illnesses are real disease entities, as much so as any physical illnesses, and therefore
respond to treatments of various kinds. According to the medical model, mental illness
is not simply "problems in living."

30. See Saks, supra note 18, at 990 (mentioning sources supporting this claim).
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constellations amount to a mental illness. 31 Beliefs that mental illness is
a failure of will, consists of problems in living, or is motivated by a
desire to be cared for are not uncommon. While some such beliefs
amount to frank prejudice, or are at the very least based on ignorance,
the point is that if these beliefs are not uncommon, then a particular
patient's similar belief does not represent a gross departure from
ordinary ways of thinking. To hold that such a belief should render one
incompetent is to risk discriminating against the mentally ill.

Sixth, it does represent a patent distortion of reality to deny that one is
suffering from grossly demonstrable symptoms. But the patient who can
admit that he or she is agitated, pacing, scared-whatever his or her
symptoms happen to be-has reason to accept treatment that doctors say
will help those symptoms abate. It is not clear that we need to make the
patient admit to having a mental illness. It risks forcing a humiliation on
the person to do so.32

Finally, many populations of patients are notoriously noncompliant
with treatment recommendations.33 Such noncompliance could be

31. Beliefs such as these about mental illness seem much more common than
beliefs about physical illness. Even certain mental health professionals have similar
views about mental illness; Szasz, for instance, denies that any nonorganic mental illness
is real. See, e.g., THOMAS S. SZASz, THE MYTH OF MENTAL ILLNESS: FOUNDATIONS OF A

THEORY OF PERSONAL CONDUCT (2nd ed. rev. 1974).
32. Perhaps, however, we should require more. For example, we should require

that patients need to accept not only that they are pacing, but that they have some
condition, even if it is not the condition their doctors say they have. Or perhaps we
should require the patient to admit that he or she has some condition that looks like
schizophrenia that most doctors would so diagnose, and that is thought antecedently to
be as likely to benefit from treatment as any other similar presentation. These claims are
fairly indisputable in many cases. We don't need a physiological test to establish them.
Thus, while a patient may not trust what the individual doctor is telling him or her about
his or her diagnosis, the patient can and should accept the fact he or she has symptoms
commonly used by psychiatrists to identify mental disorders (e.g., the patient simply
denies their significance in terms of whether he or she "has" the illness.). See AMERICAN

PSYCHIATRIC ASS'N, DIAGNOSTIC AND STATISTICAL MANUAL OF MENTAL DISORDERS

(DSM-IV) (4th ed. 1994). It seems a close call whether we require these additional
beliefs or whether simply admitting to one's symptoms and one's doctor's belief in
potential benefit of treatment is enough to establish competency. An intermediate
position would be to require patients to admit, simply, that "something's wrong."

33. See, e.g., Joyce A. Cramer et al., How Often Is Medication Taken as
Prescribed? A Novel Assessment Technique, 261 JAMA 3273 (1989); Richard L.
Ruffalo et al., Patient Compliance, 31 AM. FAM. PHYSICIAN 93 (1985); Barbara J.
Stephenson et al., Is This Patient Taking the Treatment as Prescribed?, 269 JAMA 2779
(1993).



interpreted as an unconscious denial of illness. To the extent this
interpretation is plausible, we risk discriminating against the mentally ill
by penalizing their denial.

Given these reasons for denial, it seems appropriate to probe when a
patient denies he or she is mentally ill in order to see if the patient's
reasoning is understandable. 34  Perhaps the patient is not speaking
honestly. For example, perhaps a man is narcissistically wounded but,
in his heart of hearts, knows the truth. Perhaps he thinks of his
behaviors as his choice. Perhaps he holds widely held views about
mental illness that lead him to think he is not really ill, beliefs that are
reinforced by his family or friends. In short, one should explore whether
a given case of denial amounts to a patent distortion of reality (e.g.,
"aliens are causing me to suffer to save the world"). On this view, if a
belief is not impossible, then one must consider how plausible it is, and
whether it is an understandable or common belief, to determine whether
the belief patently distorts reality.

One final cautionary note about denial: Allowing denial to be a basis
for a finding of incompetency-and thus forced treatment-is fraught
with danger. Not only would finding incompetency on the basis of
denial permit us to force treatment on an obsessive-compulsive person
who denies that he or she is ill-and who among us is free of
maladaptive personality traits?-but it would also allow us to
characterize political dissidents as ill, and then to use their
understandable denial that they are ill as a basis for their involuntary
treatment.

In sum, more substantive points for future normative discussion can be
raised about the POD than about the UTD or TRAT. This discussion
might fruitfully explore what kind of beliefs are sufficient for
competency and what kind of beliefs are not. As examples, a standard
might look to whether the patient denies what his or her doctor says,
what most doctors say, what most reasonable people would say, what is
patently true, what must be true, and what cannot be true. Future

34. A failure to probe may result in underestimating the presence of incompetency
by focusing too exclusively on disavowal of what one's doctor believes and not enough
on the degree of distortion which the belief represents. Take the patient who admits he
or she has the diagnosis the doctor gives and agrees with the doctor's prognosis with and
without treatment. This person would receive a full score on the POD. But suppose he
or she also believes that he or she has the diagnosis the doctor gives because aliens are
manipulating his or her neurotransmitters from afar, and that taking the medication will
enrage the aliens and cause them to destroy the earth--even though he or she thinks it
will cure his illness. Again, this person would receive a full score on the POD. But is he
or she really competent to refuse treatment? Do we not want to look for patently false
beliefs and not just disagreement (or agreement) with what one's doctor says?
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scholars would establish which level of each belief to require. We
suggest a patently false belief standard as a likely candidate to separate
those competent to make decisions from those who are not. Whichever
standard is chosen, serious consideration will need to be given to the role
of denial in assessing competency.

The MacArthur research instruments identify the abilities both helpful
and necessary to make decisions and thus serve the value of protecting
the vulnerable. Their emphasis on protecting the vulnerable, however,
necessarily comes at the price of placing less emphasis on other values
implicated in setting standards for competency: the value of protecting
autonomy, even when autonomous choices are unconventional, and the
value of safeguarding against discrimination. A challenge to the
MacArthur researchers is to justify striking this balance in the manner
they have. For example, an objection could be raised to their way of
balancing values by claiming that freedom of choice includes both the
freedom to choose and the freedom to choose how to choose-the
patient's decision making process implicates the same normative issues
as does the patient's choice. And we should not require more of
mentally ill patients in this regard than we do of any other individuals.

C. The MacCAT-T

The MacCAT-T is a streamlined version of the three research
instruments. It is designed to aid in assessing competency in an actual
clinical setting. The MacCAT-T is the best instrument currently
available of its kind. We raise three points to consider about the
MacCAT-T's application in direct clinical care.

First, the "appreciation" component of the MacCAT-T acknowledges
the difference between nonagreement with one's doctor that is
nondelusional (i.e., has some reasonable explanation) and nonagreement
that is "based on a delusional premise or some other belief that seriously
distorts reality and does not have a reasonable basis in the patient's
cultural or religious background."35  The range of "reasonable
explanations" given, however, may be overly narrow. Only culturally or
religiously sanctioned beliefs are permitted to ground "reasonable"
disagreements. The MacCAT-T scores as "zero" a patient's belief that

35. THOMAS GRisso & PAUL S. APPELBAUM, MACARTHUR COMPETENCE
ASSESSMENT TOOL-TREATMENT (MACCAT-T) 12 (1995) (unpublished manual available
from authors).



his symptoms are related to circumstances other than a psychiatric
disorder, such as stress or overwork. Given widespread beliefs in our
society about psychological distress, a patient could be holding non-
patently false ideas were he to attribute the cause of his symptoms to
reasons outside what the MacCAT-T views as permissible.

A second point to consider about the MacCAT-T, insofar as it will be
the instrument used in an actual clinical setting, is the suggestion36 that
competency exists on a sliding scale, and that the individual evaluator
will play a central role in setting the standard when the patient is faced
with a choice about treatment. If the patient chooses an alternative that
goes against conventional wisdom-say, to reject a treatment with
proven efficacy for a serious illness-the evaluator could require a
higher level of abilities of the patient. Put another way, according to the
MacCAT-T the standard for competency will vary as if on a sliding
scale: If patients are about to choose something that will not help them
and may harm them, the MacCAT-T deems it especially important to
assess whether they know what they are getting themselves into. The
evaluator conducting the assessment would judge whether the level of
ability would need to be raised given the particular choice at issue and
would do so according to how he or she deemed it appropriate.

A challenge to this proposal arises. Doing so seems only a distant
cousin to declaring people who make good choices competent and
people who make bad choices incompetent. One might respond to the
challenge by pointing out that in assessing competency, autonomy is
balanced against well-being, so that striking the balance differently when
well-being is likely to be affected more seriously makes perfect sense.
But there is a difference between saying that one must have certain
abilities as a general matter in order to take responsibility for one's own
choices, without scrutiny of particular choices, and saying that one must
have more abilities when society judges that a particular choice is bad,
or at least not as good as other choices. In addition, this manner of
assessing competency allows the evaluator to determine that a choice is
problematic based upon his or her own values, rather than on a set of
values identified through normative discussion.37 Perhaps at the end of
the day competency doctrine should set the balance once, in order to
avoid second-guessing patients' decisions. It could convincingly be
argued, for example, that giving a third party the power to decide what is

36. See supra note 16.
37. Individual evaluators will make decisions regarding which direction, and how

far, the scale should "slide." These decisions will inevitably be based upon normative
considerations. It is not clear that such considerations should be left to individual mental
health professionals, rather than made through normative deliberation.
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a good and a not-so-good choice defeats the very notion of
competency-that the concept of competency leaves the choice up to the
patient. One possibility would be to increase the level that we require of
patients only in the most exigent circumstances: when a choice exposes
the patient to a serious risk of very substantial, perhaps irreversible
harm. This policy would minimize the occurrence of individual
evaluators making normative judgments about a patient's choice of
treatment.

Third, there is a real danger that an investigator faced with a
requirement to use the MacArthur instruments may simply adopt its
definition of "impairment" as the cutoff point for incompetence, or
decide that the line the MacArthur researchers say indicates clear
competence should also be the line below which a person is deemed
incompetent. That is to say, in practical terms future competency
administrators may mistake the nature of certain of the instruments so
that "impairment" simply translates into "incompetency," or that the
standard given for "clearly competent" on the MacCAT-T is used to
divide the competent from the incompetent. It will be important to see
whether such mistakes are being made.

V. IMPORTING THE MACARTHUR INSTRUMENTS INTO THE

RESEARCH CONTEXT

The MacArthur instruments were designed for measuring capacities
relevant to competency to consent to treatment. Two questions arise at
the prospect of importing the instruments into the research arena: First,
what, if any, normative considerations unique to participation in research
will need to be addressed?38 Second, to the extent that the same abilities
are relevant in both the treatment and research contexts, will the manner
of assessing these abilities need to be adapted to the research setting?

In regard to the first question, research implicates normative issues not
raised in the treatment context. As an example, we must factor into our

38. The MacArthur researchers have a book chapter in press that discusses
adapting their instruments to the research context. See Subjects' Capacity, supra note 5.
The authors state that the instruments must be adapted to the research context (e.g., the
UTD must disclose information appropriate to participation in research), and they point
to the added value of increasing scientific knowledge. The authors also suggest adopting
a sliding scale approach, so that each evaluator is free to draw the line between
autonomy and paternalism as he or she sees best.



balance of autonomy, paternalism, and nondiscrimination a new value:
that of advancing science. A question raised by the addition of this new
value is whether competence in the research context requires greater
capacities. Reasons argue both for and against requiring greater
capacities.

In terms of reasons for raising the standard for capacity, consider that
the patient/subject will be consenting to participate in activities for the
benefit of others, possibly to his or her detriment.39 We may therefore
want patient/subjects to play a larger role in evaluating a decision to
participate in research, so that correspondingly higher capacities are
required. In addition, we may think that as a risk-of-error matter
evaluators are likelier to have an interest in finding competency so that
their patients will be able to consent to research that will help the
researchers. To offset this likely bias, the standard for competency
should likewise be raised.4" Finally, given the intense transference
people sometimes bring to doctor/patient interactions, the patient/subject
may not be in a good position to protect himself or herself- that is, to
make the best judgment for himself or herself in the absence of a doctor
whose sole concern it is to assist in making a good judgment for the
patient.41 Reasons that speak against requiring a higher level of
competency include a desire to participate in therapeutic research when
nothing else seems to help. In addition, people can derive great utility
from the thought of helping others and can feel terribly demeaned when
their choice to do so is not respected.

39. A variation on this position is that not a great deal is lost by not allowing
patient/subjects the opportunity to participate in research. A second variation is that the
decision to participate in research is of less benefit to the patient/subject than is the
decision to consent to conventional treatment. While the reader will readily appreciate
situations in which the second variation is not true, as a broad generality it seems sound.

40. The National Bioethics Advisory Commission recommends an independent
professional to assess the subject's capacity to consent to research that involves more
than a minimal risk. See Recommendation 8, 1 NAT'L BIOETHICS ADVISORY COMM'N,
RESEARCH INVOLVING PERSONS WITH MENTAL DISORDERS THAT MAY AFFECT
DECISIONMAKING CAPACITY (1998) (visited July 2, 1999) <http://www.bioethics.gov/
capacity/ TOC.htm>.

41. Patients may have many unconscious reasons to consent to research when a
doctor asks them to do so. A positive transference-a desire to please the doctor-may
be the most powerful, but the subject/patient may also experience a desire not to be the
object of the doctor's animus; a belief that the doctor offers protection from all harm and
that the doctor must have only the patient's interests at heart. In addition, patients may
believe that they will not get other therapeutic treatment if they are unwilling to
participate, will get the best treatment only if they participate, will be able to survive
financially only if they are treated through a research protocol. Finally, the doctor may
put some pressure on the patient to consent, and many people have a difficult time saying
no.



[Vol. 10: 103, 1999] MacArthur and Beyond
THE JOURNAL OF CONTEMPORARY LEGAL ISSUES

The question of whether additional capacities are appropriate for
competency to consent in the research context will require a thorough
normative discussion. The fundamental condition of research, that the
patient/subject serves the interests of both the patient and another,4 2

speaks in favor of protecting the vulnerable. Allowing patient/subjects
the choice to participate in research, and not requiring more of the
mentally ill than other populations before consent is valid, speak in favor
of autonomy and nondiscrimination. Discussion and debate are required
to find the best balance of the values at play.

Second, the MacArthur instruments have been designed to aid in
assessing competence to consent to treatment, and their manner of
assessing capacities will therefore need to be adapted for the research
context. The UTD, for example, will need to include the most important
information patient/subjects need to understand about the research.4 3

Most important, patient/subjects will need to understand that
nontherapeutic research will not help them, and that research doctors
have a primary interest in conducting research, not in providing care.
The POD will need to be adapted in order to assess the patient's
appreciation (belief formation) on these and other matters relevant to the
research. Thus, the various instruments will need content that speaks to
research.

VI. CONCLUSION

The MacArthur instruments make an enormous contribution to the
literature on competency. This article has raised and discussed areas
where further discussion may prove fruitful. First, the normative
underpinnings of the project merit further discussion. Second, the
balance between autonomy, paternalism, and nondiscrimination merits
further examination with an eye toward possible reassessment in certain,
specific areas. Third, the role of denial merits reconsideration,
especially the question of whether denying one's mental illness is in all
cases relevant to the question of competency. Finally, a standard of
belief in the appreciation instrument could be adopted. To the extent
that the normative inquiry leads to a "patently false belief' standard, that

42. In nontherapeutic research, the patient may have a strong interest in wanting to
help others.

43. See supra note 6.



standard will need to be operationalized. 4 Notwithstanding these areas

44. A 1996 symposium issue of Psychology, Public Policy, and Law that was
devoted to the MacArthur Treatment Capacity research instruments contains a number of
articles critiquing the POD. See Christopher Slobogin, "Appreciation" as a Measure of
Competency: Some Thoughts About the MacArthur Group's Approach, 2 PSYCHOL. PUB.
POL'Y & L. 18 (1996) (critiquing approach based on earlier writings of Elyn Saks);
Susan Stefan, Race, Competence Testing, and Disability Law: A Review of the
MacArthur Competence Research, 2 PSYCHOL. PUB. POL'Y & L. 31 (1996) (critiquing
instrument on similar grounds); Trudi Kirk & Donald Bersoff, How Many Procedural
Safeguards Does It Take to Get a Psychiatrist to Leave the Lightbulb Unchanged? A Due
Process Analysis of the MacArthur Treatment Competence Study, 2 PSYCHOL. PUB.
POL'Y & L. 45 (1996) (critiquing instrument).

The authors have several responses to this critique. First, they note that the critics all
seem to want some measure of appreciation of illness and treatment to be included in a
competency instrument, even if they object to the precise measure used. Second, they
suggest that they may well not be all that far apart from their critics in the measure they
want: The researchers acknowledge that mere nonacknowledgment of one's disorder, or
of the realistic consequences of treatment, is not enough to constitute incapacity. The
MacArthur researchers believe that, to speak to the question of capacity, the
acknowledgment must be related to delusional thinking or other medical or
psychological conditions that are responsible for a serious distortion of reality. They add
that they accept the concept of a "patently false belief," provided it is not restricted to
delusions but may also include nondelusional reasons for denying the existence of one's
disorder, such as parietal lobe damage or intolerable anxiety related to recognition of the
disorder. Third, they acknowledge that their instrument does not formulate a criterion
for "patently false beliefs," and suggest that it was difficult for them to operationalize
this concept; they invite others to try. Finally, the MacArthur researchers note that the
MacCAT-T requires clinicians to make a judgment about patients' reasons for denial of
their symptoms in order to rate their appreciation. The requirement represents an effort
to include the "patently false belief' component in the capacity standard. The authors
thought it possible to do so only by relying on clinical judgment, at the cost of sacrificing
some psychometric reliability. Thomas Grisso & Paul S. Appelbaum, The Values and
Limits of the MacArthur Treatment Competence Study, 2 PSYCHOL. PUB. POL'Y & L. 167
(1996).

The authors' first point is well-taken. A decision maker's beliefs are central to
competency. The authors' second point, however, merits further discussion. The
authors say they want to pick out only beliefs that seriously distort reality. While there
may be a variety of reasons for serious distortions of reality, such as anxiety or
dissociation (although if the distortions are serious, don't they necessarily amount to
delusions?), it remains that denial of mental illness is often not a sufficient distortion of
reality to justify a finding of incompetency.

The authors' third point, that (although they generally approve of the notion), they find
the concept of a "patently false belief' difficult to operationalize, is a challenge that
awaits future research. It will be important first to define a patently false belief as
precisely as possible. The manner in which the MacArthur researchers discuss this
concept indicates important conceptual differences in how a "patently false delusional
belief' has been defined and discussed elsewhere.

Finally, the authors note that the MacCAT-T attempts to introduce the notion of a
"patently false belief' by requiring examiners to assess the reasons for patients' denial.
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of future work, the MacArthur instruments are an enormously
impressive achievement and will no doubt be a focal point for the
discussion of competency for many years to come.

Given this approach, well-reasoned bases for disagreement with one's doctor would not
count against one's competency, as they currently do according to the POD. While this
approach seems correct and workable, the reasons that the researchers would allow to
justify disavowals may be overly restrictive.
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The Use of Mechanical Restraints in
Psychiatric Hospitals

Elyn R. Sakst

Julia, a newly admitted psychotic patient, suddenly breaks a plastic
spoon while she is eating lunch. She appears amused, slightly fearful, and
a touch defiant. Staff suggest that she needs to be restrained. When Julia
resists, six orderlies converge on her, pin her to her bed, and, despite her
struggles, cuff her limbs with thick leather straps. Finally, they immobi-
lize her torso with a body net. Tied spread-eagle to the bed, unable to
move, Julia is now in "six point" restraints.'

In time Julia's physical pain will increase. Her ankles and wrists will
bruise, her body will ache from the forced immobility. Although she will
beg for release (many patients do), Julia will neither be let go, nor be told
when staff plan to untie her. Alone, frightened, and in pain, she will be-
gin to struggle again-a signal to the staff that she needs to be restrained
longer.

2

Julia was a patient in a well-staffed, highly regarded university hospi-
tal when this episode occurred. In most jurisdictions, she would not even
have a colorable claim that any of her civil rights or liberties had been
violated. Her case is by no means unique; in New York state, which has
one of the most stringent and carefully written restraints statutes in the
country, in a single month's time in 1984, nearly 500 patients were re-
strained in well over 1,100 incidents.3 In fact, Julia was lucky, because
she left the hospital unharmed. Between 1979 and 1982, nearly 30 psychi-

" I wish to thank Stephen Behnke for his extensive assistance in the preparation of this Note.
1. "Mechanical restraints" will be used in this Note to refer to the more severe restraining de-

vices, such as "four" and "six point" restraints, body sacks, and camisoles. It will not be used to refer
to less severe restraining devices such as arm splints or geriatric chairs, which raise some different
issues. This Note takes no position on the acceptability of such devices.

2. For a personal account of a disturbing time in restraints, see C. BEERS, A MIND THAT FOUND

ITSELF (5th ed. 1921).
3. See Way, The Use of Restraint and Seclusion in NYS Psychiatric Centers: February 15-

March 14, 1984 (Dec. 1984), reprinted in N.Y. STATE COMM'N ON QUALITY OF CARE FOR THE
MENTALLY DISABLED & MENTAL HYGIENE MED. REV. BD., IN THE MATTER OF CHRISTOPHER
DUGAN, Attachment II, at 1-3 (Jan. 1985) (Executive Summary) (one month study shows 897 indi-
viduals in restraints or seclusion and 2,228 episodes of restraint or seclusion in N.Y. facilities; patients
with six or fewer episodes, amounting to 95% of total, studied in greater detail; 54% in restraints). It
is difficult to estimate nationwide how often restraints are used. Only one other incidence study exists:
Soloff, Behavioral Precipitants of Restraint in the Modern Milieu, 19 COMPREHENSIVE PSYCHIATRY
179, 182 (1978) (3.6% of patients in two wards of military teaching hospital restrained at least once)
[hereinafter cited as Precipitants].

1836



Mechanical Restraints

atric patients died in New York state from being restrained or secluded."
Ironically, what we allow to happen daily to hundreds of psychiatric pa-
tients, we, as a society, would not allow to happen to a person who had
committed even the most heinous of crimes.5

I. A DEVIATION IN THE LEGAL LANDSCAPE

Concern for the liberty and dignity of the members of our society per-
meates American jurisprudence.6 Our legal system has spent much effort
balancing these extremely personal and highly individual rights against
other societal interests. The law's treatment of mechanical restraints devi-
ates sharply from this legal landscape. Compared to the balance struck
between other medical interests and patients' interests in liberty and dig-
nity, the rules that govern restraints are disturbing anomalies.

Both the common law and statutes zealously safeguard the liberty and
dignity of the patient by protecting the individual's right to choose what is

4. During the four year period between 1979 and 1982, 19 patients died in state facilities and 11
in private facilities as a result of being restrained or secluded. 89.4% of the 19 examined deaths
involved restraints only. See Way, Restraint and Seclusion Deaths in NYS Psychiatric Centers:
1979-1982 (Dec. 1983), reprinted in N.Y. STATE COMM'N ON QUALITY OF CARE FOR THE MEN-
TALLY DISABLED & MENTAL HYGIENE MED. REV. BD., IN THE MATTER OF CHRISTOPHER

DUGAN, Attachment I, at 1, 2 and Table 4 (Jan. 1985).
5. Restraining a prisoner to his bed at four points would seem to be impermissible for either

safety or punishment reasons. See, e.g., Spain v. Procunier, 600 F.2d 189, 198-99 (9th Cir. 1979)
(tying prisoner to object permitted only in emergency); Pena v. State Division for Youth, 419 F. Supp.
203, 211 (S.D.N.Y. 1976) (restraining youth to furniture impermissible); Gates v. Collier, 349 F.
Supp. 881, 900 (N.D. Miss. 1972), affd, 501 F.2d 1291, 1306 (5th Cir. 1974) (enjoining handcuffing
to fences, bars, fixtures); Landman v. Royster, 333 F. Supp. 621, 647-48 (E.D. Va. 1971) (chaining
prisoner where unable to eat or use toilet, resulting in lack of sleep, pain, and scars, violated Eighth
Amendment). The Ninth Circuit has held that restraints may be used on prisoners only in transport,
if there is danger, or under medical advice, Spain v. Procunier, 600 F.2d 189, 198-99 (9th Cir. 1979).
The Fifth Circuit has declared that they may not be used as a punishment. Ruiz v. Estelle, 666 F.2d
854, 866 (5th Cir. 1982). At least two courts have considered the use of restraints for medical pur-
poses in prisons. See French v. Owens, 538 F. Supp. 910, 919, 928 (S.D. Ind. 1982) (chaining
psychotic prisoners spread-eagle to their beds without medication enjoined); Inmates of Allegheny
County Jail v. Wecht, 565 F. Supp. 1278, 1284-86 (W.D. Pa. 1983) (restraining women stripped to
underwear to cot without mattress unacceptable).

6. Liberty, of course, is explicitly recognized in our Constitution. Dignity has received less formal
recognition, but is vital nonetheless. To violate a person's dignity is to pay insuffident regard to his
intrinsic worth as a human being. Cruel and unusual punishments do just that; they are so painful or
degrading that they demean the human spirit. Thus the Eighth Amendment may be seen as a dignity
measure. See Trop v. Dulles, 356 U.S. 86, 100 (1958) (plurality opinion) ("The basic concept under-
lying the Eighth Amendment is nothing less than the dignity of man."); Furman v. Georgia, 408 U.S.
238, 291 (1972) (Brennan, J., concurring) ("IThe deliberate extinguishment of human life by the
State is uniquely degrading to human dignity."); Glass v. Louisiana, 105 S. Ct. 2159, 2168 (1985)
(Brennan, J., dissenting from denial of cert.) (execution by electrocution violates "dignity of man");
Jackson v. Bishop, 404 F.2d 571, 579-80 (8th Cir. 1968) (whipping prisoners violates Eighth
Amendment because it violates human dignity of prisoners).

Similarly, common law rules on battery, false imprisonment, and reasonable force all implicate
dignity. See, e.g., W. PROSSER & W. KEATON, THE LAW OF TORTS 41 (West 1984) ("The element
of personal indignity involved [in batteries] always has been given considerable weight."). See gener-
ally id. §9, at 39, § 11, at 47, § 19, at 124, and § 20, at 129.
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in his own best interests. Except in an emergency, patients have the right
under the common law to choose which treatments they will and will not
undergo, including the right to elect a treatment that doctors do not be-
lieve is the best choice.7 "Death with dignity" statutes allow a patient to
choose even death over what he perceives to be violations of his personal
dignity." And by looking to what the patient would have wanted if compe-
tent, rather than to what is medically indicated, certain states guard even
an incompetent patient's right to choose medical treatment.9 In short, our
law has given primacy to individual dignity over medical interests by al-
lowing patients to choose how their dignity will best be preserved. 10

Civil commitment for mental illness involves issues closely'analogous to
those implicated in mechanical restraints cases. Like restraints, civil com-
mitment represents "a massive curtailment of liberty,"'" a fact which has
led the Supreme Court to hold that certain alleged "treatment-benefits" of
commitment (that it affords a patient "milieu therapy," or raises his stan-

7. See generally W. PROSSER & W. KEATON, THE LAW OF TORTS § 32, at 189-92 (1984). The
most helpful work on this subject of informed consent is J. KATZ, THE SILENT WORLD OF DOCTOR
AND PATIENT (1984). Originally, all that was required before a doctor could "touch" a patient was
consent. Pratt v. Davis, 118 Ill. App. 161 (1905), affd, 224 Il1. 300, 79 N.E. 562 (1906). However,
Salgo v. Leland Stanford Jr. University Bd. of Trustees, 154 Cal. App.2d 560, 317 P.2d 170 (1957),
introduced the idea that the consent must be informed. See also Natanson v. Kline, 186 Kan. 393, 350
P.2d 1093 (1960). This notion was extended in Canterbury v. Spence, 464 F.2d 772, 786-87 (D.C.
Cir.), cert. denied, 409 U.S. 1064 (1972) and Cobbs v. Grant, 8 Cal.3d 229, 243, 104 Cal. Rptr. 505,
514, 502 P.2d 1, 10 (1972), which introduced the notion that the disclosure standard must be patient-
based. The development of the informed consent doctrine has accorded increasing weight to patients'
autonomy and dignity; patients must be given enough information to make a decision that best accords
with their personal values. Furthermore, in giving this information, doctors must take account of what
patients want and need to know, not of what other doctors think it medically best for them to know.
See also Katz, Informed Consent-A Fairy Tale? Law's Vision, 39 U. PTrr. L. REv. 137 (1977);
Plante, An Analysis of "Informed Consent," 36 FORDHAM L. REV. 639 (1968). For a strong defense
of patient autonomy, see Shultz, From Informed Consent to Patient Choice: A New Protected Interest,
95 YALE L.J. 219 (1985).

8. See, e.g., Freeman, Death with Dignity Laws: A Plea for Uniform Legislation, 5 SETON HALL

LEG, IS. J. 105 (1982); Martyn & Jacobs, Legislating Advance Directives for the Terminally Ill: The
Living Will and Durable Power of Attorney, 63 NEB. L. REv. 779 (1984).

9. For the substituted judgment standard as used in the case of the mentally ill, see, e.g., Rogers v.
Comm'r of Mental Health, 390 Mass. 489, 458 N.E.2d 308, 315 (1983) ("The recognition of that
right [to refuse treatment] must extend to the case of an incompetent, as well as a competent, patient
because the value of human dignity extends to both. . . .") (quoting Superintendent of Belchertown
State School v. Saikewicz, 373 Mass. 728, 745, 370 N.E.2d 417, 427 (1977)); In re Boyd, 403 A.2d
744, 750-51 (D.C. 1979). Notice that a "best medical interests" standard rather than a "substituted
judgment" standard may reflect a judgment that searching for a patient's competent wishes is gener-
ally fruitless, and most patients want what their doctors advise anyway, rather than a judgment that a
patient's medical interests are more important than his dignity interests.

10. Religious values have also been held to supersede medical interests, sometimes even if refusal
of treatment will mean death. See In re Osborne, 294 A.2d 372, 374-75 (D.C. 1972). Religious
refusals of treatment are more commonly upheld when death is not an issue, however. For cases
where the patient is mentally ill, see Winters v. Miller, 446 F.2d 65 (2d Cir.) cert. denied, 404 U.S.
985 (1971) (Christian Scientist has right to refuse psychotropic medication), and Osgood v. District of
Columbia, 567 F. Supp. 1026 (D.D.C. 1983) (same).

11. Humphrey v. Cady, 405 U.S. 504, 509 (1972).
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dard of living) are constitutionally insufficient to justify commitment.1 2

Most states have gone even farther. They have forbidden commitment for
the sake of any kind of treatment at all,'3 and have limited it solely to
those who are dangerous to themselves or others or who are gravely dis-
abled. Only in these extreme circumstances are liberty and dignity viola-
tions believed to be justified.

Accordingly, substantial procedural protections accompany civil com-
mitment to ensure that the infringement upon an individual's dignity and
liberty is justified.' To determine whether patients meet the commitment
criteria, most states entitle patients to a hearing:"5 to notice, to a right to
confront and cross examine witnesses, and to representation by counsel.'"
Moreover, the Supreme Court has held that patients must be found to
meet the commitment criteria by "clear and convincing" evidence. 17

Mandatory review procedures are common."
A substantial majority of states also apply a "least restrictive alterna-

tive" mandate to civil commitment, requiring that any infringement upon
a patient's liberty must be the absolute minimum necessary to achieve the

12. See O'Connor v. Donaldson, 422 U.S. 563 (1975). The Court did not reach the issue of
whether treatment in general justifies commitment, id. at 573, but it did consider these particular
alleged "treatment benefits." The court below had found that milieu therapy in this case was nothing
more than confinement in the milieu of the hospital-not enough treatment to justify the patient's
injuries. Id. at 569. And if treatment is a defense to commitment, then whether something is treatment
is justiciable. Id. at 574 n.10. Moreover, the "mere presence of mental illness," the Court found,
"does not disqualify a person from preferring his home to the comforts of an institution," id. at 575.
The Court found a person's desire for freedom more important than the material gains provided by
institutionalization.

13. As of 1974, only 17 states still allowed commitment based on the "need for treatment" alone.
See Note, Developments in the Law: Civil Commitment of the Mentally Ill, 87 HARV. L. REV. 1190,
1201-07 (1974) [hereinafter cited as Developments].

14. But cf. Parham v. J.R., 442 U.S. 584 (1979), which gives children fewer procedural protec-
tions than adults. Parham also seems to give doctors more authority, and to view commitment as more
a medical decision, than did O'Connor v. Donaldson. But in Parham the determination that doctors
are called on to make-that the child is mentally ill and could benefit from hospital treatment-is a
medical determination, while the value-decision of whether the benefits of treatment are worth the
detriments of hospitalization has already been made by the parents. The parents have decided that
their child's being "in need of treatment" is a good enough reason for hospitalization.

15. As of 1974, only ten states used administrative, rather than judicial, hearings to make this
determination (although some provided for judicial hearings as an alternative). See Developments
supra note 13, at 1269 n.36.

16. On notice, see, e.g., CONN. GEN. STAT. § 17-178(a) (1985); IOWA CODE ANN. § 229.7 (West
1985); MONT. CODE ANN. § 53-21-121(3) (1983); WASH. REV. CODE ANN. § 71.05.460 (1975). On
the right to cross-examine, see, e.g., CONN. GEN. STAT. § 17-178(c) (1985); IOWA CODE ANN. §
229.12(1) (West 1985); MONT. CODE ANN. § 53-21-126(3) (1983); WASH. REV. CODE ANN. §
71.05.200(1)(d) (1975). On the right to appointed counsel, see, e.g., CONN. GEN. STAT. § 17-178(b)
(1985); IowA CODE ANN. § 229.8(1) (West 1985); MONT. CODE ANN. § 53-21-122(3) (1983);
WASH. REV. CODE ANN. § 71.05.460 (1975).

17. Addington v. Texas, 441 U.S. 418 (1979).
18. Most states require periodic judicial review of commitment decisions. See, e.g., CONN. GElN.

STAT. § 17-178(g) (1985); MONT. CODE ANN. § 53-21-128(2) (1983); S.D. CODtrsED LAWS ANN. §
27A-12-17 (1984); WASH. REv. CODE ANN. § 71.05.320(2) (West 1986). Of course, habeas corpus
review is available to anyone who believes he or she is illegally committed.
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state's end.19 These least restrictive alternative statutes are in keeping
with the long-articulated principle that intrusion upon an individual's
constitutional rights will be permitted only to the extent necessary to
achieve another legitimate state interest.2

One area, however, in which some courts and legislatures have been
striking the balance in favor of the state interest has been the field of
psychotropic medication. Patients' choices not to have psychotropic medi-
cation have been overridden in these jurisdictions not only in situations of
danger, but also when the treatment-benefits have been deemed great
enough,2 1 such as when there are no other less intrusive ways to bring
about improvement or when other treatments will take significantly longer
to be effective.22 In reaching these decisions, the jurisdictions have given
great weight to the vast and largely undisputed literature which asserts
that medication is a very effective treatment for most major mental ill-
nesses." But even here-where nearly the entire medical community

19. Least restrictive alternative mandates have been incorporated into at least twenty state statutes
explicitly, and fourteen implicitly. See Note, The Right to Treatment in the Least Restrictive Alterna-
tive: The Confusion Remains After Youngberg v. Romeo, 19 NEW ENG. L. REV. 175, 182-88 (1983)
(twenty states have least restrictive alternative mandate explicitly, fourteen, implicitly); see also Hoff-
man & Foust, Least Restrictive Treatment of the Mentally Ill. A Doctrine in Search of its Senses, 14
SAN DIEGO L. REV. 1100 (1977); Comment, The Scope of the Involuntarily Committed Mental
Patient's Right to Refuse Treatment with Psychotropic Drugs: An Analysis of the Least Restrictive
Alternative Doctrine, 28 VILL. L. REV. 101 (1982).

20. Historically, this doctrine has been applied to cases involving the First Amendment, see, e.g.,
Shelton v. Tucker, 364 U.S. 479, 488 (1960) (right of association); the due process clause, see, e.g.,
Griswold v. Connecticut, 381 U.S. 479, 485 (1965) (right of privacy); and the equal protection clause,
see, e.g., Dunn v. Blumstein, 405 U.S. 330, 343 (1972) (right to vote). The doctrine has also been
extended to the mental health context. See, e.g., Lake v. Cameron, 364 F.2d 657, 660 (D.C. Cir.
1966) (civil commitment); Covington v. Harris, 419 F.2d 617, 623-25 (D.C. Cir. 1969) (intra-
hospital disposition to high security ward); De Angelas v. Plaut, 503 F. Supp. 775, 781 (D. Conn.
1980) (civil commitment of incompetent accused). The constitutional status of the doctrine in the
mental health context, however, is uncertain in light of the failure of Youngberg v. Romeo, 457 U.S.
307 (1982), to adopt the least restrictive alternative analysis of the lower court.

21. A small number of states expressly allow involuntary psychiatric medication of patients with-
out providing a standard for when such action is acceptable. See, e.g., AL.ASKA STAT. § 47.30.772
(1984); ARK. STAT. ANN. § 59-1415(2) & (4) (Supp. 1985); CONN. GEN. STAT. § 17-206d(b) (1985).

22. See, e.g., Delaware Department of Health and Social Services, Division of Mental Health,
Delaware State Hospital Policy § 1.50 (1985) (on file with author) [hereinafter cited as Delaware
State Hospital Policy § 1.50]; Michigan Department of Mental Health, Public Mental Health Man-
ual: Administration of Psychotropic Medication and For Protection of Recipients' Rights 6 (Aug. 2,
1984) [hereinafter cited as Michigan Administration of Psychotropic Medication]; N.J. Reg § II(2)(a)
& (b); North Carolina Department of Human Resources, Division of Mental Health, Mental Retar-
dation, and Substance Abuse Services, Human Rights for Clients of State Owned and Operated Facil-
ities, APSM 95-1, at J. 0400-1 to J.0400-2 (1984) [hereinafter cited as North Carolina, Human
Rights].

23. See, e.g., Appleton, Fourth Psychoactive Drug Usage Guide, 43 J. CLIN. PSYCHIATRY 12
(1982); R. BALDESSARINI, CHEMOTHERAPY IN PSYCHIATRY (1985); L. KOLB & H. BRODIE, MOD-
ERN CLINICAL PSYCHIATRY 809 (10th ed. 1982); D. MORGAN, PSYCHOPHARMACOLOGY: IMPACT OF
CLINICAL PSYCHIATRY (1985); GUIDELINES FOR THE USE OF PSYCHOTROPIC DRUGS (H. Stancer,
P. Garfinkel & V. Rakoff eds. 1984).
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agrees upon the efficacy of psychotropics-a number of states have
adopted procedural protections governing involuntary medication.2

From these four areas of law, it is possible to draw four general princi-
ples which seem to guide society's balance of medical interests against a
patient's liberty and dignity interests. First, a patient should be deprived
of his liberty only when failure to do so either presents a risk of serious
physical harm to himself or others or prevents medical treatment which
has clearly been shown to be effective. Second, a patient should be de-
prived of his liberty only to the extent necessary to achieve the desired
goal. Third, a patient's right to choose among treatments should be pro-
tected wherever possible. Fourth, when a patient must be deprived of lib-
erty, a set of strict procedures should be imposed to ensure that the in-
fringements upon his liberty and dignity will be kept to an absolute
minimum.

The law's current treatment of restraints substantially departs from
these principles. Most states allow hospital staff to put patients in re-
straints when there is no serious threat of injury and without any clear
showing of their efficacy.25 Little effort is made to ensure that only that

24. A number of states provide for review by statute. See, e.g., IND. CODE ANN. § 16-14-1.6-7
(Burns 1983); Ky. REv. STAT. ANN. § 202A.196 (Baldwin 1985); MD. HEALTH-GENERAL CODE

ANN. § 10-708 (Supp. 1985). A number of other states provide for review in regulations or policy
directives. See, e.g., Delaware State Hospital Policy § 1.50 (1985), supra note 22; Michigan Adminis-
tration of Psychotropic Medication, supra note 22; North Carolina, Human Rights, supra note 22;
TEX. ADMIN. CODE tit. 25, § 405.808 (1984).

25. Most state restraints statutes do not use a dangerousness standard. Restraints statutes may be
divided into seven categories. First is the statute that requires the use of restraints to be recorded: W.
VA. CODE §27-5-9(e) (1980).

Second are the statutes that proscribe unnecessary or excessive restraints: ARK. STAT. ANN. § 59-
1416(23) (Supp. 1985); Ky. REV. STAT. ANN. § 202A.191(h) (Baldwin 1985); N.D. CENT. CODE §
25-03.1-40(4) (1978); VA. CODE § 37.1-84.1(6) (1984).

Third are the statutes that require restraints to be prescribed by a designated authority, usually a
physician: D.C. CODE ANN. § 21-563 (Supp. 1985); NEV. REV. STAT. § 433.484(2) (1985); OHIO
REV. CODE ANN. § 5122.27(F)(7) (Page 1981); TEx. REV. Civ. STAT. ANN. art. 5547-86 (Vernon
1986).

Fourth are the statutes that allow restraints only if required by the "medical needs" of the patient:
ME. REV. STAT. ANN. tit. 34-B, § 3803(3) (Supp. 1985); OKLA. STAT. ANN. tit. 43A, § 92 (West
1979); OR. REV. STAT. § 426.385(3) (1985); PA. STAT. ANN. tit. 50, § 4422 (Purdon 1969); S.C.
CODE ANN. § 44-23-1020 (Law. Co-op. 1985); TENN. CODE ANN. § 33-3-104(4) (Supp. 1985);
UTAH CODE ANN. § 64-7-47 (Supp. 1985); VT. STAT. ANN. tit. 18, § 7704 (1968); Wyo. STAT. §
25-10-119 (1982).

Fifth are the statutes that allow restraints, roughly, for either safety in an emergency or on a
professional's written order explaining the rationale for the restraint: MONT. CODE ANN. § 53-21-
146 (1983); N.J. STAT. ANN. 30:4-24.2(d)(3) (West 1981); S.D. CODIFIED LAWS ANN. § 27A-12-6
(Supp. 1986).

Sixth are the statutes that allow restraints, roughly, for either the safety or the treatment of the
patient: ARIZ. REV. STAT. ANN. § 36-513 (1986); HAWAII REv. STAT. § 334E-2(18) (Supp. 1980);
IND. CODE ANN. § 16-14-1.6-6 (Burns 1983); LA. REV. STAT. ANN. § 28:171(D) (West Supp.
1986); MICH. CoMP. LAWS ANN. § 330.1742(2) (West 1980) (seclusion); N.C. GEN. STAT. § 122C-
60 (Supp. 1985); WIs. STAT. ANN. § 51.61(1)(i) (West Supp. 1985).

Seventh are the statutes that do require dangerousness to self or others: ALASKA STAT. §
47.30.825(d) (1984); CONN. GEN. STAT. § 17-206e(a) (1985); GA. CODE ANN. § 37-3-165 (Supp.
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amount of restraint is exercised which is required to achieve the desired
end,26 and, as a matter of course, patients are given no choice in the man-
ner of restraint.27 Finally, few, if any, procedural safeguards attend the
patient's initial deprivation of liberty, or are called into play to determine
how long the deprivation will continue.2 Overall, current law overwhelm-
ingly sees restraints as a practice best regulated by internal professional
norms, and thus leaves to doctors and hospital staff most decisions about
how restraints are to be used.29

II. IS A LAISSEZ-FAIRE POLICY JUSTIFIED?

Three reasons may be offered in defense of the law's laissez-faire atti-
tude toward the use of mechanical restraints: first, that the medical bene-
fits derived from their use justify the intrusion into patients' liberty and
dignity; second, that the mentally ill do not have as great an interest in
liberty and dignity as do other patients; third, that a strict legal standard
governing the use of restraints would be too great an intrusion into medi-
cal institutions. A close examination of each of these reasons indicates that
none warrants the law's "hands-off" policy toward the use of mechanical
restraints.

1985); IDAHO CODE § 66-345 (Supp. 1986); ILL. REV. STAT. ch. 91 1/, § 2-108 (1982); KAN. STAT.

ANN. § 59-2928 (1983); MD. HEALTH-GENERAL CODE ANN. § 10-701(c)(3) (Supp. 1985); MASS.

GEN. LAWS ANN. ch. 123, § 21 (West Supp. 1985); MICH. COMp. LAWS ANN. § 330.1740 (West
1980) (restraints); MINN. STAT. ANN. § 253B.03(1) (West 1982); Mo. ANN. STAT. § 630.175
(Vernon Supp. 1986); N.Y. MENTAL HYG. LAW § 33.04 (Consol. 1978). See also Tardiff & Matt-
son, A Survey of State Mental Health Directors Concerning Guidelines for Seclusion and Restraint
in THE PSYCHIATRIC USES OF SECLUSION AND RESTRAINT 141, 144 (K. Tardiff ed. 1984) [hereinaf-
ter cited as UsEs] (21 states have regulations that allow restraints only to prevent harm to self, others,
or property, but some may not apply state-wide). These statutes, however, contain inadequate proce-
dures and other deficiencies. See infra notes 71-85 and accompanying text.

26. No statute adequately distinguishes between -restraints and seclusion, resulting in the use of
restraints even when there are less restrictive alternatives. See infra note 76. The proposal below does
limit restraints to when they are the least restrictive alternative. See infra notes 72-77 and accompa-
nying text.

27. Only two states mention the issue of choice. Oklahoma allows patients to choose seclusion or
restraints over medication (but not vice versa) "if practical." OKLA. STAT. ANN. tit. 43A, § 54.8D
(West Supp. 1985). Alaska requires that the patient's choice among forms of restraint be consulted
and "considered," if "practicable." ALASKA STAT. § 47.30.825(d) (1985). The proposal below, see
infra notes 78-80 and accompanying text, goes beyond these statutes.

28. See infra notes 81-83.

29. In Youngberg v. Romeo, 457 U.S. 307, 321-23 (1982), the Supreme Court decided that the
constitutional standard is an "actual professional judgment" standard. Existing common law restraints
cases rely on a malpractice standard, which is also based on professional norms. See Annot., 8
A.L.R.4th 509, 512 §§ 13, 15 (1981); 25 A.L.R.3d 1450 (1969).
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A. Casting Doubt on Treatment Efficacy: The British Experience

A comparison of British and American practices governing the use of
restraints raises serious doubts about the alleged "medical benefits" of-
fered by mechanical restraints.

The American medical community readily accepts the use of physical
controls." American psychiatrists do not even see mechanical restraints as
a "regrettable but permissible emergency liberty infringement. 31 Rather,
in their view, restraints can be justified by one of two "medical benefits"
theories: they are either a form of therapy (the "treatment" view) or a
form of patient management, with medical indications and contraindica-
tions (the "management" view).32

30. Although this Note focuses on restraints, and discusses seclusion and emergency medication
only insofar as they bear upon the use of restraints, in discussions of the theory and practice of
restraints, some reference will be made to the more voluminous literature on seclusion. Seclusion is
different from restraints in some respects: it may be used for destimulation, and it may result in
sensory deprivation. If care is taken to except these features, however, the literature on seclusion can
be helpful, for seclusion and restraints share the important feature of limiting destructive behavior,
and may be presumed to have similar causes and effects. Some commentators go so far as to suggest
that seclusion and restraints are interchangeable, see infra note 80-not a position held in this Note.
Moreover, restraints often take place in seclusion; thus a knowledge of seclusion is helpful to an
understanding of restraints.

31. Gutheil & Tardiff, Indications and Contraindications for Seclusion and Restraint, in USES,
supra note 25, at 11.

32. For some of the most important discussions in favor of the use of restraints and seclusion, see,
e.g., THE PSYCHIATRIC USES OF SECLUSION AND RESTRAINT, supra note 25 (discussing restraints
and seclusion in wide variety of contexts, e.g. use on the psychiatrically ill, the elderly, and the devel-
opmentally disabled); Bursten, Using Mechanical Restraints on Acutely Disturbed Psychiatric Pa-
tients, 26 Hosp. & COMM. PSYCHIATRY 757 (1975) (giving indications for use of restraints); Rosen
& DiGiacomo, The Role of Physical Restraint in the Treatment of Psychiatric Illness, 39 J. CUN.
PSYCHIATRY 228 (1978) (same). The most important discussion opposing the use of restraints is
Guirguis, Management of Disturbed Patients: An Alternative to the Use of Mechanical Restraints,
39 J. CLIN. PSYCHIATRY 295 (1978) (discussing disadvantages of use of restraints).

See also Cubbin, Mechanical Restraints: To Use or Not to Use? 66 NURSING TIMES 752 (1970);
Fitzgerald & Long, Seclusion in the Treatment and Management of Severely Disturbed Manic and
Depressed Patients, 11 PSYCHIATRIC CARE 59 (1973); Gair, Limit-Setting and Seclusion in the Psy-
chiatric Hospital, PSYCHIATRIC OPINIoN, Feb. 1980, at 15; Gutheil, Observations on the Theoretical
Bases for Seclusion of the Psychiatric Inpatient, 135 AM. J. PSYCHIATRY 325 (1978); Gutheil, Re-
straint Versus Treatment: Seclusion as Discussed in the Boston State Hospital Case, 137 AM. J.
PSYCHIATRY 718 (1980); Kilgalen, The Effective Use of Seclusion, J. PSYCHIATRIC NURSING &
MENTAL HEALTH SERVICES Jan. 1977, at 22; ASSAULT wrrHIN PSYCHIATRIC FACILITES (J. Lion
& W. Reid eds. 1983); Plutchik, Karasu, Conte, Siegel & Jerrett, Toward a Rationale for the Seclu-
sion Process, 166 J. NERVOUS AND MENTAL DISEASE 571 (1978) [hereinafter cited as Plutchik];
Reid, Controlling the FightlFlight Patient, CAN. NURSE Oct. 1973, at 30; CLINICAL TREATMENT
OF THE VIOLENT PERSON (L. Roth ed. 1985); Soliday, A Comparison of Patient and Staff Attitudes
toward Seclusion, 173 J. NERVouS & MENTAL DISEASE 282 (1985); McElroy, Consumers of Psychi-
atric Services and Staff: Worlds Apart on the Issue of Seclusion, 173 J. NERVOUS & MENTAL
DISEAS E 287 (1985); Chamberlin, An Ex-Patient's Response to Soliday, 173 J. NERVOUS &
MENTAL DISEASE 288 (1985); Jensen, Comments on Dr. Stanley M. Soliday's "A Comparison of
Patient and Staff Attitudes toward Seclusion," 173 J. NERVOUS & MENTAL DISEASE 290 (1985);
Soloff, Physical Restraint and the Nonpsychotic Patient: Clinical and Legal Perspectives, 40 J.
CLIN. PSYCHIATRY 302 (1979) [hereinafter cited as Restraint and the Nonpsychotic Patient]; Strutt,
Bailey, Peermohamed, Forrest & Corton, Seclusion: Can It BeJustified?, 76 NURSING TIMES 1629
(1980) [hereinafter cited as Strutt].
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The "treatment" view 33 sees restraints as therapy for psychotic patients

who are disorganized, delusional, and often impulsive. Restraints are sup-
posed to calm these patients by reassuring them that they will not be al-
lowed to lose control, 34 and are said to "give definition [to] disrupted ego-
boundaries."35 The literature analogizes the restraining process to a
mother holding her crying, kicking child until the child is able to regain
control.3 6

Under the "management" view, restraints are indicated to prevent vio-
lence, to calm agitated patients, and to preserve the "therapeutic mi-
lieu."137 In practice, restraints are most often used for the latter two rea-
sons.38 Management theorists recommend that restraints be used at the
earliest sign of disturbance.3 9

For discussions of the legal issues raised by seclusion and restraints, see Wexler, Seclusion and
Restraint: Lessons from Law, Psychiatry, and Psychology, 5 INT'L J. L. & PSYCHIATRY 285 (1983)
(discussing implications of Youngberg v. Romeo for restraint and seclusion practices) ; Wexler, Legal
Aspects of Seclusion and Restraint, in USFS, supra note 25, at 111 (same) [hereinafter cited as Legal
Aspects]; Dix, Legal and Ethical Issues in the Treatment and Handling of Violent Behavior, in
CLINICAL TREATMENT OF THE VIOLENT PERSON, supra, at 187 (discussing issues raised by emer-
gency and behavior modification uses of restraints and seclusion).

33. Several commentators state or suggest that restraints are a form of "treatment." See, e.g.,
Straker, Guidelines for the Elderly, in USES, supra note 25, at 103. Nowhere in the literature on
restraints is this treatment theory spelled out, however. This Note therefore borrows from the litera-
ture on seclusion, as well as from discussions with numerous professionals, to piece together the
"treatment" view of restraints.

This treatment view of restraints is not new. In the past restraints were thought to torture patients
out of "their madness," see THREE HUNDRED YEARS OF PSYCHIATRY 254 (R. Hunter & I. Ma-
cAlpine eds. 1963) (section discussing and quoting F. van Helmont) [hereinafter cited as 300 YEARS];
THREE HUNDRED YEARS OF PSYCHIATRY 325 (R. Hunter & I. MacAlpine eds. 1963) (section dis-
cussing and quoting P. Blair), or to suppress physical excitement and thereby tranquilize the mind,
see THREE HUNDRED YEARS OF PSYCHIATRY, 473, 478 (R. Hunter & I. MacAlpine eds. 1963)
(section discussing and quoting W. Cullen).

Even pro-restraints theorists have long been aware that restraints can put patients in a more dis-
turbed state of mind. See Reid, supra note 32, at 33; Kronberg, in ASSAULT WITHIN PSYCHIATRIC

FACILITIES, supra note 32, at 23; Rosen & DiGiacomo, supra note 32, at 232; Mattson & Sacks,
Seclusion: Uses and Complications, 135 AM. J. PSYCHIATRY 1210, 1212 (1978). Opponents of re-
straints, such as Guirguis, think that exacerbation of disturbance is the usual result of restraints. See
Guirguis, supra note 32, at 297. See also Conolly, infra note 42.

34. See, e.g., Kilgalen, supra note 32, at 24; Soloff, Precipitants, supra note 3, at 180; Wells, The
Use of Seclusion on a University Hospital Psychiatric Floor, 26 ARCH. GEN. PSYCHIATRY 410, 412
(1972).

35. See Soloff, Restraint and the Nonpsychotic Patient, supra note 32, at 302; see also Soloff,
Precipitants, supra note 3, at 188; Soloff, Physical Controls: The Use of Seclusion and Restraint in
Modern Psychiatric Practice, in CLINICAL TREATMENT OF THE VIOLENT PERSON, supra note 32, at
124, 129 [hereinafter cited as Physical Controls]. In a related vein, Soloff also sees restraints as bring-
ing about the restitution of internal controls. See Soloff, Restraint and the Nonpsychotic Patient,
supra note 32, at 305.

36. See Reid, supra note 32, at 32; Gair, supra note 32, at 15-16.
37. See Gutheil & Tardiff, supra note 31, at 11-12. The "therapeutic milieu" is that atmosphere

of the ward which is supposed to be therapeutic for patients. Simply stated, "preserving the milieu"
means maintaining calm on the ward.

38. See, e.g., Gutheil, Review of Quantitative Studies, in USES, supra note 25, at 125, 130-37;
Soloff, Physical Controls, supra note 35, at 129-35.

39. See Gutheil & Tardiff, supra note 31, at 11.
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On both the "treatment" and "management" views, then, it is clear that
restraints are recommended for earlier and longer use than they would be
for safety reasons alone.40

In contrast to their American counterparts, British psychiatrists have
successfully done without the major forms of mechanical restraint for
many years.41 The non-restraint movement in Britain was begun by John
Conolly in the last century,42 and today's British psychiatrists recommend
using physical controls (like seclusion) only when absolutely necessary,

40. For the "management" theorist's position, see id. For the "treatment" theorist's position, see
Rosen & DiGiacomo, supra note 32, at 230-31.

41. Although the British do still use minor restraining devices such as arm splints and geriatric
chairs, they do not employ the major forms of restraint. See British Mental Health Act Commission,
Patients Presenting Particular Management Problems § 8.6.1 (Proposed Regulations) (on file with
author). These recommendations of the Mental Health Act Commission, a body established to write a
Code of Practice for psychiatrists, will be submitted to the Secretary of State, who will "consult such
bodies as appear to be concerned" and then lay the proposals before Parliament. See Mental Health
Act 1983, at § 118 (3) & (4), 1983 PUB. GEN. ACTS & MEAs. ch. 20. While Patients Presenting
Particular Management Problems § 8.6.1 prescribes procedures to be used in the case of the minor
restraining devices, this proposed regulation also states that: "In Britain, major forms of mechanical
restraint have long been abandoned .. " The Mental Health Act Commission has stated that "ma-
jor forms of mechanical restraint" include manacles, straightjackets, and four point restraints. Letter
from Mental Health Act Commission (Feb. 20, 1986) (on file with author). See also Dewhurst, The
New Methods of Restraint, 66 NURSING TIMES 749, 751 (1970) (finding no evidence that major
forms of restraint, including posey vest and four points, used in British psychiatric hospitals).

42. Conolly was the most famous spokesperson for the non-restraint movement in Britain. His
book, THE TREATMFNT OF THE INSANE WITHOUT MECHANICAL RESTRAINTS (1856), thoroughly
documented the salutary effects of removing patients' shackles. Although Conolly did allow for the use
of seclusion in some circumstances, id. at 212, 232-33, he recommended a policy of forbearance to-
ward patients' inappropriate behavior, id. at 235, 40, 115-16, and managed to forego the use of
restraints for over ten years. His accomplishment was even more remarkable in that he did not have
antipsychotic drugs with which to calm his patients. Moreover, contrary to what Soloff suggests in
Physical Controls, supra note 35, at 125-26, Conolly's hospital did care for acute as well as chronic
patients; see, e.g., THE TREATMFNT OF THE INSANE WITHOUT MECHANICAL RESTRAINTS (1856),
at 35-37, 224-25, and 262. Forty other large public asylums quickly replicated Conolly's success. Id.
at 342.

Conolly did have some predecessors. Philippe Pinel began the non-restraint movement in Europe in
1793. R. Hill experimented with the total abolition of restraint at the small hospital in Lincoln,
England: "in a properly constructed building, with a sufficient number of suitable attendants, re-
straint is never necessary, never justifiable, and always injurious, in all cases of Lunacy whatever."
See 300 YEARS, supra note 33, at 890 (emphasis in original); see also id. at 897 (discussing and
quoting Prichard, credited by Hill as first person to adopt non-restraint system in full); Knoff, Mod-
ern Treatment of the "Insane": An Historical View of Nonrestraint, 60 N.Y.S. J. MED. 2236
(1960); Soloff, Historical Notes on Seclusion and Restraint, in USES, supra note 25, at 1.

For accounts of more recent efforts to reduce the use of restraints and seclusion in America, see
Greenblatt, Seclusion as a Means of Restraint, PSYCHIATRIC OPINION, Feb. 1980, at 13; Solomon,
Half a Century of Hospital Psychiatry, 19 Hosp. & COMM. PSYCHIATRY 367 (1968). See also M.
GREENBI.AIr, R. YORK & E. BROWN, FROM CUSTODIAL TO THERAPEUTIC CARE IN MENTAL
HosPrrALS 60, 307 (1955) (patient hours in seclusion dropped from over 600 hours a month to under
50 hours a month within two and a half years at one hospital; from 265 hours a week to one hour a
week within four months at another hospital); Jacoby, Babikian, McLamb & Hohlbein, A Study in
Non-Restraint, 115 Am. J. PSYCHIATRY 114, 119 (1958) (40 patients in restraints a day to zero a
day in six weeks; no seclusion used). While these studies show that American hospitals are able to
reduce the use of seclusion and restraints, despite their initial pessimism about the process, comparison
with the British experience suggests that American hospitals still have a long way to go.
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and then only to the smallest possible degree."' For example, a British
Commission has recommended that using physical controls to preserve the
milieu in British hospitals be forbidden."

The statistics demonstrate the success of the British philosophy. Despite

the absence of mechanical restraints, the British use seclusion less often

than American psychiatrists, 45 and there is no evidence that they use med-

ication or physical restraint4" more than American psychiatrists.47 Indeed,

the British mental hospital today uses little coercion of any kind; most

43. As the Royal College of Psychiatrists says:
The degree of force should be the minimum required to control the violence and it should be

applied in a manner that attempts to reduce rather than provoke a further aggressive reaction.

The number of staff involved should be the minimum necessary to restrain the patient while
minimising injury to all parties.

British Department of Health and Social Security, Health Services Management: The Management

of Violent, or Potentially Violent, Hospital Patients, Health Circular HC[76]11, Appendix by Royal

College of Psychiatrists. Compare Lion & Soloff, Implementation of Seclusion and Restraint, in

USES, supra note 25, at 19, 23 (discussing American psychiatry's recommendation of "show of force"

as best means of averting or minimizing violence). Similarly, British Mental Health Act Commission,

Patients Presenting Particular Management Problems (Proposed Regulations) (on file with author)

dearly and cogently states a minimalist approach to the use of physical controls.
For further examples of British seclusion guidelines, see Royal College of Nursing, Seclusion and

Restraint in Hospitals and Units for the Mentally Disordered (April 1979) (on file with author);

Nursing Management Directive: Seclusion-The Use of Single and Protective Rooms, No. 3 (April

1984) (on file with author); Royal College of Psychiatrists, Locking up Patients By Themselves, 6

BULL. ROYAL COLLEGE OF PSYCHIATRISTS 199 (1982). See also Royal College of Psychiatrists, Iso-

lation of Patients in Protected Rooms During Psychiatric Treatment, 5 BULL. ROYAL COLLEGE OF

PSYCHIATRISTS 96 (1981).
44. See British Mental Health Act Commission, Patients Presenting Particular Management

Problems §8.2 (Proposed Regulations) (on file with author): "Both informal and detained patients

may exhibit behaviour other than violence which may cause management problems. This may include

irresponsible behaviour; un-cooperativeness; socially embarrassing behaviour; sexually inappropriate
behaviour; aimless wandering; self-injury. Only close supervision, individual plans of care, and a suit-

able setting or environment should be used for such behaviour."
45. For British seclusion rates, see Strutt, supra note 32, at 1632 (average secluded in month:

.26%; maximum time: 2 hours and 40 minutes); Mental Health Act Commissioner, The Practice of

Seclusion in Psychiatric Hospitals (on file with author) (only 35 of 42 public hospitals use seclusion;
average time: one half hour to an hour); Higgins, Four Years' Experience of an Interim Secure Unit,

282 BRIT. MED. J. 889, 890 (1981) (seclusion used for only "a few hours in four years" in facility for

most difficult patients). But cf. Campbell, The Use of Seclusion, 78 NURSING TIMEs 1821, 1822-23

(1982) (seclusion used on 75% of patients; still, average only 2.6 hours, maximum, 23 hours; year

long study with no control for days at risk). Compare American rates, cited in Gutheil, Review of

Quantitative Studies, supra note 38, at 126-27 (range from 1.9% to 44%, with an average of 18.8%;
range in average times from less than three hours to 20 hours, with an average of 9.7 hours).

On restraints rates in America, see supra note 3. But note also that in Schwabb & Lahmeyer's

study, The Uses of Seclusion on a General Hospital Psychiatric Unit, 42 J. CLN. PSYCHIATRY 228,
230 (1979), 18% of the patients in seclusion were also in restraints, and that in Tardiff's study,

Emergency Control Measures for Psychiatric Inpatients, 169 J. NERvous & MENTAL DISEASE 614,
615 (1981), the figure of 1.9% refers to patients in seclusion or restraints.

46. "Physical restraint" means holding a patient down but not tying him up.

47. Nor is there evidence that the British have a higher rate of injuries as a result of not using
restraints. Indeed, the evidence that restraints prevent violence is somewhat equivocal: half of all

assaults on staff in American psychiatric hospitals occur during restraint and seclusion episodes. See

Lion & Soloff, supra note 43, at 22, citing ASSAULT WITHIN PSYCHIATRIC FACILITIES, supra note
32. Restraints and seclusion may so frighten or anger some patients that they are likelier to become
violent:
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wards are unlocked, and voluntary patients-the vast majority-are free
to leave the hospital without notice.48

That British psychiatrists so vigorously oppose the use of mechanical
restraints, and that they care for their patients with little recourse to them,
calls the American "treatment" view into doubt. Indeed, the evidence in
favor of the efficacy of restraints is at best anecdotal, 49 and even propo-
nents of the "treatment" view would be hard-pressed to claim that this
evidence is anything like that in favor of psychotropic medication. If it is
permissible to deprive a patient of his liberty for treatment purposes only
when the benefits of the treatment are clear, then the "treatment" ration-
ale for the use of restraints must fail.

The British experience provides an even stronger case against the
"management" theory of restraints. British psychiatrists have found that
mechanical restraints are simply not needed in order to manage patients
and maintain the therapeutic milieu. In contrast, American "manage-
ment" practice calls for restraints early and often, encouraging psychia-
trists to act immediately rather than to wait and see if the perceived threat
materializes.

Some examples of the use of restraints give a flavor of what the "man-
agement" theory will justify. In the first a patient is subjected to physical
controls for repeatedly lacerating himself superficially to get staff atten-
tion; the "treatment" provided a "face-saving way to give up the regres-
sive behavior."50 In the second, a patient-never actually violent-is re-
strained for pacing more vigorously than usual.5" In the third, a patient is

48. See Public Policy Committee of the Royal College of Psychiatrists, Locked Wards and Infor-
mal Patients, 4 BULL. ROYAL COLLEGE OF PSYCHIATRISTS 8, 9 (1980) ("the vast majority of psychi-
atric patients are cared for and treated in open wards"); MIND, A PRACTICAL GUIDE TO MENTAL
HEALTH LAW ch. 1 (1983) (90% admissions "informal;" informal or voluntary patients may leave
hospital without notice).

49. No experimental evidence documents the effects of restraints or seclusion. Anecdotal evidence
goes both ways, but where studies have been done, physical controls appear in a uniformly bad light.

The most impressive study of how patients in fact react to seclusion (often, seclusion and restraints)
is in Wadeson & Carpenter, Impact of the Seclusion Room Experience, 163 J. NERVOUS & MENTAL
DISEASE 318 (1976). This study was not intended to document the effects of seclusion, thus the dan-
ger of patients attempting to please their doctors is minimized. Wadeson and Carpenter found that:

Delusional material and affective response to seclusion directly represent fear, terror, anger,
and resentment. In the art productions, patients presented a universally negative view of the
seclusion experience when reacting directly to the event. . . .The nonpsychotic feeling of bit-
terness over being placed in seclusion was usually a prevailing attitude, even at 1-year follow-
up, not simply an immediate reaction. For a few of our patients, bitterness about being se-
cluded colored their entire perception of their hospitalization.

Id. at 327-28. See also Soliday, supra note 32 (study showing patients have much more negative view
of seclusion than staff); Chamberlin, supra note 32, at 288 (ex-patient reports that patients find
seclusion form of "torture"); Plutchik, supra note 32, at 575 (study showing patients have largely
negative response to seclusion).

50. Wells, supra note 34, at 412-13. The patient was secluded.
51. Confidential source in New Haven hospital.
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restrained for being rude to staff.52 The spoon-breaker discussed earlier

could be cited under each category: as potentially violent, as agitated, and

as disruptive of the milieu.53

Professor Wilhelm Griesinger long ago addressed the danger of the ar-

gument that the use of restraints is good and only the abuse is blameable.

"No one," he said, "can say where the use ends and the abuse

begins. .... ,,54

B. The "Lesser Liberty" Argument

The second justification for a laissez-faire attitude toward the use of

mechanical restraints is that society need not weigh the liberty and dignity

interests of psychiatric patients as heavily as it does those of other individ-

uals. Psychiatric patients, the argument might run, cannot appreciate

their actions in the way other individuals can. As a consequence, we

should be less concerned about protecting their liberty.
This argument fails for two reasons. First, nothing suggests that psychi-

atric patients do not value and appreciate their freedom at least as much

as anyone else does.55 On the contrary, familiarity with the commitment

52. Binder, The Use of Seclusion on an Inpatient Crisis Intervention Unit, 30 Hosp. & COMM.
PSYCHIATRY 266, 268 (1979) (also giving examples of patients secluded for yelling at staff, being

sarcastic, and refusing medications).
53. Restraints and seclusion may easily be used in inappropriate and untherapeutic ways. See,

e.g., Gutheil & Tardiff, supra note 31, at 14 and 17; Soloff, Physical Controls, supra note 35, at

139-40. The most disturbing cases are those in which restraints seem to be used as a form of punish-

ment. Consider these cases: patient restrained for not getting out of bed (confidential source in Con-

necticut hospital); not remaining in day area (confidential source in Philadelphia hospital); cutting

loose a restrained patient, Soloff, Restraint and the Nonpsychotic Patient, supra note 32, at 304;

repeated slamming of doors, Mattson & Sacks, supra note 33, at 1211.
It is true that a number of statutes proscribe the use of restraints as punishment. See, e.g., ILL

REV. STAT. ch.91 , § 2-108 (1982); LA. REv. STAT. ANN. § 28:17(D) (West Supp. 1986). Yet it is

difficult to argue with the claim that restraints were used, not as punishment, but because the milieu

was disrupted, or because the patient's "medical needs" called for the use of restraints (i.e. punish-
ment will help him).

The danger that staff will use restraints to meet their own needs (to punish or to manage),

whatever the ostensible reason for the restraints, is noted even in the pro-restraints medical literature.

Thus Gutheil & Tardiff, supra note 31, at 16-17, acknowledge that staff may use restraints or seclu-

sion inappropriately to deal with their own problems-to avoid dealing with difficult patients, to

engage a distant doctor, or to scapegoat. Binder, supra note 52, at 268, notes that seclusion, in his

study, appeared sometimes to be used as a method of retaliation.
Guirguis, who disapproves of restraints, points out similar dangers. The habituation potential in

staff is too great: restraints may replace more appropriate measures because they are an easy way to

handle patients. Similarly, there is the potential for a more profound kind of abuse: "staff can act out

their own conflicts by way of punishing the patient." Supra note 32, at 297. See also Strutt, supra
note 32, at 1631.

54. 300 YEARs, supra note 33, at 1032 (quoting Griesinger's 1867 comment).
55. During the course of personal conversations, a number of psychiatrists have suggested that

restraining a mentally ill patient is not like restraining a "normal" person, that mentally ill patients

experience being restrained "differently" than would a "normal" person. Conversations with patients

who have been restrained, however, strongly suggest that they are no less sensitive to the pain and

indignity of being strapped down than any other person would be.
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system, where patients confined involuntarily in hospitals strenuously con-
test their confinement, may well lead one to precisely the opposite conclu-
sion.58 Second, a standard of liberty based upon an individual's level of
functioning would require troubling decisions about the weights and mer-
its of the liberty interests of different individuals and groups in our
society.

5 7

Indeed, by protecting patients' freedom, society can, first, reinforce in
these individuals what freedom they do retain, 8 second, give these indi-
viduals the dignity of making those choices they are in the best position to
make, and third, reaffirm its commitment to the dignity and value of each
of its members. As a consequence, the decision to restrain a patient, if it is
to be made at all, should be made in response to his dangerous actions, not
to assumptions about the relative value of his freedom.

C. The "Intrusion" Justification

The claim that the law should allow a liberal use of restraints because
a more restrictive standard would be too great an intrusion into the medi-
cal milieu59 fails for two reasons. First, medical regulation of restraints is
often not even conceptually sound. Second, no convincing argument has
been put forth that a new law governing the use of restraints would make
institutional life worse.

We may be wary of intruding too much on medical practice because we
think that doctors are best situated to know what their patients need.
Thus, we hesitate to burden the profession with extra-medical rules which
we fear will not serve patients' interests well. But we often subject medical
practice to outside constraints in the belief that patients' needs and inter-
ests go beyond the purely medical. 0

In fact, many decisions to restrain (like decisions to commit) are not
medical decisions at all. What degree or imminence of danger justifies
restraints? Do the social consequences of mental regression justify re-

56. Interview with Professor Stephen Wizner, Director of Clinical Studies and Professor (Ad-
junct) of Law, Yale Law School (June 6, 1986).

57. Thus the law seems to shun this kind of argument: in deciding the civil commitment issue in
O'Connor v. Donaldson, 422 U.S. 563 (1975), e.g., the Court was not heard to argue that the liberty
of mentally ill people was less valuable than that of others. But cf Schall v. Martin, 467 U.S. 253
(1984) (youths' interest in freedom weakened by fact that youths always in someone's custody).

58. See, e.g., Nigrosh, in ASSAULT WITHIN PSYCHIATRIC FACILmES, supra note 32, at 269.
59. This is one of the Court's main concerns in Youngberg v. Romeo, 457 U.S. 307, 322 (1982).

It may be some reassurance to note that the non-restraint movement in England, while launched by
physicians, was fueled by Parliamentary inquiries in 1815 and 1816, as well as by legislation on
restraints some years later. 300 YEARis, supra note 33, at 696-97.

60. I have already discussed how patients must give their informed consent before being treated,
and may not be civilly committed solely on the ground that commitment is medically the optimal
course. See supra notes 7-13 and accompanying text.
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straints? 61 These questions implicate acute moral and social values such

as the importance of freedom and the rights of the individual against the

group. The physician's superior medical knowledge does not vest him

with a unique ability to make these collective, ethical choices. The ques-

tions are properly social, not medical, and the answers should properly be

supplied by social mechanisms.6 2

A second concern with intruding on medical practice within institutions

is that it may have unpredictable effects, actually harming instead of im-

proving institutional life. The success of the non-restraint movement in

Britain, however, suggests that this fear is unfounded. Moreover, present

rules governing the use of restraints 3 have clearly negative consequences

in that they do little to discourage the use of restraints and much to en-

courage it. Current law credits doctors with predictive powers they do not

have" and indulges doctors' fears of liability for injuries they could not

have predicted. 65 As a consequence, current law actually encourages doc-

tors to over-predict violence, and thus to restrain patients unnecessarily. 6

III. A MODEL RESTRAINTS STATUTE

The abuse of mechanical restraints needs to be addressed in a legislative

rather than judicial forum. The recent Supreme Court case of Youngberg

v. Romeo67 has effectively foreclosed federal constitutional law as a source

of controlling the use of restraints, and, if history is any guide, state court

61. See O'Connor v. Donaldson, 422 U.S. 563, 575-76 (1975) for a negative answer to the similar

question of whether the vagrant mentally ill can be committed for the sake of the public.

62. Naturally, the precise nature of the distinction between social and medical judgments is un-

clear. Still, one may at least tentatively call "social" those judgments about people that do not depend

on esoteric knowledge of the body or mind.
For an interesting discussion of the distinction between "political" and "medical" decisions, see

Gelman, Mental Hospital Drugs, Professionalism, and the Constitution, 72 GEo. L. J. 1725 (1984).

63. Notice that with these existing rules we already intrude into medical institutions. Thus the

issue is not whether to intrude, but how to do so in the manner best to protect society's and individu-

als' interests.
64. See J. MONAHAN, PREDICTING VIOLENT BEHAVIOR (1981) (psychiatrists wrong in two out

of three long-term predictions of violent behavior).
65. For liability for patients injuring themselves, see, e.g., 70 A.L.R.2d 347 (1960); 19 A.L.R.4th

7 (1983). The duty is to exercise such reasonable care for the patients' safety as their mental condition

may require. Notice that doctors appear to fear liability more than is warranted. See Kroll & Mac-

kenzie, When Psychiatrists are Liable: Risk Management and Violent Patients, 34 HosP. & COMM.

PSYCHIATRY 29, 29 (1983). Nevertheless, the fear does still govern their behavior.

66. Restraints laws are so loose that liability for inappropriately restraining patients is almost

impossible to prove. Moreover, most often the injuries resulting from restraints are dignitary; injured

patients may feel it is not worth their while-or the publicity-to sue when an award for damages is

not likely to be great.
It might be argued that the present liability scheme is sound, because we are more interested in

deterring serious physical injuries than in deterring dignitary violations. But the harms to be com-

pared here are the many serious assaults on dignity and liberty caused by restraints as against the

rare physical injury.
67. 457 U.S. 307 (1982) ("professional judgment" standard).
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interpretations of their own constitutions 8 are likely to follow the fed-
eral."9 Common law approaches to the problem face a number of serious
doctrinal and statutory roadblocks, 7  and are in any event unable to pro-
vide the detailed and certain guidelines which a statute can provide.

A. A Rigorous "Dangerousness" Standard

A new statute should use a high threshold dangerousness standard. Be-
cause the treatment benefits of restraints are highly speculative, a practice
so restrictive and degrading as mechanical restraints is justified only in the
face of imminent and serious danger. A new statute should therefore state
that restraints are permissible only to protect a patient from imminent and
serious violence to himself that there is a substantial likelihood of occur-
ring. Examples of serious violence would be significant disfigurement, im-
pairment of bodily function, or grave physical injuries which would re-
quire immediate medical attention.7 1

B. Distinguishing Between Restraints and Seclusion

The second important feature of a new statute should be to distinguish
between restraints and seclusion. Of the two, restraints are the more seri-
ous deprivation, 2 and patients overwhelmingly prefer seclusion to re-

68. The most powerful state constitutional argument against unnecessary restraint is that liberty
is a fundamental interest which should be abridged only for compelling reasons-hence, not for specu-
lative treatment benefits or in the face of minor or remote risks.

69. See, e.g., Note, Developments in the Law: The Interpretation of State Constitutional Rights,
95 HARv. L. R. 1324, 1493-94 (1982).

70. At least three common law arguments are possible: 1) the conventional argument that, absent
an emergency, treatment without consent is a battery (but "emergency" can be interpreted weakly
enough that many impermissible uses of restraints would be permitted by this argument); 2) a novel
argument that restraints decisions should be subject to assessment by a reasonable person standard as
to whether the injuries to liberty and dignity are outweighed by the benefits; 3) a similarly novel
argument that restraints decisions should be assessed by ordinary battery standards applicable to re-
straint of the non-ill. All of these arguments could be undermined, however, by the fact that many
states statutorily permit restraints for the sake of treatment or to meet patients' "medical needs." See
supra note 25.

71. See similar standard proposed by INST. JUD. ADMIN.-ABA JOINT COMM'N ON JUVENILE
JUSTICE STANDARDS, STANDARDS REIATING TO ABUSE AND NEGLECT § 2.IA commentary at63-65 (1981). The high threshold of danger set forth in this standard for removal of a child from his
home seems appropriate in the restraints context for similar reasons: Intervention is only clearly ad-
vantageous in extreme situations.

72. Different commentators and states have ranked restraints and seclusion (as well as emergency
medication) in different ways, see Wexler, Legal Aspects, supra note 32, at 115-16, although some of
these differences may relate to whether medication is used merely as a restraint or also as a form of
treatment, whether the restraint is envisioned as public, etc. That reasonable people may differ does
not mean that an effort to adopt a presumptive ranking of modalities is misplaced. Indeed, ranking
these modalities is made easier now that we know of patients' clear preference for seclusion over
restraints. See infra note 73. Doctors' arguments for a different ranking, in light of this preference,
are unpersuasive. See, e.g., Soloff, Physical Controls, supra note 35, at 140, who prefers restraints to
seclusion because staff can feel less fearful of contact with patients. See also Rosen and DiGiacomo,
supra note 32, at 232, who inexplicably state that locked seclusion (or even locked wards) cannot be
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straints.73 A patient in a seclusion room can walk around, do jumping

jacks, lie in a corner; a patient in restraints can do nothing. A patient in

restraints suffers the physical pain of forced immobility; a patient in seclu-

sion does not. Finally, restraints are the more severe dignity violation.

Nothing in our day-to-day routine prepares us for being strapped down,

while being alone in a room-even in a locked room-is a part of most

individuals' life experience.
4

Today, however, restraints are recommended, and are being used,

where seclusion would do just as well: for danger to others, agitation, re-

gression, and the preservation of the "therapeutic milieu. 17 5 No existing

statute properly distinguishes between restraints and seclusion.7 6

A model statute, therefore, would confine the use of restraints to when

there is an imminent danger of harm to self. 7 Seclusion can be substituted

when there is danger of harm to others, but not to self. The main excep-

tion to this rule is triggered when a patient chooses restraints in public

over seclusion.

considered less restrictive than restraints, even though they advocate that restraints take place in a

solitary room, id. at 228.

73. See Soliday, supra note 32, at 284 (74% of patients surveyed think restraints are more un-

pleasant than seclusion).
74. On the other hand, patients restrained in public, but not secluded, can socialize with others.

Observation and discussion with patients suggest that most feel too humiliated to do so, however. This

point may be less valid when patients are in less degrading forms of restraint, e.g., restrained unobtru-

sively to a chair.
Consider further that being restrained to a bed would be impermissible punishment in a prison,

because it is too degrading, see supra note 5. Moreover, 89.4% of the seclusion/restraints deaths in the

N.Y. study were a result of restraints only. See Way, supra note 4.

75. See, e.g., Rosen & DiGiacomo, supra note 32, at 229-30; Soloff, Physical Controls, supra

note 35, at 135-37.
76. Fifteen states have a law only on restraints, not on seclusion. Of the states that have laws

referring to both, only two have different laws for each. Michigan allows restraints only for safety,

MicH. COMP. LAws ANN. § 330.1740(2) (West 1980), but seclusion if it would be "of clinical or

therapeutic benefit for the resident," MICH. CoMP. LAws ANN. § 330.1742(2) (West 1980). Illinois

requires a two-day break-unless authorized by the facility director-after 24 hours of restraints, ILL.

REV. STAT. ch. 91 , § 2-108 (e) (1982). In the case of seclusion the break is to occur after only 16

hours, ILL. REV. STAT. ch. 91 , § 2-109 (d) (1982).See also Tardiff & Mattson, supra note 25, at

144 ("Indications for seclusion and restraint were basically the same.").

This legal indifference to the distinction between seclusion and restraints is paralleled by a medical

indifference. Some institutions show a clear preference for restraints, others for seclusion, but there is

no evidence that the behaviors triggering the different controls are distinguishable. This means that in

the former facilities, restraints are often (or always) used where seclusion would be sufficient.

In New York State facilities, for example, 53.6% of control episodes involved restraints, and 46.4%

involved seclusion. Ten of the thirty one facilities surveyed used only restraints. Way, supra note 3,

Table 6.
77. In addition to using restraints for danger to self, restraints may be used in three further,

limited situations: a concurrent medical condition requires an unwilling patient to stay in bed; the

medical condition requires an initial physical examination; or it requires physical monitoring more

than four times an hour (for the doctor to be non-negligent). On the other hand, if a patient is too

violent to be given a "mental status exam, then that exam must wait.
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C. Allowing The Patient Choice

The third general feature of a new statute should be to give the patient
a choice among appropriate control measures, and to require staff to re-
spect his choice. For instance, to avoid extended seclusion (and loneliness),
a patient dangerous to others might sometimes choose restraint in the
company of other patients instead of seclusion.

It makes sense to give patients a choice among appropriate control mea-
sures, 7 8 even if the patients are of questionable competence,7 9 because doc-
tors have failed to make a persuasive medical case for any particular rank-
ing of these measures.80 Furthermore, patients are most likely to know
their own states of mind and how the various measures will affect them.
In any case, if no ranking can be shown to be objectively better or worse
than the others, the patient's choice will never be wrong, and allowing
him to choose intrudes less on his liberty and dignity than does imposing
one control or another.

To maximize the role patients play in determining which control mea-
sure shall be used, they should be advised, on admission, of the advantages
and disadvantages of each method. They should be asked to rank these
measures in order of their personal preference. Any change of heart dur-
ing an emergency, however, should be respected, and the patient's choice
should be sought every half hour he spends controlled.

D. Procedural Safeguards

A new statute should also impose a series of procedural requirements to
ensure that patients are appropriately restrained and are released once the
requisite degree and imminence of danger has passed. First, a doctor
should be required to renew her order for restraints each hour, after hav-
ing personally examined the patient each time.81 Second, every two hours

78. Patients dangerous to others should have a choice of medication, seclusion, or restraints in the
company of staff or other patients. Patients dangerous to self should have a choice of medication or
restraints in the company of staff or other patients. These patients should be told that medication may
prove insufficient alone, but may be tried first at their request.

79. But cf. Note, Developments, supra note 13, at 1359 n.193 (desirable to give patients choice,
but parens patriae patient's choice may be overridden if it does not comport with treatment program).

80. Doctors widely disagree on rankings of measures. Rosen and DiGiacomo prefer restraints, but
admit the choice is "subjective." Rosen & DiGiacomo, supra note 32, at 232. And while Gair thinks
physical restraint is, for some patients, too stimulating and diverting, Gair, supra note 32, at 16,
Cubbin regards it as the preferred method, Cubbin, supra note 32, at 752. In the absence of a medi-
cally supported ranking, patients should be permitted to make their own choice.

81. Three states in the "safety or other rationale" category now require the first type of protec-
tion-the order must be renewed every 24 hours. See MONT. CODE ANN. § 53-21-146 (1983); N.J.
STAT. ANN. § 30:4-24.2(d)(3) (West 1981); S.D. CODIFIED LAWS ANN. § 27A-12-6 (Supp. 1986).
One state in the "safety or treatment" category also requires renewal every 24 hours. See Wis. STAT.
ANN. § 51.61(1)(i)(1) (West Supp. 1985). Six of the ten "safety only" states require the order to be
renewed: Georgia every 24 hours, GA. CODE ANN. § 37-3-165(b) (Supp. 1985); Illinois every 16
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the patient should be released, and should remain out of restraints unless
he makes an overt attempt to injure himself.82 Third, every fifteen hours
the facility director should be required to personally examine the patient,
and renew the order for restraints."

In addition, there should be extra-institutional protections. At the end
of 24 hours, a legal representative should be required to attend the patient
(to inform him of his rights and watch him being released from re-
straints). At the end of 72 hours, an independent psychiatrist should be
required to assess the patient's restraint in the presence of his counsel. If
the patient remains in restraints after 72 hours, he should have a hearing
before a judge, and should again be represented by counsel.8 4

hours, ILL. REV. STAT. ch. 91 , § 2-108(a) (1982); Kansas every 3 hours (except between 12 a.m.

and 8 a.m.), KAN. STAT. ANN. § 59-2928 (1983); Massachusetts every 3 hours, MAs. GEN. LAWS

ANN. ch. 123, § 21 (West Supp. 1985); N.Y. every 4 hours (except between 9 p.m. and 9 a.m.), N.Y.

MENTAL HYG. LAW § 33.04(d) (Consol. 1978); see also Tardiff & Mattson, supra note 25, at 146

(most states have 24 hour time limit; Florida has one hour time limit).
A short initial review time for restraints makes sense, especially in light of Soloff's finding that the

duration of seclusion and restraints appears to be independent of patient behavior. See Soloff, Physical
Controls, supra note 35, at 135.

82. Four states now require release every two hours. In three of the four, it is unclear whether

this is to enable the patient to exercise his limbs, or to test his readiness for release. Tardiff &
Mattson, supra note 25, at 146. In New York it is to test readiness for release. N.Y. MENTAL HYG.

LAW §33.04(0 (Consol. 1978).
83. Off-unit review of the staff's decision to restrain a patient is uncommon, and, even then, often

does not require personal examination of the restrained patient. For example, Georgia statutorily

requires review by the chief medical officer, but only of a written report. GA. CODE ANN. § 37-3-
165(b) (Supp. 1985). Illinois requires daily review (of some unspecified kind) by the director of the

facility. ILL. REV. STAT. ch. 91 , § 2-108(d) (1982). See also Tardiff & Mattson, supra note 25, at

146 (nine states require off-unit review of some kind after 24 hours, three states, after eight hours).

84. The experience of New York, the state with one of the strictest restraints laws, suggests that,

with adequate and frequent checks, prolonged restraint is minimized. Thus, in a one-month study in

New York, most restraints orders were for four hours (the length before required physician review),

followed by a large minority which were for two hours (the length before test-release). Way, supra

note 3, at Table 8. Moreover, 95.5% of the patients were restrained no longer than four hours, with
most of these under two hours. Id. at Table 9.

Nevertheless, the first two procedures are insufficient to keep restraints within reasonable bounds.

Consider that 2% of the cases in the New York study were restraint episodes of nine hours or more,

and 1% were episodes of twelve hours or more. Id. at Table 9. Moreover, the figures are for patients

restrained six or fewer times in the month studied. Patients restrained over six times were likelier to

receive orders for nine hours or more (11% vs. 2%, id. at 4; 24% vs. 16% in one facility, id. at 5), and

these individuals accounted for 39% of all episodes of restraint or seclusion. Id. at 1.
Connecticut provides examples of prolonged restraint as well. One doctor candidly acknowledges

that he restrains patients, on occasion, for several weeks at a time (confidential source in New Haven

hospital). Another hospital has restrained a small girl, whenever she is not in locked seclusion, for
over two years (confidential source in New Haven hospital).

The last three procedural protections are therefore offered as failsafe measures, to protect patients

from the prolonged restraint which now occurs, and which is legally permitted in many states. Only

the first has even a rough parallel in existing law: IL. REv. STAT. ch. 91 , § 2-201(c) (1982)
(notice to the "Guardianship and Advocacy Commission" if the patient desires).

The use of independent psychiatrists to review restraints episodes would be perhaps less costly than

might at first appear, for some states are now adopting regulations on medication refusal which call

for or authorize evaluation by independent psychiatrists. See, e.g., N.J. Ad. Bull. 78-3 § II(E)I; Ohio

Department of Mental Health, Policy on Client Participation in Medication Decisions 18-19 (June
13, 1984); 25 TEx. ADMIN. CODE tit. 25, § 405.808 (6) (1984). The same is true for representation.
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While requiring such an extensive set of procedures would be costly, 5

the hope is that the costliness of the procedures-as well as the high de-
gree of danger required-will deter the use of restraints in all but the
most exigent circumstances.

E. Liability Limits For Doctors

To redress the flaws of the existing liability scheme, a new principle of
liability should be designed to deter doctors from using restraints out of a
fear that malpractice suits will be brought. Liability should be strength-
ened for unreasonably restraining patients."' Doctors, however, should not
be held liable for injuries resulting from a failure to restrain patients,
unless a person of the most common understanding 87 would have foreseen
serious injuries of the kind described in the statute. 8

This principle of liability89 recognizes the limits of doctors' ability to

See, e.g., Michigan Administration of Psychotropic Medication, supra note 22; N.Y. ADMIN. CODE
tit. 14, § 27.8 (d) (1984) (attorney or other "concerned person"); Ohio Department of Mental Health,
Policy on Client Participation in Medication Decisions 12 (June 13, 1984).

85. Note that while the proposed procedures are designed especially to protect against the pro-
longed use of restraints, all but the last should also be in force whenever the total length of time a
patient spends in separate periods of restraint, within 30 days, equals the specified number of hours.
When a patient spends 72-120 non-successive hours in restraints, a hearing should be provided only if
his representative alleges an impermissible use of restraints. When he spends more than 120 non-
successive hours in restraints, a hearing should automatically be provided.

Note also that if a patient is claimed to have consented to treatment by restraints, he should none-
theless be seen after 15 hours by the facility director to ensure that the consent is genuine and compe-
tent, and similarly by the patient advocate after 24 hours. Patients are often said to go "willingly" into
restraints when they do not resist, even if they have been presented with a show of force and given no
alternative. The patient advocate should determine whether review by an independent psychiatrist or
the court is warranted.

86. For example, one could establish some specific damages for violating the statute; these would
have to be set not so high as to risk jury nullification, nor so low as to become merely a cost of doing
business. Alternatively, one could raise a presumption of a battery for violation of the statute, to be
rebutted only by a showing that extraordinary circumstances existed.

87. Compare McCall v. McDowell, 15 F. Cas. 1235, 1240 (C.C.D. Cal. 1867) (obeying supe-
rior's commands defense to illegal action unless person of the most common understanding would
know command illegal).

Other ways of weakening liability for injuries resulting from failure to restrain a patient would be
to put a cap on damages or to use a "gross negligence" standard. But the former penalizes doctors for
proper behavior-i.e. waiting to restrain a patient until the danger is patent-and protects doctors for
improper behavior-i.e. not restraining a patient when the danger is patent. And the latter mislead-
ingly implies that waiting to restrain a patient until the danger is patent is negligent.

88. This is not to say that failing to use measures short of restraints-e.g. restricting a patient to a
lounge, "specialling" a patient-would not subject a doctor to liability unless a person of the most
common understanding would predict violence; on the contrary, an "ordinary doctor" standard would
be used in such a case.

89. There are other situations in tort law in which the standard of care is lowered in order that
concerns about malpractice not govern physicians' actions. The most notable is the situation covered
by "Good Samaritan" laws. These attempt to encourage physicians (and others) to intervene to help a
person toward whom no duty of care was owed at common law. Most such statutes hold a physician
who so intervenes liable for injuries caused only by "gross negligence," or some similar form of mis-
conduct. See Mapel & Weigel, Good Samaritan Laws-Who Needs Them? The Current State of
Good Samaritan Protection in the United States, 21 S. Tax. L. J. 327, 342-46 (1981); Note, Good
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predict violence. It eases the pressure on doctors who may feel besieged by
conflicting demands-both to protect patients and not to restrain
them-by making a clear value-choice: Great numbers of patients should
not be restrained in order to protect against the rare occurrence of self-
inflicted injury.

Most importantly, the rule is designed to reduce both the use of re-
straints and the supervention of patients' choices. The fear that, if effec-
tive, the rule would cause a dramatic rise in self-injuries is unfounded, as
may be seen from the situation in England. A serious increase in the use
of other controls also need not occur: English doctors have not signifi-
cantly resorted to seclusion or medication to compensate for not using
mechanical restraints.

In America, a proposed restraints law may eventually have to be sup-
plemented by a seclusion and emergency medication law. In the
meantime, a new statute would spare some patients the pain of unneces-
sary restraint. Given the grave injury to individual liberty and dignity
caused by restraints, that alone would be well worth achieving.

Samaritan Statutes: Time for Uniformity, 27 WAYNE L. REV. 217, 224-25 (1980). The idea of such
a lower standard, as in the case of the restraints law, is to encourage physicians to act (or not act) by
lowering the risks of malpractice consequent upon their action (or inaction).

Consider also the area of constitutional torts, where an objective standard of qualified immunity
limits government actors' liability so as to encourage vigorous decision-making. For the standard, see
Harlow v. Fitzgerald, 457 U.S. 800 (1982). On appropriate incentives for government actors, see P.
SCHUCK, SUING GOVERNMENT (1983).
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MENTAL HEALTH LAW: THREE
SCHOLARLY TRADITIONS

ELYN R. SAKS*

For the last quarter-century there has been considerable court activity
in the arena of mental health law, much of it based on federal and state
constitutions.1  As in other areas of law, advocates for the civil rights of
patients made more strides earlier in this period than later.2  On the other
hand, antidiscrimination and provision-of-benefits-type actions have made

* Orrin B. Evans Professor of Law, Psychiatry, and the Behavioral Sciences, University of
Southern California Law School; Research Clinical Associate, Los Angeles Psychoanalytic Society and
Institute.  I wish to thank Scott Altman for his helpful comments on an earlier version of this paper.
And I wish to thank Bryan Kelly for his helpful research assistance.

1. On civil commitment, substantive and procedural, see, for example, Addington v. Texas, 441
U.S. 418, 419 (1979); O’Connor v. Donaldson, 422 U.S. 563, 565 (1975).  On criminal commitment,
see, for example, Foucha v. Louisiana, 504 U.S. 71, 73 (1992); United States v. Jones, 463 U.S. 354,
356 (1983).  On sexual predator commitment, see Kansas v. Hendricks, 521 U.S. 346 (1997).  On right
to refuse medication, there are two U.S. Supreme Court cases in the criminal area.  See Riggins v.
Nevada, 504 U.S. 127, 129 (1992); Washington v. Harper, 494 U.S. 210, 213 (1990).  In the civil arena,
the Court has remanded these cases.  See, e.g., Rennie v. Klein, 458 U.S. 1119 (1982); Mills v. Rogers,
457 U.S. 291, 293 (1982).  There are a considerable number of state law cases granting competent
patients the right to refuse medication.  See, e.g., Mills, 457 U.S. at 293; Riese v. St. Mary’s Hosp. &
Med. Ctr., 271 Cal. Rptr. 199, 201 (1987); Rivers v. Katz, 495 N.E.2d 337, 339 (N.Y. 1986).  Right-to-
treatment cases did not get too far, see Youngberg v. Romeo, 457 U.S. 307, 309 (1982), although there
may now be impetus under the Americans with Disabilities Act (ADA) to provide care in the
community.  See, e.g., Olmstead v. L.C. ex rel. Zimring, 527 U.S. 581, 583 (1999).  There have also
been civil cases about restraints and seclusion.  See, e.g., Youngberg, 457 U.S. at 309.  On
confidentiality, see Speaker v. County of San Bernardino, 82 F. Supp. 2d 1105, 1106 (C.D. Cal. 2000).
On duty to warn, see, for example, Tarasoff v. Regents of the Univ. of Cal., 551 P.2d 334, 339 (Cal.
1976).  And there have been criminal cases on the guilty-but-mentally-ill plea, e.g., People v. Crews,
522 N.E.2d 1167, 1169 (Ill. 1988), on the right to an expert in an insanity case, e.g., Ake v. Oklahoma,
470 U.S. 68, 70 (1985), and on competency to be executed, e.g., Ford v. Wainwright, 477 U.S. 399, 401
(1986).

2. Compare, e.g., O’Connor, 422 U.S. at 576 (adopting autonomy-protective standard for civil
commitment in 1975), with Washington, 494 U.S. at 236 (adopting paternalistic standard for prisoners
refusing medication in 1990).
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more headway, largely as a result of federal legislation interpreted liberally
by the courts.3

This article will not trace the development of the case and statutory
law in this arena, but rather three traditions of mental health law
scholarship.  These are doctrinal treatments, therapeutic jurisprudence
treatments, and philosophical treatments of mental health law issues.  After
discussing these three traditions, I will locate myself within the third,
discussing both some of my work to date and future work I propose in the
area of competency and responsibility.

I.  THREE TRADITIONS OF MENTAL HEALTH LAW SCHOLARSHIP

As I noted, there are three central traditions of scholarship in mental
health law: doctrinal constitutional scholarship focusing on rights,
therapeutic jurisprudence scholarship focusing on the therapeutic
implications of different laws, and theoretical scholarship focusing on
philosophical issues underpinning mental health law.

A.  DOCTRINAL CONSTITUTIONAL SCHOLARSHIP

The first tradition, doctrinal constitutional law scholarship, was quite
prominent at the beginning of the mental health rights movement,4 although
this is not to say that many do not continue to work in this tradition.5

Arguments tended to be framed in doctrinal terms.  A right to refuse
treatment, for example, was based in a Fourteenth Amendment privacy

3. For litigation under the ADA, see, for example, Olmstead, 527 U.S. at 583; Kathleen S. v.
Dep’t of Pub. Welfare, 10 F. Supp. 2d 460, 462 (E.D. Pa. 1998); Doe v. Stincer, 990 F. Supp. 1427,
1428 (S.D. Fla. 1997).  For litigation under the Individual Disabilities Education Act (formerly the
Education for All Handicapped Children Act), see, for example, J.B. v. Killingly Bd. of Educ., 990 F.
Supp. 57, 61 (D. Conn. 1997); Unified Sch. Dist. No. 1 v. Dep’t of Educ., 1999 WL 74531 (Conn.
Super. Ct. 1999).

4. See, e.g., Alexander D. Brooks, The Constitutional Right to Refuse Antipsychotic
Medications, 8 BULL. AM. ACAD. PSYCHIATRY & L. 179, 190–91 (1980); Alexander D. Brooks, The
Right to Refuse Antipsychotic Medications: Law and Policy, 39 RUTGERS L. REV. 339 (1987); George
E. Dix, Major Current Issues Concerning Civil Commitment Criteria, 45 LAW & CONTEMP. PROBS.
137 (1982); George E. Dix, The 1983 Revision of the Texas Mental Health Code, 16 ST. MARY’S L.J.
41 (1984); Robert Plotkin, Limiting the Therapeutic Orgy: Mental Patients’ Right to Refuse Treatment,
72 NW. U. L. REV. 461 (1978); Bruce J. Winick, Legal Limitations on Correctional Therapy and
Research, 65 MINN. L. REV. 331 (1981); Bruce J. Winick, Restructuring Competency to Stand Trial, 32
UCLA L. REV. 921 (1985); Bruce J. Winick, The Right to Refuse Mental Health Treatment: A First
Amendment Perspective, 44 U. MIAMI L. REV. 1 (1989) [hereinafter Right to Refuse].

5. E.g., BRUCE J. WINICK, THE RIGHT TO REFUSE MENTAL HEALTH TREATMENT (1997).
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claim,6 a First Amendment right to mentation claim,7 or an Eighth
Amendment cruel and unusual punishment claim.8  The various
constitutional bases for different rights were explored, and courts indeed
closely followed the scholarship in this area.9

Of course, the Court (and courts) changed, and advocates became
much more ambivalent about articulating federal constitutional bases to
support the civil liberties of psychiatric patients.  Simply put, the Federal
Constitution was interpreted in such a way that it was not too protective of
patients’ rights.10

Nevertheless, some legal scholars continued to write in this doctrinal
tradition, framing their arguments on state constitutional, common law, or
statutory grounds.11  Or perhaps they were hoping for a change in the
courts again, such that the federal constitutional arguments they were
advancing would be better received.  Some doctrinal scholars tried to put
the most favorable spin on the Supreme Court’s mental health law
jurisprudence, hoping to influence further cases on doctrinal grounds.12  In
addition, new laws, such as the American with Disabilities Act (ADA),
created new opportunities for doctrinal scholars to frame legal arguments in
order to achieve the results they thought best.13

In sketching this history, I do not mean to imply that mental health
law scholars were primarily advocates and, therefore, not scholars.  Many
had a law reform agenda, but were likely putting forward the interpretation
of the Constitution they thought to be correct and best justified
normatively.  But the fact that these scholars framed their arguments in

6. E.g., WINICK, supra note 5, at 193–94; Fakre Gibson, A Bright Thread for California’s Legal
Crazy-Quilt: A Proposed Right to Refuse Antipsychotic Drugs, 22 U.S.F. L. REV. 341, 370–73, 379
(1988); Plotkin, supra note 4, at 491.

7. E.g., Michael H. Shapiro, Legislating Control of Behavior Control: Autonomy and the
Coercive Use of Organic Therapies, 47 S. CAL. L. REV. 237 (1973); Winick, Right to Refuse, supra
note 4, at 132–51.

8. E.g., Plotkin, supra note 4, at 491–92.
9. See, e.g., Lessard v. Schmidt, 413 F. Supp. 1318, 1319 (E.D. Wis. 1976).

10. Consider, for example, the Supreme Court’s jurisprudence on the right to refuse medication
compared with state law claims.  See cases cited supra note 1.

11. E.g., Jessica Litman, Note, Common Law Remedy for Forcible Medication of the
Institutionalized Mentally Ill, 82 COLUM. L. REV. 1720, 1738–43 (1982).

12. E.g., Bruce J. Winick, New Directions in the Right To Refuse Mental Health Treatment: The
Implications of Riggins v. Nevada, 2 WM. & MARY BILL RTS. J. 205 (1993); Bruce J. Winick, The Side
Effects of Incompetency Labeling and the Implications for Mental Health Law, 1 PSYCHOL. PUB. POL’Y

& L. 6 (1995).
13. E.g., SUSAN STEFAN, UNEQUAL RIGHTS: DISCRIMINATION AGAINST PEOPLE WITH MENTAL

DISABILITIES AND THE AMERICANS WITH DISABILITIES ACT (2001).
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terms of doctrine meant that the arguments could be used practically by
advocates in actual cases.

Thus, the first tradition of mental health law scholarship was
doctrinal—in particular, constitutional.  For the most part, the arguments
advanced were civil libertarian and, thus, quite focused on rights.  While
some continue to write in this tradition, most of the doctrinal arguments
have been well rehearsed, and appear, at least with the current Court, not to
have carried the day.

B.  THERAPEUTIC JURISPRUDENCE SCHOLARSHIP

The second tradition of mental health law scholarship is quite different
from the first.  Unlike the constitutional scholarship, this tradition is of
recent vintage.  Dubbed “therapeutic jurisprudence,” its agenda is to
explore the therapeutic dimensions of various laws.14  At the inception of
the therapeutic jurisprudence movement, traditional mental health law
issues were looked at through this lens,15 but over time all manner of issues
came to be scrutinized in this way.16

One might have thought that practitioners of therapeutic jurisprudence
would tend to be paternalists, because they seemed to care so much about
the therapeutic implications of a law; but that is not how this school played
out.  Often writers in this tradition argued that what would be therapeutic
was also most protective of autonomy.  For example, a right to refuse
treatment serves patients’ therapeutic interests, because it is mostly willing
patients who benefit from treatment anyway.17  Further, incompetency
findings should be made sparingly, because they are stigmatizing and,

14. E.g., DAVID B. WEXLER & BRUCE J. WINICK, LAW IN A THERAPEUTIC KEY: DEVELOPMENTS

IN THERAPEUTIC JURISPRUDENCE 1 (1996); Dennis P. Stolle, David B. Wexler, Bruce J. Winick &
Edward A. Dauer, Integrating Preventive Law and Therapeutic Jurisprudence: A Law and Psychology
Based Approach to Lawyering, 34 CAL. W. L. REV. 15 (1997); David B. Wexler, The Development of
Therapeutic Jurisprudence: From Theory to Practice, 68 REV. JUR. U.P.R. 691 (1999) [hereinafter
Theory to Practice]; David B. Wexler, Redefining the Insanity Problem, 53 GEO. WASH. L. REV. 528
(1985); David B. Wexler & Bruce J. Winick, Therapeutic Jurisprudence and Criminal Justice Mental
Health Issues, 16 MENTAL & PHYSICAL DISABILITY L. REP. 225 (1992); Bruce J. Winick, Therapeutic
Jurisprudence and the Civil Commitment Hearing, 10 J. CONTEMP. LEGAL ISSUES 37 (1999).

15. See, e.g., DAVID B. WEXLER & BRUCE J. WINICK, ESSAYS IN THERAPEUTIC JURISPRUDENCE

3–38 (1991); Wexler, Theory to Practice, supra note 14, at 691.
16. See, e.g., Ellen Waldman, The Evaluative-Facilitative Debate in Mediation: Applying the

Lens of Therapeutic Jurisprudence, 82 MARQ. L. REV. 155 (1998); Patricia Monroe Winsom, Note,
Probate Law and Mediation: A Therapeutic Perspective, 37 ARIZ. L. REV. 1345 (1995).

17. See, e.g., WINICK, supra note 5, at 328–38.
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therefore, do not contribute to a patient’s therapeutic interests.18  Indeed,
many who came to the therapeutic jurisprudence school were originally in
the constitutional scholarship camp and shared the agenda of that camp.19

Therapeutic jurisprudence explicitly fashioned itself as having a law-
reform agenda.20  All other things being equal, we should strive to make
law as therapeutic as possible.  Therapeutic proponents would also make
the other side see, so to speak, that what the rights theorists wanted would
also serve the interests central to the paternalists: patients’ therapeutic
interests.21  Indeed, some saw proponents of therapeutic jurisprudence as
advocates, rather than scholars—at least as much as some saw the
constitutional scholars as advocates.

In certain hands, therapeutic jurisprudence could also lead to the
opposite outcome: letting us do what is therapeutically best for the patient
notwithstanding his autonomy interests.  For instance, if you care most
about therapeutic benefits, it is arguable that you make people take
medication even though that trenches on their autonomy and makes them
feel bad, because forced medication works well enough that the pain of not
being listened to is outweighed by the treatment benefits.  A paternalist
slant is certainly a danger of the therapeutic jurisprudence lens.

This brings me to my last point about therapeutic jurisprudence: It is
utterly nonnormative.22  Above I said that all other things being equal, we
should strive to make laws as therapeutic as possible.  But all other things
are rarely equal.  And when a patient’s treatment interests conflict with  his
autonomy interests, how do we decide which to prefer?  Therapeutic
jurisprudence offers no answer to this question.

Not all scholarly traditions need to be normative to be valuable, and
therapeutic jurisprudence has had and continues to have some useful things
to say.  But it remains somewhat disappointing that the tradition gives no
guidance as to the degree of importance of therapeutic interests.  And
without the normative orientation, one wonders what is jurisprudential

18. See Bruce J. Winick, Competency to Consent to Treatment: The Distinction Between Assent
and Objection, 28 HOUS. L. REV. 15, 46–53 (1991).

19. Compare WINICK, supra note 5 (doctrinal account of right to refuse treatment), with Winick,
supra note 14 (therapeutic jurisprudence account of civil commitment), and Winick, supra note 18
(therapeutic jurisprudence account of assent to treatment).

20. See, e.g., Stolle, supra note 14, at 36–37; Bruce J. Winick, The Jurisprudence of Therapeutic
Jurisprudence, 3 PSYCHOL. PUB. POL’Y & L. 184, 192 (1997).

21. See Winick, supra note 20, at 191–92.
22. See Stephen H. Behnke & Elyn R. Saks, Therapeutic Jurisprudence: Informed Consent as a

Clinical Indication for the Chronically Suicidal Patient with Borderline Personality Disorder, 31 LOY.
L.A. L. REV. 945, 980–81 (1998).
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about therapeutic jurisprudence.23  Perhaps it is even a school of scholar-
ship best practiced by clinicians.

C.  THEORETICAL SCHOLARSHIP

The third tradition of mental health law is more theoretical than the
other two.  It has tended to focus more on philosophical issues raised by
mental health such as autonomy versus paternalism, the nature of mental
illness, what it is to be a person, and responsibility and competency.24  For
instance, Stephen Morse has discussed responsibility,25 including volitional
tests of insanity.26  And Michael Moore has discussed the nature of mental
illness, responsibility, and the unity of the self.27

At its best, this tradition has laid the normative groundwork for the
first two traditions.  A due process analysis of a right to refuse medication
is, or should be, founded on some notion of when autonomy should prevail
over the patient’s interests in well-being.  While the constitutional scholars
framed the argument in doctrinal terms, the philosophical scholars talked
about the important values that underlay such a focus.  In the same way,
proponents of therapeutic jurisprudence may tell us when a particular
procedure is therapeutic, while the philosophical theorists should help us
see how to adjudicate the dispute when therapeutic interests conflict with
justice.

Indeed, scholars in the third tradition have focused on those issues
which should help us decide when a rights-based civil libertarian focus is
appropriate (the first tradition) and when we should be concerned primarily
with the patient’s treatment interests (in some hands, the second tradition).
For this genre of scholarship has a considerable amount to say about not
only autonomy and paternalism, but also personhood, responsibility, and
competency, as well as their relationship to each other.  Indeed, it is
arguable that when the patient is a “person,” a full moral agent, and
therefore competent to make choices, then, and only then, should we
support her autonomy.

23. See id.
24. See, e.g., MICHAEL S. MOORE, LAW AND PSYCHIATRY: RETHINKING THE RELATIONSHIP

(1984); Stephen J. Morse, Crazy Reasons, 10 J. CONTEMP. LEGAL ISSUES 189 (1999); Elyn R. Saks,
Competency to Refuse Psychotropic Medication: Three Alternatives to the Law’s Cognitive Standard,
47 U. MIAMI L. REV. 689 (1993) [hereinafter Refuse Psychotropic Medication]; Elyn R. Saks,
Competency to Refuse Treatment, 69 N.C. L. REV. 945 (1991) [hereinafter Refuse Treatment].

25. Morse, supra note 24, at 190–204.
26. Stephen J. Morse, Culpability and Control, 142 U. PA. L. REV. 1587 (1994).
27. MOORE, supra note 24, at 155–216, 249–383, 387–415 (respectively).
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These then are three important traditions in mental health law
scholarship, and each has contributed in some way to doctrinal
developments in the law.  Additionally, each has contributed to our
theoretical understanding quite apart from its practical implications for the
law, which has been of utmost importance as well.28

II.  A PROPOSAL FOR FUTURE WORK IN THE THIRD TRADITION

My own work is located mostly in the third tradition.29  I will
elaborate briefly on two contributions I have made to this tradition: on
competency to make treatment decisions30 and on the criminal

28. Of course I do not mean to imply that these are the only mental health law traditions of
scholarship.  For instance, some scholars (often in the hermeneutic tradition) have focused on the
contribution of psychoanalysis, and different versions of psychoanalysis, to the law.  E.g., David S.
Caudill, Freud and Critical Legal Studies: Contours of a Radical Socio-Legal Psychoanalysis, 66 IND.
L.J. 651 (1991).  Some critical legal realists have written in the area attempting to deconstruct certain
concepts and focus our attention more on relationships.  E.g., Caudill, supra, at 651; Duncan Kennedy,
Distributive and Paternalist Motives in Contract and Tort Law, with Special Reference to Compulsory
Terms and Unequal Bargaining Power, 41 MD. L. REV. 563 (1982).  And some psychologists have
made important contributions to our understanding of eyewitness testimony and juries through purely
empirical research.  E.g., ELIZABETH F. LOFTUS & GARY L. WELLS, EYEWITNESS TESTIMONY:
PSYCHOLOGICAL PERSPECTIVES (1984); Phoebe C. Ellsworth, Are Twelve Heads Better Than One?, 52
LAW & CONTEMP. PROBS. 205 (1989).  Also in the empirical vein are those scholars who work on child
testimonial capacity and childhood abuse and neglect.  E.g., Thomas D. Lyon & Jonathan J. Koehler,
The Relevance Ratio: Evaluating the Probative Value of Expert Testimony in Child Sexual Abuse
Cases, 82 CORNELL L. REV. 43 (1996); John E.B. Myers, The Child Witness: Techniques for Direct
Examination, Cross-Examination, and Impeachment, 18 PAC. L.J. 801 (1987).  For an especially
insightful look at abuse and neglect through a psychoanalytic lens, see JOSEPH GOLDSTEIN, ALBERT J.
SOLNIT, SONJA GOLDSTEIN & ANNA FREUD, THE BEST INTERESTS OF THE CHILD: THE LEAST

DETRIMENTAL ALTERNATIVE (1996).  In addition, there are those studies bringing cognitive psychology
to bear on the law.  E.g., Edward J. McCaffery, Daniel J. Kahneman & Mathew L. Spitzer, Framing the
Jury: Cognitive Perspectives on Pain and Suffering Awards, 81 VA. L. REV. 1341 (1995); Richard E.
Redding, How Common-Sense Psychology Can Inform Law and Psychological Research, 5 U. CHI. L.
SCH. ROUNDTABLE 107 (1998); Dan Simon, A Psychological Model of Judicial Decision Making, 30
RUTGERS L.J. 1 (1998).  Still, the three traditions I describe are important traditions in mental health
law.

29. See, e.g., ELYN R. SAKS WITH STEPHEN H. BEHNKE, JEKYLL ON TRIAL: MULTIPLE

PERSONALITY DISORDER AND CRIMINAL LAW (1997); Saks, Refuse Pyschotropic Medication, supra
note 24; Saks, Refuse Treatment, supra note 24.  I am also in the process of completing a book on the
normative dimensions of forced treatments of a variety of kinds in the mental health context.  ELYN R.
SAKS, LAW, ETHICS, AND SEVERE MENTAL ILLNESS: QUESTIONING OUR VALUES (forthcoming 2001).

30. See Elyn R. Saks, Competency to Decide on Treatment and Research: The MacArthur
Capacity Instruments, in 2 NAT’L BIOETHICS ADVISORY COMM’N, RESEARCH INVOLVING PERSONS

WITH MENTAL DISORDERS THAT MAY AFFECT DECISIONMAKING CAPACITY 59 (1999) [hereinafter
MacArthur Capacity Instruments]; Saks, Refuse Pyschotropic Medication, supra note 24; Saks, Refuse
Treatment, supra note 24; Elyn R. Saks & Stephen H. Behnke, Competency to Decide on Treatment
and Research: MacArthur and Beyond, 10 J. CONTEMP. LEGAL ISSUES 103 (1999).
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responsibility of people with multiple personality disorder (MPD).31  I will
then sketch a current project extending my research on treatment capacity
and some ideas about the civil capacity (as opposed to the criminal
responsibility) of people with MPD, which is something I would like to
focus on in a more systematic way in my future work.

A.  TREATMENT CAPACITY

I have long retained an interest in treatment capacity.  In my first
article after beginning to teach law, I discussed several standards of
treatment capacity, and endorsed one that required an understanding of
relevant information and the formation of no “patently false beliefs”
(PFBs).32  I controversially argued that denial of mental illness did not
amount to a patently false belief.  I then contributed to a symposium on
treatment capacity, where I wrote about noncognitive standards and argued
against adopting them.33

More recently, the field has been advanced considerably by the
MacArthur Mental Health Law Network researchers, one of whose topics
has been treatment capacity.34  The MacArthur researchers identify four
abilities arguably necessary for capacity and study them empirically.  I
have criticized the MacArthur research in two further articles, arguing that
they need to address the important normative questions raised by a capacity
instrument, that they indeed smuggle in normative judgments while
denying doing so, and that their “appreciation” instrument is flawed.35

Their appreciation instrument (the Perceptions of Disorder Instrument
or the POD) is flawed, I argue, because it essentially requires agreement
with one’s doctor about one’s diagnosis and prognosis with and without
treatment.  Such an approach is misguided.  For example, it ignores the
possibility that the patient could believe an earlier doctor’s diagnosis.  It is
implausible to make an individual doctor the final authority on truth.  What
would become of second opinions if we were to do so?36

31. See SAKS WITH BEHNKE, supra note 29; Elyn R. Saks, The Criminal Responsibility of People
with Multiple Personality Disorder, 66 PSYCHIATRIC Q. 169 (1994); Does Multiple Personality
Disorder Exist? The Beliefs, the Data, and the Law, 17 INT’L J.L. & PSYCHIATRY 43 (1994);
Integrating Multiple Personalities, Murder, and the Status of Alters as Persons, 8 PUB. AFF. Q. 169
(1994); Multiple Personality Disorder and Criminal Responsibility, 25 U.C. DAVIS L. REV. 383 (1992).

32. See Saks, Refuse Treatment, supra note 24, at 455–56, 962–65, 984–92.
33. See Saks, Refuse Psychotropic Medication, supra note 24.
34. See Saks & Behnke, supra note 30, at 106–07 n.5.
35. See Saks, MacArthur Capacity Instruments, supra note 30; Saks & Behnke, supra note 30.
36. See Saks, MacArthur Capacity Instruments, supra note 30, at 69–71; Saks & Behnke, supra

note 30, at 117–18.
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The MacArthur researchers’ clinical instrument, the MacArthur
Competence Assessment Tool for Treatment (MacCAT-T), is somewhat of
an improvement, because it focuses on beliefs that grossly distort reality as
opposed to simply disagreeing with one’s doctor’s beliefs.  However, it
makes no effort to operationalize that concept.37  Thus, I suspect that
reliability and validity will suffer as a result.  I am also concerned that,
even with this language, most denials of mental illness will unjustifiably be
taken to vitiate capacity.

In response to the flaws of the MacArthur instrument and other
instruments on appreciation, my collaborators at the University of
California, San Diego School of Medicine38 and I are developing a new
instrument to measure appreciation that will redress some of these
problems.  In particular, our development of the concept of a PFB to
measure the adequacy of the patient’s beliefs goes a long way in addressing
the problems posed by requiring true beliefs according to the individual
doctor.

What does our instrument, which makes use of this concept of a PFB,
look like?  We are aiming our instrument in the first instance at decisions to
participate in psychiatric research.  There are two versions of our
instrument: one relating to “direct benefit” psychiatric research and the
other to “no direct benefit” psychiatric research.  The instruments start with
a very simple informed consent form, different parts of which are labeled
and cover the standard items, including those items which are research-
specific.  A questionnaire with fourteen questions is then administered to
the subject.  At the end, there are five more open-ended questions that try
to get at the same things in a different way.

To take a closer look at what our instrument asks, our “direct benefit”
instrument has four questions that relate to the nature of the procedure, four
to risks and benefits, one to the status of the researcher, four to the status of
the subject, and one to voluntariness.  For example, under the nature of the
procedure, subjects are asked whether they understand they will be
undergoing a randomized clinical trial.  Under risks and benefits, subjects
are asked if they understand that nothing terrible or supernatural will
happen depending on their choice.  Under the status of the subject, subjects
are asked if they understand that they do not have special powers that will

37. See Saks, MacArthur Capacity Instruments, supra note 30; Saks & Behnke, supra note 30, at
123–24.

38. Dilip Jeste, Laura Dunn, Laurie Lindamer, Barbara Marshall, and Larry Schneiderman are
foremost among them.
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protect them from harm.  Under voluntariness, they are asked if they realize
they can say “no” to the procedure.  Then there are the five more open-
ended questions that get at the same things in a slightly different way.

Detailed scoring instructions say which beliefs should vitiate consent
and make use of a residual category of any PFB.  Unlike the MacCAT-T,
we provide an operational definition of a PFB and a series of a couple
dozen examples of delusional beliefs with a discussion of why they are or
are not PFBs.  Subjects who, in any of their answers, evidence one of the
impermissible beliefs or any other PFB are deemed incapable.  Of course,
the PFB must relate to the research and must have an effect on the subject’s
decision.  And there are questions at the end of the instrument probing the
relation of the suspect answers to the subjects’ decisions.

We have begun administering our instrument in a pilot study and
intend to administer the instrument to fifty middle-aged and older
inpatients with a psychotic  disorder, fifty middle-aged and older
outpatients with a psychotic disorder, and fifty matched normal controls.
We will not now be studying subjects about to embark on a research
protocol, but will ask subjects to act as if they were about to embark on the
research protocol that we describe in our informed consent.  Thus a
“vignette” procedure will be used.  The instrument will be administered
twice within a few days of each other by two different evaluators to test for
inter-rater and test-retest reliability.

We hope to learn a number of things from our pilot study.  For one,
we want to refine our instrument as a result of the study.  Are all the items
needed?  Are any duplicative?  Are any outliers?  Do the closed-ended and
open-ended questions get at the same things, or does one set do a better job
than the other, or are they best when both are administered?  Moreover,
does the test achieve good inter-rater reliability and good test-retest
reliability?  Equally important are what are our preliminary findings on
how patients with psychosis and matched controls fare on this capacity
measure.  Do any other demographic variables explain our results?

After we refine our instrument, we want to do a much larger study
with a much larger subject group.  In our larger study we want to compare
patients with schizophrenia, other psychotic disorders, depression, and
some chronic medical condition such as ischemic heart disease, as well as
normal controls, to see how they fare on our measure.  We want to study
such patients at different stages of their illness, such as acute,
decompensating, and in remission.  Thus, we would study both inpatients
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and outpatients and hope to enroll some of the same patients in both
conditions.

Once again, we will want to collect data on reliability—inter-rater and
test-retest.  We will also again want to see how different populations
compare on the measure—different in terms of diagnosis, phase of illness,
and other demographic variables.  We will probably want to compare the
results on our instrument with the results on the MacArthur instrument
measuring appreciation and a clinical capacity exam.  In this way, we will
test for consistency among measures and, thus, move towards establishing
the validity of our instrument.

Eventually, we will want to study subjects about to undergo research,
and their appreciation of the issues involved in the research they are about
to undergo.  This will, of course, require adapting our instrument to the
particular research about to be undertaken by the subjects.  In the course of
doing this, we hope to explore ways to help clinical evaluators to devise
quickly an instrument modeled on ours and tailored to the specific
information pertinent to their project.

Our final hope is to be able to construct a normatively justified,
psychometrically sound, and easily administrable instrument to measure the
appreciation component of capacity to decide on treatment or research.
Capacity to consent to treatment and research is immensely important.  I
hope our project furthers thinking and greater public debate about this
important issue.

B.  CRIMINAL RESPONSIBILITY OF PEOPLE WITH

MULTIPLE PERSONALITY DISORDER

Another contribution I have made to the third tradition of research in
mental health law is on the criminal responsibility of people with MPD.39

Like competency, responsibility is a crucial feature of moral agency.
Indeed, responsibility can be thought of as competency to commit a crime.

Our standard accounts of criminal responsibility do not speak to MPD.
Typically, insanity refers to a condition in which persons have a cognitive
or volitional impairment which prevents them either from knowing or
being able to control what they are doing.40  But people with MPD are
often cognitively and volitionally intact at any one given time.  However,

39. See sources cited supra note 31.
40. See DONALD H.J. HERMANN, MENTAL HEALTH AND DISABILITY LAW 262–65 (1997).
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over time they are simply so divided that it may be wrong to see them as
single, responsible agents.

To consider the criminal responsibility of people with MPD, I first
evaluate three different ways of conceptualizing alter personalities: as
people by the best criteria of personal identity, as personlike centers of
consciousness, or as nonpersonlike parts of a deeply divided person.  I
conclude that the jury is still out on how best to conceptualize alter
personalities.41

Still, when considering criminal responsibility of these people on each
of the three accounts, I conclude that most people with MPD should be
found nonresponsible.  If alters are people, then it is unjust to punish any
innocent alters.  Recall the law’s edict that it is better to let ten guilty
people go free than to punish one innocent person.  If alters are personlike
centers of consciousness, then, since alters are as capable of guilt and of
innocence and of suffering from punishment as persons are, we shouldn’t
punish innocent alters any more than we should punish innocent persons.
If alters are nonpersonlike parts, multiples are often still nonresponsible.
Just as in the case of sleepwalkers or those acting under posthypnotic
suggestion, multiples are not sufficiently integrated to make it just to hold
them responsible.  Since much of the person cannot be brought to bear on
whether the act occurs, it is not, in a sense, the person’s act.42

I, therefore, conclude that unless all alters acquiesced in the crime—
i.e., were complicit, or could have stopped the act but did not—the multiple
should be nonresponsible.  Interestingly, it is not all that uncommon for
multiples to have all of their alters acquiescing in a crime.43

C.  CIVIL RESPONSIBILITY OF PERSONS WITH

MULTIPLE PERSONALITY DISORDER

In my book on MPD and the criminal law, I also look at other criminal
law issues, such as competency to stand trial and competency to be
executed.44  However, I in no way look at civil capacities.  What is it for a
multiple to be able to consent to treatment, enter a contract, write a will, or
be parentally fit?  Need all the alters agree to such a decision, as I claim
they must in the criminal arena?

41. SAKS WITH BEHNKE, supra note 29, at 39–66.
42. Id. at 67–105.
43. Id. at 106–40.
44. Id. at 141–71.



2000] MENTAL HEALTH LAW TRADITIONS 307

Although these are questions that I need to think about more, I
nevertheless have a few thoughts to share for now.  First, it does not seem
to me that we must take the same position for criminal responsibility and
civil competencies.  These are different contexts with wholly different
purposes, and there may be reasons for taking a different position in one
context than in the other.  The same is true for the different civil
competencies.  For example, given the need for the security of transactions,
we may have a different competency standard for contracts than for wills.45

In the criminal law context, finding the person nonresponsible allows
the justice system to accomplish most of the purposes of the criminal law
without compromising the principle that only the guilty shall suffer
punishment.  We simply confine the person in a nonretributive institution.
By contrast, finding a person generally incompetent means that he loses all
decisional authority.  The consequences are simply much greater, and it is
not possible to satisfy most of the goals of the civil law while finding the
person generally incompetent.

Indeed, even in the context of imposing punishment, we may have
different rules for what the state may impose than for what individuals, like
therapists, children, or parents, may impose.  For example, parents can
punish their young children, even though the law would never hold them
criminally accountable for their actions.  In the same way, it may be wrong
for the state to imprison an innocent alter, but perfectly fine for a therapist
to hold an alter accountable for what another alter does.  Staff in
psychiatric hospitals can seclude an acting-out multiple even if all of her
alters are not acting out. Both the contexts and the principles governing
acceptable actions are different.46

But then what should the rule for civil competency be in the case of
MPD?  Because, as noted above, different civil competencies may call for
different rules, let us focus on one: capacity to decide on treatment.  When
a doctor decides a person with MPD needs antidepressants because the
patient seems depressed across all alters, can the doctor simply take the

45. See, e.g., In re Estate of Dokken, 604 N.W.2d 487, 491–95 (S.D. 2000).
46. See SAKS WITH BEHNKE, supra note 29, at 136–40.

If another example of the context-bound nature of most of our normative concepts is needed,
consider, for example, the concept of a person.  Depending on the context, we may have quite different
views about whether an entity is a person.  For instance, an alter should arguably be construed as a
person for purposes of the criminal law, but not for purposes of getting unemployment benefits.  And
this could be justified because the multiple does the work of only one person notwithstanding her
different alters.  Or as another example, we should hold multiples to be only one person for purposes of
voting, if for no other reason than that the possibilities of fraud are otherwise too great.  Context is
immensely important.
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patient’s assent at that moment to be valid consent?  Or does the doctor
need all of the alters to consent?  What about an individual alter’s refusing?
In such cases should a guardian be appointed to make decisions like these?

The argument in favor of requiring all of the alters to decide is the
same as that in the criminal law context: We should not burden “innocent,”
nonassenting alters with the consequences of what their “guilty” brethren
have chosen.  Suppose the alter who refuses treatment is opposed to the use
of drugs, while all the other alters desperately want the medication or have
other acceptable values that make them welcome pharmacological help for
depression.  Suppose that these others cannot come out for a time.  Why
should the assenting alters have to live with the consequences of what the
nonassenting one has chosen?

On the other hand, the doctor on notice that the patient is a multiple
may not be able to get the opinions of all or even most of the alters.  What
then?  Do we want busy doctors trying to interact with what may be a great
many alters?  But if we don’t expect the doctor to negotiate consent, should
we appoint a guardian to make the decision?

A guardian making a decision for the multiple is an ironic solution at
best.  It seems to add just one more competent alter, so to speak, to the mix.
The guardian is simply going to decide, more likely than not, as the
guardian sees best.  But why is that decision any better than the decision of
any competent alter within the system of the multiple?

One response is that a guardian could be under a duty to try to
negotiate consent among the alters.  The guardian could be required to
speak with as many of them as possible, and try to get them all to agree.  If
negotiating a settlement, so to speak, is not possible, the guardian could be
under a duty to make the choice that best meets the needs and desires of
most of the alters.  By contrast, any competent alter may not have the
interests of the brethren alters in mind in the same way.

On the other hand, it may be well-nigh impossible for such a solution
to be reached.  In that case, adding the guardian helps very little and, of
course, has huge costs of its own in terms of time expended, stigma
imposed, and all the discomforts of not having one’s choice respected.
Whether we think a guardian should be imposed depends on how likely we
think the guardian able to negotiate a solution and how often the guardian
will just impose what the guardian thinks best.  Moreover, even if we think
the former more likely, the decision depends on how much we think the
costs of imposing a guardian outweigh the benefits of hearing out as many
alters as possible on a decision.
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My tentative view is that imposing a guardian does not make sense
because a guardian will generally be no better a decisionmaker than any
competent alter.  I have one reservation, though, about letting any compe-
tent alter decide.  What if the alter is deciding something that’s really
unconscionable and totally against the interests of all of the other alters?
This is the case, for example, of the suicidal alter, even if suicidal for a
good reason.

Suppose, for instance, that a multiple shows up at an emergency room
acknowledging that she is a multiple, and it turns out she needs an
immediate blood transfusion in order to survive.  Suppose further that,
when consent is sought, the alter who is out says “no,” because he is a
Jehovah’s Witness.  None of the other alters is a Jehovah’s Witness, and
they are each desperate to say “yes” to the transfusion in order to survive.
But the Jehovah’s Witness alter stays in control of the body and won’t let
the others out.  Should the doctor accept the refusal of the Jehovah’s
Witness alter and let the patient die?

Or take another, less extreme case in a different competency context
that also makes the point.  A very wealthy multiple with several children in
dire need goes to make a will, announcing to his lawyer that he is a
multiple.  But the alter who comes out in the lawyer’s office is one who
identifies with his aggressors and his abusers and, thus, wants to leave his
vast estate to a pedophile organization.  Should he be able to bind his
fellow alters to this course even though it’s exactly what they would not
have chosen?  If the multiple is hit by a car on the way out of the lawyer’s
office, is this will valid?

Clearly, cases like this give pause about a view that would allow any
competent alter to decide for the whole.  But there is a possible solution to
this problem that is less intrusive than simply giving all multiples
guardians: Any competent alter’s decision is valid so long as it is not
unconscionable.  Indeed, this position would make civil competency
equivalent to criminal responsibility, for in the latter context the competent
alter’s choice is in fact unconscionable.

One may think this idea too favorable to multiples: We honor only
their good choices and protect them from any bad ones.  But this is, I think,
not entirely a fair criticism of this view.  For we do allow bad choices—just
not unconscionable ones.  Moreover, we prevent multiples from making
“unconscionable” choices, which we allow other people to make; and one
person’s unconscionable choice may be in another person’s best interest, at
least as she sees it.  So this view does take away some of multiples’
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decisional authority, with all its stigmatizing consequences and other
possible detrimental effects.  Multiples do not, so to speak, get all good
things with no bad ones.  And indeed, would it be so horrible to arrange
institutions in such a way that one did get all good things?

If all of this is right, at least a first cut on competency to make
treatment decisions for multiples would allow any competent alter’s
consent to be valid, unless the choice were unconscionable.  A close second
to this position would be to require a guardian to try to find the choice that
best represents what most alters want (again so long as that is not
unconscionable).  Different civil competency contexts may require
different rules.  And indeed further thought might lead me later to take a
different position even in this context.

CONCLUSION

Mental health law is an interesting and exciting field in which to work.
Great strides have been made in the law in the last twenty-five years.
Scholars have made important contributions as well.  I, myself, find issues
around personhood, moral agency, responsibility, and competency the most
intriguing, at least in part because they implicate many different areas of
the law.  I feel privileged that USC Law School has given me the
opportunity to think about these issues in a sustained way.
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